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ABSTRACT

Security in a heterogeneous and complex network is one of the most
significant challenges for administrators. A lot of devices are needed to handle and
perform the protection and prevention in order to secure the network resources and
assets from the threats, which are growing rapidly. The Security Information and
Event Management (SIEM) is the major tool that helps administrators attend to the
current situation. It is deployed to manage and identify the threats. Besides these, it is
able to initiate the actions for protection and prevention of the network and also
generate a report, which is conforms to the security standard. On the other hand, the
amount of data from devices is significantly large, and the variation of threats is also a
major concern for identifying them. To mitigate these problems, Latent Semantic
Analysis (LSA) was proposed in this research. LSA is one of the most powerful tools
that can provide efficiency in the exact matching, commonly used in information
retrieval. LSA improves its performance by reducing the amount of unnecessary data
generated from network devices. Additionally, it can be used to identify a similar
threat pattern from the similarity between events and threats. The experiments showed
that the LSA approach could help improve the threat identifying process by

eliminating an amount of unnecessary data without a degradation in accuracy.
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