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ABSTRACT

The main aim of this research is to describe advantages in the use of IPV4
adoption for traditional student ID cards and employee ID badges. Presently, the
number of students is increasing in all universities and different companies in Thailand
need to be categorized to the same standard. VP4 is one of the solutions to manage
all such information.

The possibility of using an IP address number instead of using existing
student IDs and employee ID cards, which are completely customised by
administrators such as; Insert, Edit, Delete, and view in order that all the information,
which is separated into different places, is able to be processed easily.

After the simulation has been completed, the system testing was
performed. The result shows that the hypothesis is trustworthy, which is the IP Address
can be used in increasing safety, comfort, flexibility and could also be applied to other

utilities in information management.
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CHAPTER |
INTRODUCTION

1.1 Background/ The importance of the problem

Thailand has developed citizen identification pattern in order to store basic
information, more convenient to store, portability to anywhere, including the ability to
retrieve information of the owner of card for check or use in basic information.
Evolutions of the identity card of the Thai citizen have been five generations are as
follows.

The first generation: The identification document look like a small
brochure has 4 folded 8 pages, started to use from 2486 to the end of 2505

The second generation: The cards are a convenient portable size in the
rectangle shape with a 2-sided photo the card is black-white containing the basic
information of cardholders with a normal typewriter coated with plastic. This type of
card started to use from 2506 to 2536.

The third generation: The cards look like the second generation, but
different in color print photo. The basic information of cardholders is printed and
coated with special materials to prevent counterfeiting. It began to use 13-digit for
identification number of citizen, started to use from 2531 to 2545.

The fourth generation: The cards have a magnetic stripe for record
information of cardholders, it looks like a credit card, The new information contain on
this card is blood group which will be useful in the archives of the Thai Red Cross
Society. This type of the cards started to use from 2539 to 2553.

The fifth generation: A pocket-sized smartcard with embedded integrated
circuits contains volatile memory and microprocessor components. The card is made
of plastic, generally polyvinyl chloride, but sometimes acrylonitrile butadiene styrene
or polycarbonate. Smart cards may also provide strong security authentication for

single sign-on, started to use from 2550 to present.
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The sixth generation: The cards use of RFID technology, but now RFID
technology did not make for citizen ID cards. We can be seen from the passenger train
(BTS and MRT), employee ID card or student ID card. The card has an internal
architecture look like in the smartcard technology but RFID card can be used without
touching.

RFID technology that can store a lot of data and high security data,
resulting in RFID technology can play an important role in the daily lives of most
people. This technology has been applied in many fields to indicate their intended use
of human, animal, and products. Automatic identification technology that is available
has been developed to facilitate for business, which will automatically read and record
information. The result of the popularization of RFID, the researcher expects that the
individual must have many cards in use such as citizen identification card, social
security card, student card, credit cards, etc.

Present has developed a new Internet Protocol is IPv6 to improve the
structure of the protocol to support numbers of IP address and improve other features
such as security as well as efficiency in the processing packet. Therefore, it is the
origin of the concept of bringing IPv6 to replace the Citizen ID. Because of the IPv6
can be defined in terms of the number of address up to 128 bits or 3.4x10% numbers.
It shows that the address number would be sufficient to needs of people around the
world. This means that in the future, number of people on the world will be assigned
to standard and the number can also be used as a number that represents the identity of
one of the world as well.

Researchers have realized the importance of the IP address was used as a
model for student ID number on the RFID cards to a processor and storage data of the

students as well as the ability to access the database for transactions of the students.

1.2 Objectives of Study
To study the possibility of replacing student ID to IP address for security,

convenience, flexibility, variety to development.
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1.3 Scope of the Study

The scope of the research on the feasibility of replacing the IP address on
student ID card on the RFID card is as follows:

1) Design and apply RFID card reader.

2) Design to store IP address on RFID card.

3) Study on the control of students' computer use.

4) Study on the control in other functions.

1.4 Definition

Radio-frequency identification (RFID) is the use of a wireless non-contact
radio system to transfer data from a tag attached to an object, for the purposes of
automatic identification and tracking. Some tags require no battery and are powered
by the radio waves used to read them. Others use a local power source. The tag
contains electronically stored information which can be read from up to several meters
away. Unlike a bar code, the tag does not need to be within line of sight of the reader
and may be embedded in the tracked object.

Internet Protocol is the primary network protocol used on the Internet,
developed in the 1970s. On the Internet and many other networks, IP is often used
together with the Transport Control Protocol (TCP) and referred to interchangeably as
TCP/IP. IP supports unique addressing for computers on a network. Most networks
use the Internet Protocol version 4 (IPv4) standard that features IP addresses four
bytes (32 bits) in length. The newer Internet Protocol version 6 (IPv6) standard
features addresses 16 bytes (128 bits) in length.
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CHAPTER I
LITERATURE REVIEW

The research on “A study of probability to use IP address number instead
of using an exist student ID”. Researchers have studied the development of systems
using RFID (radio frequency identification) and the Internet protocol. The researcher
has been studying concepts, theories, books, documents and related research. The
concept of theory and research on RFID and Internet Protocol technology of this study

are shown as follows.

2.1 RFID

2.1.1 The management of student ID with RFID technology

RFID technology is a useful and a variety of applications. The highlight is
a small chip that can store an ID. A chip that facilitate the integrated system including
a security that can be applied to work on the electronic student card. If the RFID
system integration can reduce costs is another great feature of the adoption of RFID
applications, which makes it comfortable to use. Especially, when the properties of
RFID compared to barcodes system. Inevitably implies a better reliability because the
code does not disappear, and a memory chips that can store data for long time.

Current, the applications of RFID technology is used in application such as
access control to have various styles. It is applied to Log in to used computer and
monitor time to use the computer. Meanwhile, it is an aspect of personal identification.
To be linked to the issue of tracking location, bringing the car into the parking and
access to a locker. Trend in the future, due to the characteristics of integrated the IP
Address into the RFID cards are used on university that to increase the security
involved in pushing up the development of serious and continuous. RFID technology

can be applied to business e-Purchasing on campus. Moreover, the adoption of RFID
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in different frequencies according to the various application, support to use with
superior features and replaced from barcodes.

RFID (Radio-frequency identification) is the use of a wireless non-contact
system that uses radio-frequency electromagnetic fields to transfer data from a tag
attached to an object, for the purposes of automatic identification and tracking. Some
tags require no battery and are powered by the electromagnetic fields used to read
them. Others use a local power source and emit radio waves (electromagnetic radiation
at radio frequencies). The tag contains electronically stored information which can be
read from up to several metres (yards) away. Unlike a bar code, the tag does not need
to be within line of sight of the reader and may be embedded in the tracked object.

2.1.2 RFID Systems

RFID may only consist of a tag and a reader but an RFID system
comprises many other technologies, such as computer, network, internet, wireless
devices, and software, all working with the RFID devices to create a complete
solution. A typical RFID system is divided into two layers: the physical layer and
Information Technology (IT) layer.

The physical layer consists of the following:

e One or more RF tags

e One or more interrogators (readers)
e One or more reader antennas

e Deployment environment

The IT layer consists of the following:

e One or more host computers connected to readers (directly
or through a network)

e Appropriate software (device drivers, filters, middleware,
databases, and user applications)

Figure 2.1 provides a bird’s-eye view of the RFID system, showing tags,
readers, network, computers with software applications, and people all interacting to
monitor and control business processes. The bidirectional mode of data movement
among various parts of the RFID system is depicted at the bottom of the figure. Data

may be read from or written to the tag during a business process. For example, a
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number may be read from the tag attached to a case of goods passing through the
shipping dock, while data may be written to the tag attached to a part moving from one

workstation to the other during the manufacturing process.

Host svstem
business
applications

B B e

X |: ".I ~ Data
\, llll_; \_\_nih\'ork / .l

Data capture
reader and antenna

Asset identifier
and locator tag

F 9

Data movement

Figure 2.1 Bird’s-eye view of an RFID system [4]

2.1.3 Elements of Radio Frequency Communication
Radio frequency communication uses the Electromagnetic (EM) waves
with frequencies from a specific part of the EM frequency spectrum. Therefore, the
underlying physics behind RF communication is the same as for any communication
that uses electromagnetic waves to carry information.
The four major players that make this communication happen are the
following:
a) Data signal: This is the wave that actually contains the
information that needs to be sent to the receiver.
b) Carrier signal: This is the wave that carries the data signal.
¢) Modulation: This is the process that encodes the data signal
into the carrier signal and creates the radio wave that is actually transmitted by the
antenna to propagate.
d) Antenna: This is a device used to transmit and receive

signals such as radio waves.
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2.1.4 RFID Tags

A tag, attached to an item that needs to be tracked, contains identification
and possibly more information about the item.

The components of a tag are there to support its functionality by:

a) Storing the information about an item.

b) Processing the request for information coming in from a
reader.

c¢) Preparing and sending the response to the request.

To support this functionality, a tag, as shown in Figure 2.2, consists of the
following three main components:

1) Chip: The chip is used to generate or process a signal. It’s an integrated
circuit (IC) made of silicon. The chip consists of the following functional components:

a) Logical unit: Implements the communication protocol used
for tag-reader communication.

b) Memory: Used to store data (information).

¢) Modulator: Used for modulating the outgoing signals and
demodulating the incoming signals.

d) Power controller: Converts the AC power from the
incoming signal to DC power and supplies power to the components of the chip.

2) Antenna: In an RFID system, a tag’s antenna receives the signal (a
request for information) from a reader and transmits a response signal (identification
information) back to the reader. It’s made of metal or a metal-based material. Both
readers and tags have their own antennas.

a) The antennas are usually used by tags (and readers as well)
operating at UHF and microwave frequencies.

b) The tags (and readers) operating at low frequency (LF) and
high frequency (HF) use inductive coils (as antennas) to send and receive signals in
the inductive coupling communication technique.

Both the chip and antenna are housed on a substrate.
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Antenna
e

I .‘_. — I Chip

Substrate |

Figure 2.2 Components of a Tag [4]

3) Substrate: This is the layer that houses the chip and the antenna.
Substrates can be made of different materials such as plastic, polyethylene
terephthalate (PET), paper, and glass epoxy. Substrate material can be rigid or flexible,

depending on the usage requirements.

2.1.5 Operating Tag Frequencies.

To respond to readers, tags use radio waves, which are basically the
electromagnetic waves covering part of the electromagnetic spectrum of frequencies
called radio frequency spectrum. Because the RFID systems generate and radiate the
electromagnetic waves that fall in the radio frequency spectrum, they are justifiably
classified as radio systems.

Table 2.1 shows the radio frequency ranges that are of interest to RFID
systems, along with the ISM frequencies. RFID systems use many different
frequencies in the radio frequency spectrum, but there are four most commonly used
radio frequency ranges: low frequency (30-300 KHz), high frequency (3—-30 MHz),
ultrahigh frequency (300 MHz-3 GHz), and microwave frequencies (1 GHz-300
GHz). This table also shows the read ranges for a passive tag (a tag that does not have
its own source of power, such as battery) corresponding to each frequency range. An

active tag (a tag that has a battery) can have a read range of up to 100 meters.
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Table 2.1 Radio Frequency Ranges in Which RFID Systems Can Operate and the

Corresponding Read Ranges for Passive Tags [2]

Name Frequency | Wavelength | ISM Frequencies | Read Range for
Range Range Passive Tags

Low 30-300KHz 10km-1km <135KHz <50cm
frequency
(LF)
High 3-30MHz 100m-10m 6.78MHz, <3m
frequency 8.11MHz,
(HF) 13.56MHz,

27.12MHz
Ultrahigh 300MHz- 1m-10cm 433MHz, <9m
frequency 3GHz 869MHz,
(UHF) 915MHz
Microwave 3GHz- 30cm-1mm 2.11GHz, >10m
frequency 300GHz 5380GHz

2.1.6 RFID Tag Types

An RFID solution uses a radio frequency (RF) signal to broadcast the data

captured and maintained in an RFID chip. An RFID system is composed of three

components: a programmable transponder or tag, a reader (with an antenna), and a

host. Figure 2.3 shows the basics of how an RFID system works.
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Figure 2.3 An RFID system transmitting data [2]

Much of the criteria for RFID systems depend on the type of tag that you
use. Tags can be active, passive, or semi-passive. RFID tags are different types:

a) An active tag has its own battery power to contact the
reader. Power from the battery is used to run the microchip’s circuitry and to broadcast
a signal to a reader. An active tag’s onboard power source enables the tag to broadcast
a signal out at great range by either constantly beaconing a signal or broadcasting only

when the reader talks first. Some of the more powerful active tags can communicate

up to 1 kilometer.
b) A passive tag does not require a battery. Rather, a passive

tag derives its power from the electromagnetic field created by the signal from the

RFID reader to respond to the reader with its information.
c) Semi-passive tags use a battery to run the chip’s circuitry

but communicate by drawing power from the reader’s radio waves (like a passive tag).
Because these tags have a battery, they’re larger and more expensive than passive tags,

but have greater communication ranges. Some active tags can also be made to monitor
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sensor inputs, such as the temperature or movement, even without being within an

interrogation zone to power up the tag.

The characteristics of passive, semi-passive, and active tags are summed

up in Table 2.2.

Table 2.2 Characteristics of Tag Types [2]
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receives power from

the reader’s signal

power source
(battery)

Tag Type => Tag Passive Semi-passive Active
Characteristic || V
Power source No power of its own; | Has its own Has its own power

source (battery)

Communication

Communication
must be initiated by

the reader

Communication
must be initiated

by the reader

Can respond to the

reader’s signal and

can also initiate
the

communication

read/write (RW)

or read/write

(RW)

Size Small could be as Medium Largest, typically
small as (0.15mm x (1.5x3) x 0.5
0.15mm) x 7.5 m inch?

Read range Short Upto 100 m Large (upto 1 Km
2mm; few meters is possible); some
depending on the limitations apply,
operating frequency resulting from

standards and
regulations

Memory design Read only (RO), Read only (RO), | Read only (RO),
write once/read write once/read write once/read
many (WORM), or | many (WORM), | many (WORM),

or read/write
(RW)
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Table 2.2 Characteristics of Tag Types (cont.) [2]

Tag Type => Tag Passive Semi-passive Active
Characteristic || V

Memory capacity Mostly up to 128 | - Up to 8BMB
bits, but some tags
can have memory
up to 64 KB

Cost Inexpensive Intermediate Expensive

2.1.7 RFID Standards and Regulations.

The ISO is an international standards body composed of representatives
from national standards bodies, founded on February 23, 1947, this organization sets
worldwide industrial and commercial standards, which are popularly called 1SO
standards.

To be widely accepted, any technology requires some sort of standards and
regulations that provide guidelines for designing, manufacturing, and using the
technology. Standards are created by industry consortiums such as EPC global or
standards-creating organizations such as the International Organization for
Standardization (ISO). Standards help provide interoperability among vendors’
products, increased demand for products, and reduced costs. Regulations are created
by governmental agencies and help improve safety of the technology and create an
orderly development and deployment environment in which several similar
technologies can operate simultaneously. Two standards developing organizations
most instrumental in getting different RFID solutions to work together are EPC global
and 1SO. EPC global is a non-profit industry organization. The acronym EPC stands
for Electronic Product Code.

The ISO has developed RFID standards in Table 2.3.
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Table 2.3 Some RFID Standards Developed by the ISO [2]

ISO Standard Description

ISO/IEC 15961 Information exchange in a radio frequency identification
(RFID) system (data protocol for application interface) for

item management

ISO/IEC 15962 Data encoding rules and logical memory functions for item
management

ISO/IEC 15963 Unique identification for RF tags

ISO/IEC 18000- ii Parameters for air interface communications for different

is an integer: 1, 2, 3 | operating frequencies

ISO/IEC 18047- ii is | RFID device tests methods for different operating
an integer: 1, 2, 3 ... | frequencies
ISO/IEC 19762-3 Automatic identifi cation and data capture (AIDC)

techniques: vocabulary

ISO/IEC 24730-1 Real-time locating systems (RTLS): application program
interface (API)

2.2 Principles and theories of Internet Protocol.

The Internet Protocol, or IP, is the primary protocol used to provide an
end-to-end delivery of packets over a TCP/IP network. Two versions of IP exist: IPv4
and IPv6.

The Internet Protocol is the Network Layer protocol responsible for
maintaining the endpoints of an Internet connection. IP defines the addressing scheme
used by TCP packets and the encapsulation of the data into the datagram format that is
transported over an internetwork. IP is a stateful, but connectionless, protocol. That is,
while the endpoints are known and can be either real or virtual, the path between the

endpoints is left undefined.
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2.2.1 Internet Protocol Version 4.

The first version of the Internet Protocol, version 4 (IPv4), is the dominant
standard. It is recognized by the use of a quartet of octet addresses, ###. ### #it# #it#,
which is sometimes referred to as the dot decimal notation.

1) Addressing: IPv4’s octet addressing scheme defines a 32-
bit address space. Each of the four numbers can range from 0 to 255, which defines a
limit of 4,294,967,296 unique addresses in the address space. When the designers of
IP developed the protocol, they could never have imagined how popular the protocol
would become, and so it seemed eminently reasonable that four billion addresses
could never be consumed. At the time that IPv4 was specified in 1980, the population
of the entire world was estimated to be 4.5 billion people, and so the IPv4 standard
allowed for an IP address for every person alive at the time. In an era when
refrigerators, toasters, sensors, and almost anything you can think of takes an IP
address. This problem has been called IP address exhaustion. By comparison, IPv6
defines a 128-bit address space, which defines 3.4 x 1038 unique numbers.

2) Classes: As more networks were required, the designers of
IP realized that while some networks might be large, most networks would be small,
with some of intermediate size. The addressing scheme was changed so that the
number of octets defining the network ID could vary between one and three octets,
while the number of octets assigned to host IDs would vary between three and one
octets. A network that required only one octet for the network 1D would allow for 224
(16,777,216) hosts; one with two octets for the network ID would allow for 216
(65,536) hosts; and small networks where three octets were used to define the network
would allow for only 28 (256) hosts. This is where the notion of network classes
comes from. The original assignments for Classes A through E are shown in Figure
2.4 and Table 2.4 lists the different class types, as defined by RFC 791.
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Figure 2.4 IPv4’s original network class assignments [13]
Table 2.4 Network Class Types [1]
Class Leading Bits | Begin End (Routing block- | Default
CIDR) Subnet Mask

Class A 0 0.0.0.0 127.255.255.255 (/8) 255.0.0.0
Class B 10 128.0.0.0 | 191.255.255.255 (/16) | 255.255.0.0
Class C 110 192.0.0.0 | 223.255.255.255 (/24) | 255.255.255.0
Class D 1110 224.0.0.0 | 239.255.255.255 (/4) N/A
(multicast)

Class E 11110 240.0.0.0 | 255.255.255.255 (/4) N/A
(reserved)

3) Classless Inter - Domain Routing:

Classes became less

relevant as the Internet became a public utility and the address space needed to be

sliced and diced into millions of pieces. Classes eventually gave way to what is now

called Classless Inter-Domain Routing (CIDR), and blocks of addresses are doled out

to organizations and ISPs in all kinds of sizes. In the CIDR, IP addresses are assigned

in a hierarchical structure that allows the addresses to be routed to the correct network,

and if the address is routable, past the network portion to the correct host.
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The CIDR scheme breaks the IPv4 address space into blocks that can be
doled out, and represents those blocks. Each block is defined by appending a range
number to an octet, in the form, ###. 44 #i ###/N, where N is a number from 0 to
32. (For IPv6, the range number is from 0 to 128.) The range number is in binary, and
although it is appended to a dot decimal representation of the IP address, it is
necessary to perform a conversion in order to establish the block size. Dot decimal is a
32-bit address space, and the numbers of N represent the excluded portion of the IP
range.

The larger the number, the smaller the range of addresses in the block.
Table 2.5 lists the conversion of Classes to CIDR block prefixes. So you can see how
the VSLM assignment allows for very efficient block assignments of any size.

With the CIDR block assignments, it is no longer necessary to store routes
to individual hosts in Internet routers. Instead, using routing prefix aggregation, routes
are summarized into the supernets that the blocks represent. If you had four /26
contiguous blocks, that would represent 4 x 232-26, or 256 addresses. The designation
of /26 represents a 1/4 C class network. In the routing table, a single entry for the
starting IP address in the form ### ## ## #H#/24 would be advertised, thus
consolidating all of the blocks in the range.

For a larger supernet, consider the address ###.###.0.0/16, which uses a
subnet mask of 255.255.0.0. The /16 indicates that this network is equivalent to 256
contiguous C class networks or one B class network, and defines an address space
with 65,536 hosts.

Table 2.5 CIDR Block Sizes. [1]

CIDR Block Prefix | Class Equivalency Unique Nodes
128 1/16 Class C 16

127 1/8 Class C 32

126 1/4 Class C 64

125 1/2 Class C 128

124 Class C 256




Fac. of Grad. Studies, Mahidol Univ. M.Sc. (Tech. of Inform. Sys. Management.) / 17

Table 2.5 CIDR Block Sizes (cont.) [1]

CIDR Block Prefix | Class Equivalency Unique Nodes
123 2 Class C 512

122 4 Class C 1,024

121 8 Class C 2,048

120 16 Class C 4,096

/119 32 Class C 8,192

/18 64 Class C 16,384
117 128 Class C 32,768
/16 256 Class C or 1 Class B 65,536
/15 512 Class C or 2 Class B 131,072
114 1,024 Class C or 4 Class B 262,144
/13 2,048 Class C or 8 Class B 524,288
112 4,098 Class C or 16 Class B 1,048,576

4) Subnetting: A subdivided network is called a subnet, which
is short for subnetwork, although you almost never hear the latter term in use. Subnets
are created by applying a “subnet mask™ to the network address space. A subnet mask
is a bit mask that hides the network identification portion of a network, along with any
range of host values you specify. Most private networks set their systems up with this
size of network. In a private network with the range 192.168.1.0 to 192.168.1.255,
which is referred to as 192.168.1.0/24 in CIDR, a subnet mask of 255.255.255.0 is
applied to hide the network identification. This mask allows any of the 256 values for
the host that are possible with the last octet. Suppose that you wanted to create two
separate but equal sized subnets from this range.

Subnetting is a lot less mysterious than it might seem at first, if you think
in terms of binary addressing. What subnet masking does is take bits that were part of
the host’s identification portion of the network block and mask them off so that those
bits appear to be part of the network identification portion; as a result, those bits can’t
be changed. Figure 2.5 shows how this example looks in binary numbers. Note that the

subnet mask suppresses the available range in the last octet.
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Address
192.168.1.0 1

Subnet Mask
5573557
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Allowed ranze
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Bits that are masked off

0000
uuuuu
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Bits that can be set

11111111 {127)

Figure 2.5 Subnetting a /24 network into two identical subnets [13]

Should you want to carve a /24 network into more subnets, you can use the

subnet mask values in Table 2.5 to do so. Every bit that is masked beyond the network

identification portion of the address is referred to as the subnet identifier. In Figure

2.5, the subnet identifier is 1. Referring to Table 2.6, the network identifier for the
subnet mask 255.255.255.240 would be 4.

Table 2.6 Subnetting a /24 Network [1]

Last Octet in | Last Octet | Unique Hostsl Number of Effective
Dot Decimal | in Binary Possible Subnets CIDR
255 11111111 NA2 NA2 /132
254 11111110 2 (point to point) 128 /31
252 11111100 2 64 /30
248 11111000 6 32 129
240 11110000 14 16 /128
224 11100000 30 8 127
192 11000000 62 4 126
128 10000000 126 2 125
0 00000000 256 1 (no subnet)

(no mask)
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2.2.2 Internet Protocol Version 6

The second version of the Internet Protocol, version 6 (IPv6), is the
successor to IPv4. IPv6 was designed to provide a significantly larger address space,
better granularity (self-auto configuration and improved routing), and improved
security.

1) Addressing: IPv6 has a much larger address space; 22
addresses are available. The designers of IPv6 divided the address into several
categories. A few leftmost bits, called the type prefix, in each address define its
category. The type prefix is variable in length, but it is designed such that no code is
identical to the first part of any other code. In this way, there is no ambiguity; when an
address is given, the type prefix can easily be determined. Table 2.7 shows the prefix
for each type of address. The third column shows the fraction of each type of address
relative to the whole address space.

In standard hexadecimal notation, a Global Unicast IPv6 address would be
written as eight 4-digit groups, each separated by a colon, as follows:
2001:0db8:3c4d:0015:0000:0000:abcd:ef14

2001:0db8:3c4d: is the global prefix, 0015: is the subnet ID,
and 0000:0000:abcd:ef14 is the host identifier (network interface).

There is no need to specify a subnet or the network identification of any
routers along the path to that network. The addition of the network identification

changes the routing for the entire set of systems on that IPv6 network.

Table 2.7 Type prefixes for IPv6 addresses [13]

Type prefix Type Fraction
0000 0000 Reserved 1/256

0000 0001 Unassigned 1/256

0000 001 ISO network addresses 1/128

0000 010 IPX (Novell) network addresses 1/128

0000 011 Unassigned 1/128

0000 1 Unassigned 1/32
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Type prefix Type Fraction
0001 Reserved 1/16
001 Reserved 1/8
010 Provider-based unicast addresses 1/8
011 Unassigned 1/8
100 Geographic-based unicast addresses 1/8
101 Unassigned 1/8
110 Unassigned 1/8
1110 Unassigned 1/16
11110 Unassigned 1/32
111110 Unassigned 1/64
1111 110 Unassigned 1/128
111111100 Unassigned 1/512
1111 1110 10 | Link local addresses 1/1024
1111 1110 11 | Site local addresses 1/1024
1111 1111 Multicast addresses 1/256

2) IPv6 datagrams: IPv6 datagrams are both larger and simpler

than their IPv4 counterparts. The header portion of the packet is shown in Figure 2.6.

That IPv6 doesn’t use IP header checksums to verify the validity of a transmitted

packet; instead, it relies on other protocols to determine the validity. This has the

effect of making IPv6 faster than IPv4.
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0 4 3 12 16 20 24 23 32 Bit width
UVersion | Traffic Class Flow Label
3 Payload Length Next Header Hop Limit

Source Address

Destination Address

Figure 2.6 IPv6 header structure [13]

The different fields in the IPv6 header have the following purposes:

a) Version: This is indicated by a four-bit representation of the
number 6 (0110).

b) Traffic Class: This field provides a packet priority range
that is used to control packet traffic based on network conditions. Network messages
indicate the amount of congestion on the network that needs to be accommodated.

c) Flow Label: This is a QoS label that is defined for real-time
services and is meant to serve the same function as the Service Type field in IPv4.
This field is not in current use.

d) Payload Length: This indicates the size of the payload in
bytes. A field setting of all zeros indicates that the packet is a “Jumbogram,” which is
a packet that can be anywhere from 64KB up to 4GB in size. Jumbo frames require
specific network hardware support and a Maximum Transmission Unit (MTU)
network protocol that supports their large sizes in order to be used.

e) Next Header: This is equivalent to the Protocol field in the

IPv4 header. It can also be used to add an additional header to the packet.
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f) Hop Limit: This is the number of network hops that are
allowed. This is the current replacement for the Time-To-Live parameter that is used
in IPv4,

g) Source Address: This is the IPv6 128-bit address of the
source.

h) Destination Address: This is the IPv6 128-bit address of the
destination.

2.3 Related Research

The studies related to implementation of a RFID system has found that the
neighborhood concept. The publisher has used a project approach in the development
of systems for personnel evaluation as follows;

Sandra Dominikus, Manfred Aigner, Stefan Kraxberger (2010) [17]
studied on passive RFID technology for the internet of things that show how to modify
RFID readers and low-cost tags to make them suitable for a remote two-way
communication. They consider the required capabilities of readers and tags and show
how communication can be done via mobile IPv6. Security considerations round the
description before we can conclude that also passive low-cost RFID tags are able to
become part of the future Internet of Things. They provided a concept to integrate
passive RFID technology into the Internet of Things. Many new applications will be
possible if RFID tags can be accessed via the Internet. They looked at concepts from
mobile IPv6 technology and came to the conclusion, that these concepts also work for
passive RFID tags.

Dang Nguyen Duc, Hyunrok Lee, Divyan M. Konidala, Kwangjo Kim
(2010) [20] studied on open issues in RFID security, they attempt to summarize
current research works in the field of RFID security and discuss some of their open
issues. Firstly, they outline the security threats to RFID, then we summarize some of
the current countermeasures and finally, we draw attention to the open issues and

challenges in RIFD security.
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CHAPTER 111
METHODOLOGY

The research was conducted to analyze the feasibility of using IP addresses

instead of the student ID. The purpose of the IP address use of optimization models

applied to RFID technology with the IP address to be applied to the student ID or the

other side, which can be identified efficiently. The system can be divided into 5 parts as

follows:
1)
2)
3)
4)
5)

Defining Scope of Research
System Design

Database Design

Screen Design

System testing

3.1 Defining Scope of Research

In this research, the researchers have defined the scope of the trial by a

single computer by installing the VM Ware. There are making it seem like two

computers, main computer for client computer and another is used to server computer.

Equipment used in the research can be divided into 2 parts as follows.
3.1.1 Hardware

e Computer
e RFID Reader/Writer
e Low frequency RFID card (1K)

The product data sheet of RFID card and RFID reader as shown in

Appendix a.
3.1.2 Software

e VVM-Ware

e Microsoft Visual Basic
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e Microsoft SQL Server 2005

3.2 System Design

In design of computer systems through RFID card can be divided into 2
parts as follows:

3.2.1 Hardware design

Detailed study of the RFID device model that works and how is connected
to the RFID device. Using RFID card and RFID reader are of low frequency that can
read data in the near term.

3.2.2 Software design

The program is designed to control access to the computer by using
Microsoft Visual Basic, which requires that the program works if the user wants to
access the computer, access to the car park, access to the locker and location tracking
that can be written to Flowchart as shown in figure 3.1. For access to the computer
users will need to tap the RFID card to RFID Reader and then, enter the password. It
will provide access to the computer, if pull the card out. It will leave to the main
screen users cannot use a computer that can be written to Flowchart as shown in figure
3.2. For access to car park users will need to tap the RFID card to RFID Reader when
the vehicle is into parked and then tap again when the vehicle is go out from car park
that can be written to Flowchart as shown in figure 3.3. For access to the locker users
will need to tap the RFID card to RFID Reader when users need to open the locker
that can be written to Flowchart as shown in figure 3.4. For the location tracking when
the user is inside the RFID antenna area, the system will detect signal and stamp

location to database that can be written to Flowchart as shown in figure 3.5.
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Figure 3.1 System Flowchart
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Figure 3.5 Flowchart of Location tracking system

3.3 Database Design

The analysis of designed the system access to use computer through RFID
is used to manage Microsoft SQL Server 2005 for database storage system. Data
model presents all details related to database design and shows the relation of the
various files within the system. This diagram is Entity Relationship Diagram as shown

in figure 3.6, and the data dictionary of this system as shown in Appendix b.
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Figure 3.6 Entity Relationship Diagram

3.4 Screen Design

Screen design work will be designed as follows.

e Screen design when open program, it show the logo of the university
and message "Please Touch Your Card on Reader"

e Screen design for verify password.

e Screen design for data management of students and administrator, were
forced to fill in the name, surname, date, password, access (allowed or not allowed),

UID card, IP Address, Subnet Mask, Default Gateway.
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3.5 System Testing

In this research the system testing will be connecting to the simulate

network to using by VMWare program,

Computer Server. It’s have to check that to connect by Ping command as shown in
figure 3.7. before the assess overall processes by tested from register user, delete
name, add name, modify name, set authorization, application test then check IP
Address on the computer using the DOS Command: ipconfig see that the IP has been

changed or not and check transaction log.
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connect between Computer Client and

AWINDOWS\system32\cmad.exe - ping 192.168.220.128 -t

C:=“Documents and Settings\Dellping 192.168.220.128—¢
Ping request could not find host 192.168.220.128-t. Please check the name and tw
iy again.

C:“Documents and Settings~\Dell’ping 122.168.220.128 -t

Pinging 192.168.220.128 with 32 bytes of data:

time=6ms
time<ims
time{ims
time{lms
time{lms
time<ims
time{ims
time{lms
time<ims
time{lms
time<{lmz
time{lms
time<ims
time{lms
time<lnz
time{lms

ITL=128
TTL=128
TTL=128
ITL=128
ITL=128
TTL=128
TTL=128
ITL=128
TTL=128
TTL=128
TTL=128
ITL=128
TTL=128
TTL=128
TTL=128
ITL=128

Figure 3.7 Ping Command between Client and Server.
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CHAPTER IV
RESULTS AND DISCUSSION

After the design of substitution of Student id card with IP address is
completed. In order to apply RF ID technology to be the model for the future
development, the researcher would like to present the analysis of the research to fulfill
the purpose of the research as follows.

4.1 Perform test by recording and define the right of students and
university staffs.

4.2 Perform test of logging in the computer of students and university
staffs.

4.3 Report the record of log in/out the computer.

4.4 Additional test to control the car coming to car park by using RFID
card.

4.5 Additional test to control locker accessibility by using RFID card.

4.6 Additional test to monitor the student location by the RFID card..

In performing test, one computer server and one client computer is
necessary by simulating the virtual program VMware in order to make the main
window as the Client computer and Window in VMware as the server which

Microsoft SQL server is installed.

4.1 Recording test and students and staffs’ right definition.

Perform test by open RFID Authentication System Registration program in
order to verify name and password of admin to access the system as in figure 4.1.
Then connect RFID reader to sync the data between ID Card and the reader. The
finding shows that all fields; Name and Surname, Date, Password and Password
confirmation, Status (ok or not ok), UID card (pressing to read UID card is needed

prior to filling out UID), IP Address. Subnet Mask and Default gateway are completed



Fac. of Grad. Studies, Mahidol Univ. M.Sc. (Tech. of Inform. Sys. Management.) / 33

as in the figure 4.2. To recheck by verifying name when log-in found that the

students and staffs’ right have been recorded completely as in figure 4.3

Y% RFID Authentication System Registration

uviTImaunyaa [amsidnisumaad]

Status : Connect Database Success..

Figure 4.1 Showing the register program.

Y& RFID Authentication System Registration - [Sanasfasasindnya]
9 BEE

uvriniasuiea [auszimnymmand]

= auiiya | B fudin | ® onan |8 aen |
Ho. Studert Name
v  doanas * oa
8 e fa-anainfnn [-BEEE BEEE R
18 M1.BBEB BBEB
19 Miss. CCCC CCCC PR 5
20 M DODD 00D Jufinsantiaya [01/03/2012 pCGHIT)

" stiadnu (0000 fudiusdaeny 0000 gnfiag

|y
® auana O lyaunw

st AFID Aeader [IIRNEEALCCR O]

Vs RFID Card v RFID Card

" UID Card UID Card [osozees |
¥ Defoult Gateway [GORT]  Defaut Gareway [192.168.220.1|[Tom |
* LockerNo.  [045 [T Lockerno 35 |5

Fanwm 5 s18ms

User: Mrbbdd bb, 02/07/2014 Status : Connect Database Success,

Figure 4.2 Checking data recorded.
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¥8 RFID Authentication System Registration - [ 7 sfaxs

uvininmnauniaa [amsidnisumaad]

e ¥ Ha-anaiinfime [Mr.DDDD DDDD, g
e Mr.BBBB BBBE
g Wab00 0000 * Sufinsani
o Mis CCET CLCE Sufnsaniioya | 30/09/2012 e

stiadu 1111 Buffusiiadu 1111 andfas

A

@ auann O lsiauann

iawaa RFID Reader l:l
viuu RFID Card

User: MrAAsA A8 02/07/204 Status : Connect Database Suceess...

Figure 4.3 Shows the name lists are increasing.

4.2 Perform test students and staffs’ accessibility by logging in the

computer.

Perform test by opening Pjt AuthlPaddress RFID and participant touch
RFID on card reader. The result shows that participant could access to computer to
check IP Address by using ipconfig command as in figure found that the data belongs
to Mr.BBBB BBBB as in figure 4.5. When move out the RFID from the reader, the
system will log-off and the screen turns to home screen automatically.

After the first test completed, the second test is performed again by
changing a new RFID. The result shows as same as the first test which participant
could log-in to access the computer normally and when check IP Address found that
the data belongs to Mr. DDDD DDDD as in figure 4.7

Additional test is performed again using another RFID of Mr. DDDD
DDDD used by another reader while the first RFID is using. The result shows that it
has been denied due to the same IP Address is detected as the hypothesis. According
to the result of the test, it concludes that RFID could be use to verify the personal IP
address kept in the database and also protect the duplication of using it unlike log-in

by user name and password is available for repeat log-in.
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Verify Password

Name Mr.BBBB BBBB

Password |

(o]

L

Figure 4.4 Showing the Name, IP Address, Subnet Mask, Default Gateway as access
by Mr.BBBB BBBB.

AWINDOWS\system 32\cmd. exe

Microsoft Windows BP [Uersion 5.1.26801
CC>» Copuyright 1985-2881 Microsoft Corp.

C:~Documents and Settings“Dell>ipconfig

Windows IPF Configuration

Ethernet adapter UMware Metwork Adapter UMneti:

Connection—specific DHE Suffix

IP Address. . - « « « = « o = . . : 192.168.228.45
Subnet Mazk = 255.255.255.8
Default Gateway : 192.168.228.1

C:~Documents and Settings>Dell>

Figure 4.5 Showing the IP Address of Mr. BBBB BBBB.
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Verify Password

Name | Mr.DDDD DDDD

Password |

IP Address

<

Subnet Mask

Default Gateway

Figure 4.6 Showing the Name, IP Address, Subnet Mask, Default Gateway as access
by Mr.DDDD DDDD.

€ EE)
% ﬁ]@é-m HE\Z 655

2 E 0w

U i

ings\De1ll>ipconfig

- thernet adapte rk Adapter UMnet1:

192.16

Welcome x
No. wiganeny idundn

Figure 4.7 Showing the IP Address changes.
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4.3 Perform test of report the log of computer access.

During the computer access reporting test, Admin could access by using
RFID Authentication System Registration program at the Student access and Staffs
access icons. The result shows that the information queried from the program are
completely accordance with the record and all errors show correctly.

18 RFID Authentication System Registration - [ 15snusidnw]

Fuwnam

No. Dae Time in Date Time out UID Card Student Name 1P Address Subnet Mask Default Gateway Houruse  Minutes use | Stalus A
35 23/02/2012 03 41:01 231DEZER G A 152168 220,40 265 256 256.0 152168 220.1 SUCCRSS
kS 23/02/2M2094.. 231DE2EB  wadan 192.168.22040 255.255.255.0 192.168.220.1 [ 1 success
37 23/02/2012 034312 GIDETEE  test 192,168 220.20 265,256, 255.0 192.168.220.1 suncess
k) 23/02/2M12094.. B3DAETER  lest 192.168.220.20 255.255.255.0 192.168.220.1 [ 1 success
39 21/03/2012 031717 BDES36ES  wheawwnyunia  192.168.220.100 265,256, 255.0 192.168.220.1 suncess
40 21/03/2012091... BDESIES  sneawsisviunda 192168220100 255.255.255.0 192.168.220.1 [ 1 success
41 21/03/2012 031332 80903865 wisEsiery wedaR..  192.168.220.45 255.256,255.0 192.168.220.1 success
42 21/03/2012 032, 20a038E5 wgdsian il 19216522045 265.266.256.0 192.168.220.1 o a suecess
43 21/03/2012 01:53.39 80903865 wisEsiery wedaR..  192.168.220.45 255.255,255.0 192.168.220.1 success
44 21/03/2012 02.0, 20a038E5 wgdsian e 19216522045 265.266.256.0 192.168.220.1 o a suecess
45 21/03/2012 020037 BDESIES  wisdwmngsdwnde  192168.220.100 255.255,255.0 192.168.220.1 success
48 21032012 02:0 BDEG3EES weanze Vinnia 152164 220100 265 256 256.0 152168 220.1 n i} SUCORSS
47 21/03/2012 02.01:22 SDEB34ES  wiwma 192.168.220.003 255.255.255.0 192.168.220.1 success
48 21/03/2M12020..  SDSBMES  wiwaa 192,168, 220003 265,256, 255.0 192.168.220.1 1] i suncess
43 18/08/2012 01:41:08 8D9038E5  wigEsiers e, 192.168.220.45 255.255.255.0 192.168.220.1 success
50 18/08/201201:4...  BDIO3BES  sniedsims seddadl. 19216822045 265,256, 255.0 192.168.220.1 1] i suncess

51 30/09/2012 03.54:50 80903865 wigEsiers 6L, 192.168.220.45 255.255.255.0 192.168.220.1 success
52 30/09/2012035.. BDIO3EES  sisEsies sedda. 19216822045 255.256,255.0 192.168.220.1 [ 1 success
53 30/09/2012 0357.07 BDEG3EES weAmene Vinnia 182.162.220.100 265.266.256.0 192.168.220.1 suecess
54 30/09/2012035.. BDESIES  sisdwsnsiwnda 192168220100 255.255,255.0 192.168.220.1 [ 1 success
55 05/02/201211:0412 BDEG3EES weAmene Vinnia 182.162.220.100 265.266.256.0 192.168.220.1 suecess
56 05/02/201311:0..  BDES3ES  sisdwsns viwnda 192168220100 255.255,255.0 192.168.220.1 [ 0 success
&7 25/03/201312.56:20 8003865 wedsien 2. 132165 22045 265 256 256.0 152168 220.1 SUCORSS
58 25/03/2013125..  BDIO3EES  snsisiem sefdad. 19216822045 255.255.255.0 192.168.220.1 [ 0 success
59 23/06/2014 11:33:32 80903865 whwEsiery AWe..  192.168.220.45 265,256, 255.0 192.168.220.1 suncess
0 29/06/201411:3..  BDIO3EES  ssEsiem sefidadl. 19216822045 255.255.255.0 192.168.220.1 [ 0 success
&1 30/06/2014 07:36:22 BDES3ES  wheawmnyunds  192.168.220.100 265,256, 255.0 192.168.220.1 suncess
B2 30/06/201407:3.. BDESIES  sneawsnsviunda 192168220100 255.255.255.0 192.168.220.1 [ 0 success
63 02/07/201412.35:16 80903865 M1BBBE BBBE 192,168, 22045 255.256,255.0 192.168.220.1 success
&4 02/07/201412:3, 20a038E5 MrEBEE BEBE 192.168.220.45 265.266.256.0 192.168.220.1 o a suecess
5 02/07/201412.36:21 8DES3665  Mi.DDDD DDDD 192.168.220.100 255.255,255.0 192.168.220.1 success
BE 02/07/201412:3, BDEG3EEE Mr.DDDD DODD 182.162.220.100 265.266.256.0 192.168.220.1 o a suecess
67 02/07/201412.38:46 6ID4ETER  Miss.OCCC COCC 192,168 22088 255.255,255.0 192.168.220.1 success
02/07/201412:3 B3D4E1ER Miss COCC CCCC 1521648 220,88 265 256 256.0 182168 2201 SUCORSS

User: MrASAA A2, 02/07/2014 Status : Connect Database Success.

Figure 4.8 Showing the log student access.

18 RFID Authentication System Registration - [Vl Fanmaww

Fuwman

No, Date Time in Date Time out UID Card Staff Name IP Address Subret Mask Default Gateway Hour use Minutes use  Status

1 03/04/2011 11:2437  231DEZEB staf_test 192.168.200.555 256.255.255.0 192.168.1.1 [} [i] success
2 27/08/2011 05:32.22 8DE737ES  wimmawesd Fwdeni 192165111001 256.255.255.0 192.165.1.1 success
3 18/09/2011 03:36:04 8DE737ES  wmaawssd Suden]  192166.111.001 256.255.255.0 192.165.1.1 success
4 26/09/2011 01: 30159 8DE73765 wiaawasd Hoded]  192165.111.001 255 265 2560 15216511 SUCCESS
5 26/09/2011 10:4315 BDETI7ES wieaawesd Haden!  192165.111.001 256.255.256.0 192.165.1.1 Oeess
E 26/09/2011 10:51:36 BDE7I7E5 wieaawasd Suden] 192168189129 266.295.2586.0 192.168.189.2 oeess
7 25/09/2011 10:5211  8DE737E5  wimvaawes Sefen] 192168183129 256.255.255.0 192.168.189.2 [ [i] success
8 26/09/2011 09.30.31 8DE737E5  wimaawss Seden) 192168183129 256.255.255.0 192.168.189.2 success
] 26/09/2011 033103 BDE73ES  wiswmawosd Swdeni 192168189129 256.255.255.0 192.168.189.2 [ [i] success
10 26/09/2011 10:35:19 8DE737ES  wmaawssd Suden] 192168189129 256.255.255.0 192.168.189.2 success
1 26/08/201 10:35:65 8DE73765 wiaawasd Hoded] 192168189129 255 265 2560 1521681832 n a SUCCESS
12 27/09/2011 12.07.34 BDETI7ES wieaawasd Hader] 192168189123 256.255.256.0 192.168.189.2 Oeess
13 27/08/2011 12:08:12 BDE7I7E5 wieaawasd Suden] 192168189129 266.295.2586.0 192.168.189.2 o a oeess
14 22/02/201211:23.02 8DE737ES  wimaawsd Sufen] 192168183129 256.255.255.0 192.168.189.2 success
15 21/03/2012 09.21:01 8DE7I7ES  wimmawed Fwdeni 192168.220.99 256.255.255.0 192.168.2201 success
18 21/03/201209:2427  8DE7IES  wiswaawed Swdeni 192168.220.99 256.255.255.0 192.168.2201 [ 3 success
17 18/08/2012 01:33.20 8DE737ES  wwmaawssd Fuden]  192168.220.93 256.255.255.0 192.168.2201 success
18 18/08/202 01:33:35 8DE73765 wiaawasd Hnded]  192168.220.99 255 265 2560 1521682201 n a SUCCESS
19 18/08/2012 01:40:06 BDETI7ES wimaawasd Sader!  192.168.220.99 256.255.256.0 182.168.220.1 Oeess
20 18/08/2012 01:40:44 BDE737E5 wimaawad Suden!  192168.220.99 266.295.2586.0 182.168.220.1 o a oeess
21 30/09/2012 04:00.11 BIDIETER  wwamdhswyvadn 19216822088 256.255.255.0 192.168.2201 success
2 30/09/2012040050  BID4ETER  wiwdvdnswyvasa 19216822088 256.255.255.0 192.168.2201 [ [i] success
2 05/02/201311:0218 8DE737ES  wimmawed Fwdeni 192168.220.99 256.255.255.0 192.168.2201 success
24 05/02/201311:0263  BDE737E5  wianaawssd Safes] 19216822093 256.255.255.0 192.168.2201 [ [i] success
25 06/02/201311:06:08 8DE73765 wiaawasd Hnded]  192168.220.99 255 265 2560 1521682201 SUCCESS
26 06/02/201311:12.28 BDETI7ES wimaawasd Sader!  192.168.220.99 256.255.256.0 182.168.220.1 o 7 Oeess
2 25/03/201312.30:44 BDE73765 wimvaawsd Snfen]  192168.220.99 255.295.255.0 192.168.220.1 SUCCESS
28 25/03/201312:3314  BDE7IPES  wimvaawsd Fufen]  192168.220.99 256.255.255.0 192.168.2201 [ 2 success
29 02/07/201412:33.30 8DE73765 MrAAAA ALAA 192.168.220.99 256.255.255.0 192.168.2201 success

02/07/2014 123952 BDE737ES 192.168.220.99 256.255.255.0 192.168.2201

User: MUASAA AA 02/07/2014

Status : Connect Database Success.

Figure 4.9 Showing the log staff access.
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swiiudl | 2B/06/2014 v | e Isztmzma L2

No.  Date Time n Date Time out UID Card Staff Name Student Name 1P Address Subnet Mask Default Gateway Howuse | Minutesuse | Status
1 29/08/2014711:3833 D389 1EB fail
2 29/08/2014711:3836 D389 1EB fail
3 29/06/201411:38:39 D39E1ER fail
4 29/06/2014 11:30:42 D399E1ER fail
g 29/08/2014 11:38:44 D329E1ER fail
E 30/08/2014 07.47:04 BDETIFES fail

User: MrAAsA A8 02/07/204 Status : Connect Database Suceess...

Figure 4.10 Showing the log failed access.

Furamd i Fursandn  manaan uip #a snmininun IP Address | SubnetMask | Default Gateway §aTuaf i |uriif | samuz
3082012 03:54:50 80903865 Wit 2o 182.168.22045 | 2552652560 | 1921682201 suscess
30082012 03:56:05 | BDI0INGS wiuitsis sl 192168.22045 | 2552552550 | 192.160.220.1 0 1| suceess

3082012 0357:07 BDE3665 wiusumn unin 192.166.220.100 | 2552552550 | 192.168.2201 success
30/082012 03:68:10 | BDEG3665 wigun unds 182.168.220.100 | 2662662560 | 192.168.2201 0 1| suscess

05212013 11:04:12 8DE53685 sy unis 192168220100 | 255.255.2550 | 19288.220. success
0S/0212013 11:04:33 | BDESIBES wsumn dunin 192.166.220.100 | 2552552550 | 192.168.2201 0 0| success

250312013 12:66:20 80903865 Wit 2o 182.168.22045 | 2552652560 | 1921682201 suscess

250372013 12:56:27 | 80903865 wusia s 192.168.22045 | 255.255.2550 | 1921682201 0 0 | success
20/06/2014 11:39:32 80903465 s s 102.168.22045 | 2552852550 | 1921882201 success
28/06/2014 11:39:38 | BDB03E65 s s 182.168.22045 | 2652652550 | 1921682201 0 0| success
I0M06/2014 07:36:22 8DE53665 wasusng Wunda 192.168.220.100 | 265.265.2650 | 192.168.220.1 success
30/06/2014 O7:36:28 | BDE53665 wwmne Wunin 192.168.220.100 | 255.265.2550 | 1921882201 0 0 | suceess
02/07/2014 12:36:16 80803265 . BBEE BBEB 182.168.22045 | 2652652550 | 1921682201 success
0200772014 12:35:26 | 8090365 i BBEE BBEB 182.168.22045 | 2652652650 | 1921682201 0 0| success
0210742014 12:36:21 8DE53865 hr.ODOD D000 192.168.220.100 | 255.265.2550 | 1921882201 success
0200772014 12:36:52 | BDE53665 Mr.0DOD DO0O 182.168.220.100 | 255.265.2650 | 1921682201 0 0 | success
02/07/2014 12:38:46 B3D4ETER Miss.COCE CCOC 182.168.22088 | 2552652550 | 1921682201 success
User: MrAAAA APrinted Drate : 02/07/2014 Time © 12:20:30 Page 4of§

Figure 4.11 Showing the report print.
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4.4 Additional test to control the car coming to car park by using
RFID card.

For the controlling of car parking management in the university, the
researcher would like to present the various uses of IP Address through RFID by
adding Field Car no. which is simulated that the students or staffs coming to car park
then touch RFID card at the entrance and exit as well in order to avoid the tricky of
using it repeatedly. The process of RFID used for this case is the system check when
enter the car park if still in the car park the system will not allow when re-enter the

car park again.

¥ REID Authentication System Registration - [ §13an3a —infinz1]

Mo, Date Time in Date Time out UID Card Student Mame. CarNo. Hour uge Minutes use  Statug
1 29/06/2014121..  8DJ03865 A o 0 aut
2 29/06/2014 05.0%:03 8D 303865 N
3 29/06/2014 05.0%:20 8D 303865 IN
4 29/06/2014 05:10:37 80303865 N
5 29/06/2014 05:10:48 SD5B34E5 held
E 29/06/2014 D5:10:51 SDER34ES held
7 29/06/2014 05:10:52 SDER34ES held
8 29/06/2014 05:11:09 SDEB34E5 held
E] 28/06/2014 05:11:12 EDER34ES hold
10 28/06/2014 05:11:41 FDER3466 hold
1 28/06/2014 05:11:43 FDEE3466 hold
12 28/06/2014 05:11:45 EDEE4E6 hold
13 28/08/2014 05:11:48 EDEE24EG hold
14 29/06/2014 05:11:56 SDSB34ES hald
15 29/06/2014 05:11:56 SDSB34ES hald
i 29/06/2014 05:11:57 SD5B34E5 held
17 29/06/2014 05:12:06 SD5B34E5 held
18 29/06/2014 05:12:08 SDSB34ES hold
19 29/06/2014 05:12:20 8D 303865 IN
20 29/06/2014 05:33:56 80303865 IN
21 29/06/2014 05.3..  8DIN3BES [ 0 out
2 30/06/2014 0F:12:05 80303865 IN
23 30/06/2014 072 80303665 n 1 out
24 30/06/2014 072 BDEG3EES n 0 out
25 02/07/201412:02:22 BDEG3EES IN
2 02/07/201412:02:29 E3D4ETER Migs COCC CCCC AnGEeg IN
27 02/07/201412:02:24 80303865 Mr.BEEE BEBE Ang993 IN
28 02/07/201412.0..  EID4E1ER Migs. COCC CCCC AnS55s o 1 aut
29 02/07/201412.0.. BDESIEES Mr.DDDD DDDD an1111 o 1 aut
[i] 1 out

- Eil 02/07/2014120..  8DIN3065 Mr.BEBE BBEE An3393

User: MrAARA &b 02/07/2014 Status : Connect Database Success.,

Figure 4.12 Report shows access parking.

4.5 Additional test to control locker accessibility by using RFID

card.

For the system controlling the University Locker, researchers adopt the
test module by adding Locker no. field which simulated as a tool use for locker
management. When the students or staffs want to use Locker service by touching the
RFID to the reader. The system checks locker no. which students or staffs have been

registered before, such locker open then. The result shows that when RFID was used
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with the authorized locker recorded in the reader, the system processes and matches
the right locker no. correctly. In addition, the system also send all record such as date
and time, UID card, name of student or staffs, IP address, Locker no. and Status to the
database as in the figure 4.13

2 RFID Authentication System Registration - [ \lndsawna% -sinfnw] ‘ZHE‘E

=
X -8 x

Mo. Date Time Use Locker Mo UID Card Stud Status
29/06/2014 121642 001 BD903865 13 e success

v
29/06/2014 12116:43 001 80903865

1
2
3 29/06/2014 05:3519 001 80903865
a 30/06/2014 07:14:37 001 80903865
5 30/06/201407:1459 004 5D5B3465
6 30/06/2014 071502 004 SDSBIMES  samalndlas Awdis
7 02/07/20141221:12 045 80303865 Mr.BBEB BBBE
02/07/201412:21:23 088 6ID4ETEE  Miss CCCC OOCC
9 02/07/201412:21:38 100 8DE53665 Mr.DDDD DDDD
0 02/07/201412:21:45 088 6ID4ETEE  Miss CCCC CCCC
1 02/07/2014122153 045 80903865 Mr.BBEB BBBE
12 02/07/201412:2219 100 8DE53665 Mr.DDDD DDDD
13 02/07/2014122222 045 80303865 Mr.BBEB BBBE
1 02/07/2014122231 088 6ID4ETEE  Misz CCCC COCC

User: Mrbbdd bb, 02072014 Status : Connect Database Success,

Figure 4.13 Report shows access locker.

4.6 Additional test to record an area or a building access by RFID
card.

For this test to control and track students or staffs in a building at the
university. The researcher adapted the existing by changing RF Reader becomes RFID
Reader Antenna for better transmission.

The test area is divided into 2 zones as in figure 4.14 Which Zone A is
corridor and Zone B is classroom. The result shows that when used RFID card into
Zone A which the system signal is covered. The system checks who is entering and is
the existing person or not. Also send access information to keep in the database such
as; Name, IP Address, Building, Floor, zone, access status as in figure 4.15. When get
into Zone B out of Zone A coverage, The system check information again from RFID

and send to system log accordingly.
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|)> ZoneB

Zone i

i
.
o

Figure 4.14 Showing the location being tested.

3 RFID Authentication System Registration - [ ghw#uf -wnfnu] EHEE

x

No, Date Time Pass Location Name UID Card Shudent Mame

1 29/06/2014 11:53:53 s 80903865

2 29/06/20141200:03 s 80903865

3 29/06/201412:18:00 80903865

4 29/06/20141218:00 80903865

5 29/06/2014 05.05.32 80903865

E 29/06/2014 053619 & 80903865

7 29/06/2014 053624 fing 5D5B34E5

8 02/07/2014121306  Zone & 80903865

] 02/07/2014121309  Zone & 80303865

10 02/07/2014121316 Zone & 63ID4ETER Miss.CCCC COCC

11 02/07/2014121327  Zone & 8DE53665 Mr.DDDD DDDD

12 02/07/20141214:17  Zone B 63ID4ETER Miss.CCCC COCC

13 02/07/2014 121520 ZoneC 8DE53665 Mr.DDDD DDDD
02/07/2014 121527 ZoneC 80303865 Mr.BBEB BBBE

User : MrAAAA A&, 02/07/2014 Status : Connect Database Success,

Figure 4.15 Report shows track within designated zones.

4.7 Research discussion.

As per the hypothesis in applying RFID to conduct the cyber crime
problem by the use of IP address instead of ID card. The researcher has limit the test
by using IP address instead of an existing student 1D card .

Researcher approve the hypothesis by taking RFID applied in keeping IP
Address which could help the world cyber crime which is tested by installing a
simulating software to a computer. The software will connect to RFID Reader and
then RFID reader will transmit magnetic wave continuously when the computer is

turned on. The system will check RFID when detected in coverage when touch RFID
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to The reader. The system will check the information and allow to use computer until
taking the RFID of the reader. The computer screen will come to the home screen to
be ready for the next user.

»))). m

Figure 4.16 Diagram of system.

The results of the additional tests according to the researchers, using
essentially the same kit and is more appropriate test equipment. The researchers
designed the system to work in harmony with the original test as in figure 4.16. The
results showed that the use and processing, as well, which makes use of a visualize of
bringing the IP Address instead of a student number in a variety of RFID systems. The
results will be seen that using the IP Address instead of a student ID. It can be used in
the management of that are complex systems as well, which the different from
traditional applications that require access to the User & Password, which can be used
in applications that do not check or complexity. Throughout, present the IP Address
(IPv6) have a lot, its can replace to student id without duplicates. Moreover, the
preparation of the student card and user password which is the original is quite
cumbersome for searching and using in complex systems. If IP Address is applied

instead of student id, it would create a unity of universities across the country can use
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the student id with a data connection through a computer network, which can have all

the information online and can also find information quickly as well.
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CHAPTER V
CONCLUSION AND RECOMMENDATION

The research was conducted as a model system for the computer, that
combination of RFID technology and internet protocol version4 technology with the
objective to identify the person using the computer. Using the IP Address instead of
the student number, can be summarized that research to advantages, disadvantages and
limitations encountered during implementation. The final section will discuss the
suggestions to guide for those interested in this research will lead to further
development.

5.1 Conclusion

The results obtained from the test divided into sections as follows.

1) Registration

From registration testing of all students and staff can assign different
permissions and can modify, add or delete data.

2) Login

From login testing of all students and staff are touching the card on card
reader. As a result, the computer can access and change the IP-Address as the card.

3) Log out

From logout testing of all students and staff pull the card out of card
reader. As a result, the computer cannot be used.

4) Switch card

From switch testing both student and staff card. As a result, the computer
can be use and IP Address has been change it same the card.

5) Report



Fac. of Grad. Studies, Mahidol Univ. M.Sc. (Tech. of Inform. Sys. Management.) / 45

The report will be show Date Time in, Date Time out, UID Card, Name, IP
Address, Subnet Mask, Default Gateway, Hour use, Minutes use and Status as
complete information for that to verify.

From testing to see that the introduction of a number of IP Address
instead of the student number. It can actually work, which can be applied to the use of
RFID technology with the IP Address to access the computer. It can identify and
access the computer and can be used to develop further by expanding the scope of

work. Which can summarize advantages - disadvantages are as follows.

Advantages e Able to track a computer user to quickly.

e Can see the behavior of the user. To determine the frequency
and duration of use.

e The data can be used to analyze the demand and time to
prepare to use that computer, to provide adequate equipment
to operate within the institution.

¢ Increase the confidence to use anti-theft User & Password to
use.

e Software development costs are affordable.

e RFID technology has been popular and highly Stable &
Reliability.

Disadvantages | e Lack of privacy due to watching usage behavior over time.

e Increase a hassle to use because it requires student card to use
the computer every time.

Limitations e The experimental results of this research that the Institute has
a lot of computer user, it's cannot be tested in the real place.

5.2 Recommendation

From the research of computer access model that using IP Address
version4 instead of student ID card, now the IP Address version4 is not enough for
using. We have to find a solution to increase the number of IP addresses than IPv4, it
is the source of IPv6. IPv6 was developed by the Internet Engineering Task Force
(IETF). From the calculation are found the number of IPv6 is enough for using of
people around the world, the researcher made a model and have been tested it on a
virtual system (VMware).

Suggestion for further, the researcher was suggested as below.
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1) In the beginning, use the IP Address with a student id. to verify the
information with students who have student id. card number was before. To check the
results, and improve to increase the ability for the system to more efficient before
modifications are represented by the IP address.

2) Should develop a system to support IPv6 instead of the student number
and testing applications with students in the class. It must have equipment.

e Server (storage device)

e Client (refer by the number of student)

e RFID Reader (refer by the number of client)
e RFID Card (refer by the number of student)

3) After the investment has been developing RFID systems, the researcher
suggested further by the development of an electronic wallet on the card to be used to
pay for products and services of the institution.

4) Should develop a real time notification system or IP address status

updates that may be found the problems due to a crime or used misused.
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APPENDIX A
PRODUCT DATA SHEET

RFID cards are EEPROM Memory Size 1 Kbyte, divides memory into 16
Sectors (0-15).

The chip consists of a 1 KBytes EEPROM, RF interface and Digital
Control Unit. Energy and data are transferred via an antenna consisting of a coil with a
small number of turns which is directly connected to the chip. No further external
components are necessary.

EEPROM: 1 KBytes is organized in 16 sectors with 4 blocks each. A block
contains 16 bytes. The last block of each sector is called “trailer”, which contains two
secret keys and programmable access conditions for each block in this sector.

Memory structure of EEPROM 1 K.

Byle Mumbser within a Block
Sector Block 0|1|2|3|4|5 E|T|E||'B 10|11|12|13|14|15 Descripticn

15 3 Kay A Access Bits Kay B Secior Trader 15
2 Data
1 Data
[i] Data

14 3 Kay A Access Bits H“IE Secior Tradlor 14
2 Data
1 Data
1] Data

1 3 Ky A Access Bits Key B Secior Trader 1
2 Data
1 Data
o Data

a a Kay A Access Bits Koy B Soctor Trader O
z Data
1 Dt
0 Manutacturer Data Manufachanar Block

Figure A-1 The Structure of RFID Card.
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1) Manufacturer block
This is the first data block (block 0) of the first sector (sector 0). It contains
the IC manufacturer data. This block is programmed and write protected in the

production test.

Block 0/Sector 0

Byte |0 |1 ]2]3|a|s5|6]|7]8|o|10]1]12]13]14]15]

NUID Manufacturer Data

Figure A-2 Manufacturer block

2) Data blocks

All sectors contain 3 blocks of 16 bytes for storing data (Sector 0 contains
only two data blocks and the read-only manufacturer block).

3) Sector trailer (block 3)

The sector trailer is the last block (block 3) in one sector. Each sector has a
sector trailer containing the key A and key B, used to store key A (right to use) and
key B (the right to read / write).

ByteNumber |0 [ 1|2 |3 [a[5]|6 |7 ]8]o]10|11|12]13]14]15
Description Key A Access Bits Key B (optional)

Figure A-3 Manufacturer block

Each sector can not be used block 3, but if memory is not enough, the
memory in key B can be used.

The memory can be used as normal is.

Sector 0 =2 x 16 = 32 Bytes.

Sector 1-15 =15 x 3 x 16 = 720 Bytes.
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Table A-1 RFID Card Reader Specifications.

Host Communication USB
Communication Speed (RS232) | 9600 — 115200 baud rate (default 19200)
Contactless Interface 1SO14443 Type A

Supported card

Mifare® Standard, Mifare® Ultralight, Mifare®
1k/4k

Operation Frequency

13.56MHz

Communication Rate

106Kbit/s

Indicators

2-color LED(Red, Green), one buzzer

Communication Cable on Cable

1.2 meter long USB communication cable

Power Supply

Power supplied from USB (USB Interface)

Current Consumption

<120 mA

Reading Distance

0 - 5 cm (depending on transponders)

Operating Temperature

0oC ~+650C

Operating Humidity

0 ~ 95% relative humidity non-condensing

Development Kit

Window-based Reader API and low level
communication protocol will be provided by the
development kit

Special Feature

Easy update design. The Customized firmware
could be implemented to meet the user’s special
requirement
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APPENDIX B

DATA DICTIONARY

Table 1 Data Dictionary of Student

No Field Name Key Description Length Type

1|1 Autorun number 4 int

2 | UID_card Number of UID Card 8 varchar

3 | student_id PK | Student ID. 20 varchar

4 | student_name Student Name 20 varchar

5 | pwd Password to access 20 varchar
IP Address is written to the

6 | IP_Address card in sector 01 block 00. 15 varchar
Subnet Mask is written to

7 | Subnetmask the card in sector 01 block 15 varchar
01.
Default Gateway is written

8 | DefaultGateway to the card in sector 01 15 varchar
block 02.

9 | Regis_date Register Date 8 datetime
Permissions

10 | Status - 0 = Not allowed 1 bit
- 1 = Allowed

11 | Note Note (optional) 200 varchar

Table 2 Data Dictionary of User

No Field Name Key Description Length Type

1 |1d PK | Autorun number 4 int

2 | Staff _id FK | Staff ID. 8 varchar

3 | Staff_name Staff Name 50 varchar

4 | Username User name for register 20 varchar

program
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Table 2 Data Dictionary of User (cont.)

Appendices / 54

No Field Name Key Description Length Type
5 | pwd Pas_sword to access for 20 varchar
register program
Permissions
6 | Status_user - 0 = Not allowed 1 bit
- 1 = Allowed
Permissions for Admin
7 | Status_admin - 0 = Not allowed 1 bit
- 1 =Allowed
8 | Regis_date Register Date 8 datetime
Table 3 Data Dictionary of Staff
No Field Name Key Description Length Type
1 |1d Autorun number 4 int
2 | UID card Number of UID Card 8 varchar
3 | Staff id PK | Staff ID. 20 varchar
4 | staff_name Staff Name 20 varchar
5 | pwd Password to access 20 varchar
IP Address is written to the
6 | IP_Address card in sector 01 block 00. 15 varchar
Subnet Mask is written to
7 | Subnetmask the card in sector 01 block 15 varchar
01.
Default Gateway is written
8 | DefaultGateway to the card in sector 01 15 varchar
block 02.
9 | Regis_date Register Date 8 datetime
Permissions
10 | Status - 0 = Not allowed 1 bit
- 1 = Allowed
11 | Note Note (optional) 200 varchar
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Table 4 Data Dictionary of Computer Using Log

No Field Name Key Description Length Type
1 (Id PK | Autorun number 4 int
2 | Datetime_in Login date 8 datetime
3 | Datetime_out Logout date 8 datetime
4 | UID_card Number of UID Card 8 varchar
5 | Student_id FK | Student ID. 20 varchar
6 | Student_name Student Name 100 varchar
7 | Staff _id FK | Staff ID. 20 varchar
8 | Staff_name Staff Name 100 varchar
IP Address is written to the
9 | IP_Address card in sector 01 block 00. 15 varchar
Subnet Mask is written to
10 | SubnetMask the card in sector 01 block 15 varchar
01.
Default Gateway is written
11 | DefaultGateway to the card in sector 01 15 varchar
block 02.
12 | Time_use_hr The number of hours to use. 4 int
13 | Time_use_min I:ee number of minutes to 4 int
Status to access
- Success = available.
14 | Status - Fail = no data. 20 varchar
- Hold = have data but not
allowed to use.
Table 5 Data Dictionary of Parking Log
No Field Name Key Description Length Type
1 (Id PK | Autorun number 4 int
2 | Datetime_in Login date 8 datetime
3 | Datetime_out Logout date 8 datetime
4 | UID_card Number of UID Card 8 varchar
5 | Student_id FK | Student ID. 20 varchar
6 | Student_name Student Name 100 varchar
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No Field Name Key Description Length Type
7 | Staff _id FK | Staff ID. 20 varchar
8 | Staff_name Staff Name 100 varchar
o |carro oy | 15| ot
10 | Time_use_hr The number of hours to use. 4 int
11 | Time_use_min I:ee number of minutes to 4 int

Status to access
12 | Status - gut 20 varchar
- Hold = have data but not
allowed to use.
Table 6 Data Dictionary of Location Log

No Field Name Key Description Length Type
11|1d PK | Autorun number 4 int
2 | Datetime_pass Eyasttzr%]f detected by the 8 datetime
3 | UID_card Number of UID Card 8 varchar
4 | Student_id FK | Student ID. 20 varchar
5 | Student_name Student Name 100 varchar
6 | Staff id FK | Staff ID. 20 varchar
7 | Staff_name Staff Name 100 varchar
8 | Location_name Name of place 100 varchar

Table 7 Data Dictionary of Locker Log

No Field Name Key Description Length Type
1 |Id PK | Autorun number 4 int
2 | Datetime_use Date of using. 8 datetime
3 | UID_card Number of UID Card 8 varchar
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Table 7 Data Dictionary of Locker Log (cont.)

No Field Name Key Description Length Type
4 | Student_id FK | Student ID. 20 varchar
5 | Student_name Student Name 100 varchar
6 | Staff id FK | Staff ID. 20 varchar
7 | Staff_name Staff Name 100 varchar
8 | Location_name Name of place 100 varchar

Status to access
9 | Status - Elliﬁgeishave data but not 20 varchar
allowed to use.
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