
n111J11'l"m';1~t11tlm~"tHtEl.J1run11H~1uttlnnnn.h::;~nc;lL'l'IJ 

t"un1111YlU';1iruflm:tN1.Utl~nnJL'lfl1~'lui)fill;" 

i)Y1U1ilYn.UmLtlui'l'lU\1d~"lItl~m1~ntt1!f11l.J\1fln~t'l1tEruru1i)V1U1P11~1JI1l.J\11Uru';;lJI 
m"1i)~1i)YlU1 Pl1~ 1JI 1f'1tll.J;;'l LlJItl1 111 Pli)~1i)f'I'l nnl.Jf'ltll.JYf'l LlJltl 1 

f'lcu::;i) PI'l nul.Jf'\ 1~ lJI1 ,l11fl,m1r\Il.J\11i)Y1U1fi' u 

un".n", 2549 

ii"llil V1t,,'EI ~,Yl1 iN n 1rulJmi)V1U1fi' [J 



ANOMALY DETECTION IN WEB APPLICATION USAGE 

USING SAX REPRESENTATION FOR TIME SERIES 

Mr. Paisal Deewannakij 

A Thesis Submitted in Partial Fu lfillment of the Requirements 

for the Degree of Master of Science Program in Computer Science 

Department of Computer Engineering 

Faculty of Engineering 

Chulalongkorn University 

Academic Year 2006 

Copyright of Chulalongkorn University 



fl1't111"l11 

m,""r~mn>n 

n1 '.?o'~1 ~1;; .\J m .,~,m~1 [Uno, '(.;,"".1 \Jron ,~\J,:~ n ".ou 

lou no '" ~1J~1' 'II" n",[U11J~1jn'~ LO.1 ~ 0 u'iii,,:; " 

1J1U1ViPl1f1 ~'lnruii~ 

~V1tJ 1 Pl1 ~ l1IfFitl :JJYi'l UJI 'ilf 

fl1'"l1nJ 1'l7 . ~"l!~f(J1t! fIJlU1lJ,rVlfitl!: 

"[U:'i" 0 n,.~ "". "f ,>11.' n ""~~1 'i~u ""U ~1j~t "UU 'i~ U1il"tl€~,ru~.il"..o". 
~~,,~, n1'~ n>n .1 ~~" n ~ ",m'll '11" ~~1,r [U.;;. 

~----

- - . PI ru::::n 71lJ n 17~ 'flU') VI [J1UYi 'Wfl 

........ ~ ... ~ ..... . " fl1'"111U~mn~ 

....... . .. . . ...... Q.~~~ ................... ..... n1UJn11 

.. . .. .. ~ ... ~ .. . ... . n11).Jn11 



lYif'l1~ ~'l11Nn"t : n11(iJ1'l"tt.nPl1lj~u1n~'tIfl~'!.1hJ1Nm1L~~1u~'!.1 1~m1l.JU1::tJnelL~1J~~EJ 

m'lU.l'1U'h~'\l~n'!!tN1ufllfnnJL'ltnli'l[J1fiu.oDf'I. (ANOMALY DETECTION IN WEB 

APPLICATION USAGE USING SAX REPRESENTATION FOR TIME SERIES) .,.111; 

~tI1ntn : tl.I'I".l1!~161t! 161U1lJ,rYlfiU::, 117 1.nl1. 

1V1EJ1ilYiUlfUU1.1djj-rt1l'l'!.11::~-lPl1umn~'~U116n11t111'l"t"'1P11lj"'U1nPi~(;)f1u.U~~"t1n 

;'fll;! ~ tfhJ 1 Nn11 H~ 1U ~U 1I,1.n1lJU 1::tJ nelL ~1.1 L ~'fl L ~ lJU1::t~V1 fi fl1 Yi L Un11!Jl1'l"t Vl1 ph lj f11.hn Pi ~~ 
• 

U,1 LftUtl U. U 'lVl1~ LUn11U11'l"t\{1 Pi 1lj flU 1n Pi~I'IEJ n11 u. flU" 1 ~ '1!fl n 'ttN 1 Utllfn 1lJ L 'l~ 1 ~'l [J16 U; PI li ~ 

tT~t1t1 n U uu ufI::li ti1J u 1 Lf'I~~jjt1 L Un11ft11~;t1)JfI ~ilzU uuu ~1~1111;-ft1\truYll'lft'flUU 1::~Ylfifl1Yi 

1I'f1~16n11f11'l~"1phljl'l1.hniiipJuuu~U1 tlnll'ltJ 

~1U1;-tJdlli'il n111 Lfln::~ XU ~L 1.1U 'tI'fl~tIllJ 1 OW 11 L on ~ 1W~ 1.1 1 'II ~ fJi1-l1 U~:: ri 1 Vlu~ 
Pl1Yi111j'j LlJ1'flf~ ~1A' '\l L~'fl L ~n11(iJ1'l"lVl1"1 n5'lU 1n ~ d~u lu'flth~ilu 1::~ V1fifl1Yi ut) n"l1ndtT~ 

1~LunJuLYI[Ju~fI~1nijfi1um1(;11'l"t\t1pj1ljl'lu1nil~""uufI~ Ufl::1fiLUn11f11'l~\t1"1ljflU1n~"'I1n 

~ no,"~ LUU hJ1~ ~,1~ " •• 111.1 nm ,~ ••• '''" .1~1 1Oii.11<"1,h ij .thn ii LUU 111 .. h,n 

Ur.::~l'1 fifl1." till tJ LPI itJ~;jtl Lun 11ft ;:1~tt)l;!fI~ ii pJ ,j1~1 ,ru 111ii n1 m"'l17CU 1pJ u UU'Dt1~tt1l;!fI~"; 1 

n11f1M-l ufl::Yiu11f11lJ11tu~h~tt)l;!~~jjpJuuulJi1~11~(;I1lJtIf'fl~n11L'1Iuriu 

moo," .... ..3.~?OlJ)j.W~1L~.f ..........• 1uil.~.il".)V.~i'I ...... cbfJ.fLl.D:v ............. . 
fl11111'!11 ..... ?:mn".1~.~.ff.'l.~H".?w!f)f ...... fl1Uiitl~flt11'"11ro~mmi1 ... ~.~ 
um,;;n"," 2549 ............................. . 



# # 4871434221 : MAJOR COMPUTER SCIENCE 

KEY WORD: SAX I WEB APPLICATION SECURITY I TIME SERIES I ANOMALY DETECTION 

PAISAl DEEWANNAKIJ : ANOMALY DETECTION IN WEB APPLICATION USAGE 

USING SAX REPRESENTATION FOR TIME SERIES. THESIS ADVISOR: CHOTIRAT 

RATANAMAHATANA, Ph,D., 117 pp. 

The objectives of this research are to present and develop an anomaly detection 
. 

algorithm that improves the detection performance. using SAX Time Series representation. 

Furthermore. this research designs and develops a web application usage d~ta generator. 

Any arbitrary usage pattern could be conveniently generated and used in various anomaly 

detection methods. 

Experimenting with massive data from real web application usages, this research 

also analyzes and determines optimal parameters. The results from both brute-force and the 

proposed anomaly detection methods are compared. This research work has demonstrated 

its effectiveness in decreasing loop counts and discovering anomalies. And web application 

usage generator can also be used to create various usage patterns. 

Department. ..... g~mp..u.\~.~ .~~9i~~~~~9 ...... Student's Signalure .1~.<{1:e. ... ~?f(~i.9 
Field of study ....... Ggmp..y~~! .. $.~i.~.r:'I.<;:.~ .......... Advisor's si9nature .... ~ ... ~. 
Academic year ... ,2006 ........................... . 



• 

. . . 
ij." Ell il vn.uf'£l U U il~ 1 If''f! ~ 'H 1~~ 'lEI ~ l iltl~).I1" '1 n PI'l1lJlI 'l tJ l \{fltltlth~ii ii {I 

'II'f1-.1vi1U tl."" .t'!l~flil,r ftJIU1lJ..rYlfiU:: tl1"1ffi~mn"d11Y1U1i'lVi'Ufi ~1~~a:::L'lfl11~A1mm~1 . o ....... _'" , .. .. r_ .... 
U:W:::t.L'1 LLU'lVl'-.1\ntl'l nU-.11U'l"lUtl [J1{1 f;I lJIfltl" l,J1'"1'UL~ 1"1 ~ )./\j'j'tu Uti::: f;! 1"'1 U'II'fl n11tJ 'IItlUYi r:::'!cu 

f'I N::nnun 11f1tlU1'V1 [J 1U'Yiufi't'J nvi 1u~1~ II ~1 LL u:::,j, 1 .utl ~ ~ L ~u ;t1 LftU'tl LLU:: Uti::: LL U'lYi 1 {It u 

• 
n1m~U1{11uij9uil 

'IItl'lltltJf:!tu ~htl'ntJin1,.ft 1 nYlf\ tutti Ufl1'lft'Lmlf'l ,ri1f1,mmb.n.nij"'[J1flu 

LLfI::umYl Ethnic Earth ~1rill'l ~L~t1L~'fI~tl~~~,j,11J11flUn11ij4'[J 

'IItl'!lflU,:!OJ ~~1n11111f'\" Yjn1 f'lU~"Ii,ltJ~1U'l[JPI'l1lJfI:::I1l'Jnlun1rii1-31U Uti::: 

f'ltl[Juu::U1~-.1i11 Lt'UJtllJ1 

q",\,.d •• n"u •• u"':~"'~"''';.~'''">J~lm.n1'i"l~i1i. l~diul" 11i 
L~tH~ d]utl[h~ ii lola::: PltlUflUUfI,*U lu~1un1'1~ntt1 LUuflth-.1;i LfllJfllJ1 



., 1 
1J'YIfI~[J'f)1l11!t1 V1EJ ............... ... .. .. . .. . ... .. .. . .. .... . ... . ............ ........... .. .. . .. . ... .. ... ... .. . .. . .. . ... ... ......... 'I 

1JY1P1~tl'tlf11li1€-ln~1f .. .. ....................................... .... .. ... ... .... .......................... ..... .. ... ... ... .... .. , 

n(;liiin1f2Jtl1:::n1f'1 .. ..... .. .... .. .. ....... ............................... .. .... .. ..... .. ... .......................................... 1l 

~1rury .............................. ... .. ... .... .... .... .... .. .................................. ... ..... .... .. ......................... 'II 

fl1"r'll""''' ... .... ....... .... ... ... ... ... ...... ..... ... .... .... ... ......... ...... . ...... .... ... ...... .. .... · .. · .................... ll 

~1rucun1V'l . .... ........................ ............................ ,' ............. ................................................ " 
~ 

u •• 

1 l.JYI,j1 ................ ... ......................................................... .... ... .. ........................................... 1 

1.1 f'I'l11JLth..!1J1Ufl::f'I'l11J~1p)ru'llfl..:Jilqf1,n ......................................... .. ..... ..... ........ .... .. 1 

". 1 ..... .. 
1.2 'llJltlu7:::~..:Jf'ln17'l9U ..... ..... .... ....... ....... . ... .... ... .. ........................................ ... .... ... .... .. 3 

1.3 "IIfll.JL'IIUln17il~u ......................................................... .. ............................................. 3 

., 1 ~ , 1--1.4 u 7::: U'IIlAYlf'l1Pl'l1"l::: ~ru ... ........ ... ........ .. ............................... . .. .. .. .. .................. 3 
• 

1.5 ilAUlfllAUfl:::ilfi;nLijlA..:J1lAil~U ............................................. ... ... ................................ 4 

... _ .. .J.J" 
2 Y1~M!lUfl:::~1lA'l9U'YILntJ'l'llt1..:J .. .... .... ... ..... .. •........................ .. .. ..... .. .. ... .. .. .. ... ........ ............. ... 5 

2.1 fl~n71JL'lfl1 .. ................................................... ... ... .. .. .. ............................................. 5 

0" "I" ~ .. 2.2 n17'Y11'11fl~fl ~\HlJlA1.J77'Y1Pl31lA ...... ... ... .. .. .... ... .. ................................. ... ........... ... ... ... .. 5 

2.2.1 Z-Score ... ... .. ... ...... ... ................................................ .. ..... .. .. ..... .... ... .. .... ........... 5 

2 .2.2 Piecewise Aggregation Approximation .......... .... ............................................ 5 

2.3 SAX ............................ ......................... ... ... ... .................................. .......................... 6 

2.4 n17'l1Jl7:::U::\.f1..:J ............... ..... ... ..... ... ... ... ... ............................................... .. ... ....... .. ... . 8 

2.4.1 n17~17:::tJ:::\.f1..:JUl.Jl.JtJf'ltlPl .... .. ........ ................................... .. .. ... ... ... ....... .. ... ... ... 8 

2.4.2 n17ll17::EJ::\.f1..:JU.1.J1.JU.;f'I .................................. .. .... ... ... .. ..... .............................. 8 

, -. , -2.5 n1'1(ij'1'l"l~1f'11~PllJ7n(ij ......... ..... .... . .. .... ... .... .. ... .. ... .. .. ............................................. 10 

2.6 n1'1(ij'1'l9~1'htjlJltl'1nfillAt1'4n7).J L'lft1 ........................... ... ... .... ... .. ............ ............... 12 

2. 7 n1'1(;l'1'l9~1Phtj Pltl'1fifillAfl'4n71JL'lft1'"11n"lnf'l'l1).JLulAltll~ ...... ......... ... .. ... .... .... .... 13 
, , 

2.8 ..:J1lAilr.iuVilnU'l;)fl..:J .... ... ..... ... ... ..... .. . ... ... ... ... ......................................... .. ....... . 13 

2.8.1 A Signal Analysis of Network Traffic Anomalies ........................ ... .............. . 13 

2.8.2 Visually Mining and Monitoring Massive Time Series ......... .. ... .... .. .. ... ..... .. .. 14 



2.8.3 HOT SAX: Finding the Most Unusual Time Series Subsequence: 

Algorithms and Applications. .................................. .. .. ..... .. .. ... .. .... ... .. . 14 

2.8.4 Recent Advances in Network Intrusion Detection System Tuning ... .... ... ... . 19 

3 m1~llnu.tJUm1~1')"Iln~1~~tJrn~ U.fl ::;flh~;'iI\1mrt.!~nn11H-ll'\..11Jln11LJj1J ... .... .... ... ... 21 

-'.J. '- . ' - 1" ., .. 3.1 ,:J1u.l'Hntl'lnUn11~1'l"l,..1~1r:.JPlu1nl'l"tJll.:J u1LLm'lJu'-:::f,!nt1WlU ... ... .... .... ..... ..... ... ... .. 21 

3.1.1 m::u,)un111Un11(J11''l'·n''1i'hElPlU1'n~ .... ..... ........ ........................................... 22 

3.1 .1.1 n11"u.,;.~.1".~luztJ •• '.ljnl'lJ".1 ............................................... 22 

-- " ... ...... 3. 1.1.2 n11f1P1lJPI"tJfl~'tItl\!flPl')U'lfi PAA ... ... ..... .. ..... ............................................ 24 

• % ' ·.J1" .," 3.1.1.3 n11n1WWPl'!lU1Vl'!ltl-1~ry~ n'lfru'r1 11 ~Unl'lUu~-1'l1tl1;jfl ............................. 24 

3 .1.1.4 n11ri1"UPl~1U'lU'tJtl-1iryin1!truvl1fLun11lJ11'l"mfh~Vltl1n~ ............... 24 
" , • ---1'" ' -. ' -3.1.1.5 'tJUlJItlU'lfi'YI 11 ~Un11(;11'l"l\l1f'o1r.JVllJm(;l .................................................. 25 

, " 
1 1:'_ '" ... 0 1"'''' "" ...... 3.1 .1.6 flNflTI-1'!1tl\l~'r1t.m'/1 "lln1J'tJUlJltlU'lfi ............ ... ... .. .. ... ....... .. .......... ........ 26 

...... ' _. I ... .J ... J' 
3.1.1.7 tlU(;'IU'!Itl-1f'o1r.JVllJ1n(;l'YILnPl'!lU .... .... ..... ............................... ....... ....... ....... 28 

i1 ., -.' -3.1.1.8 Lnru'FI Un11L~tlnf'o1r.JPluml1l .......... ....... .... ... .......................................... 28 
, . '" , .. 

3.1 .1.9 n1ft1fltl-1'l1tl1;jfl LLUUl1ItlLUtl-1 ............... .............. ....... ............................... 28 

3.1.1.10 UWlJlflNUUU~1fLUn11tJ11'l"l'\ot1rh~Pltlm~ .......................................... 29 

1 ' - . ' -1 1"" i" "' 3.1 .2 m::::1J'llJn11 Un11tJ11'l"lmfl1r.JPllJ1n(;l PlEJ "II"Iltl1;jflUUU )JlJItlLUtl-1 ............. .... .. 31 

1 ' - ., -1 1"" , • 32 3. 1.3 n1::::1J'lUnl'l Un111JW'l"i\l1Pl1r.JPlu1nt1l (;'It) '1I"l1tl1;j~ LLUUt1ltlLUtl-1 ...................... . 

1·, -'1'" '" • • "'" - • 33 3 .2 lJnLn1)J'YI 'II ~Un11f1l·1-1'iltl\lfl n1ruU'r1nn11L'il1 ~'il-11U1J1n11L'lU ..... ...... ................. . 

... 0' '" '" 3 .2.1 n11'lLPl11::::"'n1:fll1-1'tJtl1;j~ ........................................... ... ............. ................. 33 

'" ",...l... , 
3.2.1.1 n11ftl1 ... ~.""ztJ"UU.1'1 .... .. .... .. .. .......... .. .. .................................... 33 

3.2.1.2 n11~",;1." ............... ......................................................................... 33 

'" ... . .1 '" "".. '" 1" - • 3.2 .1.3 n11f111-1LU·JUlJ).,mnn'nn'!lt1\lflUU'YInn11L'il1 "!I-11UUm11L'lU ................ 33 

3.2.1.4 UWlJ1PlN LLuu~1fLUn11flf1-1-Dtl\lfluulinn1:H-11uuln11L~U ......... ....... . 34 

1 ". 3.2.2 n:::::U'lUn11 Un11fll1-1'!1'tl\lfl .. ........ .. .............................................................. 37 

" "1'" - • 3.3 'il'tl1;jfl'r1 11 ~t.ln11'l"lEJ ............................................................................................... 38 

3.3.1 -Dtl\lflY11fLt.ln11(J)1'l"l'\ot1rh~(;'ItJ1n~ ................... ....... ....... ....... ....................... 38 



3.3.2 iftl\jfluuli n n11 H~1 u1thunUl ~ ~U"t1 n L ~U 1 "i!(;]"i1 n,ri1f1~ mrUu\.n'lVlU1fl EJ ••.• 39 

3 .3.3 iftl\jfl~fl11~;U~1"t1n11.J1um~ ....... ......... .... .... ... .... ... ... .. .. ... .. .. .. .... .. .... .... ... .... 41 

3.3.4 iftl\jfluUYl nn111.n~1u ttJ1Um~ L ~u'inn L ~U l"i! (;]'!JtI~'\.l'l!~~'fI~~yf ~4' (;I n11 .......... . 43 

3.3 .5 if'fl\jfluUYI nn111.n~1u t1.hUn1~ L ~U"t1 n L ~U 1 'II rn1V1~'fI'fIU lf11r 

.., ~... .. ... .., 
"lI'fI~'\.lu~l'IfI,..n.J'Vi ~"t(;ln1' .. ..... ... . ... .... ... ... .. .... .. .. ................................................ 45 

4 ~.am11~1"l"'\.l1phil""'tJ1n~UfI::flf1~;r'fl\jflUulinn11H~1UUrn11L~U .. ... .. .... ... ... .... ... ..... .. 48 

• oJ".. _. 
4.1 "lIfI\jflVl ~'il ~Un1n"ttL. ................................................................. . . ........ ............... 48 

-'1 oJ .. ,.. •• • , .. . 
4.1.1 Ul1l-l PlNUUUVI ~'iI ~Un11V1(;1f1'tN~n~"lI'fl\jflUUVln nl'l ~'II~1U 

1\J"LO,~\J'"~n,M1J ......... ........ ....... .... .. ... .. .................................................. 48 

4.1 .1. 1 ">'I~I",, "1J1JA .............. _ .............................. .. ... .. ..... .. ..... .. ........... .. ....... 48 

4.1.1.2 ">'I~I"""1J1J B ......... ..... __ ............ ...... ... .. .. .. ..... ... .... ... ... .. .. ... ... .... .. ... .... .. 49 

4.1.1.3 ">'I~I"""1J1J C .. ..... ... ... ..... .... .. ... ... ... ... .. .. ... .. .... ............................... .. .... 50 

• oJm '-\J-4.1 .2 "lI'fI\jflVl "l! Un11tJl1'l"t'\.l1P11~""' 1n11l ................................ .. .. ... .. ..... ..... ............. 52 

... ..,"" 'I'" ... .. '1....J... 'I t< ... 
4.1 .2.1 'lI'fl\jflUUVlnn11 ~'lI~1UU1n11L'lU L"i!tJlVll-ln11 ~'lI~1U"tN ............................. 52 

• • , ,t< ... .. ~....J t<.l' 
4. 1.2.2 "lI'fI\jflUUVlnn11 'iI~1UU1n11L'lU L'JIlfIVI~nfl11~"lIU ..... ... .. .... .... .... .. ... ... .... .. 52 

4.2 n11~1LilU~1U'l4'tJ ....... .......... ...... ... .... .... .... ... ......................................................... 53 

t<11 ..,"" 'It< ..... 
4.2 .1 m1f111~"lI'fI\jflUUVlnn11~'!I~1UU1n11L'lU ........................................................ 53 

4.2 .2 n11f1fi~utJU1J~ n11vllun111-D~1uUrn11L~U UfI::n11U1.JfI~iftl\!fI 
, . 

, ......... t< ... 0 ,!:"I ... .. , .., 
'\.ll-lL"fjtJ~"II'fI\jflVlU1l-l1 '!I LUn11'lLPl11::'\.lLVl1UU .............................................. 53 

, "' . 1 ... 
4.2.3 n11tJl1'l"t'\.l1Pl1tJ(;Iu1nlfl ............................................. ...... .. ... .... ....... ... ...... ... ... 54 

4.3 tJfln11'l4'EJ ......... .. .. .... .. ... .... ... .... .... . .. .... ... .... ... .. .... .. .. ... .. .. . ... .. ... .. .... ... ... .... .. .... ... .... 55 

t< t< ..,"" t< ," .. 'I .. 4.3.1 tJfln11f1n~"lItI\jflUUVlnn11L"lI1 '!I~1U"lltl~L'lU L"i!lfI ............ .... ... .. ... .. ... .. ..... ..... ... 55 

4 .3.2 tJfln111f11'l '"l'\.l1Pi1il(;ltJ1n~ .............. ................................................................ 57 

4.3.2.1 tJfln11m'l"t'\.l1Pi1il(;ltbn&i"t1niftl\jfl UUU'WvitlL~tl~ 
. . ' ,If ... .. ~ .. .J... 'I" ... 

"lI'fI~"lIfI\jflUUVlnn11 "lI ~1U1J1n11L'lU L'IIlfIVI~n11L'iI~1U"tN .... ... ... .. ... ... .. 57 

4.3.2.2 tJ fI n11tJl1'l"'l'\.l1 Pi1il (;It! m ~"'I1 niffl\j fI UUU 'W vifl L ;itl~ .. ' " - .,"" .~ "lItI~"Jl'fl\jflUUVlnn11 L"lInUU1n11L'lU L'IItJlVl~nfln~"lIu ............... ...... .... .. 7 1 



... 1.J.... , .oil 
4.3.2.3 r.lfln11fJl1'l"l""P11r.1L1'1 1nfJlliil1nlltl lolflLLUUfltl LUfI.:J .................................... 80 

",,., .• tl • 4.4 L'l fl1 Y1 '11 ~\dn11f11'l"',..1" 1f.J ~ rnPl ...................... .... .... ... .......................... .. ..... ........ 87 

• • f 4.4.1 "{Uftnl:tCU:::'lI'B~fltl1-l'Yi'lL91fl ...................................................... ...................... 87 

4.4 .2 p. •• ,ltlT"nT" ............................................................................................... 87 

",ft .• tl·· 'W' " 4.4.3 L'lfl1Y1 Un17f11'l"t""Pl11-1 ~ ml.il'll'fl>1lltl~flLLlJlJ l1I'f1LUfl~ ............................ a8 

5 n1,.YI "WlflU1.11::~Ylfi111'Vi"tl'El,m17(J),.'l"l",1p\1ijfl1.11nm .. ... .. ... .. .. ........................................... 90 

5.1 mnU1'tJU LVI [JU f.lfl n11(;l1'l't\4'Jlhti LI'ItJ 1n il~l~ ri'u~fi~ n f'I'l12.J Lilu hilI!. . .......... ... ..... 90 

5.2 n1"'hf'l11::\ff.Jfm11Lti1tJUlVl[J1Jnli1fi,!nf'l'l1)JLiluh.l~ ........................................... 91 
... ... ......... ... ~ ,... .. ~ ... 

5.3 m1'llPlT'l::'\.Ulftm'flrN'!Itll;IftUUYlnm'L1I1 'lhl1U'!Itl'lL'lU ~"II CIl ................................. 92 

... 1 ...... ... 
6 ft ~ l.JtJftn11'l 'iUJUft::'!I tlLftUtlLlU:: ........................................................................................ 93 

6.1 ~;tl".n1fi4'" .... .. ............ ............................... ............................................. .......... 93 

6.1 .1 "M1l'>l"~.~ltlT"nT"~Lft"n1,~I" •• ~.n1ru"~n 
n1'.;h'oI'''''~;'f111LO~ .................................................................................. 93 

6. 1.2 tJft n1'1V1 flft tlU ttl'un'~~'t rlUn1'''1'l'1lt1fhil t'ltI,nPl'!ltl'l Lf'l1t:J'Iuln1' 

ltlT"n'"tlT:Qn.\O~ .................................... ...... ............................................ 94 
.," .. 6.2 u'Ult1Y1YiU ... 1nn11'l"lU ..................................................................................... ...... 94 

6.3 ~tl LftUt1UU:: .. ... ... .. ... ..... ... ..... ... ....... .... .. .... ... ... .. .... .................................................. 94 

'""nll .. ""' ...................................................................................................................... . 95 

1l1"tJU'ln ... ...... ... ... .... ...... .. .................................................................................................. 98 

1l1l'1 tJu'}n n Ul11JLflNUUULflniLthJUflfl1lfl'ln1 fftM'I;rfl\jfln1ruu~nn1,H'I1U1IfI'IL~U . 99 

111 f'I tJU'ln 11 LLl11J Lf'I''1 LLUU1l~N n1~M'I LUJ WJij n11l1 Ufl:: LLtlfl'l~f1 \!fl 
, .\'...... ... .J .... ... , :-
l'IllL"nU'l'!ltl\jftYlU1ll1'lLf'lT'l::ltLYl1UU ................................. , .... . , .............. 112 

111f1tJU'ln PI Ul1llLf'lN UUu~1rlUn11li1,.'l"llt1fhilfltlmPl .... ......... , ............... ......... ... ... 116 

tl ~......... ... ... 
1::'JiJl~ L'llUU'lYlU1lJ,YiUfi ............................ , ............................ ....................... , ........ , ......... , 117 



•• ... -J,. vi .r" 
2 .1 lJI'lfltJ1~'fl LL1J~"'f\.lVl ~C*1m1 '1I'tHn11U'in Ll"l·umrtL'liu'U ...................... ... ... .... ... .... .... . ..... .. 7 . , 
2.2 Pi11::tJ::'h-l~'lld'1J;rt1~~VlLLVlUph~'1ItTnMnrLL~'llfluH'irytTn1=tru"'-1"'~Pl4 I'i'') ................ 9 . .., , , .. , ... ,... , 
2.3 Ul'lfltl1-lmTVt11')1'1:::U:::\.f1-1Y1f'11 r Ufl:: c lJPI'l1).JUJ'InIil1-1nt.n.J1nm11 ............. ..... .... ...... 10 

, 
2 >" >. . - . ' -1 ". . " .4 "IliWlua:::'lIflLrttJ'ilfl·m11V1'1'l'imf'l1~Plutn~ !MJn'W~"IIfln1!tru:::1J-1'l1 .. ................................ 11 

... .. ... ~ • ". 1 '" "' . 1 ... 
2 .5 'lIflfl LLfl:::'II fl Lrt tJ'lIfl -ln1'11J11'l"l"1P11tJffl um (;1"11nf'l'l12.JtJPlu'1nC*1 ............ " .... .... .. ... .... . , ..... .. 12 

• " . -.' - ~ 1,'1' 2.6 '1Wi'lLYltJ2.J'IIfI-lm'1tJ1'1'l"ll,I1P11tJPlu1nrl91nVJnPl'l12.JLuU lJ 171 .. .......................................... 15 

'" ... , ... . 1... "''''":'5 ..! .. 
2.7 nffl LVltllJ'!Ifl -1n'1'161'1'l" 't11P11tJf1u1'nVl"l1n'lfil"1nH1'll1t.ln ...... .. ..... .. .. .. ... .. ... .. .. .... .... .. ....... 16 

3 . 1 Pi'lflth~'lIf1~;r'il~fl m ?1'il~'lI f11.J1m?"l1 n L ~u 1 'II ~ ehun 171lUa~ 1 "'ill fltJ~;)f1~a 
~loflun1?";)LPl11 tt.f .. . ... . . .. .. . .. . .. . ... . . .... .. . .. . .. . ........... .............. . .. . . .. ... . .. . .. .. . .. .. . .. . . . .... .. .. 22 

... ~_ - "1"..1, . 1'1" ...... " 
3.2 PI'l1J.J'.nJ1tJ'lI'il~'lIt1~an11Tf1~'II'ilUm11"11n L'lU 'II~Y1 r.J1Un11Uufl~ ~"'J.J\VitJ~'lIf1~fl 

~loflun1:Pi lPl11t'\.i ............ ....... ... .... .... ..... .. ... .... ..... .. ..... ............................................... 22 

3.3 l'i''lflth~ u~)JtflNuuu'll'il~m1uufl~ofI'il~al\\ilLfltJ~;f1~a~loflum1tJ1?'l''l\-11Pl1eiPlu?n~ .23 

...... ..1 ... '1 '_.I ... ..I..r ... .J..I· 
3.4 "'I1U'lU(1)'l'ilnHn'I~mflfln ~Um1lJ11'l"lm Pl1 r.J~lum(1)Y1'l1UnUll'l~L'lmYlYl1 PM ................ 25 

3.5 nr~ LYltJ)J'lI fI~ m?tJ1?'l"l\-11 Pl1lj PlU1nel"t1nVJ n Pl'l1)J LUU lulv1~il mriPl Lnu 

... • ,. .. • 'I .... 
'lI'tl~a1ttJt\-11~'IIt1~UCll fI:::fl1"'UtJfltJ ~UlLO'lfl1V'1U ... .. ... .................................................... 26 

36 ·"'1 ' - . ' - 29 . CII'l'EltJ1 ~ Ul"l)J PlNUUU'll'il~n11(1)1'l"lmPl1 r.J f1lJ1n~ ....... ........................ .. ..... .. ..... .. ..... .... . . 

3. 7 U~)JtPlN UUuLfln,rl-tl)J UflfI~loD1un1?fl11~;rt1\!flUU;)nm1H~1UU1m1l~U . .... .. .... ... .... 34 

3.8 tl 'lUl~)J liijJ.Jluu~J.JtPlNuuuL'tlniL-tl)Ju'ilfl~loD1umffih~ 
"' ... .., ... '1.!r ... .. ...... _ 1 ... 
flnHC\.It'll'il~flUUYlnm1 ~"ll~1UU 1m1l'lUYlr.JPllJm~ ...................... ... ... ... .... .. ... .. .... ... .. .. 36 

3 .9 !K'l'ilth~'lI'il~;f1~flm11'E1~'II'tlu1n1?"11nL~ul'11r;f'll'il~'l11'MnnuJ.J\-111Y1tJ1«tJ .......... ......... 39 

3.1 0 PI'l1)J\-1 J.J1tJ'IIfI~;)'il~fI m1ttN'lIflU 1m~1 n L ~u 1'11!Ji"'II'il~,l11 fI ~nmr)J\-111Y1tJ 1« tJ ............ 39 

.., ... ... .....1 ... ..r 1" 
3.11 CII'l'iltJ1~'II'il~'lI'E1\!fln111f1~'lI'E1U1n11Y1~nfl11~'IIU"l1n u1Un1J.J ...... ...... .. .. .... .... .... .. ... ...... 41 

... ... .....1 ... ..r 1" 3. 12 PI'l1J.J\-1)J1tJ'II'il~'lI'E1\!fI n1?ffi~'lI'ilU1n1m~nflr1~'lIU"l1n lJ1Un1)J ... .. .. ... .. ..... ............ ..... 41 

3. 13 tif'lt1th~'lI'EI~;r'il~flm11'il~'lIf1U1n1~1n l~u1'11!1l'llfl~"'1!~i4f1~)Jvr~4'V'ln11 ....................... 43 

3.14 PI'l1)J\-1J.J1tJ'lI'il~;f1~flm1ttN'lIflu"'im1"t1nL~u1'i!!Ji"'II'il~\nr~i4'il~)Jvf~4'V'ln11 ... .... ... .. .... .. 43 

3. 15 !K'lflth ~'II'il~;rfl~fln1?7'il~'lI'E1U1n1?"11n L~U 1'll~~YlQ'fIflu1f1,r'll'il~"'u~i4'il~)Jvr~4'V'ln11 .... 45 

3 . 16 fl'l1)J\-1)J1tJ'lIfI~oD'il\!fI m?ffi~'lI'ilU1m1'"11 n L ~u 1 'II ~~YlQ'fIflU 1m! 

.. ~ ........... 
'lItl~"'U~fltlViJ.JVif:l"l(Jln11 ................. .. .. . .... .................................. .... .. .. ... .. .. .... .. . .... .... .. 46 



t'l1'11~ 

4. 1 itnlfCLJ~~1 Uyttl~Uf\ :::"tIilUl'!lt1'1;rt1\lft~UVln c;h'ln'W 

- •• U • "1' 'tJt1'1'l1~UJ~U'WVlnn11~"!I '111JUrn1n'l 1J '1!l1I .. .... ... .. .... ...................... ...... ... .. .. ... ... .... .... ... .... 54 

4.2 eJft01'1m'l"l\t1,Pi"lr:iPlt.l1nm"l1n'1HVjnl")'l1J.JLtI'WltJlli"llt1'1{it1\!ft A ... .. ................................ 58 
, 

4.3 
, "'.1 ... .......... .. "' . 1 ... 

eJ ~ 01'1111 '1'1"1'\-11 Pl1 eJ P1lJ '1n 11\"11 mfi'YI ~ L "JItltUI (jl LLu fl'l'DtN'lIt11;lfl A. .. ... .. .. ... .... .... ... ............... 59 

4.4 eJflO1'1111'1'l"l'.nfhr:iPltl'1n~"I1n1fiVJnPl'l1lJLtI'Uh.Jl~'IIt)..:I;r'il\lfl B ..... .... .... .... .... .... .... ... .... 61 

4.5 eJ fl011lf11'l'"lyt1fhEl Pltl'1nm"l1nijfi~~L;JEJl..!~f1 UUfl-l'll 'fFI-nt1\lfl S ... ... ... .. .. ... ..... ... .... ... ...... 62 

4.6 eJfl 01'11J1 1')"1'\.11 Pi1 fj U1U '1n~"I1 nilfi"l n PI'l1lJLUU 't11~'Dt1'1;;t1\lfl C 

oJ, • -'1 VleJ1un1fV11 PAA 24 11'1 lJ'I ................. . ................ .... ....... .... .. ...................................... 63 

4.7 tJi'\01,tJI''l''lm "'1 Ell1lu m ~IiI1 nilfi'r) nfl'l1 tI d~lJ ltJlvl<JI'il~;r'il ~i'\ C 

~~1lJn11'111 PM 8 f'lLtI~ .................... ............................. .. .. ..................................... 65 

4 .8 tJ~ O1'tJl1"1"1vt1 "'1 El UltJ,n ~IiI1 n~fi~ e L;JEllJv1 111 UtJ~~'!I'tl~ ;r't1~~ C 

oJ, • ~1 
V1tJ1lJn11V11 PM 8 'Il'l )..!~ ................... ..... ........... . ...... . .. . .. . .......................................... 65 

4.9 tJ~011ti11'l"lvt1phElPltJ1n~IiI1nijfi'r)nPl'l1aJ LlIlJltJlvl'll'il~-D't1~~ D ............. ... .. .... ......... ... ... 68 

, .... 1 ... ... ........ ~.... ....1 ~ 

4.10 tJftn11tJ11'llilvt1P11tJPllJm[;l"l1n'ltiVl~L<JIUlJPll1lUlJ~~<JI'iI~'lI'fl~ft 0 ...... .. ........ ... .. .... .... ....... 70 

, ' ., "- ~ 1"1- - E 4 .11 tJi'\011tJ11"11i1vt1P11tJPl u1ntJ1"11n'lfi'r)nPl'l1lJLu lJ .u 11I'l1'i1~'lI'i1~ft ... ... .. .. .. ... .. .... ... .... ... .. .. 72 

, .... I ... ... .... ...1 ~.... ... • I ~ 
4.12 tJft011f;11''l''lmfl1tJUlu1ntJIlil1n'lfiVl~ L'lIEllJl1IflUui'\~'lI'fl~'lI'i1\!~ E ..................................... 73 

4.13 ".n".'O_~"""""umii.,n'i.~n"O"~\flU1ullf."'.;.~. F .............. ... ...... ... .. ....... . 74 
, ... . I'" ........... ~.... ... . 1 ~ 

4.1 4 tJft011tJ11"11i1vt1P11tJPlu,ml"l1n'lfiVl ~ L'lIEllJUll1lUuft~'lI'i1~<JI'iI\!~ F ..................................... 76 

4.15 tJ~011ti11'l"lvt1phEl"tJm~fil1n~~llnPl 'l 1J.JLillJltJl~"lI,1W~''fl~ft G . .... .. .. ... .. .. .... ... .... .. ... .. 78 

' -. I .......... ...I~ ........ I ~ 
4.16 tJi'\011tJ11'llilvt1P11tJl1IlJ'ntJ11i11n'ltiVl~L"lIUlJPlPl UlJft~'lIfl~"lI'fl\!ft G .................................... 79 

, ... .1....... .J • .1'1'" , ... 
4.17 tJft011V11'llilvt1P11 tJUllJ1ntil'll'il~<JI'iI\!~ A V1"1~'iI~LlJlJ'lIfl~ft U1J1JtJlfl LlJ'iI ~ 

-, ... ., ...... ... .... 
"1n0111J11"1"ivt1fl1tJl1IlJ1nlJlVl~t!lfl~'lti ....................... ... .. ... ... .... ..... ............................... 81 

4 .18 tJ i'\ n11(;11'l"lvt1phElPltJ1n~<JIfl~;r'il\!ft B ~~1ftf)~ LtllJ;r'il\!ftU1J1J~'ilLi1'fl~ 
-, ... • I ...... ... .... 

1i11n011(;11'llilvt1P11tJPllJ1nCilVl~fltl~'lfi ......................... .. ... .... ... ... .................................. 83 

4. 19 tJft011tJ11'l"iM1fhEll1ltJm~'bfl~;rfl~ft D ~~1i'\fl~LiJlJ-Dfl~ft U1J1J~'iHi1fl~ 
• • ... . 1 ...... -1i11n011[;11'l"lM1P11tJ PllJ1ntJIVl~fI'il~'lfi .................. ... ... .. ... .. .. .. .... ................................... 84 

4.20 tJ~ 01 1tJ1''l''lmfl1Ell1ltl1n~'bfl~;rfl~ft F ~~1ftfl~LillJ;r'il\!~ U1J1JI'I't1Li1'il~ 
-, .... I ...... ... .... 

"I1nn111i11'l"lM1Pl1tJflu1ntJIVl~fI'iI~'lfi .... .... .. ... ............................ .. ... ... .. .... ... .. .... ... .. .... 85 



!JI1Tl~ 

4.21 tJfln17!J17,)"I"'1Pl1nlt11.J7ntij'll~~~'tl1Jfl G ~41fl'EH\rh~~'tl1JflUUU~t1\d~~ 
• 

"I1nn17U17"l't"'1Pl1n(;11.J7ntiji~fl~~i'lfi .. .... ... .... .......................... ... ... .. ... .. ..... ... .... ... .... .. 86 

4.22 flfkl,~nlffkl,:::'II~~f'lt1l-J'Vi')u'lt1f .............................. .... .. ... .. ....... ........................................ 87 

-"I .. '" 0 ............ n.1 Un]..! f'lNUU'U\t1n"l\t1]..!Ut1flfj1"'nJM1~'!I'tl1Jfll\UUVI 1 .................. .. .. ... .. ... .. .... ... ... ... ..... .. 99 

n.2 -"I S" •• ,. "'2 0 Un]..! f'lNLI.'U'Ult1n'DLt1l-JUt1flfl1"'nJth'N'!It11JflU'U'UVI ..... ... .. .. .. .......... .......................... 1 1 

-"I .. ~., • .J n.3 Unl-J f'lNLI.'U'U\t1n"lLt1l-JU'fIfl'tl1m'Ufll1~'!It11JflU'U'UVl3 ..... .. .. .. .. ... .. .. .. ... .. .. ..................... 103 

>'11 ,j' ",' ,_. '.11.1 U l-J f'lNU'UUU fl~'.IIt11Jfl'.llfl~ l')'U "I!J1'li1fl~mfkl,l-J"'1')V1tJ1flU ..................................... 112 

-" 1 -,. " , ••• - ••• "lI.2 unl-J f'lNUlJUUufl~'lIt11Jfl'llt1~l')U "I!J1mH''It1'Vil-J'Vi~'"i(;1n11 .. .... .. ... .... ... ... .. .. ... ... ... ..... ... .. 113 

'.11.3 UWl-Jtf'lNU'U'U U1.Jfl~;r'fl1Jfl'llt1~L~lJl"1mVl~'fl'flulfllr'll'fl~"'U~~'fl'Vil-J.,{~4'fln11 .... .. ... .... ... .. 114 

_" 1 _" " , • .J • X '.11.4 Unl-J f'lNUlJUUutN"lIt11Jfl"ll'EHL'lU "I!JIVI~nflTl~'lIu .... .. ..... .. ........................................... 114 

f'I.1 UWl-Jtf'lNUUlJ~1i!1un17!J17"l'"i"'1Pl1n(;11.J7n~ ..... .. ... .. .... ... .... ... ...................................... 116 



[ITvnJ1:::nflU lIi.h 

2.1 UiWI>3 L«Ufl1fm').Il'lfl1 c ~~nlL1..JfI>31"'d:lu PM ~ llluunm«ufl1fnr)Jl'lfl1 UUUL~).I ......... 6 

2.2 L~u.\j",~L1m~~nutJ"l1l'Lflu PAA U'O~1n11"~U'h'.~.l1l'.~luztJ''lI"m.''r.. ...... 8 
, ... .J ."1 ¥...... ... 

2.3 1:::EJ:::lI1>3<J1fl>3'l1fl~flYll1JU"CIryflnl!tru"'~1U'lU 2 ~1EJfln'[J'j'::: ... .. ... .. .. ...................................... 9 

2.4 fhtl l7ltlrn~1ufl1fm').Il'lfl1 ...................................... .... .... .... .. .. ..... .. .... ... .... ........ ... ....... ... 12 

1 " -2.5 f'I?>3~?1>3'l1fl);lfl~1Ufln'll1::: ... ... .... .... .... ... ..... .. .... ...... ...... .. ............................................... 17 

1 ...... • ...... 1...... ~ .'r ,-
2.6 flN~'j"N'lIfl);lflLUl'lmI7lU ('111U) UfI::: f'lN~?1>3l)lU~ UUUU">3Ll;Il.J ('lI'l1) ..... ... ... ... .... ... .... 18 

3 1 '-' ,.. " - 1 • > • -.1 PlN~T I>3(71U~UUUU(7l>3 l(7l).l?'l).lnU f'lNih1>3"l1fl1JflUfl'lml1lU ........ .... ... .... .... .. ..... ... ... ..... 28 

3.2 m' :::u'lun111un11(71Tl"lll1"'1tll1ltl1Oii"l1m..J1).11run1?1-n>31UL~U 

11" UJ'-' I7IU 'lI"l:Ifl1JflUUU liIfllUfl>3 ........................................................................................... 31 

3.3 n'j':::u'lun1'j'1Un1?l)l'j''l''lll1fhfjfltl1nii''l1nmmrun1'j'H>31Ul~U 

1 1...... , ~ 
flEJ '!l"llfllJflUUUliIflLUfl>3 ........... ....... .. ... ................................................... ..... ................ 32 

"tJ '1 ...... ... ... ... l' . . 3.4 "CI'lU 1:::nflUliI1>31 Un1'j'~11>3'l1fl\jfln1'j'UUYlnn11l'll1 'lI>31UU1n11l'lU ..... .... .. ... ....... .... .. 37 

3.5 u~UlJiln r1vHifl\jfl 01 rHl>3"11flU1n11l ~U 1en~"IIfl>3'l11f1>3m'nr).lll1~YlU1ftEJ ....................... 40 

3 .6 u~UlJiln11vHj'fl~i'in1'j'1fl>3'l1flU1n1'j'llu1"i1l'1yj~n~h>3~u"I1n 1tlrunnJ .. ... .. ... ....... ... .... .. .. 43 

- •• 1'" ... - ,,~.. ... '::!I - ........ 
3.7 ut.JUlJ).Inr111'l1fl1Jfln11'j'fl>3"11flU1011l'lU ~'"lI""IIfl>3l1U>3l'i'flyj).lYir;!"Ifln11 ... ........................... 45 

3.8 ut.JUlJil nr1vH'fIl,lfl n11Hl>3<J1'ilU101 1l -1U 1 "iIliI"ilYl~flflU 1aU'ilfl-3\nr-3afl~tlyf ~4' fl 01'j' ....... .... 47 

.... 1 ......... "l ... .oJ ... ..t ltJ 4.1 U~'WJ)Jnr111'1n"llfllJflUUYln011l'D1 'II>31UYI~mU1-3'11U"I1n 'j'unrl.J11I1l.J 

U"MeNUUU A ............................................................................................................ 55 

4.2 ut.JUlJil nnyj"l1 n-tlfl ~mrU~ n n1'j'L on 11-n>3lU~~ n~ 11-3~U9ln 1tl run r).l "l).l 

u"MeNuuu B ........................... ........... .. ......... ......................... ..... ......... ............... .. .. 56 

4.3 u~'WJijn nyj·nn-tlfl1JaUu~ n O1'j'l -til H'>3lU~ ~ n ~ h>3;U"Il n 1tlrunrl.J 11I1l.J 

u"MeNUUU C .. ............ ... ... .............. ................ .. .. ...................................................... 56 

4.4 ~1 U,..U>3'Dfl-3fhfjl1ltl1Oii~liifl~UnuiI'i11JfI A 91nnl'j'l'1'j''l''lI1'''lfjfltl'j'n~,r-3ftfl-3~fi .......... 57 

4.5 ~1 U"'U-3"11fl>3filfjl1ltl'j'n~~ Liifl~UnU-tI'i1).1f1 B "Iln01'j'l1Ir'l9,..lfilfjl1ltl'j'n~,r-3~fl-3~fi .......... 60 • 
4.6 ~lU,..ti-3<J1fl>3"'lfjV)tl'j'O~~ liiV)~unU;rfl\jft c "Ilnn1'j'11I1'l"\-11filfjfltl'j'n~ 

"n~n"01~Lflu\tJ\"~'hUn1~1 PAA 24 iol~. .................................... .. .... . 63 

4.7 ~lU,..U>3"11·iNfhfjl1ltl'j'O~~liiflfunU;r'i11JfI c "Iln01'j'l)l'j''l''l\-11filfj~tlrn~~-3~fl-3% 
, , 

... , 0 ... 1 
Ylt.J1un11Y11 PM 8 'lI'l ).1>3 ..... .... .. ...................... .. ... ... .. ... .. .. ..... .. .... ... .... ...... ... ....... ... .... 64 



111'r'lt.l1:::n'ilU 

4.8 ~1 LL",ti~''£I~Pi1n~ t.lm~~lnVl;t.Ili'u~'B~fl 0 ~1nn1WI1,)~"'1Pi1nl1lt.lm~ 
'iil~n"'1~LilU1u1~ ....................................... ... ..... ..... .. ..... .. ..... ................................... 67 

...... .Jt-... .... . 1 
,) fiY\tJ L'lIV1.JVlVlU.ufl~ ..... .. ......................................................... .... ... ... ... .. . ... ... .... .... ... .... 69 

4.10 
. ~ . 

~1 LL",1l~'lI'B~p\1nc;'lt.lmrA~Lnfl'll1.Jri'u~'£I~fl E 1ij1nn11'tJ11'')1ij",1Pi1nc;'ltl1'n~~~~'il~1fi ........ 71 

4.11 ~1LL",ti~'lIfl~Pi1nflt.lm~~lnPl;1.Jri'U-D'a~fl F ~1nn1W,1'')1ij",1Pi1n~tlm~~~~'£I~1fi .. ... ... 74 

4.12 ~1LL",ti~,'£I~roi1nl1lt.l1n~~lnl1l;1.Jri'u~'B"'fl F "I1nn11'V11')"i",1p\1nc;'ltl1n~~~~'il~'lfi ........ 77 



'" tJ'VI'VI 1 

u'Inl, 

if rum n11t1l1')"I\l1 Pi 1ll flU m;;'Utl~;rtl J;!fl~ fufl >1nt.l1. \Uf'i1'fl'!! 1£] fI'tl~Yl'l LtJI'fl1 ~>1~ Ln ~;u 

"11 n n1 r 1. ;r~1'W 1. '\.u.JhJ1 ru ~ L tJ ~ tJ U U.U fl >111J "11 n L~lJ \t 1'f1 Lii VI "11 n n1 j~ n tn L ;)1lJ ') U>1 Lfl 1fl,h [J 

PI'tl1JVi'l LVltlftl'U Luull ry"'1~lJ nf\t.I~'fl>11. \(fl'l11J 1.~1 "I Ufl:::ri fI'l1lJ41 LilU~'fI'tl>11'l n r ~>111hJ1 n.ln1 j 

1.n>11u~1l flU Tn;; \t1'tl~ Ln fl"l1 n n1 n~ nln~ LiiU);t.I hI L flu'Hn ~~u1.uLf\1t1'1i1tH'Vh,ru ut'lU>1 

~ 11J ') f[) h 1J~hl u,mi~f1>1 Pl'fllJVl'l LIiI'fl flii 1-11 ~ fI ~1. t.I Lfiilt1'1i1tJ~ n Jf'l tJ fl1;; L "Ill..! Lf'f4'tNU Tn11L ~lJ 

(Web Server) LPl1'f1'nj'1n11L~lJL'JI'E}fl~ (Web Service Server) LPli'fl>1uln'w~t11V1LlJt.I (Domain 

Name Server) LfI'hl-.1Ufn11Uvh.J (File Server) LFlit1>1lJln11~htlfl (Email Server)LPi~.f1.1Uln1j 

LtJ1'LLnnJ1J1':;:::!JmrL~1J (Web Application Server) Ufl:;:::LPl~>1F1tllJYl'lLlJl 'flf1Jtl>1fl' LtJU~U 

n 11tJ11'l"l1-l1 R1l! Plurn ;;'IJtl>1t'fll,lfl n"lfl1fJ'lfi ",ct>11. u ijfi~ UU1J 1.;r n'l.ltl tl1>1 LL Vi 7'" fl1 tJ ti t.I 
fi'iln114'uUPl;tl1JflUt.lLfl1fl,hEl [1][2][3][4][5][6] ;'fl L~EI"lIfl~1fid fifl 1.t1niffl\!fi~fu~~1:::1.t~1~ 
nULUU 11.1 lJI1l.1 n!J~ n11.tU~ 101 U fi:::i1 m1L ;'11,rt'!;'fl \! fi~ 1lJ fl~ 1:::1.t~ 1 ~ nun'1 :::t'!1l.1110tJ11'l'11.t1 Pl1 

lj~1.11n~1~91m.rrl.l1tum1H'~1uLvi1~u ;~Lfl~~lJrm1L~lJ Ufi:::Lflifl~lJrm1L~lJL"l!flf)t'! 1.t1'1l~ 

1!n (lEi n1'll.l nU~1 Lfl ifl~lJ lm1L1.1 1un 1l.1U 1:::tJ n vi" L ~ lJ ~ i1n 11L -I11\tt'!-I'1l\! fi n9:::'1l~1 U'li1E1"l1t)~ 

if 'lJ 1.t1d~'l EI Ufi ::: L at) ~91 n Lfl it)~ ~1 "'lJrm1171~ n ~ 1'l L tI U ~ tlEll.Il.I1 n;u 1 UU9, UU Vi 11 "'i1 n 11 

L"tl.li\UlJlJ~h~1 Ln~;Ul.I1mJ1E1 [7] L'IlU mnh1"'Lflifl~lJrm1L~lJu{jLt'!lm111"'lJlm1 1.tUflU 

ufI:::1'lft'!lJt.!L~lJ [8] m1L;r1[i~;rfl\!fI~1P1'lJL~El1fl;rfl\!fiL'flVf1:::UlJlJ LLfi::: Cross Site scripting 
~ .... "1 ...... ....... ...1..1 ....... ... .. 'I' ... .r ....... ..1. 0 

LlJUlJIt.! 'YI1 ~"'l.I~1U'l"lElVl LnEl'l"ll'1l~nlJm1'l LPl11:::",m1 ~"Il.IfI"lIU [9] ~1t.!'l9E1V1V11m191 uun 

U 1::: LJlVl "lIfl ~ m1L "Il.I ii1"l1fl~ Lflifl~lJrm1L ~lJ fl1l.1 fl1 L "'I']~ U Vf9r~ Ufi::: ~ 1 U 1.tU~"lIfl~' 11I L~fll.lc;ifl"llfl~ 
L ~lJ [1 0] fi L tit.! ,..a~ 1 u~1t.!il4'EI~1~i1 n1 n; 1 il4'El1-l1'll.l1u'ii~ n 114' ~ ~~ n ~ l.Ic;i1>l1~ 4' ~~~;t.! L ~fl 
fl'l1lJU flfl~.n EI"lIfl~ L ~lJ 'W~1"1:::LUt.!LflNn 11fl'l1l.1U fl'1ll1l.nEl"ll'1l~ LU 1 un 1l.1tl1:::~ n ~ L ~lJ (OW ASP) 

[11] fl~~n1~1"'flJfl'l1lJUfit)l1I.ntJ"lIfl~LU1UmlJU1:::tJnv1L~lJ (Web Application Security 

Consortium) [7][12][1 3] '1fi'1 L ~'il Ltlt.!~fln~n~1umni(ij,jt.!1 ufl:::Lil~ L'1lmfl1"'i'll.lnt.!li!ijJt.!1 

PI'l1lJU fifl~.n EI"lItH hI 1Un1lJ1.11:::tJn ~ L ~lJ ~~U -3i1 ~nfl1 t.!m1tl'1l~ num1L "t l.I iii n11li (ij,j U 1l.1fl ~fi~ 

"''''u "'1~tJ •• "no,.,,;u U.:;iin111"01I' [141[1 51[1 61 

flti 1>l11fi fl1lJ n11V1 ~ flfllJ ilfi~H1 t.! n11f11'l"l",1 Pl1lj 1111.1 1n ~~ 1111.1 1:::aVl fi 111 Vi ~ U fl'l U 

1,.. C\i Luum1 LiilJ;rfl~fi"l1 n LPl1fl'li1E1~H~1u9r~,..1'f1 Lfl i'fl~~1 "'lJ lm19 r~ ufl :::ll n 11L9lJ i\ Ln l1I;U 
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• 
~ ntt1n ') n'h~1 U~-l'\.nJ '" ,..;'e,..., n "'fl-l n ') 1m')",.., PI,)£! tJltl1n ~<il1 n;tl~fl"t1 "'fl'DU Ii fl1lJ'wn";,16i' 

1.""~, ••• ~ ••• , DARPA [17) ~il'.~.n111'~;;'."";"';1"~bJ"U~,r" ~'~"n~~~"'"U 
~4'tJ~tl.:j01ntl)Jft~~PI'l1lJfllJ\l1nrlJ1n~q~ q~Yi1,J1uij"'tJ"1dh,~tl,J'''~IIIWlJ~tJn1nrl~tlYi1 
n11'fl r1,Jojftl~ft41fttH ~n1r~ PI ~,J'qtln1OH1 LUU~tl,Jfl1A'tJ f'I'l1JJi 11 1:::flU 011cU Uf! ::fl11).1 

'li 11.11 cy l'llJ 11J O.Jltl U'IJ U'\ \.In1'! h)J ;l;1U'lt.llJ1 n~ -1 LLUU Ln1 LLfI:: LLUU ,\",lJ L ~tl H1 um:VI ~M)tJ 

[1 )[2)[4)[5)[6) ;, •• ~. 01' 1,~;;~",.;"~i1i., dlu"""~.u I ii.""n."'~ 11" In" "01~ 
LftmntJl~"'1n'tlJ;lft.r'lna1'lLilIlLf.JtJ~~bJl6i'Yi1,J1ui)"'tJ tCII[J'tl3Jft~U1lJ1C1l1,),\"'1j1hlilltllnlij 

~ 1 ~fu lei. 'U 101' 1thunr~ ,h"~ n ., 'i u.ru iilh" ~ u if 'II ~ 1 111 Ulii" 0 n u ,\', d, • ;r.~ ••• , 

DARPA [17) ii,bJil'.~.'.'n1'1,~"u."Ifr~""'m,","u,.,I";:',u1n""'iul.""",," 
. . 

U tl n'\ ') nillllii'l1 U i)4'tJ L th.l~ 1U'l \m 1 nrhl,oif 'fI i;{ftmlJ ') run 11' 'l ''11 U'IIfl.:J Lff7tl'!i 1tJlJ ') 

i)LP'l1'1::,..1Pltiil'ilfi1.J1 L"IiU 011Hn,I"IuP'I Deviation Score [1 ] n1fiLfl11::'\.1"'1,Jfta~ [2] UfI::fi17 

7j LPI 1,::lf LLUlJ·tn~n,.).J L'l ft ') [3] Lth.Ltliu ~,JfilJ~1 ft1lJ1 rtl JI1')"IlI1 Pi 1 ~ flU 1n 9i~ ~n Pl;U LU LFI~1i1U 

'1Ii'IUU.ti1'. ;'Ifr~""'n"'H,"u~.~1uI"i.,u1n""'iu.runIUU;r.~.~.~1upJuuu''in'~ 
~ 'l fl1 LLtJtJ"'1'i~ Llfl u ;j~1U~4'tJ~ lfim r1U n11f11'l.,.lI1 PI 1 ~ ~ U rn j\ 'tl~tl'ln1')J l ,)fl1 L~El nTILL YlUPI 1 

«r;yflnHCU1u'tl,*nnJL,)fl1~'lEl~fiLL;FI (SAX· Symbolic Aggregate approXimation) (1 81 l~tl 
• • 

LrlUn111i11''l''l\-11,h~Plu1'n9i ;~t'flU\'!I'fl~~fiu.; FI [1 91 1l'u iiit)FI,)1J.Jfl11.J11C11un1ffl fli19iLLtI:;: 

f'\'l11.JitJoD'tlU'!I'tl~~!llJfl LIfIElV~t\1J.J11C1f11'l'UnPl1~"u1nj\~'flth~1"llfll1'lU.ft:;:;ju1:;:ftYlfiIl1'W 

"11 n iI 'Y'" 1 LL tI:;: l Yl Flilfi'l ~~ n rl1'l 'ti 1 hi ~ \., tJ Uln 1'1 LL U 'l ;; ,,1 U n1 f'tltl n LL utJ LLfl:;:~ IQ./U1 

L'il'il~~tlLlJn111J11'l"l"'1fh~flum9i ~~U~1~~tiluutI~ilJlJI'tllJ~fiLLtI:;:Lfi'lNt\i1~;tllJft"l1n n11 
1"11'l"l\-11,h II O'IU 1n ~ LLU U \;;1.J "11 n PI'l11.Jt\11.J11tl ilJn 111"11'l ,\-11,.h Ej t'ltlm;J.J 1n fj" ~1 Lil tJ'l d~ U 

n11f11"l''''1,hijO'lU1n;L~fl,hEJL\ln1m''l11W1H1;nUn1flJl'l'l''''1P11~''U1n;'!Ifl~u'l~~uln11 
~~u~flt)nutJtJufl:;:~lQ./lJ1Lfi;'tl~iltl~';fli1~ifllJtlu\l~nn11H~1uuln11~~U~;jitlLLuuufnM 
Uti:;: ~ PlU 1'n ~~ \-1fl1 n \-1ft 1tJ L ~'tl H1. un 111' PlU 1:;:;Yl fi 111 Vi '!I'fl~iUlJI tllJ~fi6i 1~ ,LlJn111J11'l ... \-11,h 

""hn" 1."'~41dlu ... '" 1.;"~~\Jn",r~ •• '.1""M1~';1U1'11 ,o~'\Jii,.\J uuum, 
L"I1.Jlii~LrlUn1rifl~nU;tllJft 
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1.2 -rlll q,Jn::", ~An1'ii.q!J 

1. 01"lJIM"I""1fi1~(1IlbnjjlltNJLtbunnn..l"::qnlll~:)u "I1nitl~fln11tNUYl1nn1fL'i1 H' 
- • .. i]. .. <.,' . -., - 1·' ., '" 

tJ101"~'ltJ Wi fH Utln\1u·m-3P1u1:::ntlU ~U011L11M"IVl1n11P11~f1u1n(JJ'!Itl.) u1Un11Ju1::qnt,U'lU 

L ~t1 L ~lJ~'l11.J Qn tJi'tl.:J Uf!:: PI'l'))J,.'l" LT-l tUn111J11'l"l"" Pi1 n Plum tij .. . .. .,. .. . . . .. - . 
2. LYit:lth1"LfUtl"lJtl~1'U'IJn11\·h1~'D'ElJolan11Muu."nn1n'!l1 ~"JI1J'j'01n'l1J (Web 

Access Log) ft1\.1fu011LJ11'l"t"""l'hfl,.tl1n~"I1mJhJ1cu0111folJ1U L"'tJ ... ::d~un11\'111.:J;tl\!ft 

UnJ"CUn1:t;'"UL~",rU 'W1'l~ii'Ld.;.~.~t;furi'riu 
3. ~ n'tt1~ti011CJ11'l"l"'" Pi1 fl PI tJ 1n il'!lolJ L tl1UnTlJU 1::'1 n III L 1U"I1 n;'f) \! fI LL1JU fit) L ~tH 

• • 
;r'ltJofi"'~tJlflu1jti'!ltlolJ-11l.i~(tJi1 ~1~1lJ11t'1L1111"1V11 ph 'il fltl1n~1~ L fitJoIJ 1111 

1.3 '!I 'il\JL"1I"' n1'i~.q!J 

1. Lf'litlolJilt} \un11t'11101J;fl\lft ~"I::'l.n1un11f11'1'l'"l","fi1fl I'I'II'tHhI1unnJu1::qnflL1u 

,ru '1:: Lihm 11t'11101Jifl1ojft 01 ffi..Juuii n n"L;,1 ;U1011 L:)tJ 'IItlolJ Lft 'hl,m1n11L :)1J~jj n11"i" Lnu 

;.~'~Li]UttJ·"~~"·'l"U 
2. U"LLU7".tun":LL~u""''lI'n"cu1u'1jn:~L7."1i7u'iiiLL'i" ~1tJ:.~n.1';riun1: 

11l1'l'Ul1 ph ~ ~ 1.hn ~~ ~ 1;J tJ'lJfI fl u.tJ~~ riu; tllJfl n11fl-.lUU ~ nn17L;-1 H'u 7n11L ~u LtilU H;fl\-jfl 

LLUlJbJliiflL~tN (Non-streaming Data) l\J,n1f1.11LL~fl:::f\f~ 
3. ;1m11f'1'l1JJLiJu1t11;rLun1nl';tl1-JftLLuulJlflLdfl-.l (Streaming Data) Lfltln11LL't1U 

,h i C\J fl m;cul u fl~n UH'l £II 1 ~,ltJlfi LL'; 1'1 ).J 11..11::: ~ n ,,1; nu n 1111 ''l~~ '1 Pi '1 ~huhn j\~ ~ L;j tJ U 

Ii" UUfI-lrlU;rtllJfl m1ft·nJuli nm'lL;' H'u 1m 1L1U 

4. tJl1'l9 ~ flU PI'11).J ~ n v1tl-l"l1 n n1 'jJJ''l9~1 Pi '1 ij flU rniltVlul; ;rfllJ £II LLUU!lit) L ~tl-.l 

(Streaming data) ~"LillUUL~"uriUn1"1'l.m""".tJ,".I.u1';;'~.LLuu'W~'Ld •• 

. , t ,. . , •• 
1.4 'U'i":: fJ'IJIUYlA' ,.'),,,",:: ~ 1i'I 'i\J 

1",·-'··, • - Hi] ... <., .. -' . • , 
1. VI'ltiYUJu1:::\'I'YI tiIl1l'H'JL ut) mnNtl-l f'I u1::ntlU L fitl LVnJ 1'1 '1 12,J UJ.lUEJ1 LUn1' 

911"l9'\t1 PI, i'j 6IU1n ii'!lfl-.l LtJ1u.nnJ1J1:::~ ntJ1 L1U 

2. tliltJ:LLn'~ ""~fu. '"' •• ~ •• "~'U n1'~ ••• u n1 ,. '''~1'' 1;;.tJ ,n ••• , 
ltJ:LLnnJtJ :.~n';L 'iu 

3. t'l1SJ1 1Cl ';-01,. LL V1lJfh if CUi nliNL ufl,*nnl L 'lft 1;; 'lullti LL'; 1'1 JJ 1t! 1:::fJ o1J11;-riu.nu 

tlt+n11J L'lft1Y1,,,ii"ULf'iffi,htJ 
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4. t'lllJl1t11-niu,tJlflU,7lfi1Wn11(;11')"'ll' Pi 1 ~ vn.l m iii~ ~ ~;] tJU~ VI LLU ~ -l mtlr::q n tilL' nu 
"~.''l",~L0011u.u "UU~U1 

l::. ...... 0'" _ u 
1 .5 'lIU"ilUu.~::'l 6 Un ~ u.unl'i'l~ !1 

1 . ~ n'lfl~lu7j4'tJ~ L~tl'l;r!l~nU n 111J11'l"l,..1'" r:l C1lthn ~"lIfl~ 'lurunnnJ r::qn Ii1 L ~1Ji'l1tJ 

2. ~ mnn u ~4'tJ~\& ~ L~tJ'l;rfl~ flU n 111J11'l"illl r11 il PI tJ 1n ~'lIf1~ hJ l' un 7}.JU 1::q n ~ L ~1J 

lf1Eln11Hn11LLl'luPi16'Y~m:iN1u't1l~n1J,.JL'lftlc;\'ltJ7jfiLL;Pl 

" 1.' oJ u ··.. 1.' oJ,. 3. fltlnLL1JU 'fj@JUl u1unnJ'YI Lllt'l1'1~'lIfl\lftL'fjflnl1l'lf1t'1'f11J LLft:: u1unnn1 L'lI 

11I1'l"lvtl Pi 1 ij l1Itlrn iii 111\ EJ n1 'I LL V1uph« 'Y ~ n1!tC"U"'\ Ufl~n 1lJ L 'lm fi''ltJ~ti LLo1 PI Uft :::iuVl'fl \,mn 'LAn1 r 

1J11'l"ll-11 ph EivnJrn iii~ ~ L;]tJU~11l UU fN 

'".1''' ... .J!:'_J' ...... 
4. l'lfli">flunT1tJ11'l"lmPlltJf1u1ntJI "Iln"lIfl1;li'l'VIt'lrl>3'!1U LLft::"lIfl1;jfl"lN 

5. 4' tJI Lnu tJftiVi 1f~1v1 LLft:::iJ LPlll::li"r:::uu Lnfl-l~UL ~'fltJfutll'<l unt'D 

6. t'I tU tJ ft LLfl::9tJ1l11 L f1nt'l11'lVltJ1i'lvnJ1'l 



2.1 'il'fn'l"H~~1 (Time Series) [20] 

.. 
lJ'VI'VI 2 

;; tl l'll PI 11 tl ~;-tl '01 fl ~ 'i ~tIhJ1 CU ~ In "f lJlJl 'UJ fl1 f1 tJ l'l fl1 tl th~ fI tl dl tl,Ul u t" tJ;a \l fl hi 

~1lUU~,::;rtl~jj'!lu1"ni1riu tl1"lUUU liitlu iUII,li 1'" {';IbN ~U1;j 1IT1f1fl'lU'IIfNilu1Y1iilJi' 

EiT'lfl u 1~ l1lU ~'UilLJ1fl1 "'"ft n." fym1 U L1&1fl ::1'u l~tltl ",j, n1 ~tl'll1U 1 U LLPi fl ::1'\& U1lJ1 cu~ l;1 H' 

~1lU~u1uLLlJifl:::1'U Lih.u'fu 

2.2.1 Z-$core Normalization 

flit! n11\11 ;tl\lfl1" d'h~1J Ul1" 31\& LflU'; ') L \l ~ uil Pi') L'Vi1 nu 0 LLft::ft'l\Urlu~ LUU 

lJ111l13,uiiPi1Lfhnu 1 LJlU~1U'lru"1mu.m1,."tlhld 

x ;;tl f'i1'Dtl-l;rtUo!fltufl~n'nJL'lfl1 

X ;;t) ';1Lll~tJ~~"1lJi'''1n~lJn11 

x - x 
Z=--

sid 

- I " x=- 2>, 
n I _I 

I " - 2 
- L <x, -x) 
n /_, 

2.2.2 Piecewise Aggregation Approximation (PM ) [18j{19] 

~tl1jfin1"fI",nai"lltJ.,1'tl\lfltflUn1'j'Ln.i~;tl\lfltltJnd·h.U'l'lU1 rhuft::avi11 liu LLft::i1m1 

~1U'lNfhLll~tJ'IItH LLlJifl::fl'lUL~tld:Ju"''lLL'''U'lltl~;tl\lft LLvift::ft'lU ,r-lpJ~ 2.1 tlJlUn'MUII 1,.. 
"'l1l.JtJ1'l'!ltl~fl~n1lJl'lft1 c ij'humJ. n ,,.;tllJfI (Data Points) LLft::::li1n17\.Lti~'tllJftfltlmflu 

-'l..1'.J. .... . 1!..I , ... .J. ... . , ..1-
W 'tI'lU "!JflLL91ft::::'tI'lU'1::l.J'11U')U'(II"DfllJflfI~f11nU 'Il~"I::::lJItHfl1n1nf1"1~llfttJ c '!Itl~,1'\ 

'tllJft\.LlJifl::~,)u~Qnli1n11uti~ tflElfh~l1;[J'!Itl~f'h C ~')~ i ~1l.J11[l"'111l"l1n~l.Jn11~flltJd 



!, 

C, =~ ! CJ 
n " 1-(1-1)+1 

• 
C1 ;;tl Pi11'tl~U1Jtl~'f1;rfl~~~Pim:~'lu~~nYhn17LLU-1 

C) ii. """"'~.'U"".:, • 
.. 

. , . 

. , .. 

II .. .. • .. .. .. .. .. 

2.3 SAX [1 8][191 

6 

SAX (Symbolic Aggregate approXimation) Lih.m11U.V1ldPi1~ryin'Mru1"'n1Jtl1in1'lJ 

L 'lfl1 ~ ilth::ftVl fi 1l1fi XU LLU u",n.., Lfl u lj fiJ CUtUI u'i~ LPlM~vi1 n11fl f1" 'l1lJ iU;tlU LLft::jj j\'lItl-1 

;;.~.1.mj •• "u"" •• "n>lN:""·1~';""'ll····'lnnJlo."'l1f .. h·untli"' 

itl~ftritlu~ ... ::u.tJtNd~u'hlryinltn!,ru ... ::~!wri1n11ft"jjj\'!Itl-1ftl\!fl~'Jtl'ljti PAA 

LLfltli1ftl\jfl t~ Li~U1J77~f1!i1\'!'~'ltPlfi z -Score LIJIU;tl\!fl~iltl~ ru '!INtn ... ::iin11LL'"In u.'"I-1 

... ~ • ,. . , oJ • ~ .J, • . . , 
LmrtL"IIfJU Vl1 ~"'~1lJ1'j'nn1"'Ufl'f1LLU-1 (Breakpoint) p Y1"':::~1'1-1'YilJ,Y1 ~tJ1n :nn'lltl-1n11u.'im 

"~. Ln1.L'~U~n'U1. L~1riU M 1.~~. "tJ.L"~1d.1U11"""11f~1 n.111 •• ii~ •• tliO'~1.'U 
..j..j •• 'p,..J . .:.J'I ... . . 1 s '" 

(;1111"'''' 2. 1 Y1LL~fI-1.,1U'lU'ifl LLU"''!IU'tJlIII1-11 I VI u,urr!uVl ~tlln11"''!Itl,:m17LL ... nLLCij-1Ln1t(L'II£JU 

1\\iJlIu1"LYi1nU~-1LL91 3 ft'lUO-1 10 ibu ~-1ri;;tl41U'll.u;j''l~ntt7 (a ) ~1flUn1'l!l1Uf'h 

"'ll"n>l'" 



7 

I~ 3 4 5 6 7 8 9 10 

p, -0.43 -0.67 -0.84 -0.97 -1.07 -1.15 -1.22 -1.28 

p, 0.43 0 -0.25 -0.43 -0.57 -0.67 -0.76 -0.84 

p, 0.67 0.25 0 -0.18 -0.32 -0.43 -0.52 

p. 0.84 0.43 0.18 0 -0.14 -0.25 

p, 0.97 0.57 0.32 0.14 0 

p, 1.07 0.67 0.43 0.25 

p, 1.15 0.76 0.52 

p. 1.22 0.84 

p, 1.28 

~.""n';" n11. "~".",'"~.Ii'"'i1i PM U.:';1'"~. ,,xdluum, "3"UIi'U'iii z­
Score fl11J1:rClVi1n11'LLVlUfh!cytrnHrul1l-1Ufl"'-11upJ~ 2 .21~VlEJ 

L'l'l~thmlu '.nn'1lU1Vl"llti-1fl'llinHnr~~'tI-1n1:rH (a) ilPi1Lvi1liU 3 1~~'JlmJ-1 
~ .J~... ..I.J... , ... .J ~ ... , ..:... ..I , .. , , ... 
YfUVI ~li1nnnVllJ'1IU1I"'HVl1n1J 3 r'nnm11-1V1 2 .1 "I :; ~Vlfl1V1UflEJVI~I1I'11fN'VlU.U-1 /31 lJPI'l LVl 1nu 

-0.43 Uti:::: ';1)J1n~i1Ul'1lt1-1'Pluti-1 131>-1 ~.mhnu /32 ilPi1Ll'i1!lU 0.43 
. ~ ... ... ..1 . __ ... ,.l .J" ... . . 1 ...... ~ ... ~ 

n11LunnJ LVltJU"ll'EI ~ftVl t.J1t.!n1 1ft l1t J.J Iilnu'1 Vl UU'I'YlUVI ~(J] n1111 )J L.:)f1U ~ '11 f1'1U 

1. '1.nn'Vl'ilt1'1m1yJ~il Pi1'11't1'1-D'tI~ftii'1ltm~1fl1~iifltJ~q P1'11'fl'l'1'" LLU'I (x < PI) ua'l 
• 

Pi1'11'1l'l-D'1l~ft L'l'l'll'un"l:::Q n UVlU~'l tift CUtr nHnr "a" 

2. 1.nn,,! UI'1Itl'ln1'1yJ~i1Pi1'11tl..:J-Dtll;!ftlJ1nn~1'.iifl L l'11 riu'1Vl LLlj..:] LL(;)UtlUn~1't'I uti'! 
• 

tlPl hJ (PI '5 x < Pa-l ) ua') ';1'l1'1l'l-D'1ll;!ftc;i'lu'Unlij::~mLVlUM'lElflcytrnHnr "b" 

3. l-11n"jVl'llfl'l n1'1yJ~jjPi1'11't)'1-Dfll;!ftlJ1nn~1Pi1~~1n~q~'1I'tH'1~ u.U~ (x 2 P"_I ) Ufl'l 
• 

Pl1'11'tH'!'tlJJfl ~'luuri"l::~ n u. Vluli'ltJif ry~ nttcU "c" 

4. ,..,~ nm rllH' riU'DU 1 ~'D'tl~if cy ~ nl!tcUl'J WilU1~ 



B 

.. 
" .. 
• 
•• 
_1.0 

a -1.5 .. 
• • • • • • • • • • 

"l1nXlJ~ 2.2 Ll~~~fl\fnjl..J L'lft1~il'!lU1~.ufl~fl 84 ,,,,-h'fll;Jfl ~nu.t.i-.lt1flmUU 7 fI'lU~il 
'lIU1t'nl111 nu ufl::il~1U'lU'llfl.:Jiruin1fnrL"hriu 3 (n = 84, W = 7 LLfI:::: a = 3) U.fl::::l'i1J~1 

'Btfn S'~ L'l fl1fi1)..J11Cl UUfI.:J 1~ d~utl n1l1:: cbac ca b 

2.4.1 n11'\.11'j'::::tJ::::'h~LL1J1JtJPI~'" (Euclidean Distance) 

Lilun1nn'j':::tJ:::"h-.l~~ 1tJLLfl ::::H'.:J 1uri\.!,'ath-.luYirnfl1tJ~flV) LVltJil",inn11V1.:Jn ""nL11 
, 

il·m~m)..JL'lfl1'B~flfl-.ll'i'l1v)LLri t1\fnn.JL'un Q LLfl::tl'l,.m2JL'lfl1 C ;ijh11.J.1fHvi1nUu.~'l mnn 

1!:u:::"h-.l"llfl.:Jfltfn 'j').J L 'lfl1~.:JtttNfl1lJ1'j'[1","111'i1n{'lj).J n11 

" D(Q,C)= L (q,-c,)' ,., 
• oJ 

q/ f'lfl ,P1l'l i UUfl\fnUJL'lfl1 Q 

c1 R'iI 'Vl~ i UUfltfn1'2.JL'lfl1 C 
• 

n R't'l FI'l1lJU1'l'llfl'lfl\fm'lJL'lfl1li-lfl'fl.:J 

2.4.2 n1'j'\11r::[J::,.h.:JLL1J1JU~FI (SAX Distance) [19] 

n1 1",11':::tJ::'" 1.:J"lIfl'lfltfn nl L 'l fl1~ d:l t.uh if ru i n1!tru fI 'UJ11m; 11~VltJ 111 ~ 1 'j'::tJ:::lh~ 

'IIfl'l~'ltln'll'j'::uflfl:::~1u~1uwll'lL;;U'lri"'n.J11'llJnu ~'1Uflt¥l.:J1u~~ 2.3 
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Q'= c b ace a b 

c,J ttl ttl 
n 1 nn fl'1':::EJ ::lh~ r::ll11..:J 'fl n'll1':: LLtJ\~:: ~lu~ 1 LL WW.:J L;ltJ') ri'U'!I'a-l 2 ~1tJtln'll1':: ~jjn1" 

ri1"U~;1lJ')uit\jin~nr~Hd:ll.l 4 1~li1n11'i'lh .:J IiI11'1'1~il'ilU1V1 4x4 ~~Ul'h~:::~~'l'!)nM1'~ 

~'a.:Jn11'"1fh1'::tJ::"h>l1"'ri1"uV1it\lin1!tnr~')1V1~'l"'~-ld'luLLCl'l (Row) LLft::l"icyimtOr~ 
L'\t~'tILiI'UH11lJ.n (Column) L-rlU mmi''EI'In1'1"11'::EJ::"h'l'll'El 'lftt\jflm;cU a LLft::ft'1Jflm;ru b LV1EJ 

n'llUV1ftt\jfln1iru a l,..d:luLLm (r) ;'1JJP)1Lyhnu 1 LLft ::l"ftCYflnMn.iflml'l",~,uUUtUlu.rf (c) Ii 

Plt1 b ~'1jjfi1 LvhrilJ 2 LLfl'llUf{lfi1~t1~lutJI171'1~ 2.2 ~Li'lu~1 LL,.nJ'>1'i1tNum LLft::i'l"u.J.rrtl'u ~'11u 
m'ru~,,::1~1'::tJ::"h'l~iiPi1Lvhnu a 

1J11'i1 '1Y1 2.2 Pi11'::tJ ::"h'l~1"'fu;'V)Jft~ LLYlUfhiC\Jfl' m~tnrLL~'l 
• 

1.uH"'II'n,.or","~" 4 "'" 

a b c d 

a 0 0 0.67 1.34 

b 0 0 0 0.67 

c 0.67 0 0 0 

d 1.34 0.67 0 0 

{
o ,iflr-cI5 ' 

eel/r,c = . 
Pma:x(r,C)- l - fJmin(r,cpotherwlse 

.. ., ... ..1 0 , • 

C PI'fl vl1LLvtU'I'lIt1'1i'lvUUlYlVl1n1nnPl1P1'l1lJUflntJl1'1 

fJmu(N )-l PI'fI Pi1'V1 LLti'l~1nlJl111'1~ 2.1 :d,n.f11~"t1n01n11I'h~)J1n~q~1~1.t~1~ r LLfi~ 
c LL~'JfiU~'J EJ 1 L'lIU 1.t1nn11.tUtil1", r ~?i1 Lvi1nu 1 Ufi~c ~?i1Lvi1nu 2 LLfl'J 

fh<~~LLl.J~~1~"i~~f'hLVhri1J Pmaxo,2)-1 = P2-1 = P1 d~u~u 
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.. " ..I... ~~ • ..1" ..I , 
Pmin(',~) flt1 f'l1'1V1 LLU-191n(JJ11'N'YI 2.1 'lI':),"' ~"'91 nn1n11f'11'Y1Ut1tJVlqm:::"''l1'l r LLfI:: 

c l'llU lnnri1,"u~1" rlJPl'1L'vi1nu 1 LLfi:: c JJP\1Lyi1riU 2 LLt\''l fi1'V1LLt.i'l~'tfi 
... , ,... il • 

"I::2Jf'l1 lVl1n1J Pmin(L,2) = PI L 'U,(;]U 

"nnri1"'U(11'~1U'lU'tJt1-1«'Vfln1!tnr~Hwhnu 4 "l::1~Pi1'(;lLL1J-191n(;l1'1-1~ 2.1 ~~1 
n1'LLtJ-1~u~Hfnl1vl'1lt1-1n1'U"inLL"NLn1tfL'ilUud]u -0.67 a LLfI:: 0.67 (1)1JJ~1t'iU 

n1nn'::EJ::\h'l'::,"~1'1icy6n1!tnr a LLfl:: b ~1l.11rrII!l1~"I1n 

L(;1t1'W1Ph r LLfl::: c lJ1fl"l1rru1~1(;h'lnuut1unrh\ .• 1'mYl1nU 1 ".ffibJ ~11, 

,::u::'\.h'l':::,"~1'1vr'l€m~triCYflminr'!l.Jii"l::::jjPl1whriu a L'lIU dist(a,b) 11"1 r LLfl::: c ilPl1 

LVi1ri'U 1 Ufl::: 2 IiI1lJa1PlU ~'1'ti11t1,:::tI:::\hHvhn1J a LLm:: dist (b,C) iii'll r LLfi::: c i!';1LVhriu 

2 Ufl::: 3 1Jl1).Ja1~U ~'1vhl"":::El:::,.h'lLyhnu 0 L'Ihl.llu 

lnnfh r UfI::: c jjPl'l1)Jl1h'lnU).J1n n~1 1 1,xPil'w,)tutJI12J'ZIl-ln11 "''1~'lflEh~lu 
oJ 

(;I111'1'Y1 2.3 

'<\I"n>l'" 
a,c 

a,d 

r C 

1 3 

1 4 

Pmu{',C)-1 Pmin(r.c) 

a -0.67 

0.67 -0.67 

2.5 n1'i1Jl'i'l'<1l~1fhilli'ltl'in~ (Anomaly Detection) [21 ] 

r:::u:::"h'l 

(PffI1Jx(r.C)-1 - Prrun(r.c») 

D(a,c) = 0.67 

D(a,d) = 1.34 

~f1 n 1 1f11'J"I'\·nfl n~ru::~fI,<!fI ~ill11 LLuun 11 L 'i)J ;)",i1f1il n11t-n~1ULLfI n ~ 1 >3LtJ"11 n n 1 1 

H~1U11 n~ LflUn1111l1,)"I\oI1fi1 fj fltJrn~il111::LtJ"II,r)J1n)J1tJ ~')f1th~L"lIU li1t"''''11Ut)1iln1 1 

L "I)J ;)Vi1f1L2J "lI ') uri 1 "'UflU L tJU1tJ t Un1 1 H' >31 ULfi!fI'IhtJ li 11 ",il~fI,<! fit Un11Cil 1,)"1 flflU 1f1~ 1f1tJ 

'!IfI~ n1 1 L"I)J ~1 Un1 [J "'fl~ 'II'J [J 1 '" ~1 [J ~f1 n1 1ri' fI n1 1'" f'flU1 m 1 U n1 1 H' ~ 1 U U,7f1 'ih [J 1 '" L flu L11 

fltl1~il11 1::a." ti 1l1'f1 d:lu~ U Lfl [J~') 111 LL~,) n1 11J1 1,)"1 \011 Pi 1 fj '" 11 1n ~t U Lfl7tl'ih [J fl1)J11r1 LLU~ 1~ 

Lil1! 2 n~~1~'li1 ., •• tuu 
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011911")"'''''1fhafl1.h·n~il'l[J01'1{im~N:aj~~ (Signature Based) 

~ iI Un1 191 ''l oint "I ph a fltlm ~ tflU n11 Ltl1tJ w ii tJu PI ,)1).J L"" il t1 U"II 'B-3; t1 J;l fUR ffi,h El ri u 

il'nHtU~1.J'I~'IIfl'<ln1'i"l).J~ ;'1l'l1L""jjtn.u1Uu.~"''I~1jjn1'i''llJtilL1i'''~u LL~ihlJJLt.djfl\'ui'uuflfl-l~1 
,-," 1 "_ .. 1 ......... .. iI'" , ..l 
LlJlJn17 ';UJ~Ln"'''iIU fltJ)..J'IIt1"Ufl~"IIfH tJI'I'ILl.fI"''I ~t.lVl1n'lVi 2.4 

. " ••• 
• n1 m ~u 1i m:tcu:::u.:J'iil U0111Jl1"l'tflflUfl1lJ'1nli "I '~~1tJ 

• t'l1).J11('1tJ1'j''l''l'\.nPi1a(Jll.hnm'~~1[J \t1n't'4qjin1fJ.Jn'wH'.:J1UL'ire'hf.li:iztlu.uU~f\.:J~ 
...... , ~.J'W" 1 ".. ... • fl1).J11CltJnLflnflnHCU:::U'I'!Il'l I1Ifl'l011tJ1t'l"l\'lflU fl mnl'lfl'ln11911'l'tfltlULYitFlU1..:J 

l,hI .... 

i.,"u 
• ;tlJ;lflLflL'ltlH\tftfl \t1nihlhJ1Nn"1;'11\unnLUfI'I"I1n;f1J;lftVl,,,:;:u11tll.flun1nLfI'It1::\.f 

" . ),J"I1U'J'\.AlJ1n 

- bJfl1lJ1~TI1JI1'l"l""1,havuJmm"l1n011tolljlJtilu.uul\t)..)1~ 

- hifl1lJ1tCl911'l"l"" Pl1 a (;1tJ mlij"l1 nmtLU; fJUUtlfl-lV'l ~~ n112Jn111-n'l1U 1~ 

-'W~'~"".'·"~'"'il.!l'nii"n •• ~.~,.,n<~1If 
- hjft1).J1 1tlIll1'l"t"'1f'i1li "tlm ~"t1 ntl1::: LJl"';f1lJfl~fu~-3~1U'!lfW~'1'1 tJi1'111;r (Covert 

Channel · '!Itl'l.,,1'1UtlUUtJ'I ) 

· tl n11 U~-3 ~iitlu~ 1 dh..Lph II P1tl1n ii~'1~ f'I'l1lJ L uu"t 1'1 us 'l ~uun 111 ~ '11utl1n il (False 

Positive) d~U91U'lUlJ1n 

- n11~1')"t"'1 ~1ll P1tJ1n~';1 'l~.n1 L~tl'l"t1n41Ltlu~f1-3";~\l1fl'n1:tN:::U'l~lIIflflPl~'lfl1 ';1 t~ 
fl nttcu:::ti-3i~ ~f1'1 LiitJu ri'u~f1~fl Lrlffi'1tJil41U'lw.J1n 

• n111111'l"t"'1f'i1llPltl,nil"t1nP\'l1lJEjI'l1.bnii (Anomaly Based) 

~i1\ln11'lJI1'l"t"'1 fi 1ll"tJ 1'n ~~,; 1'11UUIII n lJi1'1 rlU n 11'1'; fl nttcu:::u'Ii fI tl1'1 ~u L ii'l til [J"t::: 

LiI\ln11~[JUfci'l fl n1:tru:::~tJ 1'0 ~ riflU "'1 n't'lu~ 1iltfl ~ fl~hJ ~ ",jj f1UrlU ~ n1:tcu:::tJ 1n~~ L?[Juilrl Ii 
• >., ~ 1"1"'" • iI - , oJ "':::""011U.''1'1~lIItl\l')1 ~IJUn11' "tl-JIII PI[JlJ"IIflflUfl:::'IItl~ [J'1NlL~"'1 ~UJl11'1'1Y1 2.5 
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offfl;i 

- ft1~11n~11~~1ft1~~U1n~~1n.fl~ft~Lf1~ft~ 

. t'I1lJ11mi1~1ulIi1'l~Ll'l ""nilmnJfu ~~4;SfllJft lUn11lJ17'l~\.T1fi1a"tl1n~t.lfl'l LYi11:: hi 

.;, dlu~," Ii .. ~ ,",« n",cu"th~' ~>J 
- ft1lJ11CllJl1'l''''1f'ha"u1n~'tJf "'1nn11t"'lJih;'1"'n1'1;r~1u'Wtl~lulLuupJ~Lthn.l1n&l 
- ft 1lJ'7Cl !fin"" fttlU'ltllJft~ iin1:fu~-.1 ~1U'Jlfl-.1'Y11-.1 LL 'Eltll.lcl-.1111 

,.,". 
- 1~ ft1lJ17tllJl f'l'Ut1 Pi1 a UlU 7n P1 LLtJultJl ",,.j,..1t1lLUU ItJ~ U(;l n r;t1-.1"l1 nVi q ~n "lJ~ri 1"'UlJl~ 1 

lilu"q.n,,~tJ1n.i~ 

- 'Wft1lJ'7CllJl1'l'ftflUVi t] ~ n1nJil 1'11hn Ji~ Liifl~Uflth-.1 'Wi" L "ttl l~ 
- m1ri,~u. nn' um 1. 1'''~' fi," .tJ1n;; ,flu itJi~mn 
............ -, '" .JlItl'"' - lJIfl-.1L1tlUl"1tJft:::Lfl[J!J'I<JIfl-.1Vit]l1InUlJ u m 7 'iI-.11UVlL U 1nlJl 

2.6 n1'ilJl'i 'l''\II1Fhii Vlt.l 'ininU'il~ n'i JJ L'l'n1 (Anomaly Detection in Time Series) [18] 

Li:lUn11lJ11'l'il"'" ';1 a UlU 7n~' 1n PI'l1lJ a flU 1n 1rI1 u tn~n nJ L 'lft 1 LP1EJ n1n.f1fl1 t'lUU'fI [J 1 u 

fl'in1lJL')ft1~ild'ntiru::"fl1tJriufl1~UtJtl[J~u11utl,+nnJL'lft1utltJ~~" ~-.1fl1';utltlEJ"-.1na1,) 
L1tJn~1fhorutitlu~ ill'i1 El fllbnj\ ';-3er'ltlti1-3 LLftfl-3 t UpJ~ 2.4 

Netwol1l Analysl. 
• --------, 

. ...... _ ...... ' ............ a ......... "' .................. _.. .... ___ :1'_ ..... ' ...... -1- · ....... C_.PAA·n.-_1 

, ... .J... :II- ... _ ........ .J 
7:;\o1'l1-3'lUYI 22 lJU1fllJ 1'1.1'1. 2006 ~'lfl114 U1 n n1 52 U1Y1 32 'lU1Y1 {l-3'lUYI 12 m-n!)1f'1lJ 
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fI.PI. 2006 L'lfn 12 U1~n1 5 U1Yl 3 ih.l1V1 ~~1Un11tJ11'l"t"'"~1~f1tl'm31U~,)YiU~fllJfl~iJ 

flmfru~~~V)1J'm~t1~ 2 ~1LL"'U~~'lEJnUPl'il ~1LLUU-l~ 1 Plfl'll'l>lt)U~ 27 LtJM1tJU ,hru~ 2 

Vi ~lf 111 f'llJ i1i n M'CU::'!IfI-l ;rfl~a~'!I1 f'I"!i 'l-l€ UL O'tJ-llJ '1 '1j ') nil '11\-111 u n11 L;]EJ ul1 U ~ nn 11 H -l1lJ 

- • 1. 1 . 1 ,. <S 0 • oJ .......oJ ... ... .....J ... 
1J1n11L'lU'lIfI-l lJ1LLmlJlJ1::~nlJlL'lU LLfl::liI1LLl"'..I~V1 2 f'lfI'luVll1 LlJ1f1ElU J,.Jflmfru::::')Ifl~flVllJ 

illlJ1run11fl~flfln)'J1nn~11\.l~U t"'Uyj1J~111.nruiJn11f'11'lu1""fI f'I (Download) lvMYi;1 Lflvl 

(PDF) ;j'1,.,,'n."n.1",~ nl1~ ""' ':WlJ" ~.m"lJ:~ ""n."" n'"~" 1,.';, "ml,t"1 
flU1-liP1 L'1iU ~11"YiurJ1'\.-11n V11'l"i\t1Pl1 ~ flU 1n 311M Li'1U'l 1 ~1 ulnl'l'i::";11",bJVlnufl'mfru::: 

fj f'lthn~~u 1 ~fI-.l r.Jflliifl ttl: LLnnl1.h::~n I'i L 11J~ iJt1U~1J11).:J fNlJ1 

2.7 n1'iIJl'i'l"'l "'"Fh~l'iItl'inmU'il'L!n'ilJL';Ifl1"'11n'V,!nP'l'l1"' LtiultJ\Pi (Brute Force Anomaly 

Detection in Time Series) [1 8] 

LlIUn11tf11'l"lvt1Pi1fjf'ltl1'n~'i1nf'l'l1lJfjf'ltl:n;11l.JfI~nnJL'lfl11~tJ"i::dh.m11~r,~fl1vlU 

rJfltl~ LUU lUl~~~\.f1J (;11Um1Ul1'l"il,.l1 Pi1 f.l ~U m ~ LLfl::Vi 1 m1 LUTIJU L V1tlU fl1 ~U Ufltl~ ~ r,~;UlJ1 

~~\llJ ~ 1 Ufl,*n 1lJ L'l fl1 L~'tI\l1~1 fl1 vlUUtltJ1t'lilPi1 f.l (;1U m ~ ~~iln11mh'l ii~11tlfl::L~tJ fl1 U 

~ 1U~4'tJ~ L~tl 'l-nfl-3\l'l-nfl 2.8.3 ll'l'flElfltlm 1(;1 1'l"ll,.l1 Pi1 f.l (;IU m ii"l1 nll n f'I'l1lJ LUU lul~ (Brute 

Force) 

"11 nm 1~Uf'lt)1~ 1U~4'tl~ L~ m'fl-3tlU fi1111l1'l"l\l1 Pi1 f.l PlU 1n ii'llfl~ 1U1LLn 1lJU 1::~ n J;i' L ~u 

~ L;J V u lflfi U -31U ~4'tJ Cil1-31 ~ LrtV'l' fl~ tlU m 1m'1 "i\l1 Pi 1 f.l (;IU Tn ~"i 1 nl.ITlJ 1 cum 1 H Lf'lrflt 1 tJ 

m1~ 1',"'" 'h iJ "~m .1"" 1;v;ii "'" "":!T,,,u1,, l1J~4'"m 1~ '" l' :,.r~1jn1~' 1" ,Ii,"~ii" '" . , . 
l!ui1U1::~V1fiJ11'Yilum111l1'l"l\l1Pi1f.l(;lUm~nU'iffl~fll,.lfl1tJU1::UlVI ;-3i111tJfl::Lfitl(;lvi~il 

2.8.1 Bariord, P., Kline, J., Plonka, D. LLfl:: Ron, A. "A Signal Analysis of Network 

Traffic Anomalies" [1] 

LUU-31 u~ 4' tl~,j l' fll;l fl ~ fu d -3 tlU 1 u LPI1'il"li 1 tl fl fllJ~ 'l LUl'il flJ1 ij LI")11 ::~", 1 Pi 1 f.l (;I1J Tn ii 

1(;1tJi1n1':,j1lJ1"i1nLLt."'I~oiifll;lfl 2 LLt.'fI -3fl'ltJr1U €ul~LLrl -n'ill;lfl"i1n IP Flow LLfl:: 1ifll;lfl"l1n 

SNMP lJ1ij Lfln::~i'1lJtlu 1(;1tJ04'tJl,jLVlf'lilf'l Wavelet L~flLLtJnamicu::'IIfl~tfru~1CU~Lii(;l;U 

lu,j'ill;lfl L~flU1,j'illJfl~1~tJ1um1nffi-l~U lJ1ij Lfln::~"'1Pi1f.l(;lumii~'ltli}fi~04'tll~iil(;lA'u;u 
~flLVlPlill'l Deviation Score 1(;1Ell~u11tlLt.irtJUlVlEl1Jn1JLVlflilfl Holt-Winters Forecasting~-l 

f.Jfl~lflf1Jnfi'il LVlPlUfl Deviation Score ilf.J'M11(;111J"Il,.l1Pi1f.l(;lU1n~~~n~ 1 uPi04'ElbJl~Vi1 
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. , 

11'1 JJ11 Lfl11 ::;l.iuun L{'hU fl £H oif'tl\jfl'!JtH JJ\tT,i)'11 tJ1 au LL 1A~ L1iU'l tl1l uij 1::u:a '1 fl1'tl~'tl\l fI Vl1-H Lnu 

LViu-3 6 L~tl'" LLfI::Li'I'U'tlJ;!fI~uiU'"ntfhl1n.1n17H,nu1uLf'l1tJ'!i1[Jfln15 u1ii l1J111mJJ1N 

n17H'~1ULf'iltl'htJ.,r,nuJ" 

2.8.2 Lin. J., Keogh, E" Lonardi, S., Lankford, J . P. and Nystrom, D. M. "Visually 

Mining and Monjtoring Massiye Time Series" [22] 

il _ • .J . ..... ".J' - .,~ 
L \H1U'l,tJflt.n L~Utl LPI H1-il).Jt) ftT 1-11l1l'iU 1).J1i1nJ L Vitl"ll 'ltJ ~ Un11'l LiU1 ::::VI"Dtl\!fttl~m'1J 

L 1ft1 tflEJ H' WI f'lUPlL Un1'1utliNtl~nnJ L'l fl1 Lu'UiK'l LL l1U i fUfl' m!nr~'ltJ;'jti u oj! f'I Uft::L ;1mi'!;tllo/fl 

"'"~".'II.n""'1".~1"lUIf,,1ii"uu""!h" (Suffix Tree) ;'"UUIU (Pattern) """~~n 
"u."il,,~ ."1 "'""UUzu~Nt\"U.t"1 ~n "U."il"~Nt\"u. •• 'm" .h'11."~n1' 

... ... .. . 
u::aihmnuu L VltJuiu&ltlui)ti'!ltl",,"ui);uilnuiu[;1f)uilfi LLUU n qlJVli\uUJU\4ft1tJ LLUU cJI'lu'l111 

;tI\lft"ll'l ua::, ";flJ;!ftif-1 LPl1,::\i,.. ft1U'll II Uft::yjU~1""Uij4'tJ~ ft1).J1'Cl\tT1~"~ ~tl"n1'1'~ 
Qn~fl~ ~~~fi~;rfl~n11R'l1~irifl\nnl1 (Prior Knowledge) Ifi~hJ!1Ifl~n11R'l1~~rifll.lt.nl1 1(;lu 

~1l.l1;U~ft1~1'Cl";1~1l.l1;r''l t;t\nn-l1.rl.llJlflu'lfi~l.l1"u'''1~fi;unfl1'l-l1''1::'!IU1U'f1U\'&l'f1~ 
1.'.~."n ,;;"~ Iilu1.'.~.';1 n01" Iilu •• ~.~1~nm1 "UU •• ,ii .. 

2.8.3 Keogh, E., Lin, J. and Fu, A. "HOT SAX: Finding the Most Unusual Time 

Series SubseQuence: Algorithms and Aoplications" (181 

~ill.l~1l.l1; U~";1 n11ft 11~.rl.llllfll.l1ti~ 1l1~ 1&l7'l'UI1,h ij fltbn jj (Discord) '!IfI~f1'in1~ 

\ 'lft1 11'1 U." 1~ ~;UVlU-l1 n1 1f111'l"l,",1 Pi 1 ii ilium ~~ U'Iuufi ~ rll.lJ.niJ011 U'Yi 1'1JJ ~fllflf41l.l'll.l 
• 

'"' ft 1 [J ~'l ;r'l U rll.l Ll~ n 11(;l1'l"l ,",1,h ij PI u,n jj")l fl~~1l.l14"uil \ ul.ln 1 1 1. ~ Vi 111 ij UJlfl f\ V; U~ ~'l \iiu 'l 

~ vi 1~l.lfimll.l11'1'!1 f1~f1'in UJ l'l ft 1 VtlU LflUuil.l{;lfll.l~fi (Algorithm) ~1 n l.ln 11(111'l"l,",1 Pl1 

• •• u,n •• , •• lui! 

- 011(11''l''l '\-11 Pi1 ij t;tum ~"I1 nYj nPl'l1).J lUl.lltJl;r 

jj'\-1ftn01 1~~~ fi'fljj011L1tJ~tl'in1).JL'lft1 T PI'l1~U1'l 111 tltlmUl.l~1~ut.ltlU 

(Subsequence) ~Lll'ifl:::~1.rutjflUjjl'l'l1J.JU1'l n "I:::1"41l.l'll.llh.rutitlui~'\-1~'Hvi1rlu 111 - n + 

1 ~~ 011(;11'l"l'\-11 flh a t;ttJ7n ~ ft 1J.J 11Cl f111'l"l1~"I1 n 1::U::\-11~"I1 n ~ 1.rUtitl u~~ '\-1JJ fI ~ In 0'1 ~l.l' l.l 
tl'in1~ L'lfl1 L(;lULltJ~n11'll.llfltJn11A'l.l"'1tltlnlUl.l2 ~'ll.l1~Llrin17'll.llflufl1ul.ltln 111 - n + 1 

... ... ... ... 
Plf~ Llft::n11'll.l1'8ufl1u1l.l11l- n + 1 Plf~ L"tJn11'll.l1f1Ufl1Ul.lflnLl.lRf~ Ll1nuu "I:::'\-111::tJ::\-11~ 

7::'\-1-l1~\h.r utlflU Ll1n rlU n11'll.l1tl UIl1 u, l.l ~ ~ n Hfl th" U V tl u~ \n t;t ~l.l~~"'l.J" Ll.lfl'in1J.J \ 'lft 1 
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... • .. ,..l": . ... ..., ... , ... 
l4U'I'IIfI'Ift1 (JIUElfl UYI ~nfYI1 m1f'1U'\.{1 (Non·self Match) llJfll4 11tlJtl41'1'11f1'1 61 (JIUElflU U1n nu 

~1 "UtifltJ~ L \1flfl~'I\1lJ '" U'Il"1aUU«'l ri"ltl11m1\111ttJ::'';''I''I1 n~ 1 fiuufltJ 0'" hi L ~fI'\.{1 
..l ' "'"' .J 

1::tJ::l.i1'1'V1jj L~flul 'II L1!uL;JU'l rium1'lU1f1Ufl1UUfI nPl1'1 U1n ";1l1!uuhllfflu1 "IU\1lJlJlm1 

'lU1f1U'IIfl'l~1fiutifltJ~jjfl~~'1'\.{lJJ'I "iI1n~u1.~liifln1::tJ::"1'1'11f1'1fl1"1J[iflu~jj"1lJ1n~q""iI1n 
1::u ::l.i1'1~~flu~q(JI'llfl'lU~ft::fl1"1JtifltJ~1~"I1nn1fAu\11"'Inri1'luft::1::~11~1"UUflU~jj 
1::U::l.i1'1Ji'lnri1'l L'UU~1~uuflu~jjph~"t.hn~ Ii''IU\'IJ'I'ImfllVltJlJ (Pseudo Code) lU~l1f1'1~ 

2.6 

~.~"H""UO"011"10,""""ij.\J1 n"/(o";ii"109""""""ulu~nM"~Lflu1\J111 
.,; 1'111.1 111' ~ 1 'VI1 '1 ~4' U 't'll61li'l UfI{ U~ fI U 'iii~"; 1 n1' U fi1 'II'iii n1 flJl ''l "iI \11 A 1 ~flU 1. Ull n f'I'l1lJ 

ruu 11.J111 t"Ell ~lJ l~flU 1 'II1um MU~ 1 Uft::li 1 m, LTtJ'Ifl1 fiu tflJ;fft riflU~"I ::";1 n 11lJlf'l"l\11 Pl1 

~(;Itlrnii y.jU11~1U'lUmMU1'tlutum1(J111"1"'1Pi1~"tl1nii~u~tluft'l Vi1t";Vi1'11u1U1l1'l;U ~'I 
riPitln1ffl M"I\t1 Pl1 ~ "tlfnii"l1n'iiiAnli1~1\ln (Heuristic) 

.1<0'': 2.6 "'~L~"~'"'n11"10,""""ij.\J1n"9"n~n"o"~Lilu1\J1/( 
(~lJ1:Jessjca Un et al.) (18) 

1 FUnction [diet.loc[ - Brut.e_Force (T. nj 

2 best_so_fer _dist • 0 

3 beet_ so_ fer_loc - NIlN 

4 

5 

7 

8 

J'orp " l to ITI-n+l 

For q - I to I T I - n + 1 

u lp-ql2:n 

/1 Begin OUter Loop 

/1 Begin Inner Loop 

II non- s e lf metch? 

9 IF Oist(tp • ... • t p.n. l. tq ..... tq.n.ll < nee rest_ne iqhbor_dis t 

10 Neerest_neighbor_di st - Dist(tp . .... tp+n.l. tq . .... tq+n.ll 

11 End 

12 

13 

End 

End 

14 IF nee r est _neighbor_di s t > best_so_fer_di st 

15 Beet_so_fer_dist .. neereet_neiqhbor_dist 

16 Best_so_fer_loc .. p 

17 End 

/1 End non-s elf metch test 

/1 End Inner Loop 

1 8 End /I End OUter Loop 

19 RIoturn (best so fer dist. best so far Icc] 
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- n11ti11'l1il"'1f'I1~Pllhn~1iI1n1jfiAm~n~1'nn 

,..ftnn1r;::mii'ilt.ui'un11U11'l"'l"'1Pi1~Pllhn~"'I1n 'rJnl'l'l1~~tJult!1;r U,jVl1-1fri"U'YiU~1 

n11,..1,h 1::U ::1A1 -1 til1 ~ ~ 'ilU ll1l1tl-1 n1 UI1'1"",'U1 Pi1 ii lit! tn ~"'1 n'rJ n f'I'l1~ d] U ltl'II 1I'il-1 u.l'i a:: 
, , , 

fl1 ~U tI'iltJ U u hi ii PI 'l1~; 1 ~tI U~tl-1"'1"'11 n fl1 "'"U tI'iltJ'tl-1,.. ~ II ~-1 n 11'U1 ,; 11::lI::1A1-1"-1 nfl1'1 

Ii'tl-1n1 1\-11 ~ YltJ-1 Pi1~ ii ,I1U 'fItJn~11::lI::1A1-1~ ~~ ~ Plu""''1U-UlItl-1 u.~a::fl 1 ~U tltlll ,r-1,rU-11U1jr.rtJ~ 
~-1il n11unnl i'l ~ Y1tJ~ ~ ~tll U ttl-1 fu flU U. U'l ~ Pld LflU n11~ ~ ~ U. U'l ~ f1~; 1li1 urX'il-1ii n11L1U-1fl1 ~U 
" oJ '1 1 ." ,oJ.' l' 1 'Dtl\!ftVl tl'J U f'lNi'l'J1-1'Dtl\!ftn'ilUYl"",::u1~1,)U'l!1 U.ft::n111J11'J'1i'l'flU """'qlln11IJU1tlUfl1l1 U 

u:itl1::lI::1A1-1~ ~ii ,.;u lUn11Ru,",1 {U 1Ji1 u. '"'ti-1~ii'l11::u::1A1-1u'iltJnt}1 f'i11::tJ::1A1-1~U'iltJ~t1 f1~ 

Lf'lU ~U'YiU'11nn11(JJ1'l"",,", 1pI1EiPltl'n~'11n'rJnf'l'l1~~tlu1tl1;r ,;"ui'lfl-11UUl1'tlll~ 9 - 11 'IItl" 

oJ 
(JJ111-1V1 2.7 

"'1""~;! 2.7 nri'l~;:iV~'~Nn111J11'l"''U1f'i1iillt!,.n~'11n%Am~n~1iln 

(~~1:Jessica Lin et al.) [18] 

1 Funct.i.on (diet, loc) - Brute_Forc.( T, n) 

2 best_so_tar_cllst - 0 

3 best_so_far_loc - NaN 

• 
5 

7 , 
9 

10 

For p-l t o I TI-n+l 

For q-l to Irl -n+l 

IF lp-q l ~n 

Break 

End 

II Begin Outer Loop 

II Begin Inner Loop 

II non-self match? 

II Break out of Inner Loop 

11 

12 

13 

" 15 

Nearest_neighbor_dist '"' Dist (tp ' _ , tp+n_l' t q , _ , tq.n_l) 

Ond 

End II End non-self match test 

16 End II End Inner Loop 

17 IF nearest_neighbor_dist > best_so_far_dist 

18 best_so_far_dist - nearest_neighbor_dist 

19 best_so_far_loc '"' p 

20 End 

21 End II End Outer Loop 
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"'fl~1It1 n,r u V11~ ejii4' £J 1,,'; 1 n1 ni NJ\.l 1,;tl ~fl [Ill, ;tl~ft~'1:ai1 n 11Pl1'l""" Pi 1li"tbn~ 

~1 utJ",1,)'ft~1ultJ. '11" n"or<li,u'iii u' "rift" U.,:;,~T" t",,~ T"li.~ "itJ uuu ."1 ~ 
u1~11-nnuiu91tlui)ti~1~li1n1n4'[JH t1\-1n 

- tf'lNfih-1'litlJ.!ft1'l1U'tln'tl':; 

d~u Lft Nfl 11-1itllJft ~£in 11 ~t1tHtl,*n 11J l 'lft1 t ~t1 tJlupJlItHt'l1 (a) n'll1:: WU-1,;tlllU tlltJ 

l.nti u'iiPl ~-1 LLfl II'! 'upJ~ 2.5 ;-1 n,)19l1'l't.l1 f'i1li fltl1n~,rU '1:: H n11'JU~ ') fJltlUUt) n Uft::91'fll,L' U 

ri U'~' 'mol fI t'l1U'tl n '111::, " L;ltJ '1 flU L!'IU Lf'I N ft 11-3'11 tl" aft') J..i11Cl H1.~ nu 01 UI1'l"'" '),h li fit! Tn ~ 
'1' n'l nf'l'l1lJ d:lu lt11~ "., ') nih \.i\d" ''''t'l1Utl n'll1::11 rt'l1 J..ItJ1'l m LLft ::'IIU1 "'tI'B-1fl,;rUUfltJ d:lu n 

US'l 41u'lu'!ltl'<l~1I1lUufltJ~t'l1J..111mn61~ulli'i1Pi1L,j1nu (m - n) + 1 

c,\) 
\ 

c, \ 

ztJVl 2.5 iPlNflh~;tl1Jftfl1tJ€n'll1':: (~lJ1:Jessica Un at al.) [1 8] 

Tree) 

d:]u Lf'lNfl h'1;fl\!ft~).J1'11 nn11LLtlfHfI~nnwlfi11-u!ltJluzUfntJti' n'll1:: (1tN lIitU1U !.Lft:: 

iimTtJfuu.,1,)'iit"N~T"'.~"~.'uUU". t""~h""~"U",".U dlut"N~,,,~H . ' . 
~1'\dlm11'lU;1(;ltlU\Uln Ufl:: LPlNd1~!i1UbJLLUULL&i~L~~ LUULPlN~h~l11ift1\4fun111U'1 

.",,1u .,"ft.'1ujtl~ 5 ~'t"N~T1'1il.;j ft1~1Tn1"tIiri'un1T.T"~"hil.tJTn;;"n~n 
• 

""~LilultJl' n1T"T"m",ii.tJTn."n'iii~n"1Lhiln t.ut"N~T"".~."'ft.,uuu ii 
• 

11[Jfl::~tltJ",r~ lJ!tl'bJil 
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1:.... • .... .J ... .l! .J ... J' .. ... • ....J 
"Ut:l14fl"',)L11n'tl~LL{l'lfl1f11J'" 1 ~:::1J\'I1[Jtln'U:::Yllflfl"\.I,.tl cae LLfI::lJ9,U'lU'!Ifl-.1ft1l1tlmI1::YI 

ij f'i1LiiU'lnUfl111€n'n::~L1if\~ ~1LL"'U-.1~ 1 n,r"'UJIJI 4 ~') L'hn',"U"f'I'l1lJtJ1'l'!lfl-.1fl1EJtln",:;: 

L~L"1nu m ~ th,jtJtitl[Jn ·n.l1"mhnu n ';1U'lU'!ltl-.1\'hl'i1J!.ltltJ~fl11J11miilJl~ul~,,::iiPi1 
L't11nU (m-n) + 1 

tfl1-.1ft h~ e1U 1~ LLUU f.l&1-.1 LillJ "I::~h 011f111-.1 tf'l Nfl 11-.1 e1U 'Uj", n;rtl~fI'!Ifl-.1\'11tJtln' 1:::~ 
\nt'l~u 1 U UlJ!fI:::~ '1,ru tiet) LLfI::;rtl~fl1 U t" NilIh,,~u bln9 ::,j, n11Lnu ~1 Ln.nl-.1~ \'11 tltln n:::,ru 
• ~ .. • oJ. " oJ'". • ' '''1'''' 1 • '1" " 1,' Lnfl'DU l',mJUl, U""U-.1V1 Lnfl ft 1Eltln'll1:::VI'II1nUO"l:::\lm nu ~rt .~ ~U'lltl~fI flNfh1-.1l1lU lJfltmu LJ 

~ , oJ , l' k , . . , . . .. . • • • oJ • " 
"t1n"u'r1 2.6 ('!I,)1) '!ItllJfl'lltl-.1 "Neh1..!1~ULU cae uti "' '' ~1II \lIIU'l1lJtJl1LL\4U{l"'Ln"fl1 tJtlm:l1::: 

\ 
c, 

, 
, 
, 

.. 

.. 

c. - nl . , 
, _ _ nl 

( _ _ nJ ., 

"'t-lItT1~'tIti au.a'l 

• • • • 
• • , 1 

• • • , 

• • • , 
• • • , 
• • • , 

. ,'" 1 .' . "' !1.J'" 2 .6 PlNft l1-.1'!1f1lJflUrt'lfl1flU ('111EJ) 

u.:l"N.;".ullluuUU"";;~ (.01) 

(~lJ1 :Jessica Un et al.) [16] 
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tlPltJ n11P1 1')"1'-" ft1li "tl 'm Jj"" n ll'l N~ i1~;!l J;! fi'!lllfid "I ~;rfl-1!i n1,~1tJ.:J fl1 "u~t)~ a ~ 
't)~luiPlNft¥1~;tl~fl1Lmfl1,ru tfltJ"I:::~~tlnL1l~1:::u.mfl1"u~ii;1U')u~ft1tJ€n'n:::Lii",fuutl[J 

~~fll~tl~lufl1~Uu.1n11un11')u~1t1lfluufln "'~-l'"l1mlwif'fll;lfl~L"ft'fl"l:::'Wiin1,i1tJ~ft1~lJLltJi 
tlth~ 1", ri'flU~":::~" n11'l'\..l~ ') tfI'flUUtl n ri'lun 1'M u~ ') ~f1U tun,,:::'; 1 m1'ltnnfftll;j fI~tl~l Ut'l1U 

tl n'll1::: l;lU'l r'i'U"I ') n LPI N ft 11 ~;r u 1~ u.uu u.&1-3 ~;1lJ ritlU u.~ 'l~-1 'lu,..,.ntl\j fl 'il1 nftll;l fl~ L'" fl'fl"l1 n 

"~.~'~'lul""ah,"u'liioi'1tl 
• • 

\.tfl-1 "11 ml'u ltll';101 nJ 1:aiju~ fl 'llPltJ n11U 1il.ltJIt)u~fi n" 1LJ11'l"''''' ri 1 a tJlU 1n M"I1 nilti 

"n,no1iln •• :I""a~1"'~" .OO.1.U .":I."ah,.u 1li .uu .oi"ii~"'n.10 1tl1>1" 

011""')"11."01,.,.\1 a !1ItJm~"'i1 nf'fllolfl U.\II~-1ui1-11 ~-1'Y11-1 ~1U'El1n1P\tJ1U m1u.vfvlU 'YI1-1ii1U 

ft ') fi11'\itl'Vl PI u.t\' 'lU 1)./1 LmtJu LVI Uti nUfUOltl ui)fi~ u 1~1.n un 1 1(;11''1 "I"" Pi 1 a '" tJ 1n M YiU-l1 

ft1lJ11tl';1n11t111'l"l,.."hlifltl'mM ~Lth~tlth-1;; u.fl:::ii;1U'lUn11'lUHlU~'~un1"LJl1'l"t""1fh 

lifl1.J?nii~uaUMn/h%n17~1"l'"l""1~1llfl1.hnii'"l1n,!nf'l'l1)Jd~ULULe;)J1n 

au 1~ \70 lJl1 )J,TulJltlu~fi ~ f'l4'u L ~Ut1)J1 ~ ~ ~a~~fi tIu ,...1 n, tl ~ i";:itt nl;tlJ:: L"" nflu ,...1a 

f'I~1tJnu~1ii'uuatJ~~ihn11A'U""1 (r::u::"h~f::""~1~~1f1UUflEJLvhriu~uu) LL~L~EJ~f'lf~L;iEJ'l 
Ii'"l:: hh~ 1)J11(1 A' u ~u f'I'l1)J li flU 7 n ii,ru Llf LLi":: f'I 'l1)J li fl U m ii~ Ln "'~ u fa~ i" ~)J 1 mh 'l R fI n17 

1JI'I'l'"l,...1 "1lilJlufnii~jj~17::EJ::"h~1::""~1~~ 1 ~lJtitlEJ7tJ~i"~)J1 lib,j~ 1)J17{l""1 L~ L ,juril.! 

2.8.4 Sommers, J., Yegneswaran, V. and Barford, P. MReceot Adyances in 

Network Intrusion Detection System Tuning" [5) 

,flu, ""04'" ~ Ii 1 n1 ,a ~1"'~"~ fu., 11,,1 U'";'';1" "'.;;0 '"' f 1."* ,uu 1u~ no, 

fth~fl m:ttlJ::'!Itl~'tll;jfl L ~tl1rtl.!n1 fLLr'i'l '!Ill ry""1'!1f1~ 1::uum11J11'l"t,...1 m71.j n Tn cl1UVl1~ 
• , l' , ... • k oJ,"., ., 

Lfl'ttl'!l1[J "U)Jm1fh1~ Trident Framework L~f1V11m1ft11~"Utl~fl'r1lU~~mhUL"rtl1l1tJ 

- f oJ. -" ~ ~ . - k ., oJ. U tl -
"a~Vi'l Lfltl VI)J f'I'l1)J\1 ~'"I N)J1 ntHlI'U VI~ n17f1 T 1~"U tl1Jft Lf'l7tJ1I1tJVI L ,...~tl'Un11 ~'D~1Ufl1)J n 1JI 

LflEJ;:i n 1rfl h~tltl LlJI ~11J11 ri 1""Ufl~1';U' un17fufl~ -ntll;jft 1::""~1~ riu L" [J L UU1Jtl ~ i" ~"EJ1 tJ,jtl 

1lii1n Harphoon Framework LLft::n11f1h..:ln11flJfl~-na1Jft~jjn11L"t~ilf::""~1~riu LfltJOm7 

rnJn1i~1u,a~ Mace Framework LLf!:: n1'fI;:1~n1rLIIii~iI"i1n'tl~fl DARPA {17] ;~',h n1r 

\1h~;rfl~fl LLfl'l LUVI flflau riu r::uun 1 r1Jl7'l"t,...1 n1 ftln Tn clT\JVl1~ Lf'irtl'! 1 u~ 0 tt nl;CU::l'i 1~ flU 3 

.O.O""U 1 •• ri lu, (Bro) [23) au,f. (Snort) [24) ."" u •• au,f. (Bleed Snort) [25) ;'"" 

oJ1~" ,. l' .. , • - , VI V17lJf'ltl Uf L""~1::nlJn1 rflf'l",,...1n1 f~ ntnn1fL'IItl~(ijflu.uU).ln1 f'l Ll'lr1::,...ftm'\J::"tl~ 

Packet (Stateful) u.~fluaflJl L,...).I 1::fllJ n1 1m f~1'l"""1 n17~ ntn u.lJU 1::'4 L~tlU 1, hm 
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Uflfltnlflffll ;:If! ~uflf", ~jj41U'lUl1ftnmN-n1un11"'11"l11n1~ntn2-l1nn11 flUfl1f11 nUJfI' 

;10111'1 h~ n1 Tlii1tlUJ1 tJlJ1 n n11 ;,nh' m t1 n1f1~":: Ln 61 011 LL 4'~11;jf'i1 ij "tim 91 ~~1 ~ "1~ LLa'l 

'Wil";1ij"1.hn~ (False-Positive "'79 False-Alarm) lJ1nn~1 vh1~l.Jn:a."fiIl1't1'Un11/111'l";1J 

a flft-l LLft::U-l 'tlU ~'l~l.h flu L9i1 n1' n114, fttH n 11 t 'onJ wlii L il'tl1::ijih .. ~'l ~ 1 , "'f1~ft~9 ::~1 n11 

'" 1'1"1,..1 n1 ''4" tn'll tl'li'l tu,. LLft::Ufl IIt'1Utl fIJI ~ C\ll-"U hi LU U41U'llUn n tlU1'l hii(;l1lJn11~9:: 
f1 II fltlU fiI'l12J fl12J1101lfl'l1::UU n171111'1""' n1 1'4 "tn d~'EI'ltl1 K tJ ~u n,.nrV'l1'tl,j1tJ~Yi H1lJ LLS:: 

PI'l1lJfPl'l1lJ-D1U1ryVl''l ~1\u"ihl,hu Lih~tltJ 1':';\ 



tJVI~ 3 

n1 'i'fl 'a n u tJ tI n1 'iGl'i'J<iiI'VI1 Fl1 ~ U1tJ 'in ~ 

u ~~~ ~1.:l-n 'tl3J ~ U'U V1 n n1'i 1. 'if .:l1'UtJ ~n1 'i L ~tJ • 

x.., ~ " _..... ... ," .. .., ... U ... , ..I ... .r.., 
¥'1 C\JanliOHUtllfnnJL'1 fl1 fl'lU'111 LL 'II ~ ~Yit1 vt1'l11U tl'ltW1:tru:: t.I PI '1n 11I1111.:J11'1 Ln PI"lIunu 

LUTLLnnnJ '1::~ n Pi' ~ ~u~H' .:J1U 'EI~ L ~'Elil'El.:J riu LLfl :: lJI'j''1''"1~'EJu PI'11).J L ~U"'1Ut1U L d 'EJ.:J'i1 nm'i1 mo\1 

li(j\um~~.:Jnfl1'1 ~'1iftl~fl~H1.um'1I11'1'1""1vt1Pi1fj~U'1n~tl'u YiuilC\Jvt1~L~mriuPl'11).J~.:JU1nLu 
n1'14'V1 LflUiftllojfl tI'T).J1ruif'Ello!fl PI'11).Jvtfl1 nvtfl1U lItl.:J m '1 L'i).J~ PI'11).Jfl1i'l J7UlItl.:J;rtllojtl L~tl 

'Il1).J1~ LM1::'" ~.:J lfii:l m'1i'l11.:J LU '1LLn '1).J L ~ tlL fI. um '1i'l h.:Jiftlloj flUU~ nn 1'1 1.i.:J1UU 1n 1 '1L ~Ut1 n 

Iho 

. , 
i Ul1ItlU 1. um '1tltl n LLUU LLtl:: lii1 Lilum '1 111 '1'1 'ivt 1 Pi 1 fj ~U Tn ~ "I:: Lr).J'i 1 n m '1LL U fl.:Jiftlloj fl 

uuii nm'1 Li.:J1uu1m '1L ~u 1."'tl~1. Utuiftllojtltl'lfnT).J L'1tl1 utl::Vi 1 n 1 '1 u l'IUPi 1 tl'lfnn.J L '1tl1 ~.:Jn ti 1 '1 

1.", L uul ru ~ n1:trU~ '1 U ~ti LLo1 PI LLfl '1~.:JVi 1 m '1(;l'1'1""1vt1 Pi 1li PlUTn ~'i 1 niffllojfl i C\J ~ mirU L~U m '1 

i'lh.:Jif'Ellojtluuiinm'1H.:J1uu1m'1L~u,ru no;::::Vi1m'1thu~n1:tru::iftl1;!tl~tlf'El.:Jn1'1i'lh.:JO;1nLLYl).J 
LPIN LLUUL'ElniL41).J LLtltl (XML Configuration) L(j\uil'11Ufl::Lf}UVI"lItl.:JUU'lr:ifl LLtl::iul1ltl1.J~.:Jd 

m'1l11 '1'1""1vt1 I'll fj 1'1 U '1n Pin "I ::Li~un 1 fl1l '1'l""lvt1 p\ 1 fj ~U '1n ~'i 1 mJhn run 1'1fl.:Jiffllo! fltlfln 

'i1nL~1f1.:Ju1m'1Lu'j'LLnnIu'j'::~nflL~u Ldtl'l""l1niftllo!tln1'j'uu~nn1'1liu1n1'1L~U'i::iJLYiu .:J 

;;"~ oill"" rum1~';;"~O""n L ~",ru (,un 1lil~ LU U JU1"n MJ 1"~ n"L ;uio111J ~'L;U 1. "'"' 
'~1tl.:JnTnr).Jvt1~Y1 EJ 1 i EJ n L'i'lUvtn.:J 1un'j'{lld~'1u) uui1 W'I'l 1 ).J d'lu'i 7.:J LLfl'l"'1 nilLu'1 LLnT).J 

U '1:: rJ n lJ1 L ~ u1f11 ~ i'l1).J1 'j' m nuiftlloj tll~ -i.:J tlhn ru n1 '1fl.:J LLfl:: m 'j'1uif 'Ello! fl "lItl.:J Lf1 1tl.:Ju 1m1 

LU'1Unn.JU'1::~n lJ1L ~U [12] m'j'I1I '1'l'i"'1 Pi1 fjPltlTn~U.:Ji'l1 ).J11tlVi11,M1'~utln fi'lEJ 

LU '1LLn 'j').J~~ [ij.JU1;UL~tll1l'1'l'ivt1 1'1 1 fj PlU'1n ~dlfi~(ij.JU1 fi'lEJIl11f1""11'l1 (Java) L ~'El1 \i 

i'l1).J1'1tlVi 1.:J 1U 1fi"uull n LLYi fll1lYlfl1).J 11I1).J ':! N i'l).Ju"i"lltl.:J1l11f1'i 1'11 L~EJm1111'1'l'ivt1 fl1li V1U'1nPi 
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3.1.1 m::1J'1'Un111unTrtfl1'1"\nf'hDlfltlm~ 

3.1 .1.1 n17LLUtNift11;!fI t"''fl~lt.!pJ'!It1-lt1~nnJL,)fl1 

1 un 11tf11'l"i111 Pi "I D Cil 11 1n~,r lJjj n1 r teD 1'l.H '1 fl1 ~vh n1 ~+a .:JlIiI u 1m rL ~u Uti::: 

m~ 1 ru-Dt11.! fI~ i'I-l"'l1 n ~ "'U rn11L ~u n ~u hJ!T -l ~7'i).:J'lI'i)U 7n11 L ~ 11 utii L d tN "l1 nif'D1;!fI 

Ut.!Vl n n'w L-D.:J1U91 n L ~u 1 'IIiii' utJ! fI::: u,1A-lil,t1 LLU1JlIfl.:Jif1l1;!fi ~ UlJI n Pi1':) riu LCilUilofitl \!fl~H 

L-wn1"il LPl n::lf n·. jj fll.Jl1U L ~ 'B fI PI Pl'11lJ Q-l En n Uti ::-nu oDtlU 1 U n11'tfl1''l''''1-1"h lj f11.hn ~ 
-Dt11J fI vi", mh '1 "::Q n 1'lU 1'l).J Uti:: uti fwif 'til.! al ",jj L yjmift1lJfI~~ 1lJ1 H1. un 11'ij LPl n :af 

,::. ..... .J .J .............. ..1 ...... ~ ... _ 
LYl 1UU Plt1 'lUYI L'lfl1Y11Jl1UfI::Lt1EJCilIllj,\Ul-1'lt.l1Y1 YI).Jn111t1-3"l1'EJ ~'IIU1n11' LLfI::'lIU1C1l'fl-l 

ift:u~fI~fI..:J n~ u hJ U.:J f1tN"!It11J Tn11L ~u LCilU'\tl1 nj'j n 11'i'B -3"11 'ilu1n 11' L ~u 1 u'll 'J'" L 'l fl1~ d1 U 

'lU1~ L~ tJ '1 ri'tuilu 91U'l U'\-Ifl'"lUPl f.:J n 11 UU fI-l "t:::li 1 n1 1'1'HJ'lIU 1 Cil'!lt1"'iftl\!a~ iII",n iu 11.1 

tJ.:J ~1t1..:J"lIt1uln11L~1J"" v1-1(;l'l'flth",ift1lJfI LU' Cil.:) lUl1l111"'~ 3.1 Uti::: f'I'111JvtJ..J1tJ'!Ifl-t 

... .J, .1 "I .J 1 1.1 .J.I..."I...........J 
~'[I\jft't1r.J11.m11LL1Jft~U.~fI-l LWm11-l't1 3.2 PlEJ 1J1LLmlJVlu.1JfH~'fI\jft L"UJL'r'iEJ-l"ll'fl\jft't1 

liL Wn11tJ11'l"l~1 f'l1 ~ PltJ1n~fj1lJ1'C'ltJ 1U u~h 1~"1 n u WlJ LflN uuu (Configuration 

.J.. ..... "I .J 
File) V1lJl1EJfl::;l'[lEJlJIPl-lU.~Pl-l LW(fl111-l't1 3.3 

(fl1'M~vI 3. 1 ~'l'fltl1-l'll'tN'ift1\!ftn11rt1-l"llt1u1n11"t1m~ul'l111l 

~~1Wn11LLtJfl-ll,"ijlfltl-l~'[I\!fl~liLWn11i}lfll1::;~ 

10/Jan/2007:09 : 22 : 41 +0700,16750 . 0 
10/Jan/2007:09:22:42 +0700,162666.0 
10/Jan/2007:09:22:43 +0700,94355 . 0 
10/Jan/2007:09:22:44 +0700,290600 .0 
10/Jan/2007:09:Z2:45 +0700,52571.0 
10/Jan/2007:09:22 : 46 +0700,211010.0 
10/Jan/2007:09:22:47 +0700,263687.0 
10/Jan/2007 : 09:22 : 48 +0700,195909.0 
10/Jan/Z007:09:22:49 +0700,490487.0 

1J11'M-1~ 3.2 fI'l1lJ~lJ1EJ"II'fI-l''fI\!ftn111'f1..:J'II'[IU1n11''11nl~u1'1l~~~1Wn11LLtJft-l 
lmJlflEl..:J~'[I\jft~Hlwn11i}lfll1::;~ 

10/ Jan/ 2007:09 : 22 : 41 +0700 , 18750.0 

A1'1lU.,nn • • A1'el6tJ1!1 

r)wYivhn11¥'[I-l~tlu1n1n~u ~-ll\.1,nHi1il"::;~lJ1EJn~ "U~'U 
10/Jan/ 2007 l~'fIWlJm1f'1lJ lIf1 .fI . ~fl-l,rWl~fI l'lfl1ln1W1Vl ~aUfj'fl..:JW1Yi ~ 

1 • : 09 : 22 : 41 +0700 a.... .J... ... .. ... .. n ... ... 
U l'[lPlW1't1 CW l'lfl1V1n111'f1-l"ll'flU1n11l'lUWW lfl1'iH~ ~U1n11 

fl~lWl 'IIlJ1l 'lfl1~ ~'fI-lU'l n l~lJ l ~ Pl.ff''l LlJ-l"1n l 'lfl11.h \.I,nfl1-ln ,.il"ll 

2 18750 .0 
'II \.1,1 VI'll tl~ ~'fI \j ft Vl~ -l n ft 1J 1 tJ U-l ~1t1-l'll 'flU 1m n ~ U ilml 'lEJ d~ W 

LU'; 



f1Il'i'HJil3.3 ~'lt:l[h~m~lJ1P1NUUU"ll'El~m1LLtlfI~;rt:l\:!fI 

1,,;i1LyjEJ>3;r'tl1JfI~1,n:ijn11(7l1'l'"l"'1Pi1lil1ltJ1nii 

1 I for eu web aug - dec 

2 src_dir- e: Iworkspace/Thesis/out-cu-aug-dec/ 

3 files-data-series-sec-paa. txt 

4 dateyos-O 

5 sizeyos- l 

6 src_ipyos-l 

7 dst_ipyos- l 

8 l09_type""general 

9 date_type-DATE_TYPE_STRING 

10 delima , 

11 out dir- ./out-cu-aug-dec/ 
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11 ' - -"1 .J1" ·'1····.J· ,. I1IEJ UUl1lfl::USOn'H''1'l1'i1..:J U-nlJ PlNUtlUVl "lI ~l.Jn1'j'Uu'M t.tlJL'fltJ..:J"JI'EI\!flVI'U1lJ1 ~'l! 

Lum11 LPlT'l::'; jjntla::L~tJl1Ifi-l~'a 1tJ~ 
• .J -"1~··' 1·U " - U'j'1VI~V11 uftl1l-l\unm"l'J"iI'il>3Uld.J PlNUUUl.I ftT\.o111J'lIt1\jfl 1111 VI"lIwm.~Vl'ltJ 

"' .J.J LPI'j"tN1UJ1EJftLVtfU1J..J (#) 

- U'j'nrfl~ 2 - 3 Ufll1l-l~t1~1J'EI.:Jlvhr ua:::~tl"lltNlrlti~LihJ;rtll;!flt1hJ1CUn11H 
• •• 

'11UL'llJ tJl1lJfl1l'1lJ 

- 1J'j''j'11111~ 4 - 7 Ufll1l'l~l U,.nJ-l'llfwiffl1Ja~fl~1ulyjti L;'tJ-l~lfi1J~'1ritlltJd 
~1 U,..tl'l"llfl'l1'U~ L'lflln111fl'l"ll'flU7m 'j' L ~1J ~ 1 LLWW.:J"lIfFl'llU 1111if~~H~ i'l.:Jn iu 11J El.:J ~rfl.:J 

'tJflUln17~1U ~H'jJ~f1~1~fl"llfl.:JrTL"uln17~1U UH:::LH"lI~~~1'flfl"ll'fl.:J~~.:J"lIfluln11L1U 
- U1nifl~ 8 Ui'l11l.:JU1:::UlYl'llfl.:JlyjH1~.:J"lI~Uln11~1U~1nLU1LLnnJuln11L1U 

LLUUl1i1.:J1 ru "lIru:::d1f1.:Jfufl~ 3 LU7LLnnJ~'luriuiiifl '"I1nLU'lLLnnJ'fl:::LL~"lI;! (Apache) 

III 'un'~ 1.1. ,.~ (II S) u": IIl,un'~~ ull", 1,xn ,;;u".~"~1l1~11" un,," ,",,:If 
- U1nil1l~ 9 LLfl~NU'l:::L1lYl"ll'lwru~ffi.:J"lIflUln11~'lu1upJLLUuui1.:J1 ru "lIru:::U 

1f1.:Jfufl~ 3 U1::L1lYl~'ltJriUiiifl -rum~ 1~£j11tJf\:::~fltJtiI'"Iuii.:Ji)U1~~ LUUI?l'l ~f\'!I -rU~'lfn~ 
... ... .. _ -- ... .J."I ... ....J... ... .. _ ... .J."I 
J..J '11£1 ft:::L flU tJI"IUr;!.:JJ..J ft ft'l U1Yl Yl LlJUIW) ~ft"ll LLft :::'lU~ 'lmYlJ..J71 £I fI:::L fI £I 11I'"1Ur;!.:J'lU1YlYl LlJU 

1?l'lt1nH1 

- U1nil1l~ 10 LLi'l11l.:Jt1n'IJ1:::~U"llfl.:Jif~~ft L1l1ift:::U1nitJI"ll~.:Jlyjf\ffi.:J"lIfluln11L1u 

- u7nil1l~ 11 LLi'll1l.:JLyjml1lflf~LnU;fl~ftlli.:J91ni'lh.:J;rfl~H1111J 117f1tJl7'l"l1l1 

Pi1fjl1lU1n~ 
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3.1.1.2 n11flfli1(jjiftl1J£H~''lEJi)ti PM 

", n 0111lPl11 :;:,riftl\lflU U ~ n n 111i1'11 tI. 'U In 11\ ~U Vi Utl ') n '"Ira (;j i'j ~ ~'l tJ1fiYi ') 

PM "lIt1>lmJJ ') rw-ti'a\jfltl'U hlel1 tJ'Uf11i~1wn~ifl1Jfll Un11fl (Fjri &il~ 1 ti11 :::1'l'l1lJ 

\.It!. ') LL ti U"lItwiltllJ fl 1 tI. u.~ a d ')'1 L'l fl1 U!1I n lJi1-:Ul\UJ ') n LLfl::: n11'1::1.J L'l fl1 LLa:: ~1 u. "ti'l~ 

Lnflfh ~ f1um&iil'L t1 n1f1~"i::LnflPl'l1l.J PIal fl U'1~t1U ~'I ~-.l1~ fl f1ij~"lItl'lift11Ja ~'ltJi)fi P AA 

.""1Io.,".,~'"~"tlnnn" ••• 1t1~ 1 ,Tol". 2 ,Tol". 4 ,Tol". 8 ,Tol" •• " . 24 

,r'lL).J'I fl1lJ~1~U 

• x' ,oJ", tI. 
3.1.1.3 n11n1"Ufl'llU1f1'!1tl'lrtcyam~truVi ~"lI ~unl'ru iN'iltl1Jfl 

"i1 n 011'1 LPl11:::liift11JfI LL~'lYi tl')1 "II U,) f1'!1'i1'1 ~ CUi nMnr~1iI PI 'ni1'l1U1 PI ~'1 LL~ 3 

ii'l10 !71'ltlnH1 L~'ill"''ll1lJ11nI'l11'''''1i'i1flfltlmU!1~ 

3 .1.1 .4 n1'l'nT\"Ufl9TU'lU'Dtl'li cyfln1fru~lfl:\..ln11~1'l'"i"'1i'hflCi1tJm(jj 

", n n11i) LPl 11 ::'\-liffllJ fl11'h.J ') CWn11f!'1if fll;ja"l' n Ll'iltl'l i ,.hJ1n 11L ~u hI 6-.1 ~1fl'l 

1JtlU'ln11L ~tJ"I1 n L ~u 1 '11 ~1Jfl'l,111a'l n rcWlJU'1 VltJ1 d'tJ L ~tJ 1 'li1f1'l1'f1 '11 .. "r'lfl'ill'llJvf ~;-fI 011 . , 

LLf1:a ~1Jl"ll (;j7Jl'l!JtltlU lmr'btl ,n.nr~ fl'ilVl ~yf ~4' ~ n 1111'1.1 't'iU ~1jjltJ LLtl1J1Jtl~;tl~fl VI 

~fl1tJ ~fl~ tll.! ~ -ltfhJ1 ru, tl);j fi 1::;'" ~ 1-1 n ft1-1r)l.!nU n fl1-1 Pi u. UlJI n LJi 1-1 nu LLfl :::tfhJ '1 ru 

;rtl~fl'j':::"'~1-11'ufi'j''j'~mriut}U\.uJ~LLffln(Jh~nu 

"'-1,1-\.IL ~tl t,.y n1 'j'l'I'j''l''l\T, Pi1 n flurn 6i Liluhl~n.h'l ~ 'j'lJ tl'lU~ n~tl'l~t1 fl n1 'j' 

1JI 'i''l''lm Pl1 El c;nJ Tn ~"I:::';111111J''l'l L 'lft1 ~vh P AA Uft::PI'l11JtJ1'l'btl'lI'l'l € mi'j'~ ~ n Lfltl n 

11.1."".1IO.'0011",u1.I1t1m"tu.uu,"nn",'i,"".,fLUl.I,1'1.I .". 1 6t1.1" ,111.1 
l..nnnn1nh PM 'btl'l'll'NL'lfn 1 f'lLlJ'l Ufl'l ;1U'lU'iltl'l[;i''lt1nH'j'~\ImfltlntUn11' 

ffI'j''l''l'''1pi1El~1.bn~Pifl 24 l'l'lt1n1!tT L',11nu 24 i'lLlJ'l ",11) 1 11.1 LLfl:: 16Sl'i''lY1'nttT 

Lvi1nu 168 f'lLlJ'l ",'hi 1 tfuvnt.f virfllnniln1"Yi1 PM'lItl'l'll'l'lL'lfl1 8 f'lL~.HJLLfl'l 

ri1U'lU'lItl'll'l'lt1 nHT~ \InLfltln LUn11tJ1'i''l''l'\.t,fi, ElVltlm fi PIt) 3 l'l'lt1 n'HT Lvh nu 24 

.f'lL1J'l,..1tl 1 <)U LLfl:: 21 l'l'lt1n1!tT L"r11nU 168 i'lLlJ'I ",1ra 1 ~tJfl1t.f Lth.u~\,I Pi"HL~PI-1 

tUlJl1n'l~ 3.4 ""~-1"l1mruhJ7LLnr1JIiI::Lihm LL~ fl'lPl1tJflurn ~~lnfl~~tJ~ \T1f1lJ1NlJI1t1 

,oJ. '" oJ. ,. 
LnnJ"Y1m\TUI1l ~Ull'NL'lfnYlYl1 PM U(;1nlJl1~nu 
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1J11'i1~~ 3.4 41l.1'll.u;i'l€n'H~~nl~'fIn Ltm11!rl1"l",.n f'h nlfl1.hni;j 
..:x "" ..j • 
"'''lI'\.mU''ll'l.:J \'l~1'''VI1 PM 

• 

"""01 (..rO!"') 
"'l1lJ'lU~'l-am~tr 

,u"UU 1 0" ,U"UU 7 0" 

1 24 168 

2 12 84 

4 6 42 

8 3 21 

24 3 7 

91n\1l111>3~ 3.4 9::"fIU~11\&'lh~ L'l~1 24 .f'lL)J.n,.,1'B 11'UtlU 1l"'U~9::iJn11' 

L~t1n;1u'lulff'lt1mf1~1-nun1rt1lr'lr,nnfli1lJliltJ1n~1"'Ltlu 1 LLl'inauiJn1n~'flnl"'iJ 
41U'lulff'lem~t1' 3 1Il'l'1lnHr,!u t1UL~t1~lJ11ii11n~1'.nm;tlnL~El>3 1 iff'ltln1;r 9::vhl"'b.1 

iHtl ~ fi;l1>3 LP; unJ I'll 'ltJ 1 \.Im""""')9"'') Pl1lJ ",,1.1 Tn ~ ~>3"1::~11 un 111J11'l "I"', Pi 1Ei Plurn ~ 

1111cllW1iIlff~,rulumrild~'Hflfm41u'lulli''lt1nttjLflu 3 vi'l'ilntt1 ~111funnu~'1i'l-H'lfl1 

~~1U011";1 PM LUt.I 24 .f'lLlJ'l vnn"flufhljl'lllrn&i~U1N!1I1).unru"V11un11Lfl'flmh 

lJ If'! tJ Tn &i 1.tfl1 u'li 'l-l L'l fl1 'Ii 'l-l L 'H'I1~ fl Ulij &i 'Il'iWD t11J i't~ 11 1'\1).J1 n~ ~!11~ "flU "I::~ n Lfl 'tI n ~ ') 

dl"""~E"U1n. 

3.1 .1.5 .ffulJlt1u~1i~H1u011V11'l..,\t1f'i1lJl'I1.hn&i 

- n 1j(;) 119vt ') f'i 1lJ flurn fI"Il n"l n Pl'l1lJ d1 U ltJl~V1 [J j'j n11 Lnu t'fl\ji't r:::E1::"; 1'l 

'IItl.:J LLI'ii't:::~1v)uEl·tl[.ll.nl.!um~1v)u (Array) 

'"l1nll;~LYitn.J~H'Un1T~T'1'ij"'1P\1lj"u1n~~~~'il~UUU~n~1'UJ1 [1 8] ~ L;!UU 

Vi U ~1"'1 n I'l 'l1).J lj "u Tn ~ ~ij ~ miru:::~ l ",rJ 'ill.!VI'1'ilI'lt1 1 [J Ill.! us:::ij n11Ln" ~1).J 1 n n 11 1 

I'l f'l n ~ 1 'l i»'il t l.! mtU ~ ~ 1 ~ U El'il [J ~ vh n11Pll.! "'1~ U ii'l ul! ~1 '"l::: haM d~l.! i'l 'll.! ",i1~, 'fI ~ 
• ...., ..: ... .oJ..:. ... ,..... ... ....... . ... _ 0 

fll "u [J 'il U L 1J.J (;Jl.! V1l 1J.JVI1 n1 Tf'lU '\-11 U(;J).J fI n Mru:::, 'fI:.l fl LVI ).J'ill.!fl 1 t1lUU'ilUVI LTl.JVl1 n11 

Pll.!'\-1l (T:::[J:::';1'l T:::'\-1~1'l~1V)U El'ilU L li 1 IlU ~u6) ul! L fl [J~ I'l f'l LPiU'l n"l::: 1~~ 1).Jl Tt1A'UViU 

1'l'l1).JE "1.hn~,rl.! 1~ us :::1'l'l1).J ljt1lum~~ Ln";l.!T'il~S~).J 1 n~ 1'li»'il nlTt1l1'l"lVl1fh 

lj CilU1n ~~ij ph 1:::U :::';1~T:::VI~1'l~1 ~uEl'flUT'fI~ a~).Jl fillJ~l ).Jl1nVll1~ Vl1 ~ ~ Liltll.!''llM . , 
L ~l.!'ilf U~'ill.! "1fiYi ij 1'l'l1).J~ 1).J 1 Tt1V1 1 ~1 !J "U Tn ~ UUU LPi tI'l IlU n 11111 1'1 '"l "'1 PIlE "urn ~ 

"I1n'flnl'l'l1l.JLi1ulul~ [1 8] ~~U'l~1l.Jljt1VlT'1'"lm~1!J(1\Un~~nMru:::~n~1'll.Jlv)~n~1'l 
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l~n~'lu ;r~~u~~iln 11LLnrnmVlm.,H~t1t"'7tNr1JlluLLu'lPi~d Lt1)EJn11L~J.Jn1riflLiiu 

1tll.!flT::U ::"hnr,nuJ 6l~ Ln fl;U'"l1n n11'l\UtlUIl1tJUt1 n 1 t)1 UIIl'J LLU'iLLfI'lft1 P1U ';1 nm 'I 

tJll'l'"l"'"'h~61tJfnm"1n"J n~'l12JLtluttJ1M ~>3LL'i'l~N1UU11~61~ 16 - 18 u.a::L~'iJvhn1'i 

1'l1ItJ'i::aVlfiI11Vil\'!n11'lu1t1Un1rlJl1'l""'1Pi1~V)1Jtn~9.:J1MLfiJ.Jl)j''lLltJ1L~t1Vi1n1n!u 
.", . , . oJ oJ 
.,1U'lUPIN ~'\.m11'llISt1U 6l'lLL'i'lPl-1 ~UU1n1111V1 10 'lItNm11..:JVI 3.5 

LJ11'i1~;! 3.5 rn'i'l L VlU).J"lIfl'l n11(111')-",.."h ~ Plum ~"'1 fiVJ n PI'l1lJ LUt.lltJ1M' 

~iJ mri!1l LnU;''EllJfl1::U::\h'l'lltN U.Pifl ::fl1v1UUtlEJ t UU.fI'lfl1 P1U 

1 Function [dist,loc] - Bruto_Forc:e (T,n) 

2 Best_so_far_dist - 0 

3 Best_so_fac_loc - NaN 

4 Distance_array - new 1u:ray(); 

5 

6 For p • 1 to I 'I'I - n + 1 / / Begin OUter Loop 

7 nearest_neighbor_dist infinity 

For q - l to ITI-n+1 
IFl p-ql~n 

Loopcount +- 1 

1/ Begin Inner Loop 

1/ non-self match? 

/ I Count Loop 

8 

9 

10 

11 

12 

13 

14 

15 

IF Dist(tp" .. ,tp~n_l' t q •..• tq+n_l) < nearest_neighbor_dist 

Nearest_neighbor _ dist - Dist (t p •...• tp+n_l ' t q . .... tq~n_l) 

.. d II End non-self match test 

.. d II End Inner Loop 

16 IF nearest_neighbor_dist ! - infinity 

17 distance_array. add (nearest_neighbor_dist) 

18 End 

19 IF nearest_neighbor_dist > best_so_far_dist 

20 Best_so_far_dist - nearest_neighbor_dist 

21 Best_so_far_loc • p 

22 End 

23 End II End Outer Loop 

24 Return (best so far_dist. best so f ar loCo d i stance al'rayl 

3.1.1 .6 LPlN~¥1-.l~tlJ.Jfl (Data Structure) ~,j1~J1Hn1JilJlJItllJ:)fi 

l lJn11lJ11'l"lll1 "1 ~ Cilurn ~'!Itl-.l-.l1U :)4'tJ;1~ n11' l-D1P1N~11-.l~tlJ.Jfll Un11'lJI1'l"l\l1 

"1~CilUrn~ 2 LL1J1J~'lElnU ~tl 
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- l"NI~h"'~ •• 'Utln .. " [1 8) 

l'Uutf'lN\1h'I';f1J.!fl~iln11~1.Ifl-1tl,*nr)J~,)fl1t14tl~tUpJ'IfI-1f11[J€n'!l1!:~ffi-1~tl 

rllll"U,fiiiU'" 

• tf'l1-3fth-3~U hl UUU u.tIi-1 LPi lJ1'UJ nu Lf'I 1-1 fI h-1;t1~fl UCl'lfl1 "'U (Array-based 

Augmented Tree) 

LUU Lf'! Nfl11-1ifl1Jfl ~ lftUtl 1:f'I [J q (; uu tfluih1U fl:: 1 flU" ~-1 ~f11tJd LflN ft 11-3 d 
)J 1 lit1 n n 1,. uti ft-1 fI '* n nl L'l fl11 ~tl ~·lt~ XU ft 1 tJ € n'!l ,:;,r-1\1).J U'I u. fl:: il n11\J;u UP! -1'1. ~il 
Lf'lNd1-1.iJ'tllolfl U1JU l;1El'lll4 d:lu Lf'I Nrl11-11i' tl\jfl UC'I'lfl1';U tfltl'!f'fl\jfll uum fl1 PlU U~fl:: 

Pi' ')"1 ::";1 01 nrhJ \'11 U'tl n'n::~ Lii fl;U '1. u u91 fl:: fl1 ,rut! t1tJ um: ui1 U '\.n.l-.l ~ ft 1 tJ t1 non:::'! u 

Ln ",;ul U'fl'fn Ttl L'l fl1~-.l'\.nJ fl ~-.l Lf'I Nfl 1'-1'11U",n ft 1)J 11{l1i1~ riu n11~ 1'l"l"1 Pi1 

""hn." n~ n"o'~ LuuhJtIf [18) n".TO,",.,"",hnii"n'iii.mn.,un [1 8) 

n 111J1 1,)"1 \11 fh lj flU Tn ji 'iil1 n"l n f'I'l1lJ \ i] u ltl'~~ \ ~ lJn1,. LlitJ'! tllJfl fttl ::\h~, 'B-3 Utlifl:: 

th,ruUtltJH''1.uUtl'lfl1';U "-.lUft"-.l'1.uttJ~ 3.1 'tl\!ft,r'lLL1n'!ltl-1Umfl1"1J~ 1 "I::ilfl1El 
.. .J _ J' .. ... " .....oJ ... '...........J _ ..J 
tlnn:::Ylm~'!IUf'lfI cae LLfI:::)JllnLL"U~'!IfI~~1[Jfln'!l1:::Yl)Jf'l11~[J'lnU~1[Jflnn:::Yl1n~Yl 

~1LL"U~~ 1 d i~")J~ 4 ~1LL"U~ ~t111i1LL"1l~~ 1 1428 LLfI::: 42 t'hri1"U~f'I'J1JJ[J1'l 
'!Ifl~~1tJt1n",:::1wl,.hnu m ~ft1"utifl[Jtj'lU1"1"hnu n LLt\''l41U'lU'Ifl~ft1''Utifl[J~ 

~1)J11mii~ful;;~:::tjf'i1Ufltmt}1 \.lltmhriu (m - n) + 1 

L"[Jn11~1'l"l"1 f'i1lj flU 1n ~"I1 n Lf"IN~ ~1~;f1lJfI '!Iil~d iii::: H n11'lU';1 tilfl'U 'Ufl n 

LLfI::: r;jflU 1 'Unu LPI 'Nfl h~;fl ~ fI LLfI 'lfl1 ~u~ !Jll;l[J'l ri'U LLl1i~::: 1 ~41U'l 'Un 1'1'lUlflU 1 Un11 

1JI1'l "1"1 fh lj flU tn ~u flU n ~ 1 ",,'m vb nu n1r1Jl1'l"t"1 fh lj" U tn ~"t1 nlJ n f'I 'l1)J LUU lul~ 

tlUL rt~~~1~ 'nif~~a~'~tl nt1~~ LLnoth"u1~1 n~1 u~Il~~ L1\~"~~.~,utln. T" 
)J1nn~1 1 ~1LL"U~ n~::: .. h1"41U'lU;fllJfl1un1r'lu1f1ufl"fI~lU;;'l[J =A~LrlflU1 

1"1'. ;,~'~~ •• \j"d~, .. ;O~rlU n1 T. To,",,;,".1I Tn ii" n~ n"o'~ Lilu 111111 l"un 

n 11LnU;f1~fI r:::[J:::~1~'Ifl~ LLlllfI:::ft1 flUUfltJl.n ULLfI'lfl1 fTu LLfl'l Ufl nlil1nft1)J11f1 

III t'l"'"1" 1lj flU 1n ii~tjft nHNd'f1~i'I ~lJj~11~ LLfl'l ti~t'l1)J11ClIll1'l"'"1 f'i ,ljflU 1n ~~ tj 

ft m;Nd'fllJ tiL "ilflUft1 fTUtifl [J~ LtJ.J ~1 n11A"\m1 (1:::[J:::~1~ r:::W'h~ft 1,,"U UtiU Lvi 1 riu 

, oJ.. ,.J" •• , .oJ. X ,.... > 
~uu) YlJJmrl11~)J1 nm1"U~f'lN LLfi :::f'I'l1)J ~~ urn IIlYl Ln~"Uttl~fI~)J1 ~Vlt1n VI'ltJ 



c, 

Co. _ n) 

too • n) 

h •• n) 

o • 0 

. 

• 

\ ~Y1'm.,r11tJ\'UtI'l1'411i1uh"\J "';'811 
1- n\J~'U1Ju.\J\JLLJi4Lfi1J 
, 0 

, • , • 
. . 

. . 
, • 

• , • 

• 0 

• , 
0 • 

0 • 
• • 
• 0 

~ 
~ 
[;] 

[TII-W] 

~ 
[illill 

3.1 .1. 7 tllJ~tJ'II!l-lphn(;ltJrnj)l~ L7i~~l.l 
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1 'Um'1lJ) '1')9",' PI,li flU 1n ~91 n lJ n PI 'l1).J LUU ltJlfi'Ln fllil 1 n n1 1Pj,t.I'l rur:::u::"h.:J 

1 u ll~ ~::: ~ 1 viti El t1 EJ LV) EJ 1::EJ :;:1.'; 1.:J~ i':I PI').J ') n~ q PI'"! :: ii'tl11 Lil up!,D Pl urn mtrUv11J ~ 1 

r:::EJ ::"'1~~ i:I ';11'f1~fI.:JlJ19 ::iitf)'"l1 Lth.!Pl1 n lJI1..l1n~t1U~1J~ 2 L'uuL'lluUltJ GfltJ 

3.1.1.8 Lnn.l·ri1l.Jn11L~flnphnfl1.hn~ 

L dfl~"I1n lWn11'l1l'1'l"ll' Fhlj IJnJ m m~U'Y'41J",l n fit! m ~"'fllEltllJfi'U Ufl:: 1 UUl'ifl:: 

tlUf11J n"l::: i':I PI, n PlU m~"'fllfJ ~1 u. ",tl-l L lIt,ult.l Pi'-l~u~.:Jil Ln cu,,1 Un11'L~'fln ph lj flU m ~~ 

L tUI 1::~ 2.J~ q PI LPlfJ' "~1U'lUPi 1 n PIt! m lij~ Ln f1;U t u U.l'ifl!:€ UPlU LLfl::91U'll.l'1lufi'mltN 

p\1nPltlm~~ LiiVl;uhjLiiuph~ri1"'Ul1l ;.:J91nn1"V1Plfl'iNf'I'l1ilI'11~-1i'1tNLi~lu 5 

. .., , ... 
3.1.1.9 n11"1fltN'IIfl~flLLUUl1l!lLU'fl'l 

L i'hm1 191 1'1 tl'loD'tl)oJ 1'1 UU u l'i t1 L ~'tl'l91 n~t1 ~ 1'1 u uu 1~ l'i'il L ~'tN L~tJ ~ i1un 11~ft'il n 

-tI'il)Jfl~ d~'\,\'f1".lfl",~nlJl1).J1l'N ~'lfl1~1i1"''\,\~'VJ n-rl'l~ L 'lfl1lJ1lJ11'l""'1fi1D f1t..l1n~ ~~ 

-tltl)Jfl'" ~ n~ ~ftfl n-. :::~tl~ ~i1'\,\ -tltl)Jfl~jj1::: tJ::: ~ 'lfl1).J 1 n q f1~jjlt..l Ll.lJ lJ'l1I L -'U Ll.fl :::"1 n n11 

ij ~f\ 11:::~ IU Ll.lJ lJ '!I tl ~,jtl ".l fl-' 1 n ~ ~lJ 1 'II 1Ji, 111 fl ~ n 1 n! lJ",1 ij VI tJ 1 ~ El ~ ~ lJ 1 'II 1Ji, tl ~ 
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\1u~ftftfl ~vi ~4' 11'1011 LLfl:: ~ ~U l'11fl"'i)Y1~ tlflU It,,r,tl,n.nr~ fttlfil-Jvi ~4'1fI n11 ViU~1,h-1 L'lfl1 

71'u ",1ft 1 «ulII1li Lih.l"li'l-1\'lfl1~illt.hUJ1J'IIfl-1;'fl\lfl~il'l::tJ::\'lfl1~lJ1n~~II'I~iJ 
., ...... . . . .... "" . 

XU UUUVI'1l VI \"IU LLS:::2J n11n1l1UII'I1 :::[J::: L'l fl1'!1'fl-1'11'ilJ;j fl'H~ nVi ~ 'l! ~ t.ln11tJl'l1<1tll' fl1 

ilUltbn~h~lJLiibJLUU 15 <)U LLS::: 30 1'UtJl1lJfl1~lJ tfltJt\df'lf-1u'nlll:at1tln,j'l-1LIH'i1~ 
• 

t11).J1f1''l1ill'''1''1ilflt11n~riflu "Ij1mrU~-1Lfltln"fl\!fl~1nfl,*n1lJL'lfl1tJl1lJfl1,rU'!lfl.lj 

• " ... ·1~" ... ·il~· t. '!IftJ;jfl LLS:::1II1lJ'1I'l-3L'lfl1Y1Lftfln II'IU"llfll;jft'1l'l-1L'lft1Y1ijnLft'tlnL 'U'Dtl\jft'\um ~1nUULftfln 

~ ~ x '.'" ... • ... • '.. .... ... ' . " • "Dfl\jft· ,U~I'" ~u"l1nll'l'lL'lft1Y1 Lftflmn.WltUnL'IEl'ltJlflnU'IItl\!ftVl Lfltlnll'l.:Jnft1'l LLutN~'" 

ft~t ult.ll C\I ~ nlfnr LLft::: lJIT'l'U'" PI, n,.tI 'In ~ til [J n 1 1tJl1'l"l,.."h n 1IIt/1n ~ f'I f'l fit) 11..1 "I::: 

;;.-li. ~"~ Lil" •• ~" ,n1"" n9 1 nh~""o n"ii.,,, ."", •• n,"~"'''o .tll, 1 n 
'!lIN L '1 ft1~ Lfltl n"'~'11'tUJ 1 (1U'I91fl It Utfl\!ft ",it n 1 \uh.J ') (J] 1'1""" Pi') ij fltlTn 91 Vi ') L 1IunltJ 
.. ~ ", •• ". ,., ... . 1 ,.~ 
L'tltJ1 'U"UflJ;!fI'nJ~ 'nnuu ~'" ~fltln"ll'l-1~'lfl1r;Jf\ ~u(;\1}.JYlnT\"Utli tIItJ ~'I:I"IIfI~fltll~nr}.J 

1 'lfl1 LLfI::; n1 1C111'l,\-11 ,h li ",.hn Pi 1 '!I tuiitJ'l ri1J '!I 'l-1l 'l fl1~ ~ nlfltl n PI f-1 LL 1n ,; 1 ~ '!Iud111 

llfltJ1 ,u'!l 'l -1 ~ 'l fl1 ~ ~ n ~fl fI n". 2J til ~rltll;r tJ fI n11(;11'l""'1 f'i 1li t1111 1n Pi i-1,.. 2J" '9 -1,h 111 

~mtJ1J \ i1 tJ1J ri1J n11ln1'l,\-11 Pi1li ",11 1n ~ LL1J1J hi [;Jtll d tl-1 ~-1"'~ n ~n N orlIJi1-11Lt.m11LL11iN 

111.\i1uzU'ryon",nr .""n",,,o'""'h".Il,".'fl"'"Ii"""ori'u'.~".uu'W •• ,ii •• 

3. 1.1.10 LLtl2Jtf'lNLL1J1J~t.rt\Jn1"lJI1'l'il"'11'i1li,,111n(jj 

~dtl-1"1noDflJ;!fluulinn17toD-11U'1n~~1J1'!1ffLLflfl::;LL\i-1ilitJLL1J1J'!Itl-1oDt1J;!fI~ 

LLCllmh-1 riu '9-1ilm1fll1-1 LL tl2J tf'lN LL1JU ~ ~tl t~fl1)J1 1Cl11 fu U.1Ji-1ri1V1111n Ll'ltlfIii1-11~H 

tum1lJ11'l'il"'1Pi1li6l1.l7n~1'" ~-1 LLfttll-171tJfI::;L~tJ'" tUtrl1Tl-1~ 3.6 

1 I tor eu web "ug - dec 

2 src_dir-e: /workspace/Thesis/out-cu-"ug-dec/ 

3 files - dat"-series-sec-p",,.rxr 

4 D"te~a-O 

5 Size~s-l 

6 arc_ip~a-1 

1 dst_ipJloa-1 

8 log_type-gener"l 

9 d"te_type_DATE_TYPE_STRING 

10 delill'l-, 

11 out_dir-./out-cu-"uq-dec/ 

12 sec_counts-3600,1200,14400,28800,86400 

13 aax_counts-3-10 

14 Is"x_window_lenqth is in source code 

15 s"x_window_1enqth- 3, 4, 5,6,1,8,9,lO 



16 Strearoin9_day·7,15,30 

17 aec_atre~ing_counta·3600.7200, 1 4400,28800.864 00 

18 aax_streaming_counts-3-10 

19 'sax_s treami n9_window_length is in source code 

20 a8x_s treaming_window_length- 24,12,6,3 

21 knn-l000 

22 Streaming_flag- yes 

23 non_streaming_tls g-ye s 

24 discord_best_count- 3 

25 discord beat orde r -5 

• • 
~1l.Jfl1"1J 
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- tJ1ni'''~ 4 - 7 LL~~~"1U."tl~'tH;tllo!fl~a~1ul~6 ~tHthLlt1J,;~&itl1tJ~ 1li1LL"U'l'lltl'l 
",oJ • _ •• , • oJ ... ,., •••• _ • oJ 
. ~u." L'l fl1 O117tH1ItltJ 1n 11 L'111 lJi 1 LL ""H'!I'EI >311 U ') f)'DtlJ;! flY! on >3n au ~uEFl ~ Ttl 'l'!lflU 1n11L '111 Lft'V1 

'fl~1'ilV1'%1tN0"Uln11'L~U ufl::LfI'D~tl~ltlYi'l!a'l~1tJ 'l'llau1n1'L~1J 
- U1ni"~ 8 u.~Ii'I .. n..h::IJl"''IItN1Y1f11'fl'l'llfltj1n1'lL~U~1nttl,u.n11J1Jln1n~uu.uuIJi1''1 

{\j '{\j.~"Hfu'li 3 luT.nw.,."";;' '1nluT.nT~ ••• ".'luT.nT~t.t.,.~ .fl. 
1., oJ.,,.... oJ . ,.... - • 
u 1Un'nJVlUu i'N l\nJLYi[J'l'lltl~fl"'U11J11']J 1'\,m11'lLfl71:::" 

- u7ni~~ 9 U,fl~Nlh:::L[)Vl '!l'fl " 1''\J~ffi'''lI'tlUlm7L~utupJ u,uu~h''1 ru 'lIN:::d7tHf1J'fl~ 
. 1 l' X. '" X .J.. .. ... _ .. .J.1"1... ... ..I.. .. 

3 u 7::: 1I1 VI VI'l t! l 1UI'I'6 . JUL 'lfl1Vl),J 71 t! fI::: L 'flt! ""IUtN'lU 1VlVlllJ UfI'l Lft'!l 'lU L'l ft1 VI),J 11 t! fI::: l'6 fi" 

"Iua"jjft MU1Yi~ Lflu~'l lft'!l U,fI:::1'Ul 'lft1~il,.,tJfl::: LtlU""IUa"i)U1Yi~ d]U~'l~'nM' 

- U7niPl~ 1 0 u,1'I~H€n1l7:::A'U'Dtl"'tllJft u,(ijfl:::uuti'PI'!Itl,,1~fl1tl"'!Itl1Jlm7L~1J 

- u,.,.ti'~~ 11 u,fl~" L ~ft u" tlf~ LllU;'6lJft\H~'''''I1nfl71'''tllJft t"l.l "7tllJl7'l"l"1Ph 

Ei"lhn~ 
... oJ ..: .J,.. . "'.1"1 _ .. . ..... 

- 1JUVlJlVl 12 Ufl ::: 17 u,1'I""1I'l"L'lft1Vl ~'IIVl1 PAA ),J"U'ltILlJU'lU1Vl t'l1"11J'!Itl1;lft 

U,1J1J&1tlLntl" u,ft ::: ;tllJftU1J1Jll.l&1flLnfl" lJI1),Jfl1~1J L"U~'lLfl'!l 3600 "),J1uii" 36001iu1V1 Pltl1 

-i',~, Lilu~u 

- U1'fli"~ 13 Uft::: 18 U1'I",,41U'lU9l'l€nMrilHl u m1u,VlUf'l1iftyflnMn!'!Ifl";fl1;lfl 

, .,' -' > ,-, • • 
UUU UJ VlflLUfl" Uft:::'IIfl\iflUU1JVlflLUfl"911lJfl1f1U 
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-'U,.,.",,~ 15 IJ,fI::: 20 Ui'I ~N;1U,)U"'ltlmt~tf1.Un1'IJI1'l<:t\t1Pi1ijO'ltl'njjlltl~~t11Jft 

UtJU~tll~tl~ U.fI:::;tl~ftU1JU'W~tlLdfl~lJm.Jt;'~u 
... ..I 0 .. ..j... :J ... .J... , ... . 1 ... 

. U,.tvI~V1 16 Ll.fI "~"I1U'lWlUVlLn1J '!Itl1JfI LUtl-3t'lU~1\UUn1fl1lt'l"l""P11r.J Plu1ntJI'lltl-3 

oUtU./fi LL1JU 'W c;1t) L dtl~ 
.. ..I • ..1..1 • . ... . ... . I ... ..1... .!' 

- Utn'l~'" 21 LLfI"'>1f'11V1~1nVlt'lflllfl-1"11U'lUfl1I11Uf'l1t.1f1u'lnlJl'YIlJltJ.1n1'I1U"" 

- 1Jtni"~ 22 - 23 U.flfI-1n1fU"-1'mtJ,u.nnJVll1U~11"'lJIrl<it"""hijtJItl'njj-'t1n;tl\!fl 
LLUU";tl L ;ltl-1 Uf!::: hi tJitl Lrltl-1f11J.Jfl1';U 

- U,nr,,~ 24 u.flfI-3f'hijfltJ'j'njj~ii;1u')u;tn.!flluLl~fI:::t1u';lJu.hnuph~n1"ufl 

- u'n;~~ 25 LLfI"'-1~1ij~nJ1njj~i1tlUiluhJLiiuph~ri1"'t.I" 

3.1.2 n,::;u'lun1flUn1tfl1'l"l'tnpha"1..l1niiLflEJ1;.gtlJ;!fI LLUU'Wl1iflLdfl-1 

lUn1flJl1'l"'l..nf'h1lflumii"l1nftlJ,lfluuu'Wc;\tlLdtH ":::Ltlun1tU1iu(JItlu';jfi~'flun1' 
.1'l'~ ,.h;; .IJ:n mii~ ~"U1IO' oIJ., 111'iif~ n .,1. d11l1IJ1~ .,1 ~ ;1.nu 1""ftf1,'.~. ~ 
~ L;][JU';" LLtJfNI LLft::: Lf'I7-1f111-1;fl\jftft1tJtlnn:: l~£J t Un11611'l"l\ol1 rh a "tl1n ~"I::ii n1::1J'lUn11 . , 
0,oi.1IJil ~;.o,oft"'1u;tJ~ 3.2 

A. uIJ.,'.~.11l'.~1u;tJ'.".~ •• 1fnT.".' 
...... .. .. ...... 

B. fl'UJ6I'!Ifl~'!Ifllo!fl~'l£J'lti PM 

c. ~1'.~.1ll'dlUUTn;"3,"1i1u'iif Z-Score 

D. '1'l.~'''';;.IJ1n.''n'.~.~oIJ.'11l'.~lu;tJ'"'.'1I.n''t1I1.u1mo;;" 

W&i).IICOI!IA.1og 

_oo.ct« 
A C. (;l:, 

L . 
Tr..,sronn data 'M 1 , ..... H ""'- Ir-1010 time series - """""""'" .""SA>< 

I ~Oe~Re~k 1 

ztlVl 3.2 nr::1J'l'\J,n11'lUn11'611''l''l'''1fi1aVltJ1'n~'''I1ntlhnNn11H~1U~~1J 

l.u1~'.~.ouu'W •• .;j., 
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3. 1.3 nr~u'lun111un11(JJ7'l't\.l1ph~ ~lbn~LfltJlf~'EI~fl LLUUtJitHii'tl-l 

It.1f'1'l1~L;:hJ''I1-3;'fI~fliln11'futl-3ri'''.I'E1th-1~'ElLctfl-1lf1fl'El~L'lfl11Un1'1JI'''l1iiVl1phlllfllh'nJi 

~'n~.'"1'l,~,",.,ni.~.'ri',\"~U.l'lunui.~.1~~.r" dl"lulolimn ~;"dl"lu~lo\', •• 
,r-1dLcttl .. nJ1~1nn1:YlYlmtnn1';:j'El~f1!.h-1'hnflLLft:::'WLnU-.1Yitl L'IIU \n..i'lEJf'I'l1lJ~1 f'I'l1JJLi'llu 

mnJ '::1-I'UI ~ ft "';'fl1Jl.I1 fI t'I'l1)J''''EI-.1I'l1flJl~~ ~ Lflu~u ~-.1Ii1:::ij nTnfi ElUU.UU;tl~fl U 'Uu ~f1 dltl-.1 

1,x ,fl"li.~ •• u u 1~';., rt., 1."~, n11' •• nli.~ .~d,.u .,",il"i.~.~. n~ 1 n1 ,.u., 1 ,x.~ . , , 

tupJ i cyft' miN 1it1 nuuli 1n 1 n fltl n;tl~ ft1'u'lVil-iYl '1' n;tlJJ ft LLuuliifl L U'EI-.11 ULLeifl::1'w.J1li 1011 

UUft-.1'loU''Elfj1uiUiC\jfln1icU LL~'lU1;tlJJftiruftm;nr~-.1t'1'E1-.1''''lJ1(hNtiit)liu Vlfl-.1'ilj1mrU~-.1Vi1 
011tJ11'J"It.f' f'i1ll /JIU 1n iI ua')u 1).J1 L iluu nu n11tJ11'l'1m ph II flU 1n ilL" EJ'l;-;'EI\I fl uuu 1lJ Pit! Ln'il-.1 

~ 1 t'l12J11'{l tJI'f'l'1V11,h r:i fl tlrn ~1~ U'Ih:J t}1.uil EJ '1 ri\", "'111 hi tlJlU 11.m 11(;11'l"ll1ll1,h II fltJ 1n iI"I:::tl 

i'" •• "."i.lun ~;".' ••• '1"ztI~ 3.3 

A . Lfttln;flJJft(;l1lJ'!I'l-.1L'lft1~'hVlUfl L"IIU "ii'lfl'u~'l" "';'f1au\\''l-lU "'ftlel'lJ-JaU-lU ~ 
~·h.J'I ~f1 tiu u.th ~ il fI n; f1\-j fl-l Utl fllu", i'l'll 'N ~ 'l fl 'l~ ~~ fI n J-J'l ~ru'l [;J 'fl tiu; 'fl \-j fl 'u'II 'l'l ~ 'l fl 'l~ 'J n 

~~'fln;UlJ 'l 

B, .u",li.~"'u1,x.~1uztl •• ,i."".ljnnm"' 
c. ..n ••• ,i.,. •• lo"% PM 

D, ~1'.~.1,xLil""'~"31"o\'O"'i;; Z-Score 

E, .,"'~1';1" .u,"ii.,ni.~"~~u",1L1.~1"lu'.'.'II.m:t,"1 •• 1;';;; .," ."0 
~ 'In 17lil'fl n;f1\jfl911lJ"II'l'l1 'lfl1 'Ut'fl A ~ Lih.l'!l 'l'l ~ 'l fl1 tl ~ luil n",ii'l-lu lLfl'l illJ~ 1fU9tflUfi1'11 

1JI'lJ-J~'l flU' U0171J1 7')"1"'" ph II flU 7n~ ~'l ~ '!Iu~1u~tJ1 "un~'l;f1\-jfl"l:::"'J-J" 

l. ""'""" ~ 
I-::l. ,--~ ~. ,~~, L;J-~c ti_oorie' L::::Jt:::J-L.-"_'''_SA><_---' l 

I -"~'''' I 
zuit 3.3 m:::U'lU011" un 17tJ17'l"'" 1 "'lll flU 7n ~"'l nmlJ'ltu011' H '11U~ ~U 

l".Hi.,.".uu".,d., 
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... .. ., 1:-
3.2 .1 n11,)Lf'ln:::"'n11~n~"Ofl~fl 

3.2.1.1 n11a;:1~tfllJfl~ijltJUuu(Jh~1 

'LtJ run 1~eij, CilU r::i\~ '" L ~fl Vi 11 ""11if fl \lfl~1 oft U'l1 u7] 4' EJ HI ~ ') U;U "11 n L~ l.J ~ 
, ., ........... _ .. ., .... " ...... ", 

l1Ifl.:J LnUlIfllJ fl'"t1 n LFl1'E1-lU Tn 11L 'lU"I f'l VI 1flVlfl.:J ~ n11'"t1flfl'l m1'1fl.:J'lI flU 1n1 nn EJ-l L'lU 

).11 d~ U-D't1 JJ fl ;;U~Yi 1'1)).1"1:::1 if 'l1U ~ UYI t(JlU 11.11 un 1l-JUfl1l-J1 HI~1 flfl ,ar mtru:::-h'fl\jfllcn 

~."" ttl "UU ,"" 1tJn, ttl "UU~ Lilug ~m. .," m "ii." ,,"~.~1 u" vMeN "uu~.~ 
'h.llU UlJ lJ L -t) nof L -tll-J LL flfl i\ ') J..J11tlft11.:J phll f1tbn iii-au L ~fl'll-J1"11 n n11 L-D.:J1tun mih& ltl 

",1fl n1rH',.11uu'flU Lnu1tll~ Pi'l'flth~ L 1iu l~iJ n11U'-Dt1\j fl"ll'l~ 'l LthU~1Jltt1 ~'lIfl'l 

'1"'1fl.:Jn1nhJ",11't1tJ1fltJl-J1 ui\ ~'l1"'fl~ll.11tJ nnvl U.fi'lYiU~1 n11L1U n 1 -D.:J1UU ln11 

'hJ run nnJ 1:::~ n PI L ~1J ilit n Hru:::-Utl1;lfl d'lu ~ ~n '"If! fi'-1~1.m11 Lii' EJUUUU n11uuli n n 11 H' 

'l1U'lIfl'l L ~1J Ii,,::: L i1u n 11\\ l1-1;rfl\j fl Lii Ell.l u,utJ n 11 L-D-111.J;"i1i mtru:::ift1\jfl d:luq ~ n 1fl 

C;)'ltJ L'II\& 'Ii'l.lmn-11''W''I:::iln11L1tJnH'uln11L1U1''l!(;]d:l'U~1'U'l'U~1n LL(;\'!h~nt'l1~~'U"t::::jj 

n 11 Llu n';-U l n 11 L 1U 1 'II (;]U'il U ft'l ;~ ;r'ill;! t'I ~l~;~ L fl'U L 1U 1 "l! (;]"lI'il~' ~1 t'I~ n 1 ru 
~lt1ijl'lU 1 truJ'U LtI'U;r'ill;!ft~ LtI'U,tl LLUUU 1::::Lfll'lltii~ L v11J'U lt1 ntll'il~n11;r'fll;!t'I~jj 

!tJ"UU~U1 ,:1~~""",",h11i m"'"nttJ,""run Liluliu 

, 1::" ... .. ,.. ... .. ... .....J.. , 
~ 'Un 11f111~'iI 'fll;! t'lU'Ul'l n n 11 ~ 'M 1 'UU m 11'L 'lU"t::::~ n11f1n~ "lI'il\Jt'lVI (ij 'fl ~ n11P11 

" • H ,." "-. - .." • " "'. - " • • ~2J 'fl'U ~l1lLLn 'l'UVlUt'I::::L'lt'l1l'l2Jn11fiWlltlU1n11'L'lU IJ12J1n&'lI'fl\!flVI tJ IltU1n11¥'i~nflU2J1 

1"~;:'fl~'lI'fluln11 ~1'U'l'UPlf~1'Un11;:'tl~'iltluln11lt2J1tJLt'I'lIVftlf(ij (Port) ~Vhn11~fI~'fl 
, . 

,"~01'0iiu;m,nu~;.,..u;m"~u L~~~.1i1.Yi (IP Address) ,.,",0iiu;m, 
LLt'I::::~;:f1~"lI'fluln11'L1U 'L~tJH~'lflh~LfI'IIti2J (Random Number Generator) ~d:l'U 

Yhni'U"l!'fl~fl1l;191'l1 (Java) ~jjnl1LL"'InLL"HL'fln,tl (Uniform Distribution) nfl1'l~tl 

c;l'lutl1ti~l'Jn~'l9::::jjf\'l1~1.h9::::LtI'ULl'i1n'Ult2J~ 

3.2 .1.3 n11t'i71~u~WJjjnl1tl"t1n;f1l;!flu'U11nn11L;11;-~1'Uuln11'L1U 
... .Jo .... .. ItJ ~ -ltt'l~r.nnVlVl1n11ft11~'iltl\!fI!Jl'lU 1LLm~ Web Access Generator UtI'l 9::::2J 

n11fth~ UtJ'UlJjjm1vh..I1~1n&n11'-if~1'U"t1n hhLLn1~ Chart Generator L~'flVi1n11 

(ij 1'l"'lt'i 'fl U ~1 'Lu 1u.m2J~1.n t'i 11~; tl\! t'I n11U 'U11 n n11L ;11, ~1 'U U ln11L 1U J'UVi1 ~1'U 1~ 

tlEh~CJntll'fl~ ~~'Lu1LLn12J Chart Generator ~hJl~'~1ltfun11t'i11~LL~WJjjnnw~1n 
;'fll;lt'lU'U11nn11L;hH'~1l.1~t'ih'1'LfltJ'Lu1um~ Web Access Generator Lv11J'U u.l1iEi~ 
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L" ~ ,,,,fu ft ~1~ Uti WJ ij n11~" 1 n~tllJtnjUl1 n 011L;1 H' ~ 1wn n L ~u 1 'II" iii 1~ 1 s n;r 'ltJ 

.""' ~.Ii1\,"u "01~~ ".0 n 1umnJfu ."'jtl ."" •• ,;;. ~" ~'mnJf" uJ~uujtl ."" 
~tl~; tl ~t'u; 1V1l.! 1"11~ mlJ LL vbJ 'lPl N LLU1J L tl n oft L ~l.J LL 'iI ~ LLfl::O 011 H U ~ JJ LPI N IUJU L'tI no{ 

L~lJ Utlfl L~tJ'l rlUn17(;11'lt:rj\-11 ph il P1t.l1n~ Ii.:) uft P1~1'U11l111.:J~ 3.7 ~.:J"I::::~1n11fth.:J 

Ut.lUIJ iin 11~"I1 n;rtl~ft~ ~ 1un 11ft ~ii ~1I'ltJijfi P AA us::~ 11 ~ Liluu 1nill:l1UIi'ltJ'lfi 

Z-Score LLft'l (7I1lJPh~rh",ufllolluutni,,~ 12 ",1-a sec_counts 

3.2.1.4 Ln1].JLfu-3LLu1J~1.num1fth.:Ji'fl~ftuu;lnn1'1.r-31UU;n1'L1U 

L ~tl.:J"1 n jjn11ft h.:J;rtl~flUU;l n n1,. H'.:J 1 u~nltl LLUU'!I tl-l;tl\j fI ~VI I'll nll fl1 tJ 

• - • -" 1 "' '-' u-" -" -',-" .­"I.:J).Jn11'fl11.:JUl"I)..J flNUU1.HYitl ~Vlft1SJ1'(l 1UU(1\.:JPl1Yi111lJLlJItl1U11.:J1'V11'11IUm'ftTI.:J 

• _. '-" - • H¥ -,-' 
'!Itl\jfluuVlnm11"11.:JT\.,IU1n1tL'lU Wl Vl-1Uftfl-111tJfI::L'ilEl~ IULJ!111.:JVI 3.7 

<data_generator> 

<template> 

<web> 

<fol der value" "d:/workspace/cputil/log/web-acces.!J - qen.log"l> 

</web> 

<I template> 

<data> 

<cp_web value_RwebR> 

<year value- "2006"> 

<month value-"3-4 "> 

<week value-"1-6" > 

<day value-~ 1- 5 " > 

<hour value-"O-6"> 

<tra ffic value_"B500_9000 R> 

<size value-"1400-1500"/> 

</tnffic> 

<d.!Jt_ip_range value" "202.3.145.3-202.3.145.J"> 

<port_range value_RBO"I> 

</d.!Jt_ip_ra nge> 

<ip_range value- Rl92. 16B.l.0-192. 168. l .254R> 

<port_range value" " 1024-5000" I> 

<lip_range> 

</hour > 

<hour value""6- 0"> 

<traffic value-"8500-9500"> 

<size value" "1500-1100"1> 

</traffic> 



29 

30 

" 
" 33 

34 

3S 

36 

" 38 

39 

" u 

" 
43 .. 
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<dst _ip _range value- " 202.3.1 45 . 3-202.3.145.3 "> 

<port_range value- " BO" I> 

<Ids t_ip_ range> 

<ip _ rolnge va l ue-"192 .168.1. 0-192 . 16B . 1.25 4"> 

<por t _ range value- "1024-S000"/> 

<lip_range> 

</hour> 

</day> 

<day value- "6-7"> 

<hour va lue_H O_6"> 

<traffic va!ue- "9S00-10000"> 

<size volue-"1400-1500"/> 

</traffi c> 

<dst _ ip _r/lnge vo/I lue .. .. 202. 3.14 5.3-202.3 . 145.3"> 

<port_range value-"SO"/> 

</dst_ip_ range> 

<ip_range value- " 192 . 168 . 1. 0-192 .168 .1. 254"> 

<port_range value- " 1024-5000" I> 

<lip_range> 

<thour> 

<hour v,,"lue""6-0"> 

<traffic value-"lOOOO-llOOO"> 

<size val ue- "1500-1700"/> 

</traffie> 

<dst_ip_range value_ H 202. 3 . 145 . 3-202 . 3.145.3"> 

<port_range value- " SO" /> 

</d:st_ip_range> 

<ip_raoge value- " 192 . 16S . 1 . 0-1 92 . 16S. 1.2S4"> 

<por t _range value- "1024-S000"1> 

<lip_range> 

</hour> 

</day> 

</week> 

</month> 

</year> 

</cp_web> 

</data> 

</data genera tor> 

35 
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• .J ~, ,,-..J. >_ _. ~ • 
• U11'V1"YI 10 - 14 U.\'I'N"'II'NL'l~1 ~lJ.n11\'1T1~'!IfI~fI"'l.Jn11Tt1~'IIfln1t1J'n1n'lU LflmJ 

'JI 'l ~ l'l fl1 ~ L ih.n.nl'l t1'!1 'fH 11 'Il 'H 1 ') fl1 ~ L ihnnl 'l [l 'II fI ~ L~tlU "II 'l ~ L '1 fl1~ L ihnnl 'l tJ'!Ifl~ if tl "1,.r 

'1I'N mn~ dh.n"U'ltJ'!Ifl~1'lJ UfI:::'!!'l-3 L ') fl1~ LihJ".nl'lU'IIfl-l,r') LJ,.J-1f112J~1 fiu 

- u,.,.\'iI1l~ 15 • 17 U\'lfl,m11*J~1'U'llJPlf-1'!1fl-1 n1 rffi.:J'II'fIn1,u'ln11'L~UlJl1lJlff'JLfI'lI~ 

';1WUfl H (U7fifl~ 15) lfltJ1uu~fI::f\f-l'fI-1n1'1tH'!It1Urn1'1"iln1,qJJillJ,.J1run1'fl-l'fI~fI 
j;m.JlK'lLfl'!l~';1"'t.I"H' (Utni'fI~ 16) 

.. ..J ..! .J,~", ..l.J"I"_" ",..I 
• U11'V1"'''' 18 - 20 ufl'Nm1 .~lJLfl'!l'YIfl'4 ~flVi'!lfl-ln171"'I1l-lYl Ll-llJ1m'L'lU fl1lJfI'lLft'!lYl 

fl~lflYl~ ';,\41.1" H (U1nr fI~ 18) lfltJ 1uutJifl:: f'lf-l'!lfl,m 1 'ftJ-l'!ltluln 111 "ij n11qUl-U.J1tJ Lf'I'D'!ItH 

".f.~'hn1.!\J~.~.~ffi"'.'""0, •• ~1i1"U.H (IJ1rn"~ 19) 
- 1J11"'fl~ 21 - 23 Ui'lfl-ln'"1 ,.qlJ LfI'JI~tl~ltlYl'fI-ln1'Lf'litl-1~1tl-.l'llflti1n11l"hJUt1lJc;i'l 

.J" • .J . ,. • .J 1". > - "." Lft'!l ."fl\j LtlYfYI n 1\.n.~fl L'J (u UVI "'VI 18) ~ tJ ~\,\ I.LtflfI ~f\ N'!Itl~ n17J'M'!I'ElU 7n17 ~ 'VI1J n11 .~ 1J 

,.J •• _ • '" .J . ,. • .J 
'VI1J1tJ Lfl'!l'!l'El~~tl'1IJ1V1V11n117f1~'!I'ElU7n17L 'lU 1J111J VI 'l LfI'!IVI n1'V1'W1I'I ~. J (u 71V1 ~VI 22) 

• U7nill'l~ 25 • 35 ti1'V11nl\'\''l~L'lfl1'{WrlJ~~nfl1'lijflm:tN~''EI~;'EI~fl'!!'l~L'lfl 1~ 

•• n.1,nu ~"""'nt~,"".:,;;" .. ", •• ~.tu"om.'"'",h011f,"i1.unu •• ~.~.~.,tu 
Um1"'~ 15·23 

- U7rn"~ 37 -60 O""'ntu"o"o."'U"""i1.n",cu:.", •• ~.tu ••• :"u~ •• n.h' 
rllJ fl11J17mhllitll'lult'lll'l~''EI~1'lJ f1~l.LtI~~l\'\unli"'~ 37· 60 I.LfI~tl11J11Cl'lt'l11tJfl~LiltJ"''!I'fI~ 

•• ~.tu"0"",1'u.'mh011i,"i1.unu •• ~.~.~.'tuum.~ 13 -36 
'VI1n~'fI~n111"ijn17fth~fln11N~;'EllJflu\'\linn11'li~1lJU1n1'n~u~ilfltJ1ni1ft11J11Cl 

~ ,1/il." n1'~ ~1' ~ outi." t mJ ~ .~m" 11i.:,; u ."'~ 0 uti." <data> ;, n1 •• ~1'.0 uti." 
"' mho "' ni1~.~.~i1. n",cu::~11f~, n"~~1' tu •• o,:~ n ,~" ,."lfo"~outi."~ Qn.'" t"" 
• 1 .J 
~N Ilfl"'~ UIJI'11'HVI 3.8 

1 <data> 

2 

3 <anomaly_web1 value- "web" > 

4 <year value-"2006"> 

5 <month value- "3"> 

6 <week va lue-" 3"> 

7 «by value-"5- 1"> 

8 <hour value-"O-O"> 

9 <traffic value- "lOOOO-22500"> 

10 <si Ze value- "1000-2000"/> 
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11 </ trattic> 

12 <dat_ i p_u.nqe value_ n 2 02. 3 .1 45. 3-202. 3. 145 . 3"> 

13 <port_u.nge va luae_" 80 ft I> 

14 </dst_ ip_ ranqe > 

15 <ip _unge v.alue-" 192 .1 68. 1. 0-192. 168 .1 .254-> 

16 <port_ra nge va lue- -1024-S000 " /> 

17 <lip_range> 

18 </hour> 

19 </day> 

20 </week> 

21 </month> 

22 </yelJ r > 

23 </an~ly web1> 

3.2.2 nmJoum,lum",h,'"~. 

1., ~. x. .,. . U . . ,< 
lJ1u.n11J'U.W!iJU1'!1UVI'J [Jfl1:tt1~1')1 (Java) L Wtl ~vtt11)..J11{1V11"1U ~V1UUlJ n LL YiSf;I-"tlUJ 

~1)..JPlrufj)JtJ"ii'!l'fl':JIl1tt1~1'l1 LflUI'i'l LU 1u.n11J~"I::utl"n11'~1-lTIJ'6flnLtlu 3 '4'l'lU ~>1Ufj f'I-lll.1~ 
oJ • 
VI 3.4 Plfl 

.0 u.; on" n"Ii 1uli" 1 n "VI" 1." "UU~" ~l U,U" uu .. n' Lii,,"". (XML 

Configuration File) 

- t'I'lu4''''n11n1nqM~;fl~an1ruu;;nn111f'l1U'!lt1,U~U (Web Access Generator) 

- ebun1,.t111,nr'U.;;nn1,.H'-l1u'btNJL~U (web-access. log) 

I " L-
W
_" _-_ ' _' Ge_~_'_"~----, 

I ,-__ ,'---_---, 
XMl configuration file web-access.1og 
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3.3.1 '.~.~1oi'\1Jn".'''''""';""''l1nii 
-!It) '01 fi~l-nun 11(jJ1'J "IM1,\1 ut'lt.lrn lfItIu "I::: 1 ;r;rf)~flUU~n n11H'~1 UL~1J loll ~'tJa>3 

"jYl1f1>l n1nr~""ilVlU16 tJ L ~u 1 'JI ,j'DfI>l""r>l~tlfh.Jvi~' fl n11 l ~u 1"IItJi':)." !JfltlU lmr,tl-3"nr>l~tl~~vr 

~(" m7 LUI ::;tl\!fl~ft 71'1;'" L ~tl,; 1n 17~1'l"l m Pi1 U"U 1n ~ Ufl :amtJu L iiuu r.J flSYi 1f~1" riuilfi 

lJ n f'I'l1).J l'U u hilI! ~'1ft m~N::'Dtl'<l;rtl\!fI'Dtl'l ttJ ,un nJ lh:::qn ~ L ~u~"':::u 12J11;') Lf'll1::1.1" jjtl~ 2 

fl'nticu:: lI'luOU ~t:1 

- ;rtlJ;jfluuuUJlJ1·mdtN 
"1!:::'.J~ 111 ... ''';''~Ii f'ltl "Of! \! flVl'l\,nJ t'lVlYi nUJ"I::: 1)tJ 1:::2.lIJ fl r.J fl L(;ltltl1"1 JJ,,,, n'!ltl\}fI uuu lJIt) L Utl.:J n ~ 

liT'ltlth'l L,jU ;rfl\!fl m:::<iI'u L~ EHilVlq'll 'N L'lfl11",1I'l-.l L'lfl1U;l'l ;f1 Jojfl n11 H'I1U 'h.l'lLLn nl1 . .I1:::qn91 

L ~tJ 1I'N L'l fl11fl'li '1 'I L'l fl1",d'l Li] u~u LII'IU 1 U-1 ') U 14'tJ~ "I::: d~ un 1 1ti 1U ttl \! ft~ jj t1 ~ ~ 'I t.u.r fl'Dtl'l 

1tJ'"n'"\J':~n".'iu~/(",n1'.""""Ii"""\J'n" 
. , -' - "~."UU."1J", [29) 

PI'fl ;rtl\!fl~l-n LVI t"lUf'll Un11i'l'l;r'flJ;l flflth~ tIlfl L ;l'tH lJlfltl t'I L'l fl1 ~'11 W! cu:::~vh n11 
.....1 .......J 

tl 1::~'la '-I a.ff'El\!aU\.!'W~1 ~ut.rw~:::~'EI.:J 1tX n 1fri.:J.ff'El\! a"; .:JvtlJ ~ ~~ r"l ~\U;'ElU ~ U'EI.:J~1 n 1 Uft'l1}.J d~u 

~1.:J LLfl'l''EI~aU1.:Jtl 1::: ~1l."tiu hjjj~1U'lU~'EI ~fl~.:Jvt}.J fl~ LL llu'El\U ;i'El.:J~1 njj''EI~a ~ ~~~u 

flfl'EI fl ~ 'lfl1 Pi'l'Elti1.:J ~lIu ;'EI~a n11nr.:~1m~u.:J~'" fJ ''EI\ffl 0111 ;.:J1U hlfLLnf~tJf:::fJ nei" ~ ~u ~ilu 

lA'u t"tllun\.lll4'tld~::d]un11LLtJ.:J;'ElJ4a~ jjllU 11'1 tvt cU~jj'El~ 'EI'EI n ~uulI'l.:J~ 'l a1vt a1tJ111'l.:J l'lfl1 

LLfl'l ti 1 01' IJ1 1'l "l vt 1 Pi 1 ~ fl tl 1n ~"II'EI.:J; 'EI \f at u utJ1f1:::lI 'l.:J ~ 'l fl1 ~ £I Pi 1 ~ 1'1l.l1n ~"II'EI.:J ;'Ello! fI LLUU lJJ 
tJi'!l~d'il.:J LL~\;i'il.:J"l1n;'EI\-!fI~~uU~a~d'El.:J!i.:JViUU'1lvt1~1.:J1 ~nd]u41U'lu}.J1n ~.:J~u1\H1\.11j4'tI~ 

:;,dl1Jn1'"n""M""'~1JL\JLIi,,,",ru 
• 

1 un 11&1 ''l~ vt 1,h ~ fltl 1n ii lIfl.:J ttl 1u.n 1~tJ 1:::fJ n Iii ~ ~U~1 nt.r;~ 1 run 1,1;.:J 1\.1U U ." 1.:J 

q~;ltI\.IH;'EI~fln11fl.:JUu\inn1n;1Hu1n11~~U (Web Access Log) ~.:JLi]u;a~fl~';1n11 

4' fl uiu ~ ~fll.n Un11~ \P'l11 ::vt1UM1 U911.:J1 ~.:J"'1.:J If 1UP'I'l1}.J ~ 1}.J1 'tll \.101' ll¥u 1011 i'l {11U::'!I'il.:J 

0,)'u;n1,.;u ".:ti,,,"L\Jii'n1,",,,.,uiI'II,,"~.ii";1J11J;ro0,)'u;n",.;u;;nlfo";, 
~i]fltJl1'l"'1~uJll'il\.l'll'ilf~V1tJ}.J (W3C) 1~jjn1'';1vtU~}.J1&1131\.101'fl.:Juu\inn1'ltXuln1'~~u 

(Common Log Format) [26] ~1vtfuttJ'LLnnJ~tl¥u1n1n~U 



39 

m1i1-1 ti'<l;'il~fl~~ PI ulu lun11fl.3uuli nn11~;' Hu1n11 L ~U,rU L ""::: 1f n11<81-1ii-l't 1n 

ttJ1LLnnJ~jjlJ1~131Un11tHuuiinn111~u1n1'l1t1 tl'ltJ-11u7:i4'un"l:::i1n,tH';tlJJflLun11 

7jlf'll1:::""'1'hil",tJ1n~·iI1nLL,..ft-1;tl\lfl 4 LL\-1~-1~'lUnu At) 

3.3.2 ;tllJflmnrulinn111f-11uttJ1L!n'nJl~tJ""nL1ul'!!lJi'l'fl-1,li1fl-1fl1nr).J","7jYlEJ1trtJ 
~ OR .... , -''''-' • ~1 . .. ,,,", •• LlJUn1N1"O'fI\jflVllWlU ~'IIlJIVlLlJ~ '\.tU1n'1tJ1f1t1IJ1l'.!n'lU 24 11'1 ).1-1 U1lJ1LY'lf) "D IUn11'lLf'l11:::U\l, 

,;, a fltJ 1n ~ 1ll'ltJ rK'lflth~'tl-1;'tl\l fl n111fl"]'ItI\j"n1'j'LL~ 'N 1 U&11 M'I~ 3.9 f'I'l1lJ\U.J ') U'I'il'l;rtl\jfl 

n1,ffi".u1n1'U~"'U"11'''~ 3.10 u."'uztl~ 3.5 U~.,1~L~UU"UIJ~n11W'.~.n1,ffi, 
"II'iltJln1n1ul'11r;f'!!tl-1,'li1fl-1n1ollJ"'17jVltJ1ft[J 1JI1lJ~1fllJ 

203.146.201.34 - - [22/H~r/2006:14:52:32 +0700) -GET 
Ichula/re~ources/images/news/~2J344.jpg HTTP/1.0- sao 691 
-http://www.chul~ . ~c.th/chula/th/main.html- -Hozilla/4.0 (compatible; HSIE 6.0. 
Windows NT 5.1. SIHSAR Enab1ed)~ 
203.151 .33.2 20 - - (22/Ha r/2006:14:52:32 ~07001 ~GET /chu1a/th/home.htm1 HTT~/l.l~ 500 
691 "-" "Mozil1a/ 4. 0 (compatible; HSIE 6.0; Windows NT 5.0) " 
203.146.201.34 - - (22/Mar/2006:14:52:32 +0700] "GET 
/chula/resources/images/news/im060249.jpq HTT~/l.O" 500 691 
"http://www.chu1a.ac.th/chula/th/~in.html" "Mozilla/4.0 (compatible; HSIE 6.0. 
Windows NT 5.1; SIHBAR Enabled)" 
192.169.41.37 - - (22/Har/2006:14:52:32 +0700] "GET / HTTP/l.0" 500 691 
"http://search.yahoo.com/search1p.Facu1ty~of+Veterinary+Seienee\2C+Chula1ongkorn+Onive 

rsity'prssweb-Search'ei.OTF-8'fr.s 1vl-iy'x-wrt~ "Hozilla/4.0 (compatible; HSIE 6.0; 
windows NT 5.0)" 
203.1 46 . 201.34 - - {22/Har/2006:14:52:32 ~0700] "GET 
/system/modu1es/org.chu1a.webcontent.main.th/resourees/images/go.gif HTTP/1.0" 500 691 
"http://www.chu1a.ac.th/ehula/th/main.htm1" "Moz i11a/4.0 (compatible; HSIE 6.0; 
Windows NT 5.1; SIMSAR Enabled)" 

161.200.71.24 - - (2 2 / Mar/2006: 14:52 :35 +0700] "GET / HTTP/1.1" 200 
691 ,,_tI "Mozilla/4 .0 (compatible; MSIE 6.0; Windows NT 5 . 1 ; SV1 ; 

. NET CLR 1.1. 4322 ; InfoPath . l ; .NET CLR 2.0.50727)" 

,h.hJ" nn ~1'il61J1!1 

1 161.200 . 71.24 Lflll~tl~ltl;:; (lP Address) lItHLI'I1tJ~VI';1n1m~lItlu1n1n~u 

""~tJ,u.n",~u'.'~ffi".u1n1""nllh1"" •• idenld (27) 
2 - -;~ L 1U 1 11 ~lItl~,f{ 1fl~n rnIJ.J\11~YltJ1fltl 'WilifllJflil 

userid ~utlnn~9T'l91Ullfl~~~';1n1m~1If1uin1rL~u '~L1ul'l1l1l 
-

1If1~,f{1tHnrn!J.J\11~YlU1flU'WilifllJfl~ 3 



4 

5 

6 

7 

• 
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911'$"H;! 3.10 ("''iI) PI'l1)J\o12J1U'!l!l~tf}1Jfln1nfH'!It:luin1' 

.... 1nL~ul'11IJl'!ltN,.,.q1ft~n1nr).J"'1ilYl[J1itJ 

r}l.I~ L '1 ft1~li 1 n 111tN'lI'flU 101 '1L ~lJ ~~ tun uu iJ.ll1~VllJ1EJ fi~ r}u~ 
~~1Jfl!l~ L#:'t)uih,,'fUJ nfl.PI. flf}~-w\n.m L'lfl1~1J~U1-Rn1 ", 

[22/Mar/2006 ftUflt).lU1;; \'I1lJftUlhilt.n;; W L'lfl1~n1'm-1'11fl1Jln1'L~u~U :14 :52:35 +0700] 

... n·- '1 oJ. "".jet Lf'l11l-1~ \oIU1n"!1fJ lH'UU'lfl1Y1f11'tHtJ')nLvn.a .... " 'l lJ" .... 'n 

L'lft11.,humnm'1U1I (Greenwich Mean Time - GMT) 

;t)1Jft 'un1"1'il-1'!1fl1Jin1'L~1J ;"Lun1riln .... :::t.UJ1Un-1n1'f'fl-1 - ,--
'II'fl1J1n11t.J1\,l'lfi GET t".';" n"T,.,..\vM'~""fi (path) ~ 

"GET / HTTP/l. l " 
root (I) ;'0I1'u;n1 .. 'iu,"';"n"T~"'~.~U"''ium'~'fl''"" 'fl ••• (default) ltJll1' t •• @.,..u;n1Tl.-ttJTt •••• HTIP 

ill 1, 1 ;, •• ~.~,flu •• ~.~ll1'T1".",ii".lun1T"',..u1n1T 
" 'OU 
nr fl'!ltNfl mt.lfl1Yi~ ~ "Ulm1f11flU nflu hJtT" ~~tN'!I'fl1J '1n1 n ~u 

• 
L(fIE! ;J'fllJ ft ilLih~ ;rtllJ fI ~ jj fl'l1lJ~ ') PT CYlJ ') m ntl-1"11 n ~1 Li:lu~'l ~ 

200 • • 
1:;\.Iii-1n11''''Ufm1f'11-1UU1 ~1fl1L'f"l "';fll~thLf., VI;flm'rll . . . 
til.!1 [28) ;.Jluntnlil;;t1ft1Lft 

"," •• ",li.~.~.'n"u'ttJ.r'€"''''U;n11''iut."UJTo~ii' 
6. ' .... o.f (Header) tunOT •• un"u ;'~1UJn'.~ ••• un"u 

,"n"",ilu - ~;. 0 n~,b",flulu" (Byte) 

l 

,...... ,..,,, _ '...... ....... ....... ..u.. ...... ....... n.u.. ....... ...... ,...... _ .. ..- _ ' ...... 
• * 

E"'IIOs.. CoanI . PM·~_1 
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_ ,.J , ••• _ ~ " • .. ,. _ • • , 5 
~ 1 nllJ'YI 3.5 Ufl"'~ ~"'LVllJ,tl-1unJ1run11r1-1'!1fl~a~1mPlr'El -1 ~"'U1n11L'~ 'IJ'tl..:J L'lU L"II~l 

,li1a"mn!J.JVl1fjl1tJ1itllt.1u,,~HWIl'El1J1n11L~u 1~1.f~1-11'lJ,~ 21 ilU1"lJ f'l.PI. 2006 "Iuii"rJ'\.J~ 

11 mn!)1P1lJ put 2006 ~1;rr.hun11fl",ij~'!I'EI-1'tl1Jfl;r'ltJ1jti PM ~il,j'l'lL,)fl11 rJU ufl ::lhl '" 

d]UU1rri'~31U~'ltJi)fi Z·Score 

3.3.3 ~.~. ~ ~;" ;U""." n IIlT"nT" l.wi1"u.11l' •• ~.nlll "UU~ Lflu til .1" 
• • , • - .... ". _ ,.J _, x _ ~ 

lJ1lJ1 '!PUn'lffl'lU'U'r1 n n11 L\.tU1n1 n'lU 'II'1'11f1l;!ftVl ,\!nt'h1'1f11lJ1UI Lu ft ElULLuft-1;, nttru::u n.J ') ru 

n ') ,. H'.t ') U 1" Pl1lJ A'fI'I n1' 'bJ ~'''I :atl um'~ ') fI f1'1tVI1Vi n1' 1. f ·nu ~ 'I i t! LL utJn ')' L -n'l1 u t u 

i m~ru:: uu ft n 1 LU u~u ft1l.J11t,,11lJ1ftf,-1.ufl ~fl L ~'fl H1 t.ln111 LPll1::""' ph ij I'Ithn ii'~ t", EJ 

., • • _.J •• .. ,.J k 
Ul'l1.)[J1 .:J 'lI'EI 'I '!I1l\!'M111'il'l'll'llUffi11Y1~nftr 1'I'llt.lLLftfl'l LUlJI171.:JYI 3 .11 f'I'l1lJ'UJ1tJ'II'EI'I"OfI\jftn11 

;.".u;n1'~~n~h,;u"~.,"u.1T1'~ 3. 12 ".:1u;\J~ 3.6 "~.,"1l'L\;U""WJijnT1Yi'.~' 
•. - • .J... 1-' 1" -" 1 ...J _ n1 flll'l'!lflUfmn MYlfll1'1'DlUl1<:ij1n u1un UJ flU 1JI')f1tJ1'1 LL n lJ "N LLUU L t) n'll L tl).J LL tlft'VI'VI1 m, 

fth~~t)\lftmru\~;;nn1,H'-l1UlIt)-3L~lJ LLft"-3'tU911"H~ n.1 lIft-l1l1P1 tJu')n n ~-l~ 

192.168.1.219 - - [01/Har/2006:00:00:00 +0100] - GET /aaa.txt HTTP/1.1- 200 1981 4893 
202.3. 145.3 80 
192.168.1.39 - - [0 1/ Har/2006:00:00:00 +0100] ~GET /aaa.txt HTTP/1.1- 200 1549 1410 
202.3.145.3 80 
192.168.1.214 - - [01/Har/2006:00:00:00 +0100J ~GET /aaa.txt HTTP/1.1~ 200 1644 2165 
202.3.1<15.3 80 
192.168.1.188 - - (01/Mar/2006:00:00:00 +0100] "GET /aaa.txt HTTP/1.1" 200 1908 4264 
202.3.145.3 80 

192 . 168.1 . 219 - - [01 / Mar/ 2006:00 : 00:00 +0700} "GET /aae . txt 
HTTP/lo1" 200 1987 4893202 . 3.145.380 

.h>iIlTln£) ri1'ilHtJ1t1 

1 192 . 168 . 1.219 LftllYlt)~lflfl'!lt)-3 Lf'i7fl-lYlli1 n111tl-3'!1fltJlm1L ~lJ 

2 . 
~1Y1ti-lUt)nt+T')(JlU'!I~H~ffi-311t)U;n1~1n~1.h~IIlPltlft identd [27] ~-l 

bmn1Tfl;,,;;.~.d 

use rid YllJfln 0-3 ~') tJ1UlI'fI-3 ~Yl";1 n1 ,.hNlI'fIUrn1'L~U ~-31ujjn1' 
3 - • 

~h,;;.~.ij 

1'U~L,)ft1~";1n1'1tHlI'fIlJ;n1'L~U ~-31Un1Nil "I::~).J1t10-31'U~~i1-3 

[01/Mar/ 2006 
..... n ... ..I .. .. ... - ... 
LfI'fIU).JU1P1).J PI .f'!. eI'fI-3ViUlm L')ft 1L'VItJ-3 P1U ~UtJU1'V1 ~UfJ ,) U1'V1 N 

4 :00:00:00 • ..I, ...... ..oIn~ .. '1 ..I~ +0700} L'lft1'V1m, fl-3l1tllJrn11l'llJUU Lf'lffl-3~ ~lJ rn1,.tl!J UL'!ItJ1L'lfl1 'V1 f1tH 

lJ'lnL~).JL~~,r'l'UJ-3"'1m'lft11.hunft1-3n1il'll 
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'hll4fl1un11~tl~lItlU1n1f~~U ~~ lunnuu"I::"uJ1un.:J n111'f1.:J'Ifi 

Uln1'l .-~1\&'lti GET t"m;1n1";fl~'IIf11~ft aaa.txl ""' I ~,~ • 
5 

" GET /aaa. txt lMUln11L'ltJ,,::,j''ln11\'1.:J;'in~~\nhL'luL~''I aaa.txt 11.11'" t"[l~.:J HTTP/l.l " 

•• u;n1,WLthl"~ •• HTIP 1" 1.1 ~~;tll;lfldLtI\&;tlJ.!fl~lu 

71E1fl:: LiiufI tUn11H!-3'11'tlU7n1 1L 11.1 

1\f~ '!Itl >3~ rn UI11Vi ~ tj1 u U 1011(;) flU nft u 11.1 u.:J e;'fHI"DtltJ;' n1 n'lu 
...' . . I. uli. ~. ilLil" li.~.;1 n "01~.1 ,; 'II~ 1 n. il.,," n01 Lil,," 0;1 ,elj 

6 200 
n,no,,"u;no,"f,,r"101'1.;' ~;. \''';1';' ~;M,cii~"1 [28) 

.J. 1 ... ~ .. ~ • 
'II~ \W1CUldfltl 1Lrot 

11 U 1 "'II tl ~;fl So! a ~ ft 'I n flU hI U'I ~;tl..,'!1 tl U1n '),. L 1U to'! tJ lJJ flUI n'l LlI" 
7 1987 

LPltlfl \&n11lJ1fllJ nflu 

Pl111t)·m tl f(;)~ ~;"tl'l'!ltltJ1n1 'It'i.);tll;lfllJ1 U 'I ~ uu'1n1 'I 1 un 1nlll~tl 
• 4893 

Vi'tlfvl\,uJ1tHfl'!l 4893 

• 202 .3.145 . 3 Lfl'!l~fl~l flY;'!Itl'l L'iffi'll~u '1n1 fL'lU 

~ 1'l1tl'lVitl f lJIil ~ uu'1n 1 n 'lu fu ;tls.! fl"l1 n rVtl'l'!l tlU 1011 'un,. Nil 
10 .0 

~tl VitlftJI\""J1tJLfl1I 80 

.. .. 
" 
" 
" ,,, .. .. .. .. 
•• 
. , . ... ". '.Y .. 

I ... OO ... e- . PM·lS< ... I1OI-..1 

ZtJ;i 3.6 ""UIJ~n"~'.~.n1,ffi".u;no,,;u\ • .r 
~~n.T1';\I'"n ltJ,"n'~ 
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~1Un11fttJIn;1'11twit}\Ift~'ltJ~fi PM ~ij"li'l~l'lft111'U ~ft::~h1"'d]uU1ni''''31U'''lEJ1ti 

Z-Score 

3.3.4 ;'tl'olftn1ruuVinn11H>31utl.J1L\n")J l~1J"1n L~1Jl'11~'II'fI'I,..nr'lftS~ )J'Yf~4'~nl'l d~u 

n11U1~"~.~ih1Ut,"~.u.11l'u;n11 •• '.'1n'U 24 ,rol~, ~nU;~1CUn11~,.".fl"'h"o,, 
.,,,, " •. ". , ".J"~,.J ........ 

lJ1n LViS ~'D ~Un11'nf'l11::\1\tT1f'11r.1"u1nlJlYl Lnfl'll\J, ~ULL'lfl'NYI\.unmlft1tJ 'II'1I'1'lS£J1'1'11tN'IIt11;!fI 

n 11ffl'l"llfllJ in 1 ,uti 11'1 'Ul'1111-.l~ 3.1 3 t"u 1'I'l1lJ\UntJ'II tl'l~tllJ ft 01 "''fI'I'!ItlU;n11LLfi "'11 u 

lJI111'1~ 3.14 LLft::'UttJ~ 3.7 LL\'I"''1'~L~UUtlUIJnn11~ftl~ftn111tl'l'lltltj7n1' L~ul''11~"tN 

~,r""i;~"~4"n11 

2007-02-06 23:59:59 202 . 57.155.216 GET IJ~v~Script/Cookie$.j$ - 80 - 124.120.116.94 
Hozilla/ 4.0+(eompatible ;+MSIE+6.0;+Windows+NT+5.1;+SVl;+.NET+CLR+2.0.S0721;+ 
InfoPath.l;+. NET+CLR+l.1.4322) 200 0 64 0 579 
2007-02-0623:59:59202.57.155.216 GET /Home/imaqes/phot o 1.qit - 80 - 134.113.232.13 
Hozill~/4.0+(comp~tible;+HSIE+6. 0;+Windows+NT+5.1;+SVl ;+.NET+CLR+l.1.4322; 
+.NET+CLR+2.0.50121;+InfoPath.l) 200 0 0 301 441 
2001-02-06 23:59:59 202.51.155.216 GET /imaqes/icon_mcard.qit - 80 - 64.198.232.69 
Hozil1a/4.0+(compatible;+HSIE+1.0;+Windows+NT+5.1;+.NET+CLR+l.l.4322;+IntoPat 
h.l;+.NET+CLR+2.0.50727) 200 0 0 2595 484 
2001-02-0623:59:59 202 . 57.155 . 216 GET /images/icon 19.qit - 80 - 58.8.120.111 M 
oZil1a/4.0+( compatib1e;+MSI E+1.0;+Windows+NT+5.1;+.NET+CLR+1.1.4322;+IntoPath.1) 

200 0 0 956 S55 
2001-02-0623:59:59 202.51.155.216 GET /images/bq adrate.git - 90 - 64.199.232.69 
Mozi11a/4.0+(compatib1e;+HSIE+1.0;+Windows+NT+5.1;+.NET+CLR+l.l.4322;+IntoPath 
.1;+.NET+CLR+2.0.507271 200 0 0 406 485 
2007-02-0623:59:59 202.57.1S5.216 GET /imaqes/Sma11Css.qit - 80 - 203.121.160 .61 
Hozil1a/4.0+(compatib1e;+MSIE+6. 0;+Windows+NT+5.1;+SV1 ;+IntoPath.l;+.NET+CLR+l 
.1.4322 ) 200 0 0 415 456 

2007-02-06 23 : 59:59 202.57 . 155 . 216 GET / JavaScript/ Cookies . js 80 
124 . 120 . 116 . 94 Mo zi11a/4 . 0+(compatible ; +MSIE+6.0 ; +Windows +NT+S.1 
; +SV1 ; +.NET+CLR+2 . 0.S0727 ; +InfoPath . 1 ; +.NET+CLR+1 . 1 . 4322) 200 0 64 
57. 

,h."tl.1nD • -Fl1i1BtJ1!J 

" . 
a 

-ruihi1n17~f)~'f)tJ;n1"L~tJ ;~1un,n1il~::\n.j1tJa~ 'lUYlMn 
1 2007 -02- 06 

L~'SUrpm1'nutftlf'l.f'I. fl'S~~tW~1i'I 

L 'lfnihi1 n17ffi~''S'l.j'1n1'L ~1J ;~ 1un,n1il~ ::MJ.l1tJ ii~ L 'lfnU~ 1J 
2 23 : S9 : S9 

t11J.1U1~n1 ~'~1JLn1U1V1 M1~1JLli1~U1i1 

3 202 . 57 . 1SS . 216 La'~f)~1f)Yl,t1~LI'I1s~~~1J;n17L~1J 
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~f1J;!f\tUn111f1~~f1 ti1n1n'lu '-3L"mnuil '~"'~1tJn~n111!l~ 

GET / JavaScript/ 1If11J1n1"~1\&':lfi GET t,.m11n171f1-311f11v1fl"ilVi1fi JavaScript 
• 1 •••• 1vI.~~~.01 • Coo kies. j s Cookie.js ; -3;;tllJ fI ih Uti;; f1lJ fl~' ~ 

l1Ufl:::~ tit!" 'Un1'j';:fI -3 'l1tlU1n11~ 'lu 
Pi 111fl-3Yi111~ ~(;1flfYl d-3 '-11 tl 1fllJ Ii' un 11'1'fHlIfl1jln1" L'lU ;-3' U 

5 -
m'rl1~'Wii"'1t1ii L(;It) filft'UJ1 

f'l111tl-lYifl flil;l rn l-1U1n11L'lufu-nfllJfI'1 n ~1fl-1'!1tllJ1nT: 1 u 
6 80 • 

nrrilil;;fl Viflfffl\Unmfl'll 80 

7 -
userid iiUflnn-.l~'l(;1u'!ltl-1qiili1n1m-1'!1tl1J7n1n'llJ ;-3L'lul'llt7f 

• 'IIt),nnl'-1ftflVi).Jrfe4',. mibJiit'fllJflU 
8 124 . 120 . 116 . 94 LfI'!Ii1fl~ltlvhltl-lL,.ffi-1Y;~1n11ffi-1'!1tluln1'n'lu 

Mozilla/ 4 . 0+ (com llElfl:atlU",,.fI-1'L1J1LLnn.JLlJ11L'IItlfYIli1n111iWllflUln11L'lu 
patiblo ; +MSIE+6 . 
O;+Windowa +NT+S . 

• 1;+SV1 ; + . NET+CLR 
+2. 0. S0121 ; +Info 
Path . l ; + . NET+CLR 

+1.1. 4322 ) 

rnt'l'llfl-1t'1Cl1lUl1 YiY;crtU1J1n11'lJItl1J ni1J11.Jti-1~1tl-l'!l-tlUrn1n'lu 

10 200 
t,.U;fllol nUL i1 u oiIf) JJ ~ ~ iJ f'I'l1J.J~ 1 Pl CUJ.J 1 n ~ rtf) ~'"I1 n~1 ~i1ulA''l ~ 

1::l.Iii~n1"L"'uln11f'1f~~U1~1~1Li'"l l-Tffi 'W~1Lr, l-T,tlnnu 
, , . 

\iu1 [28[ ;1.1"n,01;;;; •• ,,;-

nl'~ Uf) tJ'tl~~f11Wl1Yi~ LL~"~ ii~11tJ~:: L;atJ "'tl-3"'l1J.J II flYi ~ 1fl 
11 -

~~lun1n1d'Wjj oilfl ll"Yi ~1"Lii";u 
"'." •• 01\1111" ••• II11on1.ou1.,".1"n,01;;;;. 'W11i!'u 

12 6. n11 •• U Ii",n w. ••• u;n11011Iffu;.~. L. ;,;1"0"' ;.jj 'h 

Lvhriu 0 LLlIPl~"h":h~1u~1Llril 

"J1 •••• ;.~.~ •• nflU 1tl".~; •••• u ;n11L;U ;./(,1>J~ 
13 0 

'.~ ••• unflu':~fi1dlu 0 ~"ti'mil,,1u.r 
.U1 .... ;.~.~,; 1 n11; •••• 1tl". ~LXu;n11L;u ;j./(,1>J~ · 

14 57. 
•• ~.~; ••• ",:~'hLilu 0 ~"ti'milulu.r 
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• 

...... If ..... 

'* NtOO ... e-·,,.,.· ___ 1 

"11 n 1tl ~ 3. 7 ~fl vl'lL '" L'ihJ~~tI'h.J 1 Nn11fl ~f~~fl"l1 n L,iltl ~ t,xu ln11L ~tJ'tl>1 L'1 tJ 1"1161 

, .. "r"atlYbJYi~(~n11'tlU-1~ffi>1'11tlU;n11L~U "::"'~1-31't.I~ 11 1-Jn,.,"~ PI.PI . 2007 'tt.lii-3t}u~ 22 

1-Jn"'f'u·J ru'\. 2006 ~,;r~1Un11ft"n~'IItl>1;fllJfl;r'l tJ~fi PAA ~jj'hU'lft 111't.I Ll.ft::.,hl"Luu 

lJrni"31t.1~'ltJ~fi Z-Score 

3.3.5 oiitl1;jfl mwu;; nm1 H-l1U ttl 'I u,nUJ L 1U"I1 n L 1lJ 1 'II1J11"t'1f.Jtltlu lm!'!It),n,nl'>1 atl~l.J~ 

~4'~n11 LilUn11U1;tl~ft~ilL'lul'11lJlvlLilfll"lJfn11lJ1ftf)!JlVJnr)u 24 .f'lLl.J>1 ~ihR1-J1Nn1'1r'tl>l 

'!ItlLih..l;1U'lu'WlJ1nUn L~tllflun1nL""'::~\-11'hafll.l1n~~Liifl;ul'1nL'lfl'l-1~\-1ft1m.u~1E1 ~-1 
l'l'lfltl1.:J1Itl-1;tllJft n11ftl-1'11tlU ln11LLfl 1'1-11 UIll1TN~ 3. 15 LfltJf'I'l1lJ\UJ1tJ'tl-1;tllJft mm-l1ltl 

- , " , ~ ," ,> . - .. ,~ > -lJ1n,ruftl'l" U9111'H'rI 3.16 u.a:: U, uVl 3.8 U.a" " \n",uu~1UJ2JnT1"'''IIfllJftn1'1tl-1'flU1011 

"1nL1ul'1!(J\"i).,,~tltlulf1tl"'IIfN"'1!-1a'fll1lJvrg"'flm1 

lJI1 'i1~;l 3. 15 rA''l'flth..:J'II'iW~ft1J;lftn1,ffi~'IIt11J7n1r-11n 

L ~1J 1 'liWh1 fJt1'f1U lfnr 'IIt1..:J,"1!..:Jat1~).Jvf~4'fln 1,. 

2001-02-01 00:00:00 203.150.28.104 - 202.51.155.222 80 GET /r~dio/imaqe,/po't .9if -
304 165 590 Hori11~/4.0+ (compatib1e;+HSIE+6.0;+Window'+NT+S.1;+SV1;+.NET+CLR 
+2.0.50721;+lnfoPath.l) 
2007-02-07 00:00:00 203. 188.14.72 - 202.51.155.222 80 GET /radio/images/pic01.gif -
200 5028 484 Horilla/4 . 0+(compatible;+HSIE+6.0;+windows+NT+ S.l;+SV1; +Ne tCapt 
or+7.S.4;+.NET+CLR+2.0.S0121;+ .NET+CLR+l.1.4322) 
2001-02-01 00:00:00 203.188.14 . 12 - 202.51.155 . 222 90 GET /r~dio/images/pic02 . 9if -
200 627 484 Horilla/4.0+(compa tible;+HSIE+6.0;+Windows +NT+5.1;+SV1;+NetCapto 
r+7.5.4;+.NET+CLR+2 . 0 .50727;+.NET+CLR+l. l.4 322) 
2001-02-01 00:00:00 202.51.155.222 - 202 . 51. 155.222 80 GET /radio/Default.asp - 200 0 
117 Wget/1.8.2 
2001-02-01 00:00:00 203 . 188 .14. 12 - 202 .51.155.222 80 GET /radio/imaqe,/bu11et . gif -
200 300 485 Hozi11~/4 . 0+(compatib1e;+HSIE+6.0;+windows+NT+ S.1;+SV1;+NetCapt 
or+1.S.4;+.NET+CLR+2.0.50727;+.NET+CLR+l.1.4322 ) 
2007-02-07 00:00:00 203.188 .14. 72 - 202.51.155.222 80 GET / cadio/imaqes/,pacer.gif -
200 292 485 Hozi11a/ 4. 0+(compatible;+HSIE+6.0;+window,+NT+5.1;+SV1;+NetCapt 
or+7.5.4;+.NET+CLR+2.0.50121;+.NET+CLR+1.1. 4322) 
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~1V1tJ'11nD • • A1'ilB'l.J1!1 

l' uill;1 n 111tl-3'!111U '1 n 11L ~\J • -3 t 1m,. nlil.,:;\n.J1 f.I fi" 1'uih~~ 
1 2007-0 2-07 

1f1flUrpJll1";utin,U'l. t'ltN~\U~fI 

L'lfn~ti1n17re-1'!1'E1U;n11L~'l.J ;-1'untruu"'::"'lJ1tJ0-1 L'lft1~u6 
2 00:00 : 00 

u1~n1 f!lUU1.I1;; f!lt.lti'i)t.l1Yi 

3 203.150.28.104 ••• '," .. .. .. ffi" Lft1lVlflfJ 'ElYi'YIfl-.1L"rtl'l.".",n11 ':)'IIfl1J1n11L'l1J 

• - fhllfNVitlflJl~f1tl-1'!1f1uln11'un:rl1ilf\fl'Wl~ui1J;rtllJflill') 
5 202.57.155.222 , .. ~.~i.r; ••• ,"'j".~,)'U1n1";U 
6 eo ",..",.f.~~,)'u1n"TL1Ufuli,~""n~~ •••• u1n1' iu 

• 
n'l'rililP;tl Yiflfl.'fl\UJ1tJlft1l 80 

7 GET ffllJft "'In 111tl'l"DtlU ln1,. ~ ~tJ ;.:J 1un 7iUil 'rt::;\UJ1tJ ti.:J n171t1.:J 
/ radio/images/ 

post . gif -" 'II!ltJln17~1U'l!i" 1 • • ivl'~ GET tJlfJ""n177fH'II!) ~"'rt1!i" radiol 

images ~ ••• ~'vl.~n~.01 post.gif ; • .,~~.il'flu.,.~.~i,)' 
l1tJfl::;~~fJ,,1Un111'1N'II'EltJln17 l~tJ 

f111'11 'EI.:JYi 1 11 £j ~"'EI fVl fI.:JlJ1 Vf HllJ ntJ n171'E1.:J'II'EltJ in 17l ~tJ ~.:J 1 u 
e -

n7iUd'Wjj"t'i171£jl"'EI~fI.:JlJ1 

nr~'II'E1.:J~o1Ufl1fj~crh"uln1"1JI'E1tJniultJu.:J~~'EI.:J'II'Eluln1n~u 

1~[J''EI~fl~li'lu''EI~~~jjf'l'l1lJft1~CYlJ1nld'El.:J~1n~1 d:luvT'l~ 
• • • 30 • 1::;1.Jti.:Jn171~uln11f'1f.:JuU1~1ft1l1'i \4ffi 'W~1l~ \41'E1n,.iU .. 

• u1 [28) ;. i un, Olil ;;."u 0 1 i vl.~~1 n1 ,~ •••• i"ilin n1' 
~ . 

ltJfltJUUtJ~.:J'i1 n n1 1ffi.:J'II'EI~f.:J ri'ElU 

10 1 6 5 
.U1 •••• .,.~ .~ •• n.u itl". ~~ •••• u 1n1TLOU ;./( 1 i"n 

".~ ••• un.u,"nI'i1,flu 0 n~ti1mfluiu • 

11 5.0 
• U1 •••••• ~.~,; 1n"I •••• 't1". ~,)'U1n1TLOU :;./(1i"n 
.u'ElJo!~~ttN'II'EI"I::;jjPi1d:lu 0 ihnJ.'ltJLilulu,j 
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• n 

•• 
•• 
•• ... • ,. 

+MSIE+6 . 0 ; +lUndo 
ws+NT+5.1 ;+SV1;+ 
. NET+CLR+2 .0. S07 
27 ; +InfoPath . l) 

TltJ~::L iitJ fI'tl~ 'hhWlnJ LUTl L'lItlfVh;1n11~-3'!1tlU1n11llj1J 

-

I 

". I 
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• n ..• 
• 1=0 
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• 

91npJ~ 3.8 ~fI(;h11"L~uti~t1hJ1tun11~-l;r'ilJ;jfl"l1nLfI~-l1"'1Jln1"L11J'IItl-lLl1Jl'11m"'fJ 
tltlulfnr'lltN\"'i-lftilYt).Jvt~4'61n1flt.1U-1~1tl"'!Itluln11L'lu r.:"~1"1'U~ 11 lJn11f'l2J fU'I. 2007 

,uihru~ 22 tln,."n.J put 2007 ~~r.hUn1'lfHliji1'!1tH~tl'.!flli'ltJ'ifi PM ~ij,hH'lfl1 l 1'U 

LLfI:::~11~d]uu1ni't'l31U~'ltJ7jfi Z·Score 
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UVlVl 4 

r.J'a n1 'i {;l 'i 'l '<l1 "" fi 1 il {;l U'in ~ u. -a::1tTl-3"1i'il JJ'iUJ 'Uv; n n1 'i 1 -n-31 'U \J~n1'i L 1 \J • 

4.1 .1 ."MM, .Uu~11l'lUn1"," •• ,.:,,;r.~.uu~nn1'H'"\111h.",II11r.:~n.';u 
• 

1Un1," ,",;r.~ .UU~ n n1' H"ul11, .n,"ll ,:~ n "" OUU U .1111,n. ,",;r.~ . lif".1" 
ztIuuu~~ztJU1.Ju~£jn1rH·-.l1u~tlrn;1 Afl ~",ilt1l.lri'uflnttN::n11H41u"'1n~~1J''II,rnl~uln1' 

'" 14~jj ft nttN:;: ~ UU '1 ~ n1fl ~'l !lth 4 L lIu ;-t1 ~ flu\.Iii n n1" ~ 41l.1 '" ') m:) u 1 'IIi'!!!J 4' .... ' fl-.l n 1tU 

lJt.l, is.,, tJ1 ft tJ ;f1l.! fltl1lJ 1 run 111 oD41lJ,,,,, n L:) u 1 "II [;J'Dfl.:J \lnr4~ 'Elihnf ~4' 111 n1 r Uti ::-;fl~ fl tIh.J1 N 
• 

n171;'>11u"'1nl1ul'11jJi':lVlf,jflflulfl'\htN",u-.lil'flflJ..Jyj~4''''n1' Llh.A!1fu l1'1!r"~1J..J1rrt~h:Jftnl1ru::: 

~tI'hl1 cum1 H41U~ ij IIIU 1n ~1~", fl1t1';1 LL "'U4 L 'liunu ~,J 1 um tfl 1I,,;tl\! fll\H11li-iun", :auu 
...... ..I.... .r.: 1k ..I ... .. ..1 . 1 _... ..:...... • I':!: 

m1fl114'!1fllolflYl).Jfln1:tN:::un.nNm1 'D-.l1UVll.JflmtCU::Vlu1nill "Dfl\lfl."J.lflnttcu::uuI1Nm1 

1;>31u~ilftm:tcu:::~tltn9i~£jn1tL~lJP\1n/llthn~ 1 tti1Lmti-.l LLfl:::;tl\lfl~i:lflm.iN::tIh.J1Nn1' 
';-.l1u~ila nttN::;~tJ tn 9i~iln1'i'L~lJ PI,ii ",tJ Tn;1 3 ~1 U. ,.nl~ f1~11tJfI ~L flEl~lJ\tlltJ d 

4.1.1.1 U.~J.JtflNU.lJlJ A L'l]UU.~J.Jtfl'~U.lJU~~101'ft;1~;tllJflUulin01'U' 

,"ul11,.n'II11':~n""'iu~jj'n""':m'''''1Jll,""N'"t\'"u";;,(fu'n''''':n1'H 
~1U91nL~ul'l1ultfiElLilum,.fth~;'EI\!fl1~wh~1'u~ 1 ilU1f1J.J fI .PI. 2006 L'UI1 0 

u114m 0 U1V1 0 ~U1V1 ii~1'u~ii~1'u~ 30 U-IM1tJU rut 2006 L'lfl1 23 U11401 59 U1Vl 

59 ~U1Yi ~~LLft,,~tuflnn~~ n.1 tU111fl~U'ln n. ;~ilntJfI~LfltJ,,;tl\lfl~~fitlltJd 
- "II 'l~ L'l fl1 t um ,itl~,tluln 1'L~ u ~tl'l n1'u t '\.&'11 'l~ L;ltluilu1 f1J.J ii~ L~f1U 

LJ.JM1tJU nfl.PI . 2006 

- mJ.J1 cum, ti~1U'~\.-t~1~1'Ufi1'J.J"1 tlul;r LLri1'u4'ul1fii~1'uf'Jnfil fl'l1J.J 

LLfllnfi1~ riumJ.J1cum, U'~1U tu1'u\.-t!J ~ tTu 111 LLri1'ULft1fLLfI~1'Ufl1Yi IIItJ 

- tA-J.J1run111oD~1U'lltl~1'ufi"J.J"11u'II'l~L'lfl1L~J.J1'u1\.-tlJ9uii~\.-tnu114m t,x 
• • 

qJ.J91U'l un 1';f1 ~'!ItlU rn1,.1 ULLfi fI ~1'uilil41U'lU,.~\.-t~1 ~ utJ Pl~ U,x1 itltJ ii~ L1i 1WUPI f~ 

t"tJm'1tH"f1Ur01'fuflifl~f'lf~1"'ilO1'fqJ.JUnJ1Nn1"fI~;tl\lfl~il'llU1"'~\.-t~1~\.-td~liu 
~ffi"ii,"d,,,u1l'1ffi"lu,,, ,",~.~1.;; •• '011U;n1";u;;, 202.3.145.3 ~".f. 
"lI,m •• 80 , •• ~.~l.;; •• ,~~, .... u;n1";u111jjn1,~I1, .. ~.~l.;;11l'.~iu.,, 

192.168.1.0 ii, 192.168. 1.254 •• :11l'jjn"~"".f.'.'~~'.".u;n1,,;u11l'.~ 
1::\.-t~1~\.-tJ.J1l1LfI'II1024 U.fI~ 5000 
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- mlJ1 cum,. 11 ~1\,1'!1tl ~1'\,Ifi 1UJ fl11 '1..1'11 'l~ L'l fI TVI nUl ~01lltun" L ~U'l;;U t ~ ~ lJ 

~1u'll.m1r~'EI'I'!Itlu1n1,.luLL&ifl~1'u~il~1u'lu":::""h<3utll1lliu"1;:'8un"dhwutX11f1U 
fir'! Lilt! n 1f:!! '1'11tlu'Tn1,. ulJi fI::: PI f'l1 tXil 0111'i lJUr).J '1 tun '1 "~'1; a ~fI~ il '11'1..1111 1::;",11-1 

",ii-1";UtX1;'fltJ n'l",;i'lWUL ~,. ;flU '1u fi Lft"ll~tl!Jl tlYl'lltl'l rll,xU1n1t;;tl 202.3. 145.3 ~ 

Vitl fUl\UJ '1 U LfI'!I 80 Lfl 'II~tl~ltlfl'lltl'l ~~ffi'l'lltl U101 7L ~ U 1"11 n1 rq lJ LfI'!I~tl ~1 tlYll tXtl~ 
LtI'" 192.168.1 .0 ii, 192.168.1.254 u.:L"iln1,1j~".f ••• ,~~;", •• u;n11L'iu 

L".~':~;1'~~1m •• 1024 u.: 5000 

. u;~"cun",U',"u'",,,u~~.Lu"om.""l~';uL~>J,uil,~nu";ln1L"Ij~ 
41u'lun1"HN1Jtlu1n1,.luutJ\fI:::1'u~il41U'lu":::"'11'1Lfh";u"1ftltJn,nt;i'l'"rlwflf'l LrlU 

n1";'il-.l'tJ'fltf;'n1,.ulJifl::flf-11"iln1"~lJtIhJ1cun1,.t'l-.l;;tl~ft~il'!lU1"''':::\d1'1";i'1";'1..1; 
.... .. .,j ... ...... ~.r .J ''I'' ~ .If _ .... .J <'" 

1tlUel,n. .. u,rrnn,i'7f)U ~tJl'I Lft"llVltl'J ~fl"''IItl'l~ ~VlU"01"L'lU"tl 202.3.145.3 "r1."tl'~ 

\U,J1tJ Lft'!! 80 LfI'~tlQ'ttlVl'Dtl'l ~ ;tl'l'!ltlU101 7L ~U l~il m7ql-J lfl'!l~ tl~'tlyjl~tl'J 1u'li'l~ 
• , •• " f .oJ; - .,.. 192.168 .1.0 rI~ 192.168.1 .254 Ufl::: L",l-Jm7 .~l-JYitl l1I'!1tl~ f;jl'l tl~'!I-tlU 7m7l'lU L",tlfJ 

7:::wh~"'l-J1tJlfl'!l 1024 Ufl:: 5000 

- tfil-J1run17H'~1'U'!I~H1'U"'Q~ 1'U'Ii'l~l'lfl1",nu1-A"n1.,un~l~[J~~U l~ql-J 
..I . , ~ ~ • .. 

41u'lum7~~H'!Itlu"1n171uueifl::1'u'YIil41U'lU7::"'~1~",;l~",jjun~",u~"'l-Ju",il~liuf'lf~ 
, •• _ • ~, •• " . " J' oJ. . •• 
L(;jtm17Tt1~'!ItlU 7m7 Ul1Ifl ::f'l1~ L"'l-J n17 .~ l-JlJ 7l-J1 rum7~~"lItl~fll'll-J'tIU 11Jl1::"''l1~''''U~'Y"4U 

.; .. .,j .... ~_~ r ..I ,~"" 1:"'1"....... ..I £ 
",1 tl[JrI~"U~Vi'Ul"'l~TtItHUI.iI lfl'!l'r1tlfJ LflVi'lltl~~ L"'U7mYL'lUf'lfl 202.3. 145.3 l'lVifl161 

"l-J1tJ LfI'II 80 lfl '!I~tl~l fJyj'!l~H ~~11l~'!IfJU"1n17L ~U 1 ~il n17q l-J LfI'tI~fl~' -tlyj1"'-tl~1U'!I'l-3 
.. 'I...... ,,! r ... ..1; ... .. 'I'" • 

192.168. 1 .0 rI-3192. 168. 1 .254 Ufl:: L'mn1 7~ll-J Vifl YUI'IIfl-3~ l'l fl-3't1flU7n17L'lU L",fJ\I 

7:::"'~1-3"l-J1[JLfI'!I1024 UfI::: 5000 

_~ \' .. _~ \' ..I.... .. ... J" J! .. .. 
4.1 .1.2 11-nl-J Lf'lNI1UU B P'I-tlU-nl-J Lf'lNUUU'r1l-Jflnttru:::'IIfJ)JfI L\JfJ-3~'UL"'l-JflUnU 

U~l-J1f'17~I1UU A 11e\'tililn17L~l-JinttCU:::'!IfJ-3zUUUU~a"'l.17n~H 1 fi1U",U-3 RfJ1'U~ 16 

ii-31'u~ 18 il'U1f'1l-J I'u'l. 2006 ~~1'U 1"ilunJ1run171~~1UU"1n17L~Ul-J1nn~11.17n~ ~~ 

U~.'LU.111'~ n.2LU/l1""UOn n. l""il""':Lii".'.~."'oi.ltJil 
- '!I'l~ L'lfl11un17'fl-3'11tlUfm7L 1U Rfl'J n1'u 1u'li'l~ L;;fJ'Uilu1 f'll-Jii-3 L;;fl U 

L~>n"U U •. ". 2006 

• illl-J1rum11f-31U'IIfl~'htllJllJ7n~1'u~ 16 ii~1'u~ 18 ilU1f'1l-J PI.fI. 2006 

1'll-J~ -31' U il n 11q l-J~ 1 U '1 Un17~1l~1J1lU '1n 171 'U 11~ fl ::1''U~il ~ 1 U'lU 7::"~1-3 "d.~"rluii-3 
ftfJ~'" rl Uft~HliU" 11fJ[J f'I f-3 11Jl[J n 17;fJ ~'IItlU "1n11 U~ fl::: f'lf-3 hiil n 17ql-Jml-J 1 rum 1ri-3 
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... -I.. ,~ ..... ... ~.. ..j,~" ~...... .. .. 
~f1 JJflYI ~'!I\&1 "1:::'W11>3"U>3l'ilHHtltl~~U ~U lJI ~fI,.."tl V ~tl't'i'llfl>3 ~ ~ ".Urn1 11,)'U f'I'B 

202.3.145.3 ~'t'itlflJl\nJ1EJLfl'll 80 U''!I~tl~ltl~'!Itl>3~~ffi>3'11tluln1n~ul\ii:in11~~LfI'!I~ 

.~\."t1l'.~tU"O' 192.168.1.0 ii, 192.168.1.254 ".:t1l'~n11~~".f."'~~'", 
'IIf1U1n1"L:jl1t,\'tl~1::ld1>3VlmtJLfI'II1024 Uti::: 5000 

4.1.1.3 LL~;J~f'lNLLUU C ~tlU~)JtPlNLLuu~ijflntiN::n1~l.ft>31utlm~t~ 

f'lfl1[lf'l~>3nuim!ru::n11H>31u"l1m~ul'11lJi" t"'tJ L~)J ~1 LL \nl~;tllolfl~ij "'tbn~H 3 

tii1LL\nl>31~LLr\ ~1UWW>3~ 1 ;itl1'u~ 19 ;:h~1f'1)J put 2006 ~>31'u ih.fn.J1CUn11L-n,nU 
•• 'tJ _0 ,..j .... ..I .. ~.J :::. ...... 

L'1U'Utl!Jn')1 rn(1l1Jl1LLlt1\&>3Y1 2 f'lt'l'lUYI 4 C"!.!J'J'UYI 5 LlJti1tlU PU'\. 2006 YW1U 1J 

. '" ,..... 'tJ... • ,.J .. ~ ..I 
u1l.J1run1r~"lI>31\&L')tJlJ1nn'l1 rnlJl UfI:::lJI1U\ttt.l-3'1'l 3 f'I'EI',UVI 16 LlJ'M1[lU 1'1.1"'1 . 2006 

~>3l'u ih.rrlJ1CUn1rH'.lJ 1uL~UUtl[Jn<)"n.h'n9i cri-3U~~.:J1UlJl1"1>3~ n.31Wl1fuJu:m n . 
• 

t"'t1ii'l1tJ fit LiltJ "ttl\lfl ~>ll'itlltJil 

- ,h.:J L 'lfl11un 111tl~'!Itlti1n1 n~u ~tllJ n1'u t U,j 'l~ L~tlUi1U 1P12Jii~ L~tlU 

UJ101"U il •.•. 2006 

- til2J1 nm11t;~1Ul:;"'~1 ~1'Ufi1nlft1 tlU'~ LLri1'u4'UYlfii~1'u~nfi1 M12J 

""n.h,nuu"J1cun1,H""UtU';U~~. ti'U\/(wi"UL~1f".:"U.1~ • .r 
- t.A-lJ1[un11H'nu.'IIfN1'ufi11JJ0'I1tUlI'l~L'lfl1L'lJ,J1'Ut"'~~UO~"'nU1~n1tl1 

qJJ~1U'lUn111t1~'IIt1uln11tuU~ft::1'u~il~1U'lU1::"'~1~LLUO'lWU111ftl[JO~Ln1liuM1 . . , 
ffitJf'lf~ t"tJn1ntl~'IIt1uln11LL~ft::f'lf~ttXiln11qlJunJ1[un11fl~;'tll;lftViil'llu1P11::w;h~ 

"'~~wu~~~i1~liUM1HltJ'UlJi" Lft'!l~tI ~1'tlYl'lltl~~l1Uln11L~U Rtl 202.3.145.3 ~~'fIf&1 

~~1UL.' 80 L •• ~.~\.i1'",~~""'U;n11L;ut1l'~n1'Lj~L •• ~.~\.Y<t1l'.~tU"O' 
192.168.1.0 ii, 192.168.1.254 ".:t1l'iln1,~~".f".",~~,.,.'U;n1,,;ut1l'.~ 

1::~~1~"'JJ1tJLft'll 1 024 Uft:: 5000 

- 1frlJ1[Un11t;~1U'!l'fl~1'ufinJJfl1tU,j'l~L'lft1"'nU1~n1~U~~L~tJ~RU t,xq).! 

~1u'lun1dtl~'II'f1uln11tuu~ft:;1'u~ij~1U'lU1::"'~1~LLU O'Iliu,x1ftltJ~~L111WU,x11t1U . . . 
fil'f~ Lflu n 111'tl ~'!I'tlu In 11 LLtJi ft:;PI f~ tl1il n11q J,JmJ,J 1 [U n11fl~;t1l;lft Viil '!IU1 fl1::W11~ 

",i1~wu~~",i1~wUL<1f11'f1[J'lJfiI Lft'll~tI!J'tl;;'IItl~tjl,xuln11R'fI 202.3.145.3 ~~tlf&1 

~~1UL.' 80 L •• ~.~\.i1 •• ,~~",,..u;n11L;ut1l'~n1,tj~L •• ~.~\."t1l'.~tU"O' 
192.168.1.0 ii, 192.168. 1.254 ".:t1l'iln1'~~".f ••• ,~~","'U;n11L;ut1l'.~ 
1::"'~1~"'JJ1[JLft'll1024 Uft:: 5000 
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- tli~1 Nn1'H"" •• ,.,,,,,~.1u'o,,,,,.i~""l ~~."ii,~m"~n1 1~~~ 
~1U1Un111fl>1't1fluln1fluu.';f'::1'u~jj..j1U'lU1::"~1>1L1'f1-A'u~11t1tJii>1",d>1"rltni,ff1u 

flf-.1 t" tJ n '1 71tH'DtlU 1011 u.lJi f'::f'I f-11. "n n11fj lJ11llJ '1 Nn 1'1'l1-l-D tl \Ift~ n 'IIU111 '1::"~ 1-1 

........... '-,.r .. ". "'.-.. .. 
"U>1~UflltltJn>1"U>1l'jU"1n1tJ ~UI'I Lfl"Dl'ItlfJ ~tlYi'Dtl-l~ ~"U 1n11L')'Uf'IIf) 202.3. 145.3 VI 

Vif) f9\ \-11.11 tJ Lft'!l 80 Lft 'II~tl~l flYl'DtH ~~ffi>1'Dtlu;'n11L'l U 1. t1'iJ n11'q)J L ftll~tl ~1 tlwl tXtl~ 
, " . ,.. .. . .... - . 
L\J.'II'l'l 192. 168.1 .0 C'l-l 192.168.1 .254 Uft:: L'UJn1"llJl'jflr(Jl'!ltl'l~V11fl'llltll.J1n11'L'lU 

1"tl~1::"~1'1'nJ1tJLft" 1024 Uti:: 5000 

· tIh.J1run1'11;'11U'lltl>11'u\nJ6'llu'hH'lft1"m.n~n1"i11uii.:JL~tJ'Ifiu "M'fj)J 

41U'lUn111'tH'!Itluln1'11uu.~ft::1'u~il41U'lU'1::"~1.:J\-1d-l"rl'UtX11tluii'l"d.:J\1nu",d" 
li 'UM 1 feu PI f-l t~tJn 11ff1>1'!1tltiln1 '1 LLlJ1 ft:: fI f>11 tXiln 11'lj J.J tlh.J1 CUn11ft'lttl ~ ft~iI 'IIU 11'l 

1::wh.:J"d,niu"11tltJii>1"rt'l';UL~,,1tltJlu,r LfI~~tl~ltlYi~tl~tjl~uln1n~lJ"tl 
.J 0' .J .~ ... ....Jt_ _ ., ...... ..! .J 

202.3.145.3 YlY1tl1{;l'U../1tnfl~ 80 Lft~Yl'fl'J ~'fl Y1~fI~~Y1Ttl~~'flU1n11L,)U ~\UJn11.~JJLft~Y1 

.~l.vf1~.~l"'Ii" 192.168.1,0 ii, 192.168,1,254 .":l~nn"~~".f •• ",~~;., 
~'fllJln11L1ul"'fl~1:::'\4~1~\UJ1mft'!l1024 LLfI::: 5000 

• UnJ1CUn111i~1U'!Itl~'hllL71thn~Pi1LL'\4tl~~ 11u1'u~ 19 ilU1f'1JJ rut 2006 

• , .. ,... O"'.~ " __ 
{;l1LL'\4U~Y1 3 ~U,)UYl16 UJti1t1U 1'1.1'1. 2006 'flJJYl~'JU JJn11"'lJJ'1U,)Un11Ttl~'!ItlU1n11 

luLL~fI:::1'u~iJ41u,)u1:::'\4~1~~~uii~~~U~U"11tlUf'lf~ t~tJn1"1tl~'!ItllJln11LL~ft::f'lf~ 
1~iJn1,.fjJJtIlJJ1CUn11f1~~'fllJft~i1'!1u1"'1::'\4~1~'\4~~~uii~\-t~~~U'\4~~ftJtJllJvl LfI'!I~ 

.~... ~ ... _ ... ..I 0' .J .~... .....I t 
tl~ ~tlY1'!1tl~~ ~'\4lJ1n11L,)lJl'ltl 202.3.145.3 YlY1tl1i11\UJ1tJlfl'!l 80 Lft'!lYltlV ~tlY1'!1tN~"'1tl~ 

'.lJ;n11L'ilJl~nn1,q~,".~.~l.Vll~.~lu'" 192,168,1.0 ii, 192,168, 1,254 .fl: 
1,xiln11qJJYitlflJl'!ltN ~~ ffi~1Jtluln11 L 1lJ l"tl~,.::'\4~ 1~'\4JJ1tJ Lft1J 1 024 LLft:: 5000 

-~ 1~ , - -, _. ,.., . ... ~ .. 
• u 1JJ1CUn11 "ll~1U'!ltl~f'l1~~urnlJlmLL'\4\NYI 2 ~u')u." 4 (1~'JUVI 5 UJ'tt1tJU 

PI.f'!. 2006 1,)JJ~~t)U iJn11~JJ41U'1Un111f1~1ItllJln111uLLfift:::1'u~i141U'1U1:::wh~ .......... ,-", .- - , ., .. " 
'\4U~'\4lJU'\41'nU(1~~tl~'\4JJU~tl~Y1UllI11't1tJl'Il~ \Pltm111't1~~tlU1n 11 LLillft:::f'II1~ ~ l-IJJn11'1lJ 

tfiJJ1CUn11f1~;rtllJft~i11JU1Pl1:::'\4~1~\-t~~~uii~fltl~~ululJi" Lft1J~tl~lflYhltl~~,xuln1" 
.. .. ..I 0' .J .~.. .....:... _ ... , ...... 

L,)lJPltl 202.3.145.3 YlY1tl1i11\.llJ1tJLft1l 80 Lft1JYl tlV ~tl'n'!lfl~~Y1,.t1~1JfllJ1n11L,)lJ \'\4JJn11 

q~'fl.~.~1.Yi1~.~lu"" 192,168,1,0 ii, 192,168, 1.254 .fl:lmln"~~,,.f ••• , 
~~ffi~1Jtluln11L1u1,xfl~1:::'\4~1~l-IlJ1mft'!l1024 LLft:: 5000 
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4.1.2li.~.~1;'t"n1,.","m"'""'hn;; 
4.1.2.1 -Dft1Jftuu~nn111f.:j'lU,j;01,~~tJl'11t!1~jjn1fH.:j1u"1.:j 

. ;f11JfI A lflU;tllJfI"I1m~1Jl'11tfl,'ri1f1.:jn:nr~'\-117jYlU1fltJ 1:::"'~1.:jt)U~ 22 
.. ~.. ... ....... oJ 
lJU1PllJ fU'I. 2006 L')ft114 U1nn1 52 u1Y132 ')U1Y1 rWlUVI 12 nrn.D1fUJ fU'1. 2006 

L'lft112 U1~n1 5 U1;}3 i)U1Y1 ~jjflnttru::tfnl1cun1,H.:j1Untn.:j1\u.l1nn~1nft1.:j;;U 

11fI:::ih.rnJ1run1fH':nU'rUfi1nJfl1J.J1nn~1<fu",~" 

- ;f1~ft B LUtd't11Jft"t,m'lul'1!,r,111f1,mnu)J",i)"t1[J1fltJ 1::\Fh.:j1'u~ 10 

~~\-11P'1lJ PI.PI. 2006 1')\'1116 U1~n1 51 U'Yl49 'l".nVl ii-31'u~ 21 fiU'l1fll.J PI.PI. 2006 

l'lft113 U1~n115 U1Y1 32 ilU1Yl ~jjflm:tN::tIhJ1n.1n1'j'H-.l1Unft1-31'\UJ1nn~1 

nfl1-.3;;U LLfl::ilunJ1n.1n1fU'-l1u1'ufi1nllfl1)./1nn1,1'u"'tJfl 

- .fIft1Jft C LtlU-D'B1Jft"1nL:j1Jl'11']1I'il,nnr"~fl~)J1f~4'(Jln1' '::"'~1'<l1'U~ 1 

~1J1l1~Uti fut 2007 L'lft1 3 1.nRm 53 U1Yi 1 ~hnYi ii,,1'u~ 28 ~~m1nutf fl.PI. 

2007 1'l\'l1 23 U1~n1 59 lJ1;l 59 ihnil ~ilflm;ru::tfh.J1n.m17'~'nUnfn-1<lU 

',l1nn/hn~1-1~U u,fl::iltrn.J1run17'f-11U<lUfim.J"1~1nn~1<lU'UfJ~ 

- ;.~. D Lil";.~."m;ul.';:;~q •• ,,l.u.",~ll', •• ;;~"~4'.n11 '"~O" 
<lU~ 1 fllJn1~ufi PU'!. 2007 L'l~1 3 U1~n1 57 u1li 531U1V1 il-1<lU~ 28 fllJfl1~Ufi 

:It .. _ .. ..I.. ... • ~ , .... ... 
rut 2007 L'lfl1 23 U1",m 59 U1." 59 'lU1." "'lJflm:tru::lJ7l.J1run17~'M1Unfl1-1'1U 

l.J1 nnt)1 nfl1-1~U ufl::ilu7l.J1rum71.n-11u<lUfi77l.J~1l.J1 n nt)1<lU'Uf,!" 

... "" - .,,.., .~ 
4.1.2.2 'b'El\!fluu."nm7 ~'D-11UU7n17L'~U ~"IIt'lVlQn~'n-1'bU 

• il·.J.~ ·'1 .J u • • .J. ~ 'b'El\!~ E L U')I'EI",flVl\'h1-1')1UfoI!1nU",l.J fl7-1UUU A "'L ufl nHru::')I'EI\!flVl~ 

flnHru::m1'~-11uL1ul'i1~~ilflnHtu::n11H-11utl1n~fI~1tJPl~-1nUflnHru::n11Hnu 

foI!1m1ul'11~ 
~ il·.J • ~ ., 1 .J il· • .J. - lI'E1\!fl F L U')I'EI\!fll1ih1-1'11UIiI1nU",l.J flNU,UU B l1L u~mtru.::"lI'EI\!fll1lJ 

flm;ru.::m11~-11uL1ut,lfl~£jflnHN::n11H-11utl1n~f'lfl1t1f'1fl-1nuflnHru.::n1rH-11U 

1;j1nL1U't"llfl ufl::iln1n~~ztluuu~£i"tl1njjH 1 Pl1U'Utl-1 A'EI<}U~ 16 il-1<}u~ 18 . . • • • lJU1f'1lJ fI.rI. 2006 V1-1'1U 

• il ~ .J. ~ ., 1 .J il· ..J. 
- 'b'El\!fl G L U'D'EI\lftVl~ 'n-1'!1U~1nLL," ~ flNUUU C l1L u~nttru::'b'El\!ftVllJ 

flnHru::m71'-11uL1u't'!liil~ilflnHtu::0111~-11utJ7n~flfl1[Jflfl-1nuflnttru.::0171'-11U 

"m;ul •••• "n",,,~~pJ.uu~".u'n;;H 3 .,.~U' ""." ,h.~u,~ 1 "."u~ 
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.... ::. .... ..I .... ..J .. .. ..1 ::. 
19 ~'U1fUI PI.PI. 2006 V1-1'l'U,1II1ut.n,j-1V1 2 PI'El'lUYI 4 CN'll.l'YI 5 L~1:t1[JU PI.PI. 2006 Y1 -1 
... • • .J..... ..I ::. .... 
'lU LLfl::CfI1U\-1\HVl 3 fltl'lUVl 16 LlJ1i1 tJ \,! PI.PI. 2006 VWlU 

4.2. 1 n1"~~1-1~'EI~flUu~nn1,.H-11'U1Jln1"L~'U LUUn1"flh-1;r'fl~fUJl1lJ LLvhlCI'INUUU 

~ri1"Ufl H'~1i-1LUn1,.,j1Lilu,nu;r-1d 

java -jar WebAccessGenerator.jar UVl)JLI'INUUULtmiLt1)JUflft 

t~tJ~1i-1~1LillN1U;r'mfl1'lt;rU~2JtPlNLL1J1J L'flniL~)JLL'Elfl A B LLfl:: C 1U(fJ1"1"~ n. 1 

n.2 LLfl:: n .3 1lU11I'1r.1U'ln n. l'I1~H~1"U 

4.2.2 n1'lftTl-1LLr.lUlJijnt1yflun1,H"1UU701'L~t1 u.fl::n1ntltH;;'EI~fl'"~L9f[J-1;fllJft 

~ 11 'U.J1 'fl un 'nihl'! 11::'" L vh,ru d~Un1 1ft 11-1 ut.J'UJ;] ij n1, ~ LLfU::li ') 011 UU fl -1; 'Ell.! fll ,xih ~ [J-1 

;rtllJfl~tl1lJ1 H1um11 Lf'lT1::'" L vh,ru IA'fl'l H P11i""'1 L ilU-1,t.I,j"n 

java -jar ChartGenerator.jar U.~2Jtfl'''U.tJU 

LVI [J LL VI1.I LPIN U UU;r-1 n fl1 'l~::ij d" n 1:t{U ::~ 1.1.111 n ~,-1 riu ~ ~ 1 u.lnl-1~ Lnutl'h.J 1 OJ oif'tll.! fl ~ 

ft'l n iu~ 1 n tTl ,""u 1n1 n ~u 11J U-1 ~1fl-1"11flU 1n 11l ~ u tii 1 ~ ",tJ-111fl-11' U ~ l'l a 1~ il O111fl-1"11'tlU 1 n11 

.. ...1 .. .J.J"'!t_... co . . .J • .,... ~...... .. 
l'lU .t, u \1UU"IItl-1'lU'VIl 'l a TYI2J011Tt1-1"11'tlU 101 n 'lU ~1 \1 \o1l.1-1"11fl-1la "II'VI fl1J ~ 'flYi"ll fl-1 ~ ~ ",U1011l 'lU 

~1 \1 \o1U-1la"ll~ fl~1 tlYl '!1'fl-3 e1fl-3'!1tlU1n1 '1 1U \1a :;1!il~"II fl-1LL Vl2JuuYi n n11L.n-11U 'lll tJ L ",offtll;j a 

u"ii nn1,Hi,",1L1U1 •• ,111.,",or~~1'i~m'""~"lio"'.~. n. " •• ,1"""n'~ '.1 1u 

111"~"on •.•• ~.u"iinn1,H'""L1u1.o1~4"~n1'U~""'O"'.~ • •. " •• ,1U""'"'~ •. 21u 
m"~uon •.•• ~.u"iinn1,H'"UL1U1'."'i~~ •• u1.,r •• '~li'~.;;~"~4"on","~ul(O" 
• 1 ~ 1 • • • ,. "...J • ~ 
"IIfll;ja f'I. \1~~-1 U1Jl111-1'V1 "11.3 U/11f'HJl.I'ln "II. \1a:; "IIfll;laUUVIOO11 ~1!-31Ul'~U ~'!!III'VItJn~l1-1"11U 

LL'VIUcli''lU-ntll;jfl -1. t'i-1~fI{MLUt1l111-1~"II.4 Ll.IIl1 flJt.Jl.I'ln 11. 'l"Ua-1~Ul'lnlJi1-1nl.lLl.Iu~a:::uYhJ'lPlN 
• •• 1 ~ 

uuu 2J11tJa:;ltlU'HMLL~fI-3 '\Jt1I111-1'V1 4 .1 

~1n1Jl111-1~ 4.1 ~~"-1L,""liil.lii-1intiru:;;tll;la~WI1nIli1-3nU~1\o1fu;tll;la~1-11 fi-1~ 
; tll;la 01 nil.lYi n0111i -11UU 1n1 11 iu 1'!! fl ;fll;la n. \o1'1'fl;'fl\! a u uYi n 011L; -11UU 1011 

l~u1"11tii"llfl-3, li1a-1n1nr2J"'1~'VIU1iu ~a::;s \!a -1. ",1fl;tll;jauuYi nn 11H-11uulO11l~u1"l1 tii~ 

tJn~T1-l;U il tii 1 U \o1tJ-1tfi2J1ru;tll;lafl~ eh u \o1 tJ-l~ 1 a eh LL \o1tJ-l1'l.I~ 1 'la1~il 01 f1tl-l'lltlUT011l1U 
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tl~fi11.L'nl~~ 4 ';11.L'nl~lft'!l~t1~ltlY;fll!Ufn1ttl~';1LL'\.nJ.'l~ 9 ';1LL'nhLft'!l~tlVltlVhrHWlltl 

uln1HlvtA1u.'nJ'l~ 3 'IIi'lI'l'DtNLL.yh.J;tn~ftLiluL1fhJuulinn11H'l1\UJ1<l11nt1..l7LLnnJtl:::LLYi'll;l 

..: ... • , .. ... ..l , .... 
lJl1'i1~VI 4 .1 'lIn'lffU!::mU"'U'lLLfI:::'IIUfI'!Itl'l'!ltllolftYlI.LlJ1nlJl1'lnU 

.", •• ~.I1"iinn"'1';'""\J1n11L;\JL." 

.,"Il, ';1LL\1U'l • lJl1LLl-nl'l ';1U",U" ';111",1l'l '!lilll'l'!lfl'lLLYl~ 

mJ.J1N 
oJ 

-JUl'lL'lfl1 Lfl"~tl~ltl~ '··~·IiL.y; 
• • 01l'\J,n1' ~'" .. ~. '!Itl~fl 

Ufm1 

n. 10 4 9 3 apache 

•• 14 1 9 3 iis 

". 11 1 3 5 iis 

,. 10 4 9 3 apache 

- ;rtl~fl n11u\.L~nn1"1''l1utJfn11L11Jl'11~;rtlJ;!ft '!I . 1.iltl;tl1ojfluut;nn111',nuufn11 

L ~u 1 'II Pl'Dtl'll-tU'liltll1lJvf ~4'~n11 n';1 LL"'U'lU,lJ1 N;rtlJJ ftfl~';1 LL wtl'l~ 14 ';1 LL "tl..,1'u~ L '1 fl1~il 

n11ffi'l'lltlU1n17L~Utl~';1LL"'tl'l~ 1 ';1 LL"'\.J.'lLft'!l~tlVl'il~0,.yuln11flV';1LL",tl'l~ 9 ';1 LLlnl'l 

'''~'1i1.Y;01l'\J'n1''1i.1"~U'~ 3 .il •• ","Yl~;.~.,iI,,"Yl~l1uiinn"'1';'"u~"'"n 
11l,"nr~Ilr.;~n",;\J L' LtL ,. 

- ;rtl~ftn1ruulin0111oD'l11nJ1n1tLlul'11lJi';rtlJ;!ft f'I. ""tl;rtlJ,lftuulin0111;r,nuu'1n" 

L~ul'11"i1"'~t1tlulfnr'!ltl",.nr'liltl~).Jyf~4'P1n11 jj~1 LL~tl>lm).J1ru;r'il~fl'il~Cli1 LL~tl-3~ 11 ~1 LL~tl-3 

1'l.I~ L'lfl1~iln1f~'il>3'11'ilU1n1rL~U~~~1 LL~tl-3~ 1 ~1LL~tl>lLfl'll~~~1'ilVf~~uin1fi)~~1 LL~tl>3~ 3 

'h"~U".'~'IiL,Y;01l'\J1n1"Ii'h"~U'~ 5 .il".","Yl~;.~.,iI,,"Yl~l1uiinn1't.;,"~" 
,"n 11l,"n~1l ,"~n",;\J 1,1. Lt. 

4 .2.3 011lJl1'l~~1 fhtj "tl1n Ji Li~l.In111Jl1'l~\11 fh fi" tlrn Ji"tH;tl ~ flUl.Iii nn11 t;":l1l.1 

\J1n""o\JL."""~"Yl~1"N"\J\J~t.;1Un1'"""~"Pi"".Il'n' 

java -jar Discorder.jar LL~).JLP'lNLLUU~L.n.l.In111J11''l'''l\11Fhfi"tI'n~ 

L"tJ LL oW ).JLP'lN LLU U "03ntl1'l"l ~iltr nMn.I~~ L \1il'ilUOl.l,r03\1).J" Li1tl03).J1~1 n~1;'il ~fl 
"03 ntl1'lQ n LL\h~ -31 "'il~1l.1pJ~il Lfl [J>l;tl\lft~U1).J1L ;nUn11~ LfiI?1 ~\i L,) 1~l.I ~>l LLft">lLl.I(;\ 111-3~ 
fiI.11Wl1full.I'ln f'I, 
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4.3.1 tJfln1nll1-ltfll;lflUuiinmn;r, H-l1'W"tI'fI-l~'ltJl'11Pi 

- ujflt1f1-liffl1Jfluuiinn11'1~~1U'llfl-lL'llJl'l1tJi'1Jl1~LLYl~LPlNLLtJU A LLi\''l i1-lfl11-1 

- •. , - , . ,-' -' ,...j • ~ " il '.' ..j LLeJU/J2.ln 71nV'i-l Ufl t¥I -l ~UIlJ'r1 4.1 L VifllJl1'l"lfl'fllJ'l1"t1f1l;lflVlfl1'1-l"ll'WUUL 'W ~lJ l1I12.1'r1 

ri1~u.10\U"~~1"N"UU A ~;,,'W 

- r--­
.~ .­
.~ 

.~ 

.~ .­.-
~:= "­,,= ,­
,,~ .­,~ 
~ ,-

,~~~~~~~~~~~=-~~~~~~~ 

. ,~ - .. " - • • u ilJ'VI 4 .1 LLt.JW;p . .Jn11 l'1'"t,n'lltll;!fllJUVlnn11'L"lI1 ~"D..:J1U 

~ \1 nfl71-1;U91 n 'fur u,nnJ 1JI1).J LL YllJ LPiN Ll.tJu A 

• ,..j , • • • - .. ,-'- - " . " u Iil1nzu'r1 4 .1 LI.'MI-l ~t.H"'UC1-l LLtJUIJ~m11n'r1)J LYiEl-ln11 '1)JuunIUn11 \"ll-l1U 

""~"~~l"N"UU A ;,'Wnn11\'';1""1J1n •• ,11J\u~.~ •• 'mho 

- Lrlflt'l11-l;rfll;lflUU~nn1 1'li-l1u"tlfl-lL-1ul'!1tJi'lJI1lJLLYll.JLPlNLL1JU B LLfl'l ~-lflh-l 

LLtJ\.!JJil n 11Wc;l-.l LLfI t¥I-llUltJ~ 4.2 L ~fllJl1''l''iflt11J ~ 1;rfll;lfl~flh-l~util,\LiJl,IltJ 1Jl1lJ~ 

ri1~\!.m\,"iM"N"UU B ~;"loJ 

"11 n lU~ 4.2 Ll.fI V'I-ll,.. dhJt;-l LLtJ UIJ il n 11 yj~ i1 L fl U-.l n11~lJm)J1 tun11 H-l1lJ 

1Jl1 lJ LLYl1-JLflN UUlJ B ~-liJn1rlri'hijt¥ltlm&ifl-lltJlu;rfll;lfl!iT,mfhl 1 tJi1LL'\.IU-.l 
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Networt Anatysls 

ztJvl 4.2 u.~WJjjn'j'1~~1n;tlJ;J~UU~nn1'j'~t1H>11lJ 

~~ni'lh~;U't1n LtltLLnnJI1I1)JLL~lJLf'lNLL1J1J B 
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...... ",. .,. -'1 k" • ~).Jtli'l11.:J~t1~fl1JUYJnn1h"ll>11\&'t1-3l'l1J~'II1111J112JU:n).J ~NLLUU C LLn'l"N 

~~"U"U1J~n11>l.,u~.'luItl~ 4.3 L~""'0'~"U""'"~.~~h,;u,ruLilulu.,~~ 
n1~u.Wluu>'l~I""uUU C ~;,,'W 

0.1. 

I- NIIfo9rIo T_1 

~u;t 4.3 U"U1J~nl1>l.,n."~.uU~nn11L',H"u 
• .t 
~Qn~h,.u.,nlu1un1~,,~u>'l~I."uuu C 

"I1nztl~ 4.3 u.i'l~>11~L~un>1LL~WJjjm1-A~ih1iU-1n1,.q).JtIh.J1Nn11H,nu 

(;l'U.JLL~).JLPlNUtJU C ;.:Jiln1"1~phEiIJ11h-n~fNh.l1.u;r'in;lflfi'>1m'h'l 3 ~1LL"n!>1 
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4 .3.2 ~fln11'P11'l"l'\.11~111fltlfn~ 

1 \,1m 1P1 1''1''1'\.11 fl1ll flU Tn ~t!'I.I. ii PI 'Y12-l~1 ~ flu ~"I:: ~'il-3 H' Pi1Yi 111 ii LP1~ftJ\1-31 ~ 
• 

~1Un1n LPl1'1::\flJ1 Ufl'l"l1 nn11!Ji, dl U-31t.1~4'EJ L!71[J 1M ~~ ~,;jult11tlil 

4.3.2. 1 ~,m n 11lJ11'l"llT1 ph II (;')urn ~"I1 n~f1~fl u.uu'W lJifl L ~f1-1'!1f1-1'fIlJfnrU;; n 

n11H-11uu1n1'i'L~ul'JIl'l~iJn11H-11w91-1 

- ;r'fl~~ A ~d~h..l;r'fllJfl"l1m~ul't1~,ri1fl-1n1orl-J"'1ijVltJ1~tJ~iJuulin 

n11H'-11UU1n11L~1Jl'll ~1'::'\.f~ 1-1 L ~'ilUiJU ') PllJ t1-1 L~f1'Wn Tn!)1 PllJ fl1lJ11tl 

lJI7'l"nni'hn~t11'nt:ilM~n11'fl(;lii~'lIf1-1;rtllJftJl'lfPjfi PM 24 .ff'lLtI-1 ~-1'i1ni'jfi 

VJ nPl 'l1lJLih.lh.J1~ LLfl::ijfi~ ~ L;JUUIi1 fI UUfl-1 ;-1 L ~tll"'~1tJ tJ1ra n11'~'i1nU1fh 

llfltl'j'n&i~-11Jl)j n11f1h-1 LUJulJil m'Trl V'l 1fU.JUf) n~1 LLl-lti-1'l1tl-1Pi1 fj fl1.hnt:i~ 

/(""u'"n'ifi~n"'"",fl"hJl.n"""1UJnn"'vl •• "~ •• 1\!!tJ~ 4.4 

Network Analysis 

. -------------------
[ 

".... "..". .....' '....... ,_. ".,.... ".... ...... ....... ....... ....... ...... "..... ,.,.,... "..... ""'" , ...... , .. 
16'110 So< CO,."- ~M -n .... Norm ......... 1 

2t1V1 4.4 ~1LLlIti_1'llfl_1'hllP1thn~~LiiP1~t.lnu;rt1\1a A 

"11 nn11l'11'J"Il-11 Pi 1 ~ I1IU 7n lij ~~t'it1~7jfi 

tJ .J , • • , - tJ _.J. 
"I1nz VI 4.4 LLt'iI1l~ ~'\.tmt.ln11V11''J'''I'''1f'11tJfj'I 1nl"'l'Vl'5lt1\1at1~nnH'la1 

~1t.1n11'LLUa~ PAA ~1':::~U 1 ;)t.I V11t1t1~~~1U'\.tti~'5It1~ i'h~V1U1'n9\~liiVl;t.lnU 
, . , 

" ..... '" ..,.,. 0 ,..... , 

'5It1\ja A "Jj ,UJ'Vl~'\.t),JVI 3 t1t.1l111J 5 mLL"'t.I~ "Jj~1'1tJa:::lt1tJl1I'5It1~tJa n11'V11''l''l'\.t1i'11 

1l.tJ1n;;91n~n"'1"'il"ltJ1Ii"~ •• 1""""'.~ 4.2 
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~n"01"Lilu1tJ1/i .0"0.' (1'U) 3 

11,556 €U~U~~U~1a~U7n~ 3 

24.01", "U1""t1~tfruimtnr 9 

ih.,u.:J1'l.:JL'lfl1 ;;tl-rU~ 30 U.Jtt1UU PI.PI. 2006 .,h~L'lfl11hutlJ.3 oU,am';61u,'iI 
..Ia ... ... ..... .J 'Ii' hi "a· ... ../a tJ U'lU1Y1 O'l'lUYI 1 "qtifl1P1lJ rtf'!. 2006 'J'lL'lfl11.J1tJ 'l "', 'UL"'IIIU1Y1 El 1J 

-1t.11Y1 

tjt1f1'l'l:l'l'lL'H~1 L~tJ1i'l.wlfl1~\-1il.:J R'Elr}U~ 3 LlJ'tt1tlU PI.PI. 2006 .,h~L'lfl11..htJ 

~ .. -.' -.,," . ftfl'l 'l"'" Ufl'fl'lU1Y1 ft1lJ Ufltl'l'lU1Y1 n'l lJYl 4 LlJti1ElU PU'\. 2006 'NL'lfl1 

U1tJfltl'lL)J'l "'ftUflfl'lU1t; t'l1lJaUt'lt1'l1U1l1 Ufl:::'Ii'l'lL'lfl1~t'ltH ;;'fI1't.I~ 26 

LlJ'tt1tJU put 2006 1I'l'lL'lfl1thUfltl.:JLlJ'l ~1atJfttl'lU1Yi fl1lJaUflfI'lilU1Vl ii-3 

7U~ 27 LlJ1f1tJU PI.PI. 2006 -rl'l'lL'U't11hufI'il'lL)'N l\,aUi'lt1'lU1l1 t'l1lJaUiUl-l -'iU1Y1 

ilfltH'!I'l'lL'lfl1 tfltJ'Ii'l'lL'lfl1~,...il'l ;;tl1'u~ 11 U,J1t1ElU I'I.f'I. 2006 'II'l.:JL'lft1t.,hU 

t "a ... a - ..... 7../ flfI'l lJ'l \-11 Ui'lt1'lU1Y1 fl1lJ Ut'I'tI'l'lU1Y1 rHI '\.If} 12 LlJtt1tJt.I PI.PI. 2006 

,'1', -,'-,". 'HL'H'i1\J1tJt'lt1-l 1.N,...' 1JtlfI~ld1Y1 ft1:J UtlfI~'lld1Y1 Ufl:: 'Nl'lfl1Y1t1f1~ f'lfl 

1'u~ 25 l:Jtt1tJld PI.PI. 2006 1'l~l'lfl1t..htJfttHl~H ~1at.JtI'EI~U1;; ft1lJat.Jft'El~ 
....... .J 

i)U1Y1 (N'lUYI 26 llJtt1tJU PI.PI. 2006 'Ii'l~ l'lfl1t..i1tJtI'EI~llJ~ ~1ftt.JfI'EI~u1i1 

tl1lJaUtI'EI~i)U1i1 

.. "11"-~1n~111~Y1 4.2 Uftfl~tJfl~1nn1'llJl1'l'iil"'1f'11tJfI 'lnlJl~1mfi'tJnPl'l1lJ 

il '11'/i .. _" .. -, •• 11 ... " , l U~ ~ Y1lJ'lI'l~1'lfl1Y1fl":JIJI'!I'EI~'!I'EllJflLl'l'lUn11LL fl~ PM Y1'l::flU 24 "II'l~lJ~ 

41ld'lld'!l'El~ftruanttnr~1.rtun1'l(;l1'l'iil"'1"haPlt.J'ln~~i1phl~;,tit.J 3 Yi1JtlU~U 

'D'EI~fha (;It.J'lO~~~"'lJ'" 3 "t1Uf11JIi'lU tiu lPltJH"'1U'lUflf~lun11'lld'ltJ1J1Un11 . , , 
lJIf'l~"'1fh~flt.J'Inj} 11 ,556 Plf~ ;~'!Ju1(;1'!1tJ~lcyanttru11H1.un1'1LLt.Jfl~;'EllJfl 

tl\innJ l'l fl1 ;r'ltJi)fi LL;pnuu 9 Ufl ::i101fllPl'l1::~ Pi1 ~flt.J 'In ~~ lii,,;u,,~ei'EI 'It.Jd 
- Pi1~flt.J'ln~"t1u!Ji'1J~ 1 Yi1J~1lii"~1n01,.yllt.J'lLLn'llJt.J'l::!Jm;ll~1J'!IfH 

''''Mn:nr"~1'i. mtr" '1>l1/i~, n 1 "'"UUll~ n n1:1{f"llUln1" 1U 

- Pi1illllt.J'In~tlU"1J~ 2 ~Yi1J'Ii'l~1'u~ 3 a~ 4 L:J'tYltJU PI.PI. 2006 ttu 

'1>lY<U "01" •• 11:n;;1"1 
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n11L;)[JlJuulinn11'H'I1U1J1m1L~1J 

LI1I EJ Vi lJ ~ 1 C.J i'\'IIt1'1 n1111l1'l"lll' fl1il IillJ Tn ~ ~ 'lEJ1jfi~ v) I1l mJ fl 'I LV1tJ ~ L;) tJ u 

fl '"}1.J 11r1l1l1')"1"'1 Pi '1 fj flU Tn ~11i ~1 LL ",tl'l L~ tJ 'l rlUi)fll'J n f'I'l1lJ LUU ltJl~ ~'1 ufl V1'1 

lU(;I111'1~ 4.3 
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6,742 ti'U~U~VilJfl1fjCinJrn~ 3 
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L~~1tl'U fI.A . 2006 L'lft1tl1El~fl.:JL~.:J "'1aUfltl.:J'U1ii fl1~aUfltl.:Ji)'U1i1 Ci.:Jt}'U~ 

27 L~~1tlU fI.PI. 2006 L'lmthtlfltl.:JL2.N "'1aUfI'tl.:Jt.nil fl1~aUfI'tl.:Ji)'U1i1 
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L "a ... a _ ......... .oJ • 
~-3",1 UfI'tl'l'U1Vl fl1~ Uflfl-3'lU1Vl {l-3'lUVI 12 L~1f1ElU fI .f'I. 2006 L'lfi1U1tl 

fltl'lL~'l "'1~UfI'tl'l'U1Yl fl1~aUfltl'li)U1Vl LLfI::'lI'l'lL'lfi1~fl'il-3 ~'il t)t.!.~ 25 
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26 L~'li1El'U fI .A. 2006 L'lft11htJfltl'lL~'l U1aUfltl'l'U1Vl fl1~aUfI'fl'li)'U1ii 
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• .I il • • 1 ~ .... %..J ......... 
- "JItl\lft B vn U'!Ifl\!fI'"l,m'lU '!IlJI.,'t11fHn'1tulJ"'",)"'lI1'C1tll'llJUUVIn 

n1 ,.1.n-3 Twtiln 11L~U 1"11 tJi"nw11-l L~flu~'nn 1'124 ii-l L~fll.l!rU') "1 P'I).J ~ 11.J11n 
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thUn11LLUfH PM ~1::"U 1 1U Yi1fU.J~~~1LL"U~"lItl'Uha"u1nil~~ii"furiu 
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fluUl1i)u1V1 ii-31U~ 27 rlUEl1[JU put 2006 L'lfl1thtJ~LlJ-1 ",fluLt1Cilu1V1 ;ii1u 

,,'hOU1;; 

• fl1~f1Um~'flUc;1U~ 1 Ufl::€Uc;1U~ 2 'rlU~11'U~ 4 LLfI::rj'U~ 5 
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" . 
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L~ tI Vi 1J~ 1 t.J fl'll'a~ n111fl1'l"lll1 Pl1 f.l ~tbn ~ ~ 'ltl~fi~ ~ ~ utJ fl~ L~tI ~ L;I tllJ 
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, .,.. .." 114.. tU.. '""'" "..... ...,.. ",.r" ".... ,.. ,.. :'/." . ~"" 

'* F· .. OOlM<c ___ ·zsa.o_1 

_,~ • . .• _, .oJ. ~ .. ~ 
ZUVl 4 .6 mLL\II'U~'!It1..:Jf'l1~~lJ,.nlJl"'Ln~'!IUr IU'U'8~~ C 

1i11n011f17,)~"'1phtl~tJ1n~1iiI1nlJnf'l'11lJd:lultJl~~~.humni1 PM 24 {1Ll.J-1 

_,oJ 'l- • . • _, .oJ_ 
~1n~ Llfl 4.6 LLfllft-l l.u\.lUm"(;l7'l'1"'1f"11'-1"'lJ1nl1l"'''t1\1fttl\~nnJL'lfl1 

tJ1t.1017U,t1ft-l PM ~1::~U 24 .f'ltJ,l-l Yi 1'm.J,r'<lui1U.\IIti"' 'Dil-1'htl'"tJ1niii~~ii''' 
funu~t1\!ft c ;..,il~-1,.n.J" 2 tlt.l,ru 3 ~1u.'\.nl.., ~n1Uft:::1~tJ"'!ItN~tm1" 
!FIf")'UI1"1 ij li'IU1n ~1iI1 nlln f'I'J1lJ dlu ltllA' ua",,,, t UIJl1t1'1~ 4 .6 

tJl1'rH~ 4.6 r.lflO1rlJl1'l"l\ll1f'hn"'tl1n~"l1n1filJnfl'l1~.auu1tJl~'IIt1"'~fl\!ft C 

~tJ1U01nh PM 24 .f'lUJ-l 

.- ~nM1",iluitJi~ """01 (Ou) 3 o. 
~1U'lu"f.., 552 tlU~U~~U"1a",tJ'n~ 2 

'!I\&,II PAA 24 'ot"" '!IU1""tl"'~CUftmmr 7 

tiu'tJ~ 

1 i!\IIu",lI'l,Wlfl1 HfltJuil1 f}lJl11viufi ,ut 2007 l'lft1ft1lJU1~01 ~1~Uft1lJU1ii 

,..ii",1t.nil ~-1t}'l.I~ 2 fJlJl11~ufi flU'\. 2007 L'1f11ft1t1U1~n1 ~1~1Jft1t1U1~ "'~-1 

-i)UTYI 

2 iJftt:!~,j'1~L'lfl11/i'1tJ'!I'l~L'lfl1~ 1 
.. ... ... .. .. 
f'I~'lUYI 8 r:ltl111YiUfi fUt. 2007 L'lfl1\11t1 

u1~n1 ~1~1J~1t1U1~ ,..~~i)U1~ i1~1'u~ 9 r:ltlI11~ufi H.PI. 2007 L'lfl1~1t1 

~ t-~ ..... ...... ,j .J "7...1 ... .. U1 n1,..1 1Jfl1t1U1Y1 "'U~'lU1'" LLfl:: 'HL'lfl1Y1 2 FIt:! U." 9 ~tl111YiUfi f'I.PI. 

2007 L'lfl1ft1t1U1~n1 "'1ft1Jft1t1U1~ ,..~~i)U1~ i1~1'u~ 10 r:ltlI11";ufi 1'1 .1'1. 

2007 L'lfl1ft1).JU1~n1 "'1~1J~1t1U1~ ,..~~i)U1~ 
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'iil1n911'l1~~ 4.6 LLA ~~~ a'ij,) nn ') 'tfl1'l'iil'-" ph '£jl'l1J 1n ~'iil1n~ti'IJ n f'I'l1).J 

Lilull111f ~i1 .. ,,,,.,~ •• n~.",f.~.Ii'"fl1:"I1", PAA ~:".u 24 ,r,1~. 

41U'lU'lltNicytrm:tnlihflun111J11'l'iil,"1'h'Ei"'t11n~~ii'hLYi1riu 3 YiUtlUIlU 
• • 

'IIi1-1fh 'Ei fltl'ln~li'-1'\.nJ" 2 tlU';U ~'luriu tl'lUH'41lJ!ll.lf'l1-31un11")uff)U 1U011' 

lJI1'l';n.n,h'Ei"t1rnJi 552 flf-l ~~'IIU1"'IItNirufln~nr~H1un1fLLtJfHifaJJfl 
'Blinn! l'l fl1 ;t'lu':iti LL ,PI LUU 7 lLft:::iim11 Lf'I'l1::';,h ljlltJ tn9\~ Ln ";u",,fit1 hJ~ 

,-.,-.. ~ ~~~ ,~~.~ .. 
. f'l1tJflufnlOl'ElUflU't1 1 LLfI:::t1UI1lUYI 2 YiU'l1'JUYI 1 'llJ,YI 8 LLfI:::')UYI 9 

f'J).Jf)1viufi f'I,f'L 2007 'WiiPi1'EilJltJ1n~t"1 ulJiLnfl-l"l1nm'llJl'l'l"""phtifllh'nii 

LilUn1'l~1'u'JtuVl1-lf'ltP.(JIA1AlJ1fi-1A1).J1'lf1lJ1'M"I"'1Pi1fl"thniil@f 

LPl tJ 'lfi~ ~ L ii u u~ PI LLU fI-ll'iU ph Ii "tlrn ii Vi 11 Pi1 Ii (;I1hn ffl ~11i).J '''1' n 011 

•• n •••• li.~.;;,"'iii PAA 8 ,r,1~. ;.'iii~n",'~'flulI111fii"Ulh11.I1:n. 

~1 LL1.lU" L;I EJ'l ri\u'li UrlU L ~fl '~J1U tJi'EI mm"t''lCU1 Pi ') il fit! 'In ii~-31Iiii n1 1\'1 n-l 
utJWJjjn11~ VittmtJtln~1u."'U-1'!1tl-1'h'Ei "t1,.nii~~UVilJ"'1n~fiYJnf'l'l1lJd:]uhJ 

lli'lu""WJnn:1~ •• "~ •• l"z!l~ 4.7 

N, tworll AnaJysls 

,., .. ~"I ~~~~.~".--~"'~ .. --~., .. -,'"" .• , -.~"" .. -..~"'~~.'"'.,-,.~".,-,,,~,,,,,-,,~,,,~.,,",.,-,,,~,.,,-,.~"" 
'* 1",lGsocc_·_·zs. .. • __ .. 1 

.,"' . , ,-.,-.. -~.~ 
Z1.J'VI 4.7 tJl1LL'VIU'l'DfI'If'l1~~1J1nIJl"1Ln~'D'I.InU"tlflSJ~ C 

~1nn11f;l1'l"''VI1'hafl1.J1n~,r'lftfl'l%~~hun1ni1 PM 8 .f'lllJ'I 

"'1nltJ~ 4. 7 LLftfl'l114L~Un11f;l1'l''VI1'ha~tl1ni1~;tl\!fttl~n1lJ L'l~1 
~hUn11LLtJ~'1 PM ~1::-~U 8 .f'lLlJ'I YiffilJ~'1~1LL\nklltl'lfha"tJmi1~Lfifl 
;unU;f1~ft C ~'1i1,r'l\UJ'" 2 €u~u 3 tJi1LL'VIU'I ~'111tJft::Lt1tJfI'IIfI'I~ftn11 
• :,,~,., 11 .1110;;.' n~ n."~ ,fl\llI11~ "~ •• , u.':1.~ 4.7 
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~n"""Lilu\u\~ 'li'N1'Jfl1 (-JU) 1 

1,892 'U'~~W~"" •• U'n" 2 

8'01>N "IIU1f11'1tl-1ftC\:lfl minI 10 

ilfltH'li/H~'Jfl1 t"'t1'li'lWltnf1"'U-l fltl1'Ul1 1 fllJ111liufi " .PI. 2007 L'lft1fl1lJ 

U1~n1 "'1~U~1lJU111 \{~-1~U1Vi ,h1'u~ 1 ~lJI11~Utf 1'1. PI. 2007 L'lft1~ULtl" 
VI"'~ ........... 'Ii ..: "7": ... ~ U1 n1 \1' Ufl1lJU1V1l1tH'lU1V1 ~ft::: 'NL')t'ITVlflfl-l Plfl UVI 1 fJlJl11'Vf\./.fi IOU'!. 

2007 L'lfl1aULii~U1~n1 ",aUfl1lJU111 "~~i)u1ii ii,,1'u~ 1 fJlJll1~Uti PUI\. 

2007 L'lft1aUui1U1~n1 ",aUft1lJU1Y1 ",\1"ilU1Y1 

jj",il",I-l-U'lft1 Rtl1'Ui1 22 fJlJll1ri'ufi Pl.'\' 2007 L'lfl1ft1lJU1~n1 ,x,aUfi1lJ 

.. oJ_ ........ ..1 .... r a .. ~ ... a 
U1Y1 \1U-3'lUTt'l n-3'lUVI 22 rpJI11YfUfi 1'1.'1. 2007 L'lfl1 ULtltJIU1 n1"., Utl1lJ 

, "' . , 
U1V1 "'U-l'l'\.J,1Y1 

"11 n '" 111"~ 4.7 LLA "''' eJ filil1 n n1 1111 1,)'"1 \-1, ~1 ij IJI tJ Tn ~"I1 nil5Yj n PI'l1lJ 

'" ,.,H .l," .l.... ., .l." 1 
LulUu r.r1 V1lJiltNL'lfl1V1fl"'lJ~"tl"'!Itl\!fl"'l£m1'LLufl" PAA ."r.;"u 8 'D')),N 

41U'lU,.tl"ft'lJflm;oI~1.nun1'9\71"''''"fhijfllhn~~il'h~'';1riu 1 l'lutTutTu 
• • 

•• "h."U1n.hi,""" 2 'u'~lburiu 1.uH';luOU""'Un11'lU1tl~1un1' . , , 
1Jl1''l''l'''1Pi1fjtfllJ?n~ 1.892 P'lf~ 'i~'IIU1tf1'11fl~ftrytrnttnriiH'un1"LLtI~~.nfl\l~ 

t1~nn.J ~'l~ 1 ~'lEJ~ti LLoft PI ~tlu 1 a LL~ :;ilm 1~ UU1::,r Pi1 fj tfltlm ~~ Ln~;u 
• • , •• \UU 

- Pi1fjtfltl,.n~t1u"u~ 1 LL~::tTUtTU~ 2 l'lU1 1-rU~ 1 LL~::-rU~ 22 

Q"Jl1,;ufi A.A. 2007 \,j\lfil,h."u'";;'.1 ""Lil."lnn110"'"""1 

fj~t1,.nj1d]Un11~1U'lt'UVl1~"ril"f'l1~LJlN~~1J.J11{1"M"I"'1'hfj~t17nj1'l1i 

~tJ\ tJl'l1J 11 ~ ~ 'IIt1~ n1 ""1''l''l,..1 ph fj ~t1 1n ~ ~ 'ltJ~ti ~ tT ~ LLtI ~~ ~~ tJ ~ ~ ;itJu 

~1 J.J 11{1 (;l 11 "1,..1 Pi1 fj ,,1.1 1n iilPl ~ 1 LL ,..u~ L~tJ'J riu~till n f'I'l1)J Lilu ltll~ tT~ LL~ ~~ 

1UlJl1Tl~~ 4.8 
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~ .• 1.1" _..l ..... ... 1.1 k 
fl1 'MUI 4 .8 ~fln1"flM"''''"f'11'-1'' 7nfl'"l1mfiYlC;!~'!ItJ~,.,.u. fN'!IfI'l"DflJ;jft C 

-Ofi 

~1U'lt.U·lf'l 

'IIU'I'I PAA 

tTu~u~ 

1 

2 

~'hun1ni1 PM 8 iol~, 

~\;jtJU~6'lu.t1ft~ """01 (ojU) 1 

1.892 tlU~U~~U,ha"tl7n~ 2 

8 ..rol~, '!IU1 ""'tl-lfl ryin1:tnl' 10 

il~f1'l1l/H\')ft1 Lt1ItJ,j'l'l\'lfn~",\l'l fltl1'U~ 1 rJ).J1l1~ufi 1'1.1'1. 2007 \')ft1~1).J 

lJ1~n1 ~1~U~'nJU1li "'~'liju1li n'l1'u~ 1 f)).J111~ufi PI.PI. 2007 \'lft1aUL~Pl 

U1~n1 "'"a1J~1).JU1Yi "'~'liju1Vi LLft::,j'l'lL'lft1~~tl'l Pifl1'U~ 1 fJ1Jfl1~Utf PI.f'!. 

2007 L'lfl1flUL{jPlU1~n1 ""aU~1).JU1V1 "~'li)u1Vi n'l1'u~ 1 I'llJ1l1~Uti PI.P1 . . ~ ~". . ... 2007 L1ft1 11 \ 1U1 n1"' Uf!1lJ\.l1Y1 ,",U'l'lU1V1 

ij~il,"O"O.' ii.oju;; 22 Qum,;'ufi ' .•. 2007 L'lft1f11).JU1Vtn1 ",aUft1).J 

U,Y1 Ui'i'liiU1fi ii'l1'u~ 22 fJ).J111~ufi PU'I. 2007 L'lfl1~tHtiO'lU1Vtn1 ""ftUfl1).J . • • • • U1Yl 'In.HI'lU1V1 

.. . • 1.1 - _ ... ..1 ..... 
'"I1ml111-lYi 4.8 LLflfl'ltJft'"l1nn11f1M'iI'\.t'f'l1tJI'I ,.nfl'"l1n'1tiYl~L'IItJU 

•• "1.1., ;Ni".mij.unu'iii~nM1u'flu1tJlli~n1.l':n1' l".Lu.f,;i.,uOU 

"f'~1~un11'1'l"~1f11""1.ITn'ij'h'~1nu'iii~n.01~lilul1.llli 

- ."~. D ,t1u'.~.,"m;ul.';:;~~ •• ul.>l.",~1l',a';;U"~""n1' 
~ ~Ut.lYi n m11i~1t.1,jrmn ~1J L'I!u1 L;itlt.lf1lJIl1~\dfi ~1lJ1 ftl ~ 7'l"ll-11 Pi 111 MtJ1n~ 

l~~n1","~ ... ,."~.IiO"'iii PM 24 iolu' ,"n'iii~n~01~Ltlul1.llif".:'iii 
~ ~ L;j [Jt.I~ ~ UtJ fi~ ~~ 1litJi1 u mJ~'Dtl.:J f'I,ll"tJ rn b1~ utJI n,h.:J nu t~tJ L ~tll "J, tJ IRtl 

n1 .;;., 1<'" '" "oll.n .,' lliij n "~ h, ""IUJ ii n 1'1 vi "f.uu. n., "~ti,,", 

fl1".1.I.n;;~ ~u"u" 1 n'iii') n M 1U ,fl u l1.lllilu"" u~ ii nnvl .'"~"' lujtl ~ 
4.8 
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Network Analysis 
~-------

'0'" .. r,. ..... ,.r.. .t,. 11.'.. ,.... ...r.. ".r.. ...r" """ ,""r.. """'" ... r.. .,.. .. 
,~ 

' 1'00 s.. C ..... • PM · ZSco,. N ..... _I 

_,-J 1~'" , ..... t .... .J ... 
"I1nlu'YI 4.8 U.fI!1l~ t.m,um'1Ii11'l"''''"fl1 ~f11J:m~'r1'l1fllolfifl'fn1).H'lfl1 

~hUn11LLtla-1 PM ~1~~1J 24 i'lLlJ-1 ti1'il)J~-1c;i1LL,.nl-1'!1'il ,uh~Vltlrn~~~nfl 

~Un1J;fllJa 0 ~-1jj~.nn.JPl 5 t1U~U 7 c;i1LL"nJ-1 ~-1ntJa:::L'iltJfI'!I'il-1t.Jan11 
(ij'1'l",..1 ~1 EiV'iu:m Pi"11n'l nfl'l1lJ Ltlt.! hJ1~ LLfI Vl-11utJm'1-1~ 4.9 

"'I1ntij111..:J~ 4.9 LL~"Ht.Ja,," nn1'1tij'1'l"'.n~11J(1ltJ'mPi"'l1n7jfi'lnfl'l'UJ 
'" , .".-J_., -J __ •• . , .J.-Y. 
LutHu LI1l V1lJlI'HL'la1Y1alllJ(ij"tN'!Itl~aC7)'ltln11LLufl-1 PM V1'1:::f1U 24 1I']\1.N 

41\J/lU'll'il-1iryaminr~H1Un1'1111'1'l""'"fh1JVltl:mPi~ii~1L';1n1J 3 11.1 YiU 
, , 

€Uv11J'lIfl-1ph ilflummYi'-11UJ fI 5 tlUv1U ~'ltJ IlU lVltJl-D'41u'l'Uf'lr-11un11'lU1flU 

lun11Vl1'Y""'"fl1Ei"'U'1nPi 552 f'lf..:J ~-1'l1U1V1'l1fl-1iryftn1fnr~H1un11LLtlfl-1 
... y ......... il ........ ' .... I ... .J_J' 
"lItl1;lfltl,*m').J l'lfl1V!'ltJ'lti l.L'iifll lJ 7 I.LfI::).Jn11'llfl?1::"fl1r:.J~um~VI Lntil"lllJ 

., •• tun 

- Pi1iJtil1hn~~ ntTlJ~1J~1J~1 ru "li'l-.ll'lfl1",ma1'l ih..r11J1CUm11i-.l1lJ 

.J ... .J .. ... .J ... .. .J ... _ ~ t ".J, 
lI'l~'llJVI 5 t1~'llJVI 10 ~).J1l1~lJti fI.P!. 2006 VI).Ju1).J1cum1 "II~1lJVlUl1ln~l1~ 

, ., -' . ..~ l' -J1 • -. . oJ n'l111'l-.lL'lfl1tllJ ~f1mJu12J1CUm1 M1lJVI nfiLflEI~nlJ).J1n I.LfI::'llJVI 4 

• , - . ,-J . , .~ l' -J , • 'llJfl1~lJfi PI.P!. 2006 lJm1LufiEllJl.Lufl-.lu1lJ1CUn11 "lI~1UVlI.L(1Jn(1J1~"I1n'llJ 

~lJ1lJ1n~flf1 tfltJ"I1nn11{J11'l"l~t11J~1J~1hJilfl'l1l-JiJfltJ1n~1f11lnf1;U I.LtJi 

L d t1 ~91 n n 111111'l"l"1 Pi1 ~ ~nJ Tn ~ d~lJ m1~ 1lJ 'l CU Vl1 ~ PICill1l PI 1 fll1l N~ ~ 1l-J 1 1t1 

11I1'l"l"1fi1~l11tJ1n~1~ 
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~n"'1~Lilu"J'lIi 'II'l~L'1fl1 ('iU) 3 

552 -DU,jU~l'i1J Pl1 ~ V)t11n~ 5 

24 ";11~, "DU1f'1'!1tHftCYflnttrU 7 

ih,u-l1hwlt'n ~'fl1'u~ 5 Q~fl1~U€ PI.P1. 2007 L'lfl1~1lJU1~n1 ~1~1JL~{;n..!.1l1 

• - ,,-\,.o".r ~ ••• mlJ 1J~1)J'lU11'1 CN UVI 6 Q).Jfl1'V1U PI.PI. 2007 L'lfl1f11)..lU1 n1 '", UL"I'" 

U1l1 ft1l.JftUft1).Jilu1ii 

ih .. il~'1h~L'lfl1 ~'il1'u~ 4 fJl.J111~U1f PI.PI. 2007 L'lfl1ft1l.JU1~n1 "1ftULii(;lU111 

ft1lJftUt't1lJ'lU1Yl ~~1'"W~ 5 Q$J111li"ufi put 2007 L'lfl1ft1lJU1ftm LhaUL.!j", 

l.nVl ft1lJftUft1lJilu1Vl 

j:Jftt1~'II'l-3L'lfl1 t(1)tJ'II'l~L'lfl1V11 " • .,U~ 6 Q~I11"Utf •.•. 2007 L'ltnfl1lJ 

U,"n1 "1ft1JL~"'U1ii ft1lJftUt'i1J.J'iU1Yi ii-31'u~ 7 1"J~.m1liufi PI.PI. 2007 L'lft1 

ft1).JU1~n1 "1ftm.!iI'lU1;; ft12-lftUft1lJilt.r1;; LLfl::1l'l'H'lfl1~ 2 ;;'tl1'u~ 7 

I"JlJ111~Utf put 2007 L'lfl1ft'U.Ju1~n1 "1ft1JL~v)u1V1 ft1J.JftUft1lJilu1V1 ii-3<ju~ 

8 fJlJll1ri'ui ru'\. 2007 L'lfl1ft1lJU1~n1 "'ftm';flu,Yl ft1lJftUft1lJilU1Y1 

~\li1>1'11'l'U'H'n ;;t)t)UYl26 rp.Jf11ri'uti PI.f'!. 2007 L'lfl1fl1lJU1«n1 ~1fl1JL;IfIU1Yi 

fl1lJflUfl1lJ'iU1Yi ii~1'u~ 27 'llJf)1~Ufi PI.I'!. 2007 ~'lfl1fl1lJU1«n1 "1flU~<1" 
\nYi 'tI1lJflUfl1lJ'iu1Yl 

ih'lt)~,h~~'lfl1 Lflmh~~'lfl1Y11 ~tl1'uYi 3 f}lJf)1WUfi PI.f'!. 2007 ~'lfl1fl1lJ 

U1~n1 ~1flU~~"'t.nYi fl1lJflU~1lJ'iU1Yi ii~1'u~ 4 QlJfl1liUi fU'I. 2007 ~'lfl1 
~ ••• • • _. • .0 51lJU1 n1 \-11 1JL'1f'1t.11V1 51lJ U51lJ'lU1V1 U,fI:: 'l-3L'lfl1V1 

. 
2 ~tl1'UYl 25 

I'JlJ1l1~Ufi PI.PI. 2007 ~'lfl151lJU1~n1 "1fl1JL~"U1Vl 51lJflUfl1lJ'iU1Vl ii~1'u~ 

26 rJlJll1'1-iufi PU'I. 2007 L'lfl1fl1lJU1~n1 "1fl1JL~IJIt.nVl fl1lJflUfl1lJ'it.nYl 

L"UYiU~1~fI'!Itl~n171117'l'1\-11fhljlflum~~'lu1jti~~L~tJt.I~IiILltJfI~ 

fl1lJ17tllJl7'l"'\-I1 Pi1lj ",urn ~1~ ~1 Ll\-lU~~tn~ LPltJ~nu'itiYJ n P\'l1lJLi'Julul~ 
.. • . ." . .0.... ,. 1"" 1 • ." •• 
~t.ltl~1it1nlJn17U IUfl1"UUtl UVllJlIn'U::'lI1 nu ' J ~t.I f'lN\'I.1-3 Lltl'lfl1f1U Iit~Vl1 

t" ~ fI ~111\ LlIII mi1 ~ nu lLfI:: d~t) t ~J 1 [J fit) n17~" 17CU 1,i1 a "U7 n ~'-31~i:l n17 

\'111 ~ utJUlJ jj n71w Vi 1tllJUt1 mi1 lL \-Itl~'!It1~,h lj CJlU7n ~~ ~ U Vi U 1it1 n'iti~ ~ L;J tJ U 

•• "tl.,tU""UlJnnTll'l."' •• 't1Jztl~ 4.9 
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-l 
I 

...... ,>{.. ,.... ...... "4., ....... .,.,.. !:W.. ....... "..,.. ..._ -1- ........ ~·PM· __ 1 

. 1"" • , , "' . 1 _oJ ... .t ...... 
!'U'VI 4.9 fJl1u.'\.nH~tl-1f\1r.J~urnlJlVlLnQl'llUnU'1lt)\Ifl D 

~lnn11fll'l'it"'1I'ila"thnmti~eL;JtJt.I~~UtJfl-3 

'"I' nitJ~ 4.9 uft ~-l1 '" L MUn17lJ1 ''l,\-11 Pi 1 £i"tJ1n~~~f)JJ fl'il'innJ L'lfll 

t.hUn17Utlfl-l PAA ~1~fi'U 24 .{'ltU-1 Yi1fllJ~-lvilLL\n.i-.l'lltl-.lf'h£ifltJ7nijj~Ln" 
fUnU;Jt1\jfl 0 ~-.lil~-l\n.J" 3 t1u,ru 7 ~lLL,..ti-1 ~-111Ufl::LiltJ"'IIf1'UJfml1 
01'l.~"h;;",hn •• ' n~n"01.'ilu1tJ1o\'u~ •• t"o'n.~ 4.10 

'itlnVll11-1~ 4.1 a U~ ''-.It.lfl''tlnn11lJl7'l''l'''1f'il£i,,tl1n~''Iln~fi~~L;JtJU 
." utJ .. ~.l~". tn.,"".n1J'iii~ n .0,.,ilultJllf t""tu"f.d'huou"f.~t~ 
tun11.,,.~,,;,;;.tJ,".~'h"."n1''iii~n"0'mil,,1ulli ~."."nn11 
1)U'l1'1::';f'il£i"tJ1n9hnJ~1 ~llJl1mn!l'l-.lL'lfll~;rfllJflihIhS1tun111i'11\&~ 

uonoh.n1,.o.".,tu u."~u;.',"n1,H.,u~tn.,"".lfu.'nlli"ulfu 
il'luil 11tJ fl :: L~tJ fl'lltl-1'1l'l-l L 'lfll~ UlJI n "',-1 riu';-1lJit11tI~ 

- 'iii~ ~ ,. ""If. UU •• 'WV<1J';,;; .u1n;;~ ,ii .. , n'iii~ n .0'. ,ilu lul • 
........ .J ...... ..J .... ~ ... ~..I ..... .J 
tlUflUVI 4 fttJ 'llJVI 27 r))J111ViUfi 1'1 .1'1 . 2007 U.ft::tlUVlU'Vl 5 At) ')U'Vl 24 

rJ).I111~1Jfi PI.f'!. 2007 

- ~fi~~~;JtJ1J~f1U.tJfNViUflh~f1tJrn~t11J~U~ 2 fit) 1'u~ 1 fJ).Ifl1~ufi 

•. ~ . 2007 tu.,"",,"'iii~n"o'~'ilultJllf'WV<1J'h;;.lhnii~.,u~ti.d 
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-. ~l;l[lUf1"lL-tJfi-l -,I'Hl'lfl1 (1'U) 3 Ofi 

• 
""U'llJPlf-3 330 €U~u~~u~1D~tJ1n~ 3 

'\&1/11 PM 24 ."y~, 'U,,,.,OI\lOn,,or 6 

t1UCliuVl 

1 i:I~1l.J1I/NL'lft1 tflmh~L'lft1Yi 1 Pi~1'uYi 4 rJlJl11ri'ufi fl.". 2007 L'lfl1ft1lJ 

~ ,x.' •• - ._".J -. U1 n1 ') \JL'H~IU1Y1 ft1lJ tlfi1l.J'lU1Y1 (1-3 UY1 5 f))'JnTY'lU !'I.PI. 2007 L'lft1 

~ ... ~ ...... ~ .. '"",j ..J ..... ..J ....... ft1l.JU1 n1 1-1, \JL1iII'IU1V1 ft1lJ tJt'!1)J'lU1V1 'HL'lft1V1 2 PIt! 'lUY1 5 f)lJfl1YiUfi 

".~. 2007 ~ "a" ... fl .......... ..J L'lft1ft1l.JU1 n1,.., lH"t~U1V1 ft1lJ ufrU.J'lU1V1 f1-3'lUVl 6 

~~m';u' ".~. 2007 L'lft1ft1l.JU1~01 ~1fllH~"U1Yi ft1l.JflUft1~i1U1i1 LLft:: 

; .J_".J -' ~,x.'. 'l'lL'lfl1Y1 3 PIt) UVI 6 fll.Jn1ViUti fU'I, 2007 L'lft1t'11lJU1 n1 ') UL"IflU1Y1 

ft1l.JflUft1l.JiJu1V1 ti'l1'u~ 7 rp.Jf11'tiufi" PI.I'I. 2007 L'lft1ft1lJ'\.nRn1 "'"a1H~f'I 

U1;l ft1lJfluft1lJilU1V1 

2 iift1lJ,h·U'lft1 ~f'I[J"HL'lft1V1 1 ftt1<)UVI 1 f})J1l1~ufi fU'! . 2007 L'lft1t'i1lJ 

~ ,xii' •• - ._".J -. U1 n1 ') UL ... "'U1Y1 ft1lJ Uft1l.l'lU1V1 1l.:J U'YI 2 f)lJIl1YiU PI.Pt 2007 L'li'l1 

ft1lJU1~n1 ""atlL~U1t.I1V1 ft1lJfltlft1lJilU1V1 "II'l'lL'lft1~ 2 iiit11'u~ 7 f)lJ1I1'tiufi 

".~. 2007 L,)fi1~1l.JU1~n1 \f1f11JL;~U1Vl ~1l.JfllJ~1l.J~\J1Vl ii-11"'u~ 8 

~~m';u' ".~. 2007 L'lfi1ft1l.JU1~n1 ,.hfllJL~IJIU1Vi ft1l.JftlJft1l.J~U1i1 LLft::; 

-'!,)-1L')ft1~ 3 R~ 1"'u~ 8 fll.Jn1t1ufi ".PI. 2007 L'lfi1ft1l.JU1~n1 ,hfllJL;IIIU1Yl 

ft1l.JftlJft1l.J~U1Yl n-11'u~ 9 fl).Jn1~ufi PI.PI. 2007 L,)fi1ft1).JU1~n1 ,\'1ftlJL;1II 

U1Vl ft1l.JfllJft1l.J~U111 

3 iJVlU-1-,!'l-1L'lft1 R~1'U~ 3 fll.Jn1liufi ".PI. 2007 L'lfl1ft1l.JU1~n1 ,\'1ftm;IJIU111 

ft1l.JftlJft1l.J~U1Y1 n-11'u~ 4 fll.Jn1~ufi ".PI. 2007 L')ft1~1l.JU1~n1 ,ham;" 

U1Y1 ft1l.Jfl lJft1l.J'lu1Vl 
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> il > .J" X -" 1 .J. " '" - 'B~\!ft E ~ \lll!ll;!flYlfl'J1~"U~1nLLn2J " 'NI.LUtJ A Y12Jfln'!fCU::n11 'II 

~1\n.l1n ~ PI ~1tJf'I~.:J flu ftnttCU::n11 H'~1'\.&"t1n 1~tJl '!I~ fi11J11ClI'l1'l"tVl1 "'1 

i.i PlU 1n Pil~ ~ ~ ~ ~f1 t "'~ '1 tJ lJI'il n11~"'11 N ') Pi ') ii ~tJ 1n ~~~ l~jj n11ei h~ LLtJ UJJ ij 

n 11~ Vi ~!I).JlJfI n iii"! LL \.".l~'11 tH,h fj tJlU 10 ~~ ~UVitJ"'1 n1fiYj n 1'1 'l1lJ \ \] u ltJl6iL u 

""UIJ~nT"l •• "~.,t\lzU~ 4_ 10 

0 •• -,. 
I 1 •• toSo<c_.PM·zsooq,_1 

auvl 4.1 0 ~1LL"".l-l'lltl-lPl1lj ",tJrnJ1~ LiiPl;urlU;fll;lft E 

" '"1'0 n17111 t'l"tVl1 phfj PlU 1n ~""H~'Mi)fi 

"1ntu~ 4.1 0 LLftCl'l-1'~li~Un1'1'I1'l"''''1Pl1£iPltbn9\~~tllJfltn~nn.Jl'lft1 
r.l1Un11U.t1fN PAA ~"::;"1J 4 ,l'lLI-J-l Viffi].J,r-1tti1LL\nl-1'11tl-3'hfjCl'llJ1n~~Lii'" 
;uri'u;t1J;jft E ~>3i1~>3\nJ" 2 tlU';U 5 ~1LLVI\l>3 ;-l"1tJfI::;L~tJPI'!I'il>3tJftn1" 

.1'l'""""""tJ'n.'"n~n"o""'il\l1tJ'\If"~ .. t"."Tl'~ 4_ 1 1 

L"tllUI'l1'i'1>3~ 4 .11 dltHJfI"nm1(ij'j''l''tVl1,h aCl'ltJ'n~"'1n1jfiYJn 

M1",u,,1tJ'/i ~il'O"O.1~."~ •• ".';"~.IfOUn1,"tJ.. PM ~,:.u 4 
{'lL~N ~1U'lU'll'f)-l~ruim;nr~lflun1flJl1'l"''''1'hfl(fJtJ1n~~;:!'i1~Vl1riu 1 t)u . " 
~u1Tu';U'!l'D~,i1 il "U1n ihi'~'\.nJ" 2 1Tulll'u If'lwiu ifltJloi41u')u"f~lun11 

o"'tut"n1"'O'~1';1".tJ'";; 1 26,380 Ai'. ;.,,," •• t'.'lItI'n,.nl-;jt.;t\l 
n 11UU fi~;rfl~\,\ tl'l~m'lJ ~ ') fl11;'l EJ~fi u" PI Li~ u 6 UfI:::;:\ n11i1 LPl11 :::"'11 il ~U Tn m~ 

'".;" •••• 1tJil 
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~n"01~LilU'u,~ 'II'NL'un (tJU) 1 

126,380 €U~1J~'YiUfhr:iV1tlTn~ 2 

4 "ol~, "lIU11J1'!1fl~iryinHru 6 

iJt'l1lJ'!!'l-3L'lfl1 tflU'!i'J'U'lt'l1l11 ~fl1'u;i 23 ih~1''IlJ 'OU'!. 2006 L'lfl1L.!i"U1~n1 

1l'1.IJLI'i1U1~ 1l'1.lJft1~'iU1~ ii,.,u~ 23 ih~1P1).J PI.PI. 2006 \''lfnft1H~fI 

U1~n1 ,hftUUhU1Y1 'I¥'ftUt'l1JJilu1Y1 ,j'l~L'lfl1~ 2 ~t11'u~ 23 iiU1fUJ f1.PI. 

2006 L'lfl1flUL~V1U1~n1 'l¥1ftuu'hlJ1V1 ,",fttJt'l1lJilu1V1 ii~1'u~ 23 ih.l1P1lJ 

PI,PI. 2006 L'lfl1fltJ"1U1~n1 'I¥'ftULnTU1Y1 "1fl1Jfl1lJijU1Y1lLfl:::'IIIHL'lfl1~ 3 

..... ..1 .. ~ s<a n ..... a ...... 
f'lfl'lUYI 13 u.J1t1EJU flU'!. 2006 L'lfl1L'"tflU1 n1 "', UL 1U1V1"' Ut'l1lJ'lU1Y1 

ii~-ru~ 23 iiU1f'1).J fU'L 2006 L'lfl1fttJLiiIllU1~01 ",awn')u,;; "1ftUft1)J 

• ilU1Y1 

iiflt'l-3'11'l-3L'lfl1 LflU1h.:JL'lfl,l11 A'il <}uli 23 iJU1P1lJ fHI. 2006 L'Unft1lJl.nRm 

"a n ""a ....... ~..1 ... .. ~ ,.., U L 1U1't1 \1' Ut'l1lJ'lU1'Y! (1)3 1.1." 23 ).JU1").,J PI.PI. 2006 L'lfl1L"I!1IU1 n1 

li'1ftlHn1U'Vl fl1lJftUftfl>3ilU1Yl LLfI:::'II'l'1L'lfl1~ 2 Afl1'U~ 13 n.JM1UU fI.f'!. 

~ "'~n ...... ~ ........ rf.J ... 2006 l'lfl1~1)JU1 n1,..1 m 1U1." \-11 1J~12.J'lU1'" n-3 'U." 23 2.JU1f'1)J f'I.f"i. 

2006 L'lfl1l~~U1iln1 "'1~1JLfl1U1il "1~U~12.JijU1il 

'_., _''"~ •• ~ ,~.J • 
- f'l1t.1~u'lnLJI'flUl1I1JYl 1 Uft:::'flU~1J'YI 2 YiU'l1'J'U'" 23 J,JU1f'1U f'I.f'!, 

2006 0"" 13 L~""UU ".~. 2006 ru 'o"O"".,",ho'~MiJn111'Pi1 
_ ., _, •• ". oJ •. X .. ,,., ... • 
t.I~u'lnLJI L611 ft~ LlJ LU'U'fl1Jft'YI~n~Tl~'UuU1 Uft:::LU'fl~1lI1n'l1LuUn1'1.~2.J'U'fl1Jft"l-3 

';1 ''''f'flJ,!fl ~-3 n d1'l ~fl nMcu:::~a "tbn j1t~\-I1 n~ n1 'I~1U'l CUflti1-3 fl::: L tlElfl tflU 

n1'1f111'l1ll"'1,hafltbn~LtlUn1'1~1U'lCU'YI1-3f'1rllfllf'!1(q1ll~-3(q1J,J1'1nfll'l'l1ll"'1,i1 

E"u1O.M 

tfl [JVi 1J~ 1 t.I fl'U1l~ n1 '/(11 'I'l"l\-l 1 "1 a flU 'In Ui If 'luijfi~ if VI UU ft ~ tfltJ ~ L;J ElU 

ft 1~110 .1"~ 1 Pi1 E.U 10 .,~ ,j, 0 ~ti".", nlJ 'iii~ n "01~ L fl u ,u,1l ., oft "' 

lUIII1'l1-3~ 4.12 
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~n"01~'flu11l1' 1I0<LO.1 (OU) 1 

86,324 t1t.1';U~l'iU,h lj fllbn~ 2 

4 iol~, '!JU1 fl'!lfl-3 if t'Ufl' nHrU 6 

ilt'l11.J'!I'l-3L'l~1 LfltJ'Ii'l~L'lfl1~ 1 Rflt)U~ 23 i:h~1fU.J fI .PI. 2006 L'lfl1L~"'U1"n1 

""ftulI'hu1Y1 "'"ftUfl1lJ1lU1Yi 0-3t)U~ 23 ijU1fUJ rut 2006 L'lfl1ftULtll'l 

~ "fi ....... a ... """II ..1 .. .,..1 .... 1.11 n11.n ULnT\.,ITYI '\.l1 Ut'l1lJ'lU1'V1 'FH'lfl1V1 2 f'lfI'lt.ll1 23 1Jt.l1P1lJ PI.PI. 

2006 L'lfnR1JLti~u1~n1 ""ftlHn1lJ1Y1 ",ftut'l1J.Jilu1Yl ii-11'u~ 23 ilt.l11UJ 

,1.1'1. 2006 L'lfl 1ftU""\n~n1 oU1i1UU'l1U1Yl \hRuft1~.i1t.nVl LLfI:::'Ii'l-3L'lfl1~ 3 

..... -1 os ~ "a n ...... -a ..... f'ltl'lUYI 13 UJtnuu "'.~. 2006 L'lfl1L'UIt.l1 n1 \011 UL 1U1Y1 \01' Ui'l1lJ'llJ1 'V1 

ii-11'u~ 23 ~U1"~ ".~. 2006 L'lfl1RULi)I'IU1~n1 "1ftmrhu1Yl ",ftUt'l11.J 

• ilU1V1 

ilt'ltl-1;'l-1L'lfl11"[J'!I'l-1L'lfl1~ 1 RtlilJYl 23 ilU1f'1lJ fI.PI . 2006 L'lfl1t'11lJU1~n1 

l41ftULn1U1Vl ,haUt'l1lJilu1Yl ii-11'u~ 23 ih.l1P1lJ put 2006 L'lft1L;"U1~01 
"a Ii .. R ...... 11 ..j ..... ..j ", 1JL 1U1V1 t'l1).J Ut'lfI-1'lU1V1l.Lft:: 'l-1L'lfl''r1 2 Pltl ')UVI 13 ~)Jtt1t1U flU'I . 

~ 110 Ii '-0 - ._ • .J -2006 ~,)fl1fl1)JU1 n1 1 1H 1U1V1 ,"1 Ufl1)J')U1V1 tN')UVI 23 )JU1P1)J PI.PI. 

2006 l,)fl1L~'JU1~n1 ~1ftuuhu1V1l¥1ftUfl1)J~U1Y1 

..J , ".1 _ _ ... ..J ...... 
"1n(;l111~V1 4. 12 U,~(iI~~fI"1nn11111'M","1P11~"u1n(1l"1n,)fiVl~L'II[JU 

" • • Il", ;,111"" mil.unu'i1i~ n "01~ Lilu 11l11f~ nll ,.n 111"u, 1UOU" f'~H' 
'lUn11fJl1'l","1~1tj~u1n~ilihutl[Jn11 

- il ~ oJ - ~ •• 1 .J. • ~ - 'IItlJ.ifl F ~ UlItlJJ~V1ft'l1~'IIu"1nu,n2J PlNU,1J1J B V12J~nttcu:;lItlJJ~ 

Lntl~!1fUL,"jjtlUntlu,.w)Jtf'lNU,tltl A PIt) n11'f~1UL~ul"11til~i1~miN:;n1,.H'~1u 

Il 1O;;.ii 1 u .iI, nu« n,.",e01T t,;, 1 ' .. 1 n, ou 1 ~ ... ,i1If~ n11L ~~« n,.",e, .. 

zUu'1J1J~tj(;l1..l1njll~ 1 ~1U.",ti~ Htl1'U~ 16 n~1'u~ 18 i1U1P12J fU'I. 2006 ~~ 

OU ~1f1lJ1"'011H""~"nno"1l1n;; ~1~11ner"~11'i1""Il:n;;11f ;j,,~.111 
~ 1tJ ~tl n1 1~" 11N 1 Pi 1 tj "tJ 'm m~~1~i1n11fl11~ u,~u1Jil n 11~ ~ it1 J.J1Jt1 n 

~1 u, '"tl~'11 t)~f'i 1 tj ~U1n m~ R U ~t1"1 n ~fiYj n PI ') 1 J.J LUU 1tll~ Uu,~ WJil n"1~ ~~ 
.~",1upJ~ 4.11 
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I_ H'Clll h<~.PM·z-.._1 

• 
"11 nn11tJl1'l""" ~111VltJrn ii"~~tl,:i:)fi 

-,"' ,.. . -.' _oJ. 
(·nn,ufl4.11 LL~"'1 ~'H"''U.n1UI1'l''l'''1f'11~fllJ7nlJlYl''llflJ;!~tl,*nnJL'lfl1 

~hun1"LLtJfl" PAA ~,.::~u 24 i'lL~" 'fj~f1J.J~"~1LL"U""tl-.l'hfj"thniii~Lii" 
;uriUftU,ffl F ~"i1~,,"~~ 4 tlu,)u 7 ~1LL,.nJ.:J ~"11!Jfl::Lt1tJtJ\'IItl"~fl n1f 
1J11'l"l""h li fit! rniii"!1 nll nf'l'l1,.ufl\l1t11~ Utili"] llJlJI1'l1"~ 4. 13 

~n",1~LflultJl~ '111'LO.1 ("ui 3 
• 
"I't.I'lUf'lf" 3.192 ~t.I,juii'nuphfj"tbniii 4 

11""1'1 PM 24 ';01~. 'IIU1f1'11tNicu~m:tn! 9 

tYt.u;i'uV1 

1 ~"il.'II0.Lo.11."'li0.LO.1~ 1 "'''I!~ 16 ~1!1~~ ~ .~. 2006 L1.1~1!61!1i1n1 
'!I1.UJU1;1 '!IUU"':JU1;l n'<l1'u~ 17 ilU1fUJ 1'I.f'!. 2006 L'lft1'!11UJU1-R'n1 ,!!utJu1ii 

~U""iU1~ 

2 ;:Jt'ltl""N L'lfl1 Lt'lEJ'll'l'lL'lfl1V1 1 ~f11'l.Jli 15 ilU1f'1lJ Pl .PI . 2006LO.1~1!6u1i1n1 

~uuu1ii '!Iutj'rj",nV1 ii,,1'u~ 16 ih.L1f'1lJ PI.PI. 2006 L'lfl1'!1u6U1~n1 '!I1.Ul1.\1V1 

'!I\uFhnii LLfl::'ll'NL'lfl1~ 2 fttl1'u~ 17 ijU1fUJ fll. f'!. 2006 ~'lfl1~UtJU1~01 

~UtJU1;; ~Utj':jU1;; n~1'u~ 18 iju1fUJ PI.PI. 2006 l'lfl1~utJU1~n1 ~UtJU1;; 

~U""iU1~ 
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~n"01~LilU1tM ,10,,001 (i'U) 3 

3.192 €U"UVlYiUph~t'lthnii 4 

24 ..rol~. "IIU1~'!Ifl~iruinHcU 9 

jjft'El-1'!!'l-1~'l~1 L~[J,hu'l~1Y11 fif) t}uYi 14 ilU1fUJ fI.fI. 2006 ~'lfl1'!1UUU1~n1 

'!IUUU1Yl '!IUtj'ijU1Yi a'l1'u~ 15 ih.l'fUJ put 2006 ~'lfn'!ludu1~n1 '!IUUU,l1 

-""'II .J .. T ..! "-A" '!IumU1Y1 'l'l1'lfl1Yl 2 Plfl t.lYI 15 LJ..J1i1tJU PI.PI. 2006 L'lfl1,!!UUU1 n1 '!I1UJ 
... _ .... ..,.J r ... ....... 

U1V1 I!IUmu1V1 tl..:J'lUYl 16 LlJ11'1ElU PI.fI. 2006 L'lfl1i!)'\UJU1 n1 '!IUUU1V1 '!Il.UJ 

• ~U1Y1 

iltU.N'II'l.:JL'lfl1 tflEJ'Ii1'lL'lfl1Y11 fis iUl1 8 lJU1f'1lJ fU'1. 2006 '001~U.rU1Y1n1 

'!!UUU1Yi '!I1JU1U1l1 a'l1'u~ 9 ihnPllJ PI.PI . 2006 L'Hn,!!UUu1-Am '!It.lUU1V1 

'!IUtVlU1V1 lLfl:;'lI'1'lL'nl1~ 2 ~'tl1'lJ~ 18 ih~1f'1l-J put 2006 L'lfl1'!1UUU1~n1 

'!IUUU1V1 '!I\Uj'ijl.l1V1 ii'l1'u~ 19 )lUlf'll.! Pl.fIt, 2006 L'lfl1,!!utiu1-An1,!!UUUTYI 
• 

'!IUVrlU
'''' 

"1n[Jl1n'l~ 4.13 U.f!fl'l tJ fl"l1nn1"lJ11'l"l"'1f\1flf1tlrn~"I1nijfilJnPl'l1J.,J 

,flu1tJ1/( ~~"0.'0.1~ •• i1ii'.".~01i0"n1,utJ .. PM ~,:.u 24 -1'01". 

41u'lu'lltl'ld'ruftm;nr~lflun1'1(;1'1'l'"l\-t1f1i1~O'Iu'In~~il'hnbn\J 3 1U ~]J 
tTu lKu '!Itl-3,h ~ O'IU'lO ~,r-3\-t3J UI 4 tTu,;u ~'l fJ liu tilt) 1;-~1u'lu"f-31 Un1'l'lU'lflU 

""n1,,,o,~"""".tJ'n" 3.192 .f. ; •• ,," ..... \lJ.n"'nr;!1lilun"'.tJ •• 

ttllJ fl tl~n 'I3J L'l fl1 ~'lt)i)fi LL'; PI Li~u 9 LLfl:::il n1 'Ii) LPI'I1:::li ,'11 ~ ~ U 'IO~~ Ln 6l;U 

· . ,-,~ fl-3lJ1tl ~uU 

• _ _ , _"" oJ oJ-J oJ •• oJ • 
- P'l1t.1flu'lOUItlUvlU'VI 1 ',1'1I'l-3L'lfl1Y1 1 f'ltl'lUYI 16 3JU1P'13J PI.f'!. 2006 

tTu~u~ 2 ~1I'l-3L'lfl1~ 2 Rtl -ru~ 15 ilU1P'1J.J PI .PI. 2006 LLfl::: -ru~ 17 ilU1f'13J 

PI.PI. 2006 tTu~u~ 3 ~tl-ru~ 14 ilU1P1J.J PI.PI. 2006 LLfl::tTU~U~ 4 ~tl1U~ 18 

ilU1f'13J 2006 ~U~1 Lnfl'"l1 nn1'1L~J.Jfl m;cu:::'Dtl-31U LL\J\J~~ "tJ'In~H 1 
• , ..... ..1 ".t:..I ... 

11I1LL\-tU-3 P'ltl'lUYI 16 tNJ·jl.lYl 18 J.JU1f'13J PI.f'!. 2006 
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rflU"'U~1tJfI~!J~n11111''l'lt"1f'i1nt'ltl'n~;;'ltJ~fi~i",u.tlfl~bltJ~L;!JU 

~,~, '"" 7'l'~' Ii,;;" U7n;; tlio1, 0 ~u, Liim ntJ'iii~ n""'~ Lilu tuHf ., oft"' 

tU~l1rN~ 4.14 

~L;!UU"fl LLUfN 'II'NL'lft1 (l'U) 3 

2,220 tlU~u;t.,.nJf'hll,.t11f1~ 4 

24 ..rol~, 'DU1f1'!1tH«cyim;nl" 9 

il"il~"Ii'l~L'lfl1 tfl[J'Ih~L'lfl1~ 1 'fit11'UYl16 ilU1F1l.J PI.PI. 2006 L'lfl1~u6u1~n1 
..... - ........ .,j 

':IlUJ\.nl'l ,:!lUJ'lU1V1 Cl~'lU'" 17 ilU1f'llJ I'I.PI. 2006 L'lfl1~UU\&1~n1 ':!t.lUU1Yl 

~UU;U,~ 

Ot'lfl~,h~L'lfl1 LfI[J1l'l~L'lfl1~ 1 ;ltl1'U~ 15 ilU1"l.J PI,fIt, 2006 L'lfl1PJ\uju1~n1 

':!UUU1Yl PjUd'ilU1Yl ~~1'u~ 16 ih.muJ PI.PI. 2006 L'lfl1':1u6U1~n1 ':IUUU1;; 
_ ... "Ii .J".r.J... <'oR 

,:!UU'lt.l1'1'l LLfl:; 'l.:JL'lft1Y1 2 f'lt1 UVI 17 l.JU1PU.J fI.PI. 2006 L'lfl1':!UtJU1 n1 
..... _ ....... .J... ..~ ..... 

':!utJu,YI f!lUEJ'lU1V1 t1-.1'lUYI 18 l.J1.\1fU.J f'I .l'I . 2006 L'lfl1':!UtJU1 n1 f!lt.ltJU1Y1 -':IUmU1'~l 

iiftfl-.1'lh~L'lfl1 'i:fltJ'lI'l-3L'lfl1~ 1 ;If! t)U~ 14 iiU1fUJ '1.1'1. 2006 L'lfl1'!1u6u1~n1 

,:!UtlU1Y1 fjUtFh.l1il a,,1'u~ 15 i1U11'1l.J PI.PI. 2006 l'lfl1,:!UUU1~n1 ':!UUU1;1 

,:!UUrh~1;1 "II'l-.lL'lfl1~ 2 ~~ t}U~ 15 Ll.J1f1tJU PI.PI. 2006 l'lfl1,:!UtiU1~n1 '!!UU 

U1;1 ~UU:h.n;1 ti-.l1'u~ 16 Ll.J1f1tJU Pl.PI. 2006 L'lfl1'!!UUU1V;n1 f!!UtiU1;1 f!!uti 

• -'lU1V1 

nft.'~O",.,l.u~"L"'~ 1 ;; • .,U~ 8 nU'"~ ".rI . 2006 L,.'~U.rU'~m 

~U.rU'~ ~UU;U,~ O,.;U~ 9 nU'"~ ".rI. 2006 LO~'~U.rU'~m ~U.rU'~ 
_ ... "II .J",y.J... r~ 

I!!UfJ'lU1V1LLfl:::: 'l-.lL'lfl1V1 2 f'I~ UVI 18 l.JU11'1l.J 1'1.1'1. 2006 L'lfl1I!!UtJU1 n1 
r... _ ........ .J 

':!UtJU1V1 '!IUEJ'lU1V1 tN'lUVI 19 i1U1f'1l.J rut 2006 L'lfl1'!1UUU1~n1 ':IUUU1;1 

~uu"iu,;; 

"1n(;l111-.l~ 4. 14 U.fI (M~fl"1nn111J11'l"l"'1fi111fltl1n~"I1n";)fi~~(iElU 
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- ;rtu.l~ G Lihl'iftU;!~~i'l11'<l~lJ"I1nu.tl).l1f1NU.UU C ~ii~m!tru::;rt11Jft 
d~''il-.1tlfl.HVln'ilUri'1J LLW~Li'lN LL1JU A ~'iI n11'H~1\H11Jl'!1lJf~i:iflnl'tN::n'l1H..:J1l.1 
l.hn ~ Plfl1EJ PI ~-.1 nu fl miru::n111-n-11u"I1n L11J l'11lJl u."Viiin ') n~).l ~ 1 LL Vlti'l 

't11Jft~~~tlm~H 3 ~1LLl-1ll.:J l~u.ri dhLLVlti-.1~ 1 Pl1l1'l.I~ 19 ~hJ.11'1).l put 

2006 ..i'lr)l.I i:hJhJ1rufi11'H'I1lJL11JU'il[Jn~11hn~ c;i1LLlnl'l~ 2 Plt1r)lJ~ 4 ii-.l 

1'u~ 5 L)..Il't1tJU fI.PI. 2006 ~'11''U i:hJhJ1ru01,.1-n'l1'WL11JlJ1nn~'·11.hnlii LLft:: 
• ,oJ ..... ,J to.' ... _~ 1""" 

!Jl1UVlU'IVI 3 flt1'nJVI 16 UJ'lflt1'U PI.PI. 2006 V1'1'lU )Ju1)J1run11~'lI'11\H'l'UU'tl[J 

nrhu rn lii i'l1:.J 1ftl !Jl1'l"l"'1 Pil fj fltlrn Pill! ~'1 L ~a 1 t\~1 tJ vJ'B n11~"'1 Hl.\1 Pi ') 

fj flU 10 iii ~ '11;ril n11i'1 1''1 LL t.J 'LUJ ii n 11 ~ W1tU.JU'tl n c;i ') LL l-1 U'I'D'fl-1 Pi 1 f'j f1 tbn lii ~ 

~u~l""n'iii~n"01~Lflu 1tJ1Ii'lU""WJn",1~ or, ".""U,tJ~ 4.1 2 
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."n;tJ~ 4 .12 ".~~111' L"Un1'.'O'~1 Fi1 •• tJ'n.~i~~.~\jnffiLO.1 
rhWn11UUfl-l PAA ~1~P1lJ 24 ,r'lLl-J~ fj 1~lJ~'Wi1lL\1\l~'1Ia-3fhtl~1..I1n~~~iil1l 
J' ... ... .. ... :.. ........ , .. ... 
'1Ilmmlfllolfl F 'lhnJVI~\nJI1I 3 fl'Ul1IlJ 5 til1u.vn.J~ 'II'Il1EJfl~LfI [J I1I"lI'fI'IrHtn11 

1111')"1'\.111'11 tll1ltlm~"l1n'IJn"''l1)..Jd~u1tJl~ LL~I1I'11U(;l1""N~ 4.15 
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~n"o'"'ilulullf "'0"00' ('lui 3 

3,192 €~iU~~U~1n~urnm 3 

24.01", 1I\l1fl'll~HJtfcyam;nr 10 

ij\4il~''l''~'lft1 t6ltJ'!I'l~~'lft1~ 1 iiifl1'u~ 5 L)J1i1ElU rut 2006 L'lfi1'!1u6u1~01 

~UUU1Yi 'jutj';]u1ii ii,,1'u~ 6 L).Jl::t1tJU rut 2006 L'lft1'!1\lUU1flm '!!UUl.nYi 

-'!IUtYh~1'" 

ihI\12J1I'l~L'lfl1 LfltJ'Ii'l.:JL'lfl1Y11 f;tll'u¥l29 ih.l1f'1lJ put 2006 L'lfl1~uti\.l1Y;n1 

'!!UUU1Yi f!jtA!.i'i)U1Y1 ii,,1'u~ 30 ~U1fUJ fl.A. 2006 L'lfl11!)\UJU1flm f!lUUU1Y1 

'!I"WtJ1l.nYi '!I'NL'ltn~ 2 iiifl1'U~ 30 ilU'fU .. 1 rtf!. 2006 L'lft1'!!utJU1flm 'luti 

U1;; fjUtj1l.11'; ii,,1'u~ 31 ilU1fUJ ,1.1'1. 2006 L'U\1'!1UUU1flm '!IUUU1;; '!Iuu 

1lU1l1 Ufl::'Ii'l-3L'lfl1~ 3 iiifl1'U~ 8 U·JtnElU ftPl. 2006 L'l fl1,!!utiu,V;m ,!!utJ 

.. - .. ~ .. ..1 "fl ....... 
U1V1 '!I'WtJ'lU1'Y1 f1-l'lU'YI 9 L)J1!1UU fI.PI . 2006 L'lfl1,!!UUU1 n1 PjUEJU1V1 'Jut] 

-1JU1V1 

ih'U"1hH'lfl1 iiifl1'u~ 17 ih.l1f'1U H.PI. 2006 L'lfl1'!1Uthl.1V;m '!IUUU1Yi '!luff 

ilU1;l ii-31'u~ 18 W1f'1lJ 'I.PI. 2006 L'lft1l!1'U6'U'~n1l!1'U6'U,;j f!!'Utj~'U,;j 

<iIj'n~'Tl..:J~ 4 .15 \.L~~..:J~fl"nn'1V11'l'\-l1'h~"1.hn~"n~fillnf'l'l'lJ 

,ilululli ~n'om",~o.jjii'"".~olio"n""uo, PM ~T".U 24 "'01., 

4''U'l'U'!I~..:Jiruin~nrnl-n'Un'11J11'l''t\-l'fh~ '')1J1O~~ilPi1 l~h n1.J 3 -l'U Yi1.J 
• • 

t1'U,j1.J '!Itl "PI, tl6lU 1n ~';"\-llJ VI 3 t1'U~1.J ;r'ltJ 1l'U 1~tJ H''''''U'l'Uf'l1..:J 1 'Un 1 1') 'U1tl1.J 

l'Un11V11'l'\-l'fhtl"tJ7n~ 3.192 fIIf" ~"'!I'U'fI'!I~..:Jiruftn~n!~l.n.'Un11U.Ufl" 
;tll;! fltl,*n f1.J l'l fl1 "'ltJ~fi t.L'; f'I d~'U 1 0 t.Lfl::il n17~ LfII1,::i,h ~ flU 7n ~~ Ln fI~'U 

• • , •• LUil 

- Pl1tlt'1U1niit1u,r1J~ 1 Atl1'U~ 5 LlJ~'tJU PI.PI . 2006 fi1.J~'LiiVl"'n 

n11L~lJtl1mNn11H..:J1uL~1JlJ1nn~1tJjn~1'Url'U~ 4 ii"rlU~ 5 llJ'tt1tJ'U fI.PI. 

!:. ... ... ~...1 ... .to:...1 ... • .. 
2006 'tN'l'U Ufl::tl'UP11.JVI 3 f'I'EI ·Jt.lVI 17 lJU1f1lJ PI.PI. 2006 fi1.J'l'106I"nn11 

tftlJ'Nn11H"1UL~1.Jtltlunrl,u1n~lt.l1't.I~ 19 ilt.l1f'1lJ PI.f'! . 2006 i"-lU i"u-" 

Yi1.Jrl,';, fj flU 1n~t1t.1"1.J~ 2 ,rt.lll.il~ lOfl" n n11fl11";'EI\lfl ~ il r\ 1 ~"U 10ii uei 

'ElU,,, 111'1 ~~ lO 11'1" n n1'~'t.I'l N." 1~ f'I cUl'l Pl1ft I'l f~il ,::u::lA 1 ~lJ' n Ltlt.lt1l.!~1.J 2 
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~ft::t1hJ1run11H~1ULlu~utJtJn~1th'nm1t.11't.I~ 16 L~~1tJU fI .PI . 2006 in).! 

i't1 ~ 11(1 (;)1')"IfiU ,hlJ ~\.h'n i111i L ,)\&11 U ~'Hii f1<ij1 n n11fhu'J ru 'YI1~ PI ril~ Pl1 MIT 

u~ ')fiU11t.1'1lJ 1 nm 11 H~ 1U<ij1 nl-11 n lthl'll [J~ ii tr miN::: L ",iJ t1 u oU'll \t fll'U~ 15 

- ... .,.J... ""u. lJ'U,1t'llJ PI .i"'!. 2006 Cl..:J'lUVl16lJU1f'1)J 2006lJL U<il1U'l'Ul-J1n 

Lfl [J Vi lJ 11 r.J fI'II'lI~ n1 1(111,)"1'" 1 Pi 1 'fj (;l1..1 m &i;; 'l[J~ti~ vi' ~ utl fI..:J LfltJ ~ L;J [JlJ 

~ 11.J11(1 (;11')"1"" Pi,lJ (11tJ Tn &il;; toil LL ,,,,1-1 LP1 [J 'l nu 75ti'Y,! n fit ,)1lJ L flu 11.n;; vl'l ufl 'hl 

lUl1l111'1~ 4.16 

~L;;tJU~(;l UUfI'l ')'NL':lfl1 (-lu) 3 

1,672 tl'Uv1U~VilJ f'11lJ flU mlii 3 

24 -D'lLlJ'l '!IU1(Jl'll'll'lKryKn11ru 10 

iJ"'U'l'lh-1L'lfn LfltJ'lh..:JL'lft1Vl1 PI'fll'u;l 5 LlJH1tJU put 2006 L'lft1~UtlU1~n1 

,:\l.Iti"t.nVi ':!UtJ1l.11Vl i1-l1'u~ 6 LlJti1tn..! PI.PI, 2006 L'lfl1':1uuu1vtn1 '!IUtltJ.1Vl 

- -'!IumuTvl 

ih~1lJlI'lWUI11(;ltJ'Ii'l'lL,)ft1Vi 1 PI't'l1't.lVl29 iJU1f1l.J PI.f'I. 2006 L'lfl1':1u6U1~n1 

':!uu\.nVl '!l\Uj'7jU1Vl ii'l1'u~ 30 ih.l1fUJ ~ . PI . 2006 L'lfl1t1uau1l'1m t1uau1V1 

t1uEi'1u1V1 "ll'l~L'lfl1~ 2 ~'il <)U~ 30 iJU1i"UJ PI .PI. 2006 L'lfl1t1UElU1~mI!lUEl 

u1V1 t1uEi1u1V1 ~-l1U~ 31 ilU1~lJ ~.PI. 2006 L'lfl1t1uau1l'1ml!)uaU1Y1 t1ua 

'i\!1~ "~"~1"1~1~ 3 ~~ 1'\!~ 8 'M'1"\! ~,~, 2006 '1fl1~\!ti\!1~n1 ~\!ti 
U1V1l!)ut.i'ilu1V1 ~-l1U~ 9 LlJM"1UU ~.PI. 2006 L'lfl1I!)UElU1l'1m I!)UElU1V1 I!)ua -?)U1V1 

ilt.tU-l'll'l-lL'lfl1 ~'il1UVI 17 ilU1~J.J ~ . PI. 2006 L'lfl1t1uau1l'1n1 t1UElU1V1 t1ua 

7ju1V1 ~-l1U~ 18 ilU1~J.J fI.PI. 2006 L'lfl1l!)uau1l'1m I!)UElU1V1 l!)ud'ilu1V1 

"'l1n~111-l~ 4. 16 U~I1I-l r.Jfl"l1nm1'1JI1''l''l'''1Pi1 fll1ltJrn~'"I1n7jfi~~ L;JUU 

"."tJ~, ~,11i"",~i1.\!ri'u'iii~n"11~'fl\!1tJ11i~ntJ:"n1: l'"'"\!1\1"f'~1' 
1Un11'~1'l'"l"'1Pi1fl~u1'n~il~1U'ilUn71 



80 

4.3.2.3 l:m n 17Jil1'l"lm ~1 ~ ",urn iI"I1 n~t1~fI LLUUPitl LdtN 

11.1n 11'1111')""'1 Pl1 ~ 1'111 l' n ~"Il n;r"il\j ~ U 1J 1J Pit1 L dt1~,rl.l 1~i:l n11'n1 \n~1'1 
41'U'lt.!'rt.l~ LnU;rt)\jfl Lnt1~ ~'U'IItN;rt1J;! fl UUlJ hi Pit) L d'fl~ 11 3 91 U'llJ~'l [J riw~t1 

711.1 15 <)U Ufl::: 30 1'u ~~lMiln1'lLllitJlJLV\El1J1':::"~1~~fl'll 'iNn11'[fJ"'l"l"'1Pl1 

~ ",11 m~'II'tN'lh:J L'J fn f1~n~ 1'1 flU eJfl'llfl·ml"l1I1')"'ll' Pi1 fj ",tlTn ~'IIt1~;r'flJ;l fl LLU U 

hJPlfl Lil'fW'I1 nVJ nPl'l1)J LilultJl~ LPltJn11L-D ~1 u,..ti"phfj"'t.hn~~ Ln",~u"t1n 

oil t1 \jfl LL 11U hJ Pit1 L dt1..:J nu ~ 1 LL ,.n.l" Pl1 ij flt! m 1ii ~ !JI1'J "I YlU"I1 n91U 'J u1't.I~ Lnu 

;rt1 \If! Lnfl" !1fu~ ') "'1U n ')f1Jl1''J''I", PI') fj IIlU 1n 1ii1ltwTf"il\j fl LL1JU hi tJitl L d t1" Pi 1>1 1 

LPlUrl1'\.nJ.",'ifim?l1I1'l"l""phfj"'lhn1ii SF fit) i'jfiYJnf'1'l1)JLiluhJ1~ LLfl::: MB fI't) 

fjfi~ ~ L;] [Ju~ '" LLU fl-l ~-l't11o!fl ~"I:::U 1 J.J 1 '" 11"1"" rh fj '" thn 1ii U1JU hj (1\t) L d 'tl>l,rt.! 

1M ~hUn11i'j Lr'171 ::\i~ 1 ~'iNiJ PI 'l1lJ n '" tl m &i~ Ln '" ~U"l1 >1"11 n IDlJ1 ru 1 i"1t.1 ~" 

- -if'fl\jfl A ~LihJ.'fl1Jfl"l1m~1Jl'11l'i'~1~-lm'nr~"'1~V1tJ1trtJ~ihrulin 
01~ H-l1uulO1n'lu 1't1~~::'\.t rJ 1-l L~f)UijU1 FI~ ii-l L~f)Unrn!J1 FI~ 

- ;Jf)\!~ B ~LtlU;J'fl\!~"I1m'lul't1~,111~-lnrnr~'\.t1~V1tJ1fltJ~iluulin 

01~H-l1uulO1n'lul't1r;l~::'\.trJ1-lL~'flUa-l'\.t1F1~ti-lL~tmtiU'l1fl~ 

- ;Jf)\!~ D LilU''fl\!~''I1m'lul't1(711V1~'fl'flul~tl"'D'fl-l'\.tU-l~'fl\;~1f~4'!1l01~ 

~iluulin01~H'-l1uulfl1n'lul'11r;lL~'flufJ~1l1~ufi 

- ;J'fl\!~ F Lilu''fl~~~~h-l;u''l1nuY1~Lf'lNUUU B ~iltrntiru::;J'fl\!~ 
Ln'fl-lifuL'\.tij'fluliu UY1~LflNL~UU A Pif) n1~1-n-l1uL'lul'11~~ijtrnHru::01~H-l1u 

tJ ~n ~ FI ~ 1 tJPla-l liu fl ntiru::m ~ H-l1 U"l1 n L 'lu 1 'tI ~ uttil;]il 011L ~~tr nttru::'D'il-l 

l11uuu~~!1ll.hn~H 1 ~1Ulnl-l Pi'il1'u~ 16 ii-l1'u~ 18 ;:jU1F1~ FI.P!. 2006,r-l 

1'u ijm~1ru01~H-l1U~1nnrJ1111n~ 
... .!'I.....; !:'.t .~ 1 .oJ ... ., ... - 'lI'tllo!fi G LuU'D'fl\!fiVlth1-l'llU"l1nUl1~ f'lNUUU C V1lJfmtiru::'Df}\!~ . , 

LiI'fl-l~uL'\.t;j'flunu UV1lJLf'lN LLUU A Pi'il 01~1-n-l1uL'lul't1r;lViilflntiOJ::n1~1-n-l1U 

11 10 ~ Flfl1ElPl fl-l nu fl ntiru::m~ l-n-l1u"l1 n L 'lul 'II rK uttil"'il n11L~).J ~1 u'\.tl.\-l 

;rf)\!~~~~111n~H 3 ~1u",l.\-l1"'uti ~1U'\.tl.\-l~ 1 ~f)1'u~ 19 ijU1Pl).J FI.f'! . 

2006 ,r-l1'u ilm).J1run1~1-n-l1UL'luUf)tJnrJ1111O~ ~1U'\.tl.\-l~ 2 fi'fl1'u~ 4 ii-l 

1'u~ 5 L).Jti1tJU Pl .f'!. 2006 ~-l1'u ;:jm).J1run1~1-n-l1uL'lulJ1nnrJ1tJ~nPi u~:: 

~1U'\.tl.\-l~ 3 Pi'il1'u~ 16 L).J1!t1tJU FI .f'!. 2006 ~-l1'u ;:jm).J1OJ01~1'-l1uL'luUf}tJ 

nrJ1tJ1n~ 
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- -Dtl)Jfl A ~~tlU;rt)l;lfl"'1nL'lul'!1tJi''i.,.q1fl~n1orlJ'''1ij'''U1~tJ~iJuulin 
n1 71 oi~1UU ln1'~'lu 1 '1111l'::"'~1~ L;;'fIuih~1 f'IIlJ n.:. L;lflun tn!)'l''''''! ~1J''hil 

,j1~"'U"Pi1E~t11n[jj~I'I'lm",1'j'ru1 3 €ulliu 3lii1Llln.l"Ii'lunu lliun 9i1U\-TU" 
oJ .. '" .J .J... .,.. ill ... .. ~ . I 
Vl1 Pla')u." 30 LlHJ. PI .I'I . 2006 VI'IIfI\jflUUVJnn11 '1I"1U1J'n1n'l1J"'1U~u 

• • oJ ... .,.J oJ... ... .. "... ... .. 
1Jl1L1.",lNYI 2 f'I'EI'luVl26 LlJ.U. flU'!. 2006 "''!IfI\lfl1JUVJnn11~'II''1UU'ln1'L'lU 

'1 . 1 • ,oJ ...... .J ..I ... '!'i" 
"1!hu lLfI:::III'U.",U'lYl 3 I'IfI'lUYI 11 nul. ''1.1'1. 2006 YllJn1111'11'lU~"'fU'1 

'yjfli4jiLtn~'!IU111'1 '"rY iJ'Ii'NL'lfl1'11'fl'lm1f1l11ii[jj'!ltl";tl\jfl;;'lUilfi PM ~L~tln 
L tlt.lLn ru,,1 um1tJj1'l<il\-1, Pi "I E ~tlTn [jj Ltlt.I'II 'l" L'l til L;lm riu ph E 1111..1 1n ii~ ViU"I1 n 

;r'El\lflLL1JU'Wl1ifH~f1" ~tl 24 f'ltlJ'l I.Lfl:::YitJ'hn111J11'l"l""';,E,,t1rn[jj'!lt)'l 

~1U'lU<)U~ ~ n uti'ltltlm.11 L ~tnh' ~ d~U;t1\1fl uuuhl J;if) L ~f1"tIu ft1lJ11" 

1J11'l"l""phElilt.lTn[jjlKtuu1'l'!!'l'lL'lfl1 ~"u.ftll'l"'U"'1'1"~ 4.17 

"'''I'M'';:: 4.17 t.lfln111111'l~"1Pi1'fj ~u1n&i'!lfl-1;rfl~fl A ~41flt1-1Lih.l;t1~fl LLUU~f1Ldt1-1 

"1 nn1111l1'l"" 1 Pi 1 'fj "U1n ii~-1fttl-11jfi 

flh'fj flu,n ii'!ltl-1;tl~fl • 

uuu'W~tlLdt1-1 
;tl~flLn:tl-1tli'U -" • • oJ • • ,. tlUflU1'lViU ,,\1U'lUPl1-1 

.. " .,u~ • . "-tlUflU1'l ~1U'lU1'U 'lUYlLnJ 

26 uJ.a. 2006 BF 3 12 
7 

26 UJ .a. 2006 MB 3 12 

21 UJ.a. 2006 BF 2 12 
1 30 ,~ .a. 2006 15 

21 UJ.a. 2006 MB 2 12 

2 '~.a. 2006 BF 2 702 
30 

2 ,~.a. 2006 MB 2 596 

24 UJ.a . 2006 BF 4 12 
7 

24 UJ.a. 2006 MB 4 12 

18 UJ.a. 2006 BF 2 12 
2 26 ,~.a . 2006 15 

17 UJ.a. 2006 MB 2 12 

12 UJ.a. 2006 BF 5 702 
30 

12 UJ.a. 2006 MB 5 646 
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CIl11'HVI 4.17 (Pi'il) f.lfln11tJ1l'l""'1'h~Pltl1n~'!IfI~o!ifl~fl A ~;1fltl.:J LtlU'fjfl~fI ~1J1J~'ilLdfl~ 

"I,n n111J1 M"I"" fi,ii flU 1fi ~~~~tl-.17jfi 

'hli.'hnii •• , •• ~. 

3 

,-,. ... 
utJU U-JlJItHUfl-1 

11 '~.U. 2006 

7 

15 

30 

S '~.U. 2006 SF 

S UJ.U. 2006 MS 

SF 

MS 

24 n .•. 2006 SF 

" 24 ~'"' 2006 MS 

2 12 

2 12 

5 702 

5 702 

"I1nm71-.1~ 4.17 Yn.J~1~111",U-.1Pi1tjPltJ1n~~V'41J'1lU;rtJ~ 1 LLfl::: 3 ~ 

Ln"'91 n n11'P'i1'l"'" 1PI1 li fit! Tn ~"I1 n~fl~fl u:uu hi IJifl L d 'EI-.1tl' U fl12J11'{l1Jl1"l,\-1, 

1119, n41U'lurj'U~ LnU;f1J,!fl Lfitl-.1IfU~1'" 7U n111J11'l""'1"11n;tn~ft uuulJJ 

lfitlLdtl-.1 d'lu1un1nl'hijflthn~€u,r1J~ 2 tl'u 41U'lu-rU~Lr'h.l;tn;lfHdfl-.1~U 
• 

d:lu 15 1'1,1 hjfl1)J11n1Jl1'l"ViU~1 Lih.lpi1tjt1l1.l1n~t1t.!.I~i'uu1'n Vi ~-.1"i1n7jfi'l n 

PI') '1 J.J d] u hJl~ Ufl :;:7jii~ ~ L;lu u;r" uu fI-.1 ~-.16-.1Yi uti, ph li ,,11 rn ji~YlU'l n Pl f",ru 

ft12J1fmnl~"1n~'U~fl-.1%LLfl::41U'ltMllf-.1"Dfl-.1%~~L;ltlu,r",u.tlft-.1jj'hu'iltm11 

~1il'~1nu'iii~n""~dlllttJt"'n'ou 

- ~1n".~. B ~dlll",~."m'iut •• ,l1'.'n7nr~m'i~"'«"~ii 
uuli nn11 H-.11uuln"L ~u 1'11'11::,..11.:1 L;ltlU ~ -.1""f'I).,J ii-.1 L;1tlutiU'l1fUJ ViU~1 il 

~1lL\1\hPi1~0'I1.hn9\~"'lfYi~1'1ru1 2 €u/u 211i1lL\1tl~~'ltJfiu 1~LLri ~1LL\1U.J 
..I ..... ..l ... • • ..l ..... ..l ... 
VI 1 Plfl'lUVI 2 fiU'l1P1).J fHI. 2006 LLfi:::UI1LL\1U.JVI 2 flfl'lUVI 3 fiU'l1f1).J fI.PI . 

..J ... • ~ ...... ... !!'" ,..J !"I ... 
2006 VI fl'\.,!'YCUIiI1 n u 'I).J1 ru~ ffl.J'tJ'ElUfn11L'J UUflU n'l1V1 ~PltJ ~uU).J1 fl U 

...I ... ..;... ....... 
~U'EI.J)J1~1n'lUVI 4 LLfl::: 5 ilU'l1f'1).J PI.ft 2006 d~U'lU\1Q"'fI\f.JLLfnll~N~O'I'ElU 

tiU'l1f1\).J LLfl:::;'l.J~'lfl111'E1.Jn1'1fl"il~'tJ'EI~;'EI~fl~'lui'jti PM ~~~'EImihunN't11u 

n111J17'l""nfh ~"tl 'In ~ ~Uu,j'l.J ~ 'lfl1 ~~ tI'l fitl ph ~ flthn ~~Vitl"'1 nt'El\jfl utltl1~ 
~'EILrl'El.J ~'E1 24 i'lL).J.J iln1'1fJ1'1'llil1l1Pi1~(Jttl'ln~'tJfW~1U'lu1'u~~nLLti~ 'EI'E1n).J1 
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l ~ tl,; 1 t \\ dh.L;rt) ~ fl UU U hllJitl L ~tl-1,rlJ i'l1 ~ 11tl tJI t'l" "11'h a" tl tn 9i 1~ \.IU 1-1 

''!I'1011L'lfl1 ,r-.1U.ftfl-.1t\&1II111-1~ 4.18 

'''1f101j~ 4.18 ~fln1tlJlT'l"i"1philtflthn~'II'fl.:);rtl~fl B ~41fl'il'HtllJ;rtl1JflUuulJitlL~'EI'I 

'nn m'91 71""'';1 ti flU tn~~'1f1tlolj1jfi 

ph ij 6'ltbn m'!ltl-l ;rt11JfI • 
;rtl1JflLij'fl-1~u 

UUUbJPitlL~tl-.1 . - . . ~ • • ,. f1l.1f1Ul'IViU " TU!lUPl1-11 

tTu';1J~ 

1 

2 

1'u~ ~1U'lU1'U 1'u~ihJ 

30 W.U. 2006 SF 2 12 
7 

30 W.U. 2006 MS 2 12 

30 w.u.2oo6 SF 5 132 
2 •.•. 2006 15 

30 W.U. 2006 MS 5 132 

4 W.U. 2006 SF 3 702 
30 

5w.u.2006 MS 3 592 

- SF - -
7 

- MS - -

1 ' .•. 2006 SF 3 132 
3 •.•. 2006 15 

1 •.•. 2006 MS 3 132 

10 W.U. 2006 SF 4 702 
30 

12 W.U. 2006 MS 2 418 

• • 
1II'1')""."h a flU tnji" noifllJft ulJuhi9itl L utl ·nl'lJ ft1lJ1 ttllll''l''"11~'1n 

~1U'lUr}t.I~ uiu;rtl1JfI Ldtl-.1~Ufl1t.4f1J mtm'l'''''''' n;rtuJfI uuuhJ IiitH ~tl-1 
~1u1un,ru",".u'n;iliu';lJ~ 2,ru ·hU1l1'iu~Lliu';.~.L;1.'liuLUU 7 Oll 

'W~1lJ110.11'WUO, Luu",li .u:n .!iu';u .,n 1",. ,\"" n'iii~ n ""lJ dlu lul"" 

ua ::llfi~ ~ L;J [JU,) '" mJfI-.1 iollaollvnJ ~1 Pi 1 n (iltJ tn 1fI~ VilJ VJ n PI f oIj,r\J i'l1lJ 1'j'{l\t1 ,11; . . ~ 

<il1 mi'-.1fttJ-.11n U.fl::~1U'lUf'l 1-.1'11tl-.11fil'l ~ (;JUUf1 fI uu tNi/,hutlUn11\t1 it! Lvi 1 nu'lH 

~n""lJLulllul"nIi1u 
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-"n"~. 0 ~Lilu',~.'"m'iut,';:;~~ •• ut.u,","U".~u" 
~;-1'101 nli1uuli 001 il oD~1l.\1J1017l ~u '''IIiii' L;;ilUf}SJI11~utf YitJ~1il1li111 \-ttl~,h 
lj"'1J7n~~f'1'lm~1,ru11 ti'u,)u 2 ~1LL\-ttl~If'ltJIiu '~LLri l'i1LL,.nl~~ 1 Rfl1'u~ 

4 f}}JI1T"~\l1f PI.PI. 2006 ~-run,,1tJjjn11LtJatJuLLtJfi~t1hI1Nn111oD~1u~ 

LLiIln~h~"I1n1'u~u1 J.J1n~t'!61 LLf'::"1LL"U~~ 2 ;;t1<}u~ 5 rp.Jl11~utf f'U'I . 

2006 ~~U;U1,"n11H"u'li1"U~ 5 li"u~ 10 Qum,;ufi •.•. 2006 

LL(1I mhm~ 1'1h'H'l fl1 ~u Lfltliltl'hJ 1 rum?' .n·n u ~lnfl LPl [J -3nu1-J1 n bl [J 

'Ib.:J L 'lfl1'tl~ O11'ft "jj ~'fl~ffl\!fI ~'ltJ';)ti PM ~ Lfltm d:lumcu,,11.1n11fl1"l'U" 

,;,D PlU 1n 11 Luu,h~ L'l fi '1 LiitJ'l nu Pi,D PlU 1n iii~V1 u." n-ntl\! fI LLUU 'W Pit) L iitl~ ;if! 

24 {'l t~N ;101''''''1''1''''';' lj fl\J7njl'!ltl-1~1U'lu1'u~'JnLLtJ~tltlmJ1 L~tllh 1", 

Liluftl1JfI LLUU 'WPitl Liifl-1,!U i'l1lJ1 1CltJI1''l''ll-l"h a "tl1njj'~'\.nJ1 -l''l..:J L 'If'1 i~ 
LLt'I""lU9111'l~~ 4.19 

iIl1 .. ''';: 4 .19 ~fln11V1t')'"t"'1'ha"1.J7n(;i'lltl~;'fI\lfI D ~~1f1tl,nUU;tnJfI LLUUPitlLiitl'l 

"I1nn1"IJI1'l"'l!1';1D"'t11n~~~~'tl~~fi 

"1~"tJm~1I'tl~''fl~fl 
•• ~.,;'j",~u 

\lUU'W~'tlL~'tl~ - . . ~ • 
1fi 'tlU~UYl'nU ~1U'lUPlf~ 

.u'u~ 

1 

1'u~ ~1U'lU1'U 1'u~(1).J 

5 n.". 2006 SF 2 12 
7 

5 n.". 2006 MS 2 12 
5 n.". 2006 

5 n.". 2006 SF 2 132 
15 

3 n.". 2006 MS 2 92 

3 n.'" 2006 SF 2 12 
7 

3 n.". 2006 MS 2 12 
6 n.". 2006 

6 n.". 2006 SF 2 132 
15 

3 n.". 2006 MS 2 92 

"I1nml1-3~ 4.19 Vi U-l19i1U\ttl-3"1~",tJ1n~~ Ln~"I1nn1111l1"'l"l\t1f'h 

ij ",t11"n ~ "11 n;r'tl ~ fl LL UU 'W ~e L ~'fl-3,ru ~1).J 11CllJl1"'l"l\t 11fl"l1 n41U'lu1'u~ u;u 

11 ..r". ~ ,,~ .....1 ::.... •• 
"O'tl\jfl LU'fl-3 tJl'U~ 1RIU n11lJ11'l"l'\.f1"11 n'!l'tl\jfl LLUU ~).JVl'tl L U'fl-3 Yl-3!N'nU'l1 Pl1 
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Il ",1.1 ,n jjj~Yi 1J '1 n flf~,rl.l ft1lJ1 1mn H.", '1 n~>1 ft t}~'lfi ~fI ~~ 1l.1'll.ll'l f-3'!1f1-3 i)fi~ 

~"U\l,."u.'~"'''hntJ'i'~n.''\ldluhJt/i;jn.,u 

- ~1ntt}JJfI F ~~flu;t}JJfI~~nfth~~u L(;lujj~miN~n1r'o1f-31u1..I1n~ 

ftfl1tJ f'lfl-3nU~ nHcu::m1 t H-31t.1"" n L ~1J l"l1l11 Ufill1i1 n'l' L~l.I i mtcu::'t}~pJ uuu 

~t:i"'1.hni1H 1 ';1U\tU-l ;;tl1'u~ 16 ii,]1'u~ 18 iiU,,,lJ PI.I'! . 2006 ~>3<j'u jj 

tI1lJ1tun1,t;'-l1UlJ1nn11tl1nil .,.nJ'hjj&11U\nl']"i1i'l"'1.l7n"~f'I'l'~"'1'{u1 1 
.... • .• ".".1 • .I..". t1UlI'IlJ 1 Vl1U\tt.!-lll'l 'lunu f'lt)'lU'Vl 16lJU1P1lJ fUI. 2006 Y1nu'YiuGt,nu1J.J1rut,i 

~t)']'DtlU1n11L~1J~ihJhJ1{\.m1,.H'']1U u~n (;)1-1"" n'!!'),] L'l fl1~Ul.J1 n lUI:: 

"Ii 'HI L 'lfl1'Dtl-l m'fI U1ij il'!ltl,]~tl\lfl ~'ltJijfi P AA ~ L~ t} n LuuLnru,,1 u n1 'U1 1,)"1"" 

,h ll"tJ Tn ~ LU u'll 'J,1 L'l fl1 Liiu'l rlU ph II ~nJ 1n ~~'YitJ'" 1 n, tl~fI LLtJU hI I1!tl L ~tl,] At! 

24 {'l LJ.J-l jjn11~1').,\t1~1 ij"'tJ'nOO'DfW~1U'lu-rU~'Jn UU-ltltlmn L~f)lh '" 

d~uoiitl~fI LLUU 'W~tl Lntl,],rU ft 1l.J1 1ClIiI'j''l'iill-l' r\ 1 a flutn "lin utJ1,],h~ L'l fl1 ~~ 
LLeI~~1UI'l')l'N~ 4.20 

!JI1'l1~vl4.20 rJfln1rlJl'1'lIijVl1f'htif1U1n~'!Itl~'tl~fI F ~~1f1tNLtlU''EI~flLLUUIJit1L~tN 

~1 nn11&l '1'l~Vl1 ~1ti ~u1n ;1..t~ elt1~'ijfi 

~1tiflu1n ;1"J1tNftl~fI • .. Ii 
"JI'ElJ;jflLU'EI~ U 

~ " " .I • 'W' .. LLUU fI'ElLU'El~ 16 'ElUflU"'l1U ~1u'luf'lf~ 

t1U~U~ 

1 

1'u~ • "i1U'lU1'U 1'u~L11.J 

12 ~.". 2006 BF 4 12 
7 

1 2~"'2006 MB 4 12 

6~ .•. 2006 BF 5 132 
16 ~ .•. 2006 15 

6~"'2006 MB 5 132 

1 n.". 2006 BF 5 702 
30 

12 ~.". 2006 MB 2 360 

~1nml1~~ 4.20 't'tU11~1U.l"'..l~Pi1tiflu1n~€uilu~ 1 ~Lnfl~1nn11 
1JI1'lliilVl1 pi1ti "U1n ;11ii11 nftll..JfI LLU U hl ~t1 L ~t1~,ru el11.J 1 1f11J11'l'"l "'11~~1 n 

"'U1U1'U~ ,iitJ"~. d1'" liu""fu n11. '" ",,, n'.~. "tJtJ 'W •• , rt., if, 
ti~YiU11 ,hti "urn ~~YiU'rl n 1'1 f~,ru ft11.J11n"'11~'"I1 n..t ~ft 'EI~'ijfi LLfi ::"1U'lu"f~ 

"JIt1~ijfi~~LiltJu~~LLUfI~ijPi1Ut1un11"'1tuvhriuijfi'lnf'l'l11.JLtlu'u'~nlA''ltJ 
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- ."n;;.~. G ~'fl,.'.~.~~nfth';u l.unon",,,,.n111i,,,.um" 

1'1 ~ "I!J 1'1 tl~ nu i n1:tN:: n111.n~ 1'1.\"'11 n l ~u 1 'II ~ LL~ll1jj m 1l~).J ~1 U ",tl~, tJ lJa~ 

nl'ltJ,ni1113 fi1LU.nl-l 'lIIuri 1li1U."'tl-l~ 1 Pitll'u~ 19 ri'l.l1 fU J ,ut 2006 .,r-l1'u 
-.~ 1.k!l"'.1 _. ...1 ..... .J .... .J 
'-i'U1).J1ru.n11 'D-l1l.1L'~U'l.ltl[Jn'l1u1nlJllJl1LL'nHYI 2 f'lfI'lldYl 4 Cl>3'lUYI 5 

L).Jtt1tJU PI.PI. 2006 .,t-l1''1.1 ihlh.J1run11'lf~1\u~u).J1nn;j1tbn91 LLfl::IIi,u",u-l 

~ 3 Pitl1'u~ 16 LlJtt1UU rI .f'! . 2006 .,t>ll'u jjtIhJ1tUn1,t;>l1lU~UUfl[Jn-l1 
tl1n91 Yiu;j1jjIli1LL"'tl>lft1ij~tJ 1'n91~I'I'lm"11N1 2 €ufi'u 2 ,j1L1\,tl>l~'lEJriu 

1 ...... ..1 ..... ..1 ... .... ..I .. ~.J ... 
tJlutlUiJlUYl1 f'ltl'lUYI 5 U./H'lEJU f'I.PI . 2006 ua::tlUflUVI 2 fltl',UYl17 2J\d1fUJ 

PI.PI . 2006 ~ihfi).J1tun1,.li>l1\utJ~Uuutlfl-l).J1n LI'lUll'HL'lfl1'!1t1-ln11flPlilfi 

'tl>l~f1l-JfI ~'l[J';jti P AA ~ LflfJn LUULn ru.,i'lum1(JJ 1'l~'\.f1 phD iJlU 1"91 Lflu'li 'H L'l a 1 
_ -" • •• ,.oJ • ,.,. ... .,..._ 

LtJI [J')IIUf'l1~l'IlJ'nlJlYlYiU"1n"lltll-Jfl LLUU UJlJI tl LUtl-l Pltl 24 1I'l UoJ-l lJn111111"l"'l\t' 

Pi "I fll'lu 1n i1"a~41 u'lu1'u~ 'J n lu.hfla mJ1 L ~a~ 11 'Il Luu;,a JJfl u.uu hI fia L ~a~ 
• • 

U'U ~1)..J11[lf;l1'1"'''''1ph~~tlm~'lfI''Uu1~,j'l~L'lfl1 ~~u.~",~lu~111~~ 4.21 

• 
'"I1n n11~1'l'"l""1,hij t'lU1njl.,r~ftfl~% 

ph ~ t'lU1n ~'!I tl~;''fl3;lfl • 
;''fl\fflLU'fl~tll'U 

'UJ' .. .- • • oJ • 
u.uu f;l!H'U'fl~ Ofi tl'U~U'VlViU 41'U'l'UFlf~ 

.. - iu~ 41'U'l'Ut)U . -. f1UflU'Vl ')'U'VlLnJ 

2 UJ.u. 2006 BF 2 12 
7 

2 UJ.u. 2006 MB 2 12 

23 lJ .FI. 2006 BF 2 132 
1 5 UJ .u. 2006 15 

23 n." . 2006 MB 2 112 

-8 " .•. 2006 BF 3 702 
30 

8 n.". 2006 MB 3 652 

12 n ." . 2006 BF 2 12 
7 

12 iI.FI. 2006 MB 2 12 

- BF - -
2 17 n.". 2006 15 

- MB - -

. BF - -
30 

- MB - -
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"1n~111-3~ 4.21 y.jlJ~1';1 U\n.l.:Jfh€jVltlfn~tiU,r1J~ 1 ~Lnfl"1nn17 

(;11')"1\41 ~1lj flU rn~"'1 n't:l~fl U.UU ll.i ~'fI L dt1~ti'\.& fl1JJ11Clflt'l"l\41 U'" n 

'" "It.!. 'l U l' U~ u;u if! J;l fI L n'fl.:J ~ Ufl1\4 fu n1 fIJI 1') "I "'1., 1 n~'fI J;l fl U 1JU hj lIi'fl L ~ '£).:J 

~'lulunnil'hfl(llltJ,.n~tiu,ru~ 2 ,rU 41U'lu1'u~Lnu;'fI~fHrl'~H~uLi~u 151'U 
• 

Uti:: 30 1'u 'Wi11JJ1'tl"T1"1l'j1J~1d1ufhilfltlrn~t1u,r1JI.L7nll1 ';'l"l,nilfiYln 

PI 'l1JJ LU\.Il tJl~ Uti ::'lti~ ~ L;j tJ ufi' (ill LLtJfI~ ,r~ti~YiU~ ') ~1 ij flU tn ~~l'jU '1 n filf~,ru 
t'l1)J11C1m ltK"I,n,r 'It'ltHlilfi LLfI:::41WlUPI f'l'DtNijfi~ ~ L ;JtJUPl Ii'I uUfl'lilfhutlun<i ') 

",'hi L';1 riU'lH'l n 1'1')1).1 Lilu hllMn ~'ltJ 

4.4.1 ~C\Jflm:tw.:::'Dtl'lf'ltu.J~'lIJJl'flf (Computer Specification) 

1 um ,Ii, L il U n1 1(1) 1') "I 'I.f ') ph ij "'thn ~"Dtl'l.:J1 u 7)4'tJdH' PI fI lJ'W 'l Llil 'fI fL Un11Lf1 1,)"\41 ph 

ilfllhn ~ t"EJl1tJfI::: LiitJVI ~ cui nHN:::'D'fI'If'ltI).J Yt'l LIl'f! ruft "'I lU1J11 TN~ 4.22 

1JiJ,fI'Dfl'l f'lfll-IYt'l L(;Iflf WIlJliInPltl)"J'yhLfl'flf (Notebook Computer) 

(Computer) 

j1J acer Aspire 5112NWLMi 

.il •••• ;;i'i~ (CPU) AMD
e 

Turion ™ 64x2 Mobile Technology TL50 

" ;;" 11EJfl:atltJ"'!I'fI-1 Vi'J iln111.h:::2J'lfl ~fHLUU 2 unu (Dual Core) " LLtJ!ft:::LLnUlJ 

Pl'l1lJL1'llumnb:::lJ'lfltJfl 1.6 iin:::L~fl)1,r (Gigahertz) 

.,~ (RAM) 1.5361ineLU" (Gigabytes) 

Pl'l1lJ'1 1I1 fPl iifi n 100 nneL1J" 

(Hard Disk Capacity) 

4.4.2 j1J (VelSion) ••• lu,.nllJ 

- ,euuujju"m, (Operating System) ""u'.n,~'M",.,.~.roulM6,.n";i'i 

tu 5.1 L"IIflflftLLVffl 2 (Microsoft
e 

Windows XP Version 5.1 Service Pack 2) 

- ttJ1LLn1lJ"I1'l1tu 1.6.0-b105 (Java ™ version 1.6.0-b105) 
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oJ,,,, , '.' • ~ ' .• ' oJ 
4.4.3 L'lfl1'Y1 ~'D ~\.m1r9ln"'\-t11'11~tllu 1n(JI'tl'fl~'Dfl~fI LL1JU ~(;'J'ElL'UfH 

lu01riJI1'l"\41'hli"lhni1'!1tl~-31uij4'tJdl~iin1'''"L1"lu~1Un1''LJ11''l'''''1j1hli''t..l1n~M'lU 
'i;;~n "01" Lil,,1tJ11r •• "'i;;~ ~ L;;""or".tJ", 1tJ"~,",i,, or,,r"LO"~1fl,,"",,,,,~,., 
li flurn il.,::; Li~hH 'l fl1 ~ij 011911,)',,..,,h li "tJ Tn ;1"11 n~~ ~'fI~ijfi L'!I \.U; 'U ~ ~~1J ~ ') L 'lfl1~1 fL U01' 

1II1'l"'\t1f'hlifl1.hnji.,::;i1fl1lJ1n\-t7tn!tlu,ru fUfl~riU~1U'lu1'u~~tHn1111l''l'''''11'i1li"tJ1nj\ 
.,J ... ..1 .... '1 • J!. , . .t: ..1... • , ~ .J,....... 

Ufl::;PI'l1lJC1't1tN'!Itl~ft'tUJ \'UU9lfl::'lU M1nf'l1"11U')'U'luua::PI'J11JtUJPl11.J1mVI1 \1 L'lfl1Y1 \,n"l ::; ).1 

"'1m n~~;u f1~ LLflfl~11tJfI::L ~u",r~ lJitlltJd 

4.4.3.1 ~tlJJfI A ~li]u;tllJfl"l1m~1Jl'11~'''1fNn,nr).J"1ij''''U1flu~i1uulin01' 
H~1'\ujln1n~1Jl'11~r:::VI~1~L~tluilU1f'IlJ~~Lfiflun:n!J1'1l.J 1.nL'lft11u011lJ11'l9\-t,Pi, 

lj"tJ'""tJ'""1<U 1 ,Tol", 10 ",~ 
4.4 .3.2 ;tll;!ft B ~dlU;fllJft91nL'lu''IIpf,ri1ft~n1nr~J\.t1ij'Y1tJ1flU~iluulin01f 

,;~ 1 U 1J in1 1 ~ ~ u 1 "II Iii '1:::'"')1 >3 ~;;tlU~,:j \111 PllJ 0>3 ~;;t1utiU'l1 PllJ ton ~ 'l fl11un 1 11J1 1'l '",1,h 

lj~tJ1n9hJr:::lJ1N 2 ,r'lUJ>3 28U1Y1 

4.4 , 3.3 ;tl~fl c d]U;tllJft"1 n l ~u ''!IIii,tl>3',nr>3atl~lJvf ~4' ~n1~ihruli n01 1 

H>31UU1011~ ~U 1 'II l'i ~~tluQlJtl1~uif 1. oN ~'l ft11Un1 11'11')"",1 ph lj PltJ 1n~tJ1':::lJ1 ru 7 U1Y1 

4.4.3.4li.~. D Liluli.~"""m;u1.,;;;~~ •• ,,1,u.",~1i,~.~""~'"nl1~ 
ihr uli n n1 11 i >31UU '1n1 1L ~ u, 'IIl'i ~;;'8ut]lJ 1l1~U if 1 i L 'l fl11un1 '1f1 1'l'\II1 "h lj ~tJ1n;1 

tJ1:::lJ1N 3 U1Y1 

4.4.3.5 ;tl~fl E ~UU;tl~fl~i'\h>3;U'1nLl.l1lJtPlNLl.UU A ~LUUflm:tru:::-ntl1Jfl 
~ilflmtcu:::n11'1;>31Ul~ul'11l'i~ilflmtcu:::n11ton>31utJ1n;1P1fl1tJf'lfl>3riuflm!N:::n11H 

>31U"1n~~ul'!1JJ1 HL'lfl11Un111J11'l'"t\ll1jihljPltJ 1'n~tJ1:::lJ1ru 13 U1Y1 

• il'" oJ....t .&1 I ..I ... ., " 4.4.3.6 1Itl~fl F ~ U1ItllJflVlft11>3'11U'1nLl.1"llJ PlNLl.UU B ."lJfln1:tN:::1Itl\jfl 

~ . • .. ., I • U ., ,oJ.. U., • 
LUtl>3f1UL\IIlJ'ElUnULl.1"llJ PI1>3L1.UU A f"I'EI 011 ~'1I>31UL'l lH,!!lJI"'lJftn'ttru:::011 r'II>31Uu1nlJl 

Plfl1tJ Plfl>3 riui nHCU:::n11H'>31U'"t 1 n ~~u 1'!! Iii LI.~l"'il mn ~lJfl n'ttcu:::'IItHltJ Ll.UU ~ 

afltJ1n9\'~ 1 fl1L1.\IIU>3 fttl1'u~ 16 ii>31'u~ 18 ilU11UJ 'U'\. 2006 ~>31'u ilU11J1Nn111i 

>31UlJ1nn11tJ1n~ H'L'lft11un11tJ11'l.,vt1"ha~tJ1n~tJ1:::lJ1ru 1 0 U1Y1 

4.4 .3.7 .,.~. G Lil"li.~.~.;";''''n.''"I.''.uu C ~il'm,,,u"'.~' 
L;l.'Ii"L~il.uri'u.""I"".uu A fl. n111oj'''''L'iu1 •• ~il'n'''''"n1,101',,utJ'n;; 
.",""",ri'u'n,.",""",1oj'"u,"nL'iu1 •••• 1Iiil"""~".'.~Ii'li.~.~lj.tJ,""H 
3 ~1L1.\IItl>31~Ll.ri !fi1 L1.\IItl>3~ 1 ~tl1'u~ 19 ilU1P1lJ PI.PI. 2006 ~>31'u ilmlJ1run111i>31U 

..... '.1... . ,oJ ..... ..I ..... ..I ~ ...... 
~'lUUtltJfl'l1u1OtJlI'I1U.\IIU>3'" 2 fltl'lUYI 4 {l>3'lUYI 5 ~lJ'tt1tJU fI.PI. 2006 .,,>3'lU lJ 
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ml.J1run17H-31UL-1mJ1nn~11.J1n~ LLfI~~1LLVI'\l~~ 3 ~'fll'u~ 16 UJlf1UU fLI'I. 2006 

~~l'u ihlhn CUn11H''l1\U~1JU'flUn~1t11n~ 1i L'H'11 t \.In11(;\ 1'l~"'1 f'I,il 6ItI ,.nil 

U1::).J1tu 10 u1Vi 



.. \.1\'1'11 5 

n1~~~~~\.IU~.~~6n1~~~~n1~~~~~~1~1~~U~n~ 

n1'YlC"I~flU t..l r.:a'VI fiI11Yi'!ltN~1Uij4'!J~ n n 1rU' '-I ft"11 n 01'" t'lIiil'\.11,h li Plthn i\~'ltJ'7jfi 
'1 nPl'l1lJ LUU ltJl~ LtlffiU L Yiuu riUn111J1 7'l"ll-l1 ,h li Plth'n ~~ ~ L;JEJl.lP) PI uu ft~ 

1 . 'tl~ ft"l1 n L o)1J 1 'II ~'iri 'lfl-IJn ,rU".n ... , ijYltJ1flU 7:::\1 ~ 1-3 L;it)uilu1").1 ii-.l L~tl\ln :nn ') f'IlJ 

YiU-l1ft1lJ,tfl"''l''ll\tt,phliC''llhni\1Ilt,lftll"Otluriu LLl'i"'"U'lUf'lf~1.Un1tMl1"1"'"Pi1li,.t11ni\'IItl':) 
;ii~ ~ liiUU"'"u.,." lilu 58.4 3 IU. fl ';uol,n., i1" U flU' 1U1U" r .... ;ii~ n "'1~ Iflu lul. 
LflUil41U')U 6,742 PI!.:) ~,:)UtltJn;j1ijfi'rJn"'l1lJLilu'tJl~~~1U'lU 11,556 f'lf-l ,..'HI 

2. 'tl";lft"l1nLo)lJl'llfi''1ri1ft.:)n'n!)J","ijYltJ1fltJ'':::'''~1-.lL~'flUa-.l'''"f'1l.Jii-.lL;;flUfiU'l'll'llJ 
• 

Yiu;j1ft1lJ1,.t'1M''l.,\nfhliC''l1.hniil~~ftL,..)jtluriu u(ij41U'lUPl7-31un17"t'l"l""phliC"ltb'nii'llfl-1 

ijfi~ ~ L;)UU,j" U.u ft.:);;" Lih.L 44 .60 LUtl fL ;UCIl Lrltl L Yiuu riU41U'lUPlf-.l'lltHiSfi'r] n PI'l'llJ L flu 11..1111 

loun"u1u 7,364 of. ~.".uno';ii~n.11~liMulli~n',u1u 16,512 Of. 

3. ftl~ft"11n L 0)11 1 "II f;hnr~fttlVl ).JyfQ4''' n1 fL;;tlUf'jlJtl1liU ti YiUt)1 ll,ifl1lJ1 fClIJl1').,\11fh 

... . 1 ... .J. _... I.> J!.... .,J.J ..I.,J ..... lli . ,.J 
r.J (IIu7nIJlVllJn11fH;I).J lJI'IItl~'IItl\!fl Vl'ltJ'lfi PAA V111'l~L'lfl1V1lJ1 nVl~ "J L \1).Jtlun\,l UlJlYiU'l1V1 

'1i'l~ L'lfl1~fl tJlii ~'IItH;tl~fl "'ltJ~fi PM ~ i:i ,hUtltJ nt)1 tltJI hJ'IItl~~~t'ltl~i)fi YiUt)1 fl1lJ1'Cl 

lJI 1') "1\11 Pi1 ij I')U 1n ~l~ tJ ft L \tiltlU nu Uft :::41U'lul'lf~ 1 \,In1 1tJ11'l"l\t1 I'll ij PlU 1n ~ 'IItl~~fi~ ~ L~(JU 
• 

"""U •• n"'1.892 O'.1~1flu;i!~n""~,ilulul/( 
4. ;tl ~ft"1 n L ~ U 1'1 Wj." ~ tltlU' ftu'Utl~\tu~ fttlVllJvi e4',. n1 1Lii tluf'jlJtl1li uti YiU t) 1 

fl1lJ11CllJl1'l"l\11 fl1 ij "JU 1n ~,~ tJ ft tn~ L~tJ~nU ttJItJijfi~ q L;I tJufi tJI uu ft~ 'WViU ph ijllU 1n ~t1u,ru~ 
.. ...J .. ~ .. _..I .. ... oJ .. ... .... .,J 

4"tl 'lUVI 27 f'j).Jtl1YiUti ".Pi. 2007 Uft:::tlUflUVI 5 fltl 'lUVl 24 f'jlJ1l1YiUfi fI.PI. 2007 Uft:::'lfiVl 

1.>. ....1 ' .... 1 ....... ..I .. x. oJ ... .. 1 .... 
~L'IItJU"JlJIUuft~ViUPl1tJlJIu1nl1l'f)UlJlU'vl 2 fltl ·JUVI 1 fJlJ[l1ViUti fU'l. 2007 U'IIt"U:::V1'lfiVjnfl'l1).J 

Lilulu'IIWViufhijtJIu1n~~~1u\1t.i~d t"tJ41U'luflf~'lun1flll'f'l~\11"1ijI')U'fn51'11tl~ijti~qL;I(Ju 
~ I') UUft~~tJI Lilu 59.78 LUtl fL ;u~ u1tl LVltJunu41U 'lUfI f~'IItl~~tiVj n 1'I'l1lJ Lilu lull! ttJItJii Pi1 330 

I'If~ ~~Utltlnt)1i)iiVJnf'l'l1lJLilUlU~ii41\,1'lt.l 552 f'lf~ 
5. '.~."nI1ul,.;1Qnftl1 ••• ~.uu~nn1'H.,ulu,"nmu'"~n"11U~n'n1>{Ij" 

n111-n~ 1UU 'n~l \fflth tJ fI~~ nui miCU:::n11t ;~1U"l1 n L~ul ttI~ ViUt)1f11lJ1 'fOlJl1'l"!\11"1 

ij flU ,n ~ l~ tJft L \1 iltlun u U~41U'lU" f~ 'l un 1 'fill ''l''l\11 Pi1 ij tJlU 'fn ii'lltl~ijii~ ~ L;I tlU,," fI UU ft~ ~ tJI 
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d~u 68.3 ' ~Ut1fL;Ulllujt1LiitJuriU~1U'lUl'lf~'!Ifl-li)tilJnf'l'l11.HilU'U';' t"uil,h 86,324 f\f-lUfltJ 

n~1i)fi'r1nf'l'l1~Li]U't1'~i:I~1U'lUf'lf-l126,380 f'lf-l 
6. ~tl~~"I1nL~ul'11p]~~n~rN'jj'flJ;lfluu~nn111-n,nuLth'unnnJ,.~~n~L~u~ilflnHtu:: 

011 t-D'-l1tulU 1 'II e1~ilft n1fCU::n11 L-D..:J1ul.11n ~ Plfl1U Plft-lrlU ft m~ttu::n11' If.:J 1\.1"11 n L ~1J 1 "111il LLfl:::£i 

n11L~~zUUtJu~~"tbnmH 1 ~1U\.nJ-l YiUtj1i'11lJ11'r;l61T'l"l"'"fhli"'l.Jtn~1~r.lfH",jjflunu LL~ 

~1U'lUf'lf-11Un1'91"l""'"'h £i~tJ1n ~,t1-1i)ii~ ~ L;JUUtlif'l LUJ fl-1 ji;" d:lu 69.55 Ltltl fL ;u,f Lrlfl di tlU 

ri'u';'UOU"f" •• 'lii~n.01miluLuL'" l,u~';1 2,220 .f.u.un11'lii~nM1~LiluLuL.~~ 
• • 

'1UOU.'. 3,192 .,' 

7. '.~.'"nLOUL";\~~noh,'.~.UII~nn1'H,"ulu,.",~u'"~no\Lou~~.n>t"'" 
011 H-11tU1tJ 1 'I(JI"fljjft'm.iN:::n11' H-11utl1'n ~ Plfl1U flfl-1!lU ft nl.iN::n11 H-11U"I1 n L 1tJ I'll e1 um:il 

n11'L~lJpJ LLtJtJ~li"lhn~H 3 fIi'Ul\-ttl-.1 YiUtj1ft1lJ11'(l(ij1''l'nt1'hli"tJfnj11~tJfH",11t1uriu Uf;\ 

41U'lUf'lf-1'Un11tJl1'l"''''"fhljt'ltl1n~'!Ifl-1i)ti~~L;jtJU~"~ufl~~,,d~u 52.36 ~U!lf~~uliluj!l~iiUU . . ~ 

ri'U'"uOU"f.'.''lii~n"o"~LiluLuLI! l,u~';1 1 ,672 .;.U.Un11'lfi~nM1~LilIlLULIi~~ 
• • 

~1u'luf'lf~ 3,192 f'lf~ 

5.2 n1'i1 ~fl 'i1::~r.J'it n1'i~ mstJ ~ Vitltl ritl16'VJ n fI 'J1)J L tlu 1 tll6\' 

~'nn1flt.rwu~iiuu~fln11~1'l'"l""Pi1al'lthnj\~~'"I1n1fi'lnPl'l1~d:]t.llult1i'ufl:;~1n1fi~ 
~ ~ ;jtJufi '" ~tJ M~ U ~, 011 (;11'J "I \-11 ,h a ",tJ 1 n il';'ltJ 1fi~ ~ ~;j tJ t.I'; '" LL tJ fI ~ ft, ~11('1 ~ 1'l 'tVl1 Pi 1 

" .U '" .LIf L" U L;;UO ri'u n1 ,. ,,. ~1 ,;, ".U ,n • I!ou'lfi~ n.o 1 ~ L ilu LULl! I. U~'" U." L;; U • 

•••• LUn 

- ;.~.Mn>t","~".u'n".ci1'''.''\1 
Y1 U~14,U'l t.l1'I f~ 1 t.ln, 'l~ 1'l~VI' Pi, a IItJ 'In il~'l tJ 1fi~ ~ ~;I Ut.lfi' '" ~u fI ~il PI, U!l tJn~'Vl1!l 

~ lhli'u1fill nl'l'l1~ltlt.lltJ~ ~'Vlfu;r!llJfI~~~UU 'WtJi!l dl!l~ ~fI::&i!l ~ ~!l~ 
- f!llJfI il fl' m~ttu::~a"'1..l'ln i1!lEh~ 'W{ '" ~~t.I 
Y1U~'Pi,a",tJ1n~~~1'l'tYiU~'n1fi~~L;jUt.lfi",~tJfI~,rt.lY1uPi,~",tJ1nil~iln1rfl",ijii1'!1!l~ 

;rtl\!fI~'ltJ1ti P M ~'II 'N ~ '1 fl1UtltJ n~'1fill n PI'l1~ d:]t.lltJl~ ~~ ~~tl ~ Y1UU ~ fI PI, til'lu'ln ~,r~n ~, '1 

ri'u n11f1 (;Iij~'lItWif!l\!flli'lEJ1ti P AA ~ PI'l1~fI:: ~~u fl ~~ EJ'l ri'u 1fill n PI'l'~ ~tI t.lltJlli LL~ 'l Y1u~1ilPi1 

a "urn Pi ~ Vli1-tlt.lnt.l 

ft'~VlPJ~fi~~l;jUt.lfifl~tJfI~,rt.l'Wft'~''l{lY1uPi,a"tJrni1~iln1rflfliiPi''!l~;r!llJflfl'lEJ1fi 
PM ~"",LO""L;;mri'u'lfi~n.O"~LilIlLULIf ~""~"."nl.N~h".~.~~~",;u~",rIl~n1' 

~. . 
Lliu'.'".U';.uwi 1 nil Vi Lilu I.NO h, .m'; 1.u~11';Lii."" •••• LUil 
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1 . ~rltni1 n '),.~ 1U 'l n&fhr::U:::lh.l~ fI ~ ~ ') ~1l tit!!J t 'W IltJi fl :; n1 1'll.l 1'f1 \J oI1ii:: ~h 1 ,nl-iYi 1J 

fl1 fiutitlEJ ~ il€ n 'lI1::~ "1~tl'l nu ih ,rut!f1!J~ ri 1'W ') NPh 7::U ::""'1 ~ 11,.. fi11::U :::l.h-1~l~i:i ~'i1 hi 
L ';1Ii\~LLfl::t11"1n'-l flt ,..Pi, a"thn j\~'lIi'WL\4ijtl'Unu 

2. ;-tl~ fl th,;u tl tl U~~1 nu~ \uurh n flU,. n ~n41U 'lUlJ1 n n ~ ') Ln N,,1 um'lL fl fI nr;' 

r:;"'U1n~ 

3. ;tl~fl fl1,rU tltlU~~ ') riu~ L U\.Iph a" tJ 1n ifl1'llJ nu;tl ~ fl fl1 PlU titl tJ~ UUfl 11141U') U 

)J1nn~1lnru"r11un11Lfltln,hlj(JItl1nj\ 

~,'" 111 tJ 611 '8-1 n11Y11f1 fltl-11Jl1'l ,,..., ,hil fllhn e1"11 n't! J;l ft LL1JU'tJj IIIfl L i1 fl-1,rU '((11 ~1 ,.; ') 

lj "'thn ~~ IJl ''l''"vI11~''I1 n; fllJ ft LL1J 11 hltJItl L iitl,nr U fl1!;j 1Jl1'l""" hiYiu t1U L iitNlJ ') "I' n fl nltN:: . , , 
;flJ;jft;1-1 LPltml'uilfl'm;N:: ,]1-1nU Ufl ::~-1i:J41U'lU;fl1Jft\Hf n)J ') n L vbl'j' ti-1li,l,.. 011(111'1"1\-11 PI, 

ljfllh'nj\~fuLl'i1,ru LLlliii't::";11"'L'lft1~H''tUn11fl1'l''l'''"'hljllltbnih.nn~uIJl1lJ't.I~'ltJ 

"11 n ~ft n ') 1Y161ftfl-1 fI tU'P\~1 n1TtI h-1;tl~ flU"';; n n '"\;1 H -11U L ~ 11' 'll &i ~ 1lJ11C1 ~ h~ 

~.~.~i1!tl"uu'h.1 ",~IA' •• nl1'~ 1."nl1.r,.~.~.~i1atJ"uu1'1,r" .;,.il" ••• 1oin11 

'i '"T1."ri.U~,".l'1. • ~.1"~.~.~ Qn.l'1.,ru.'~11" .iluiA', "~" ••• ;;.~." n "~ •• tu1 ,. 



.. 
UVIVI 6 

'II ~tJ ~i'I m~'1{ 1'J LI i'lzi", ~ 'IIu", LI U Z 

- O1m~U1hJtunnJ~lilu01Ulb'l''f))Jflo11lJY~nn1n;,H11UlilO17L?1J 

1\,101 m ~\,I1 ttJ,. un f~~1.nun1trq h ~''fl~fnjuli 0011L;-1 '.r~1U1J1011L ~u,ru ilJ.J"I10 

n1";OJU111llth .nnJ~1~1TO~;"~t~ .10\'t ti1<;;'"~U 1~o 1ztl .uu.t'~t~ .,",iluztl .uu 

1.1."nn1T~'1<."M"".uu'.""I-';;~ ••• ,~.H1un1,~;,,~.~.~n,u.UU~".,n".," 

,~t." "01~41 d1u 1 un1 ,.1Il.1 II '.n'~ "" '" mru 111,.n nJ'"'; 1Uill .uu.t,~t~.~n1 u 
uVl)J LPI N LLUU L 'floi L fiJ.J !.l'flS L ~'tI~ 11~;fI~ft mnJuii n OJ'lL ;11;~1uuln 1 n ~UIll1J.J~tl~ 01,. Lilia 

,t! LL1Ju~th 011fl11 ~ U Yl J.J t~N LLU U L tloi L tfl1.J u tlfl "l:: t.h \,10111 LPl11 ::If, 1 n oU'm;l fl n '1UU;; n 011 

L" H,nUU1011L 1tJ~jjtl~ Uft::Ln ",;u"ll~ 

~ • 1-' -J1"" ' - -, - .. 'Dl.IlIltll.W11tltl n IJ,UU UtI::'Yi rwU1 u tU01lJYI '11 rUn11I1lf'l"l"'1f\1t.1 "u'nlll'fl~Lf'l1tl-1 

11'1011 't\J 1unU.Jth'::!J0 IJ1L 1U lhJ"I10 O11LLU fH ;tl)J auu li n 011L ;1 H-11UUrO 1 t L 1U'~ LUU-D'fllJft 

tl'in'lJ.J L'l ft 1 "11 mIuft ",jj ii'!ltl-1;tllJft ;t'ltJlfi P AA tlfu;tllJft 1" LUUU 11li~ ,31u')'ltJilti Z -Score 

.~o .1lfl<~t~.1 ,x.~ iuztl.t,,, 'II" ",.r" 10"' iOi!.'" ;j,~.~.~ d1uo'll" n,,"'.ru '"~ mh~1 
III t'l"l\1' fh ~ ~ th'n ji "l1 nYJ n f'I ,)1)J ~u'U lul~ Ll ~ ::"l1 n~fi~,r PI LLU ft~ tlJltJ ~ ~ ;JtJ'U)J 1 L tIltJ U LVi U1J n'U 
lou ,h~ 0 \"1fl L~.f~"'1 ~1~u~ niu •• u.ru,"oJ 1un,,:; '""""ritU~,"",~,1i 

l"u"u'i4'"d1li~"~.ul11'.n'~~1~um'~;1<~.~.mruu~nn"'~11'"uu;n1' 
• 1 •• -J. -" 1-' -J,,, , - -, -L,)U !JItJn11ft1'N'lIfll:JftYl)JiuLLUUIJI1~1 LLft::Ylt'l'llflU u1LLn1)J'VI "D ~'Un111J11')1iI"'1P11~~u1nl.il'lltl~ 

,"i",u;n"I11,.n'~Il,"~n.';u ~'~ttl".n1",.~.u1 .. ,d 

6.1. 1 tJftn11V1V1ft'Elutu1LLnnJ~1~'Un 11'l1h~;'Ell:Jftn11u'U~nn11L;1 H~1'Uu;'n1'fL~U 

't~.~11f' 1 n n1'~ ,1< oJ,U 1 u'.n'~ ,ntU 1~1~ 11,xt li1ulll •• ,." WJfl n \"1~ ~u 0 1 
'lI1)J1'fClfti1~;fl\l"u'Uiinn11H~1'UlI11.i11)J~fl~n1'f 
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6.1.2 r.lfln1lY1 f1~tl1Jltl,.u.nnJ~t.nUn1"~'M"I"""'hlj"'tl,.n91 '!Itl~Lf'i'4f1-31J;'n1,.ltJ,.u.nnl 
th.~nol,OU 

• 
1;ri1n1"YI"'flfl1Jn1,.tJI"'l<1j'\ll1';1lj"'tl,.n~"'"nttl~flll'fl-3L~1Jl,t;lfi1~1 ';-31fln'1f11'l"''''' 

'h;;.thn."n~n.01~'ilultlllr u •• 'lii~€';;"Uif.utl ••• '~'1"0:,"""h;;.tl1n;;lli 
LVI j'j fI uri' u "., n;r tl ~ flii fl n'li N::~ LLCil n 911-3 n U t1 th-3oD tJI L "IU L PI tl'hU 'lUP'I f.:J 1 Un11'UI 7'J "I \", Pi 1 

tJ flU 1n ~~ ~ L;ltJ u~ fI U tJ fl >l il41U 'l UfJI f-l~ U'fI tJ n ~1 "'Ttl L vi1 Ii 1J n1 1C/l 1'l'"l"n,h tJ fl tlm ~"'" n '! n 

.o1~,ilultllli~1n 

• 
·nnn11Y1"'ftt11Jttl,.um"MltJfl~.ljil 

- Itl:un1~~H'um,.J'.'.~.m1uu~nmfL;,';.,utJ;n1fL1tJ .'~11m11ltlH 
.. "' ._. .J·~I.J .. '" .". , L Yifl'tl')U um1ftTl-3'!1t:1l;l flYl ~,u LL1JU.,,\1f11 m.u..,u L ~'EI '!h l.m'1Lu1tlUL YI tJu f'I')1Uft 1lJ1 f C'! um,. 

'I'M"I'\.11 ph tJ~nJ,.n ji'tA 

- 1:1J ,.un1'3J~t.fl. Un1 1(;1 t'l"l"' Pi 11l ",tJ 1n ~ 'U}>l Ll'liMlJ ln1'i' hhu.n1lJl.h::~n!1l L~1J 

.'~1 ,011, 'tl'" um,. ",",., ;;.tl:n.~ '1i.~u 1 .,ltl,unffitl :.~n ol' otJ'lf 

- i\~UI fI u 'lfi~l.fl u n1 161 1'1 '" \1' ,h a "thn P1 'b tl-3 Lf'I it) >llJ;01 ,. hi,. LLn nl1..! r ::q n vi L 1) 1J 

.'~11"tl, ltl o""",h;;.tl :n;;ntJ'.~.~.~'uztl".'ljnffi to., UtJtJ~u1l1i 

11 C\Jm~YilJ 1It1 n n1 nh n1114' tltJ1-31b::n11 ~li1<l1:: Liluu 1:: LEl'!lUUft::t'l11J11mA1 lu Lilu 

UU'lYI1-1'un11unifCY~1'u-11uij4'[J~tnllL;;u-1~u1l'1t11u ,r-1d 

1. ifCY~1'!1t1-1 L'lft1~H1un111111'l"~1P11~ Plu1niii LI'IElYiU~1~1n~t1\1fti1~1U'lU2J1n 
L 'lft1~t;nUn1'rtJ11'l"~1 Pl1 ~V1urn ~~-1 ~f1 -1 U' L'ltn2J1n L'1iUriU 

2. if cy~ 1,.tN~1U'lU ~fI\lft ~fl n~ 11 11J1 ton1 un 1 rfl1'l~~ 1 Pl1 ~ I'IU rn ~"1 n ~fI\I ft 
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<?=l ver.s ion- "l.O"?> 

<data_genera tor> 

<template> 

<web> 

t11f1~'U'Jn n 

<folder value- "d: Iworkspace/cputil/log/web-access-gen.log" I> 

</web> 

</ternpl ate> 

<data> 

<cp_web val ue""web"> 

<year value-"2006"> 

<month value- " 3- 4" > 

<week va lue_ " 1_6" > 

<day value- " l-S "> 

<hour value- "0-6"> 

<traffic value-"8S00-9000"> 

<.s ize v4 1ue- " 1400-1500"I> 

</traffic> 

<d.s t_ip _range val ue","202. 3 .145.3- 202.3 . 145 . 3" > 

<port_ra nge va1ue- " 90 " 1> 

</dst_ip_range> 

<ip _range v.a1ue" " 192 .168 .1. 0-192 . 169.1 . 254 "> 

<port_ r4nge val ue"" 1024-5000" I> 

<lip_range> 

</hour > 

<hour va1ue- " 6-0"> 

<tra ffic value- " 8s00-9500"> 

<size v.alue- "1500-lJOO"I> 

</traffic> 

<d.st_ip_range va1ue- " 202.3 . 145.3-202.3 . 145 . 3"> 

<port_range value"'"SO"/> 

</dst_ip_ra nge> 

<ip_ range value- "192.l68.l . 0-192 . 16S. 1 .254"> 

<port_range va lue- "1024-5000" 1> 

<lip_r ange> 

</hour> 

</day> 

<day value- "6- J"> 

<hour value- "0-6"> 

<traffic value- " 9500-l0000 "> 

<size value"'"1400-1500 " 1> 

<{traffic> 
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<dst_ip_ranqe value-~ 202.3.l4S.3-202.3.l45.3 " > 

<port_ranqe value- "BO"I> 

</ds t _ ip _ranqe> 

<ip_ranqe value- " 192. 16B. l .O-192.16B.l.2S4"> 

<port_ranqe value-"102 4- S000"/> 

</ip_ranqe> 

</hour> 

<hour value- "6-0"> 

<traffic value-~lOOOO-llOOO " > 

<site value-"lSOO-1700"/> 

</traffic> 

<dst_ip_ranqe value· "202. 3. 14S . 3-202 . 3.l4S.3 "> 

<port_range vtllue-"BO"I> 

</dst_ip_unqe> 

<ip_ranqe value-~1 92 . 16B.l.O -192.l6B.l.2S4 ~ > 

<port_ranqe value- " 102 4-S000"/> 

</ip_ranqe> 

<Jhour> 

<Jday> 

</wee k> 

</month> 

<Iyear> 

</cp_web> 

</data> 

</data qenerator> 
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<?xml veraion_M 1.0 M?> 

<data_generator> 

<template> 

<web> 

<rolder va1ue-Md:/workspace/cputi1/1og/web-accesa-gen.logM /> 

</web> 

</temp1ate> 

<data> 

<cp_web va1ue-"web"> 

<year value_"2006 M> 

<month va lue_ M J_4"> 

<week va1ue- "1-6"> 

<day value- " l-S"> 

<hour va1ue-"O-6"> 

<traffic value- MSSOO-9000 "> 

<si~e value- "1400-1S00"/> 

<I traffic> 

<dst_ip_range va1ue- M202.3 .145.3-202.3.14S.3"> 

<port_range va1ue_M SO M / > 

</dst_ip_ranqe> 

<ip_range va1ue- M 192.l6S.1.0-192.16S.1.254"> 

<port_range va1ue-"1024-S000 M /> 

<lip_range> 

</hour> 

<hour va1ue_"6_0 M > 

<traffic value-"SSOO-9S00"> 

<size value-"lSOO - 1700"/> 

</ t raffic> 

<dst_ip_r ange va1ue-"202.3.14S.3-202.3 . 14S.3 M > 

<port_range value- "SO"I> 

</dst_ip_r"nge> 

<ip _r"nge value- " 192 .168 .1. 0-192 .168.1. 25 4 "> 

<port_range v"lue-"1024-S000"/> 

<lip_range> 

</hour> 

</day> 

<day val ue-"6-7"> 

<hour value- "O-6 M > 

<traffic v"lue-"9S00-10000"> 

<size value-"1400-1S00"/> 

</traUic> 

<dst_ip_range value- M 202.3.l4S.3-202.3.l4S.3"> 

<port_range value_"SO"I> 

</dst ip range> 
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<ip_range value- "192 . 166.1.0-192.168.1 . 2S4"> 

<port_range value .. "1024-5000"/> 

<lip_range> 

</hour> 

<hour v31ue-"6- 0"> 

<traffic value- " lOOOO-11000"> 

<size va lue-"lS00-1700"/> 

</traffic> 

<dst_ip_range v<llue-"202.3.14S.3-202.3 . 14S.J"> 

<port_range value_ nSO"/) 

</dst_ip _range> 

<ip_range value- "192.168.1.0-192.168.1.2S4"> 

<port_range value_" 1024-5000" I> 

</ ip _range> 

</hour> 

</day> 

</week> 

</month> 

</year> 

</cp_web> 

</elata> 

<anomaly_webl va lue-"web"> 

<year value","2006"> 

<month value""3"> 

<week value- "J"> 

<day value-"S-7"> 

<hour value_HQ_O" ) 

<traffic value- "lOOOO-22500"> 

<size value- "lOOO-ZOOO"/> 

</traffic> 

<dst_ip_range value- "102.3.14S.3-l02.3 . 14S.3"> 

<port_range value-"80"1> 

</dst_ip _range> 

<ip_range value- "192.169.1.0-192 . 169 . 1 . 254"> 

<port_range value- "1024-5000"1> 

<lip_range> 

</hour> 

</day> 

</week> 

</month> 

<Iyear> 

</anoma.ly_webl> 

</data generator> 
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<?xml vel"sion- "l.O"?> 

<data_generator> 

<template> 

<web> 

<folder value- "e: Iworkspace/thesis/log/web-a ccess-gen . log" I> 

</web> 

</template> 

<data> 

<min_web value .. "web"> 

<ye ... r value- "2 006 ") 

<month value-"3-4"> 

<week. value- " 1-6"> 

<dilly value- "1-7"> 

<hour value_"O_O"> 

<traffic value- "4000-4500"> 

<size value- nIOOO-IIDO"I> 

</traffic> 

<dst_ip_range value-"202.3.145.3-202.3.145.3"> 

<port_range value-"SO" /> 

</dst_ip_range> 

<ip_range value- " 192. 168.1. 0-192 .168. 1. 254") 

<port_range value-"1024-S000"/> 

<lip_range> 

</houo 

</day> 

</week> 

</month> 

</year> 

<fmin_web> 

<cp_webl value-"web"> 

<year value- "2 006") 

<month value-"3-3"> 

<week value- "1-3" > 

<day v,,"lue-"1-7"> 

<hour value-"O-6"> 

<traffic value-"4500-5000"> 

<size value- n1400-1500"1> 

</tra ffic> 

<dst_ip_range value_n202. 3.145. 3-202.3.145.3"> 

<port_range value_nSO" /> 

</dst_ip_range> 

<ip_range value-"192.16S . 1.0-192.16S . 1 . 254"> 

<port_range value"'"1024-5000" /> 

<lip_range> 

</hour> 

<hour value- " 6-0"> 
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<traffic value-" 4S00-5000"> 

<si ze value-"lSOO-170Q"/> 

<{traffic> 

<dst_ip_range value- "202 . 3.14S.3-202 . 3.145 . 3"> 

<port_range value""80" /> 

</dst_ip_range> 

<ip _range value" " 192 .1 68. 1.0-192.168.1. 254"> 

<port_r ange value- "1024-S000"/> 

<lip_range> 

</hour> 

<trUly> 

<day value- " 6-7"> 

<hour va lue- " O-6" > 

<traffic val ue- "SSOO-600D"> 

<size value-"1 400-1500"/> 

<I traffic> 

<dst_ip_range value_" 202 . 3.145 . 3-202.3. 145.3"> 

<port_range value_"BO" /> 

</dst _ip_range> 

<ip _range value-"l92 . 168 . 1. 0-192 .168 . 1 . 254 "> 

<port_range value- "1024-5000"/> 

<lip_range> 

</hour> 

<houl' value-" 6-0"> 

<traffic va lue- "6000-7000"> 

<siZe value- " 1500-1700" I> 

<itraffic> 

<dst_ip _ range value-"202 . .3 . 145.3-202.3.145.3"> 

<port_range va1ue-"80" I> 

<Idst_ip_range> 

<ip _range value- " 192 .168.1.0 - 1'12 . 169.1. 254 "> 

<port_range va lue- " 1024-5000" I> 

<lip_range> 

</hour> 

</day> 

</week> 

</rnonth> 

</year> 

</cp_webl> 

<cp_web2 value " "web"> 

<year value_"2006 ft > 

<month va lue-" 3-3" > 

<week value-"4-4"> 

<day value_ ft 2_7"> 

<hour value-"O-6 "> 

<traffic value-"4500-5000 "> 
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<ei~e value--1400-1S00"/> 

</tr"ffic> 

<dst _ ip _ range value_" 202.3 . 145.3-202.3.145.3"> 

<port_range value- " SO"/> 

</d..st_ip_range> 

<ip_range value--192.168.1.0-192.168.1.2S4"> 

<port_range value- "lD24-S000"/> 

<lip_r ange> 

</hour> 

<hour value· "6-0") 

<traffic value-" 4500-SS00 " > 

<si ze value-"lSOO-1 700"/> 

</traffic> 

<dst.ip.cange value·"202.3.14S.3-202.3 . 14S .3 " ) 

<port.range value."SO"I> 

</dst.ip.cange> 

<ip.cange value- "192.168.1.0-192. 168.1.254") 

<port.range value-"lD24-S000"'> 

</ip.range> 

</hour> 

</day> 

<~y value-"6-7"> 

<hour value_ H O_6"> 

<traffie value- "SSOO-6000 ") 

<size value--14DO-lSOO"I> 

</tratfic> 

<dst.ip.range value-·202.3.145.3-202.3.14S.3~> 

<port_range value.R80~/> 

</dst_ip _rtlnge> 

<ip_r a nge val ue- H 192. 168. 1. 0- 19 2 .169.1.254 H> 

<port_ rtlnge value- "1024 - 5000 "/> 

<lip_range> 

</hour> 

<hour val ue _R6_0R> 

<traffic value_R6000_1000R> 

<size value- R1500-1100-/> 

</traffic> 

<dst_ip_range value-"202 . 3. 14S. 3-202.3.1 4S.3R> 

<port_range value_" SO H/ > 

</dst_ip_tange> 

<ip_range value- "192.16S.I.0-192.16S.I.2S4R> 

<port_range vtllue-"1024-S000"1> 

<lip_range> 

</hour> 

</day> 

</week> 
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</month> 

</year> 

</ep_web2> 

<cp_web3 value·~web~> 

<year value_W2006~> 

<month value_~3_3M> 

<week value- "5-6"> 

<day value_ M l_1"> 

<hour value_ H Q_6 ft > 

<traffic value_H4 500_5000~> 

<size value- " 1400-1 S00"/> 

</traffic> 

<dst_ip_range value- "202 . 3.145.3-202.3.1 45.)") 

<port_range value- "90"1> 

</dat_ip_range> 

<ip_range value- "192.168. 1. 0-192.168.1.25 4" > 

<por t_range value- "1024 -5000"/> 

<lip_r ange> 

</hour> 

<traffic value-"4500-5500"> 

<size value-"lSOO-1100"/> 

</traffic> 

<dat_ip_range value-"202.3.14S.3-202.3.145.3"> 

<port_range value-"80"1> 

</cbt_ip_range> 

<ip_range value- "192.168.1.0-192.168.1.254"> 

<port_range value~"1024-5000"1 > 

<lip_range> 

</hour> 

</day> 

<day value~"6-7"> 

<hour value- "O-6"> 

<traffic value- "5500-6000 "> 

<ai~e value-"1400-1500"/> 

</traffic> 

<dat_ip_range value-"202.3.145.3-202.J.145.J "> 

<port_range value-"80"1> 

</dst_ip_range> 

<ip_range value-"192.168.1.0-192.168.1.2S4 "> 

<port_range value-"1024-S000"1> 

<lip_range> 

</hour> 

<traffic value- "6000-7000"> 
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<s ize value- "1500-1700"/> 

</traffic> 

<ds t_ip_range va lue- "202.3.14S . 3-Z02 . 3. 14 5 . 3"> 

<port_range value_"SO"/> 

</dst_ip_range> 

<ip_range value- " 192 . 168 . 1.0-192 .168 .1 . 254"> 

<port_range va lue-"1024 - S00Q"/> 

<lip_range> 

</hour> 

</day> 

</wee k> 

</month> 

</year> 

</cp_web3> 

<cp_web4 value-"web "> 

<year value- " 2006 "> 

<month va lue- "4 - 4" > 

<week value-"1-3"> 

<day value- " 1-7 "> 

<hour value-" Q-6"> 

<traffic value- "4500- S000"> 

<size value-"1400- 1500"/> 

</tra ffic> 

<dst_ip _unge va lue- "202 . 3 . 145.3-202.3.145.3" > 

<port _range val ue-"80 " /> 

</dst_ip_range> 

<i p_range value- " 192 .168. 1. 0-192 .168 .1 . 25 4 "> 

<port_range value .. " 1024-S000"/> 

<lip_range> 

</hour> 

<hour value-"6-0 "> 

<traffic value" " 4500-5500"> 

<size value- " 1500-1700" /> 

</tra ffic> 

<dst_ip _ r ange value" " 202.3 . 145.3-202.3.14 5.3 "> 

<port_r ange va lue" "80 " /> 

</dst _ ip _range> 

<ip_range value- " 192 .168. 1. 0-192 . 168.1. 254 " > 

<port_r ange value- "1024-5000 " /> 

<lip_range> 

</hour> 

</day> 

<day value_ H 6_7"> 

<hou r value_ H O_6" > 

<traffic value- " 5500-6000"> 

107 



<$i~e value_ M1400_1S00 M /> 

</t r a ffic> 

<dat_ip_range value- M202.3.14S.J-202.3.14S.3-) 

<port_range value.wBO"I> 

</dst_ip_range> 

<i p_range value.-192.168.1.0-192.168.1.2S"") 

<port_range values -102 4-S000"/> 

<:/ip_range> 

</hour> 

<traffic value- "6000-7000" > 

<siz.e value- "lSOO-1700 " / > 

</traffic> 

<dat_ip_r ange value- "202. 3.1 4S . 3- Z02.3. 14S. J " ) 

<port_range values"SO"!> 

</dar_ip_range> 

<ip_range value- "192.168.1.0-192.168.1.2S4") 

<port_range value- "1024-5000-/> 

<lip_range> 

</hour > 

<{day> 

<tweek> 

</PIOnth> 

</year> 

</cp_web4> 

<cp_webS value-·web") 

<year value-"2006") 

<week value- " 4-4 " ) 

<hour value- "O-6"> 

<traffic value- "4500-S0 00 " ) 

<"i~e val ue-"1400-1S00"/> 

</t r affic> 

<dst_ip_range value~~202.3.14~.J-202.J.145.3~> 

<port_range value.~80~ /> 

</dst_ip_ ranqe> 

<ip_range value.~192.168.1.0-192.168.1.2~4"> 

<port_range value-~1024-5000~/> 

<lip_r a nge> 

</hour> 

<hour value-~6-0 ~> 

<traffic value-~4 500-5500M> 

<size value-~15 00- 17 00 " 1> 

<I traffic> 
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<d$t_ip_r~nge value- "202.3.14S.3-202.3.145.3") 

<port_ range value_MBO-I> 

</dst_ip_r"nge> 

<ip_range value- "192.168.1.0-192.168.1.254"> 

<port_range value-"1024-5000- '> 

<lip_range> 

<(hour> 

</day> 

<day value- "6-7" > 

<hour value- "O-6"> 

<tra ffi c value- "5S00-6000 " > 

<,she value-"1400-1500 " /> 

</traffic> 

<dst_ip_range value- "202. J .14S. 3- 202.3.14S.3"> 

<port_range value- "80 "1> 

</dst_ip_range> 

<ip_cange value- "192.168.1.0-192.168.1.2S4"> 

<port_range value-"102 4-S000"/> 

<lip_r a nge> 

<thou,,> 

<hour value- " 6-0" ) 

<traffic value-"6000-7000"> 

<size value- " lSOQ-1700"/> 

</traffic> 

<dst_ip_range value."202.J.145.3-202.3.14S.3"> 

<port_range value-"90"1> 

</dst_ip_range> 

<ip_range va1ue-~ 192.168. 1. 0-192. 168.1. 25 4" > 

<port_range value-"1024-5 000 "/> 

<lip_range> 

</hour> 

</oay> 

</week> 

</month> 

</year> 

</cp_web5> 

<cp_web6 va lue-~web~> 

<yea r va1ue_-2006w> 

<month value_w4_4w> 

<week value_~5_6w> 

<day va1ue_ w l_1 w> 

<hour value_ "O_6 w > 

<traffic va1ue-~4500- S000"> 

<size va1ue- w 14 00- 1S00"/> 

</ trllffic> 
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<d,t_ip_ranqe value- -202.J.145.3-202.3.145.)-> 

<port_range value. -ea-f> 

</dst_ip_ranqe> 

<ip_canqe value- -192.168.1.0-192.168.1.254-> 

<port_range value- -1024-5000"/> 

<lip_range> 

</hour > 

<hour value·"G- Oft> 

<traffic value.-4500-SS00-> 

<size value· - 1SOO-1700"/> 

</traffic> 

<dst _ ip _range value-"202. 3. 14 5.3-202 .3. 145.3"> 

<port_range value- "80"1> 

</dst_ip_ranqe> 

<ip_ ranqe value-"192.168.1.0-192.168.1.254"> 

<port_range value-"1024-5000"/> 

<lip_range> 

</hour> 

</day> 

<~y values -6- ?"> 

<hour value- "O-6-> 

<traffic value."S500-6000"> 

<size value--1400-1S00"/> 

</tr affic> 

<dst_ip_ranqe value- - 202.J.14S.)-202.).14S.3-> 

<port_range value- "80"1> 

</dst_ip_range> 

<ip _ r<'lnge value-" 192.168. 1. 0-192 .168. 1. 254 "> 

<port_range v .. lue-"1024-5000"/> 

</ip_r .. nge> 

</hour> 

<hour v .. lue-"6-0 "> 

<tr .. ffic value-"6000-7000"> 

<,i~e value-"1500-1 700"/> 

</traffic> 

<dst_ip_range value- "202.3.145.3-202.3.145.3"> 

<port_r .. nge value_M80"1> 

</dst_ip_range> 

<ip_range value- "192.168.l.0-192.168.1.2S4"> 

<port_range value- "1024-S000"1> 

<lip_range> 

</hour > 

</day> 

</week> 

</lI'IOnth> 
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</year> 

</cp_web6> 

<anomaly_webl value- ·web"> 

<year value·"Z006"> 

<month value·"4"> 

<week value .. "2"> 

<day value"")-4") 

<hour value_MO_O") 

<traffic value- MI100a-ISSCO"> 

<size value- M ICOO-20aO"I> 

</tratfic> 

<d st_ip_ range vIIlue-" 202. 3. 145. )-202.3.145.3"> 

<port_range value_"BO"'> 

</dst_ip_range> 

<ip_cange value- "192.168.1.0-192.168.1.254") 

<port_range value-"1024-5000"'> 

</ip_rtlnge> 

<thout> 

</~y> 

<tweek> 

</month> 

</year> 

</anomaly_webl> 

<anomaly_webl value- "web"> 

<year value- "2006"> 

<month value." 4 ft> 

<week value_"2 ft > 

<day value·")-4") 

<hour value-·O-O"> 

<tr"ffic value" "11000-18500"> 

<sile value- "1000-2000"/> 

</tuftie> 

<dst_ip_ range value-" 202.3.14S.3-202.3.145.3~> 

<port_range value.~80~/> 

</dst_ip_range> 

<ip_range value- "192 . 168. 1 .0-192.168.1.254"> 

<port_ra nge value·~1024-5000H/> 

<lip_range> 

</hour> 

</day> 

</week> 

</month> 

<Iyear> 

</anomaly web!> 
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• for cu web 

src_dir- e:/wortspace/Thesis /loq! 

files-cu-web.lo9 

dateJlOs- ) 

si%.e,JlOs- 9 

src_ipJlOs- S 

ds t_ipyos-2 

l09_t ype- apache 

date_type-OATE_TY PE_STRING 

• s pace is unicode charact er \u0020 

delilll-\u0020 

out_dir-./out -cul 

str eam_counts - 14400,2880Q , 86400,112800 , 259200 , 345600 ,4 32000,604800 

pac t et_counts- 5Q, lOO . 200 , 400 , 800 , 1600 ,32 00 

sec_counts- 3600 , 7200,14 4QO , 28800,86400 

sax _counte: - ) - lO 

sax_window_length-),4 , 5 . 6 , 7 , 8, lO 

s e c7_counts- 3600 , 7200 , 14 400 , 28800 , 86400 

sax7_counts- 3-1Q 

sax7_window_length- J,6,12 . 24 

t nn-1000 

st re~ng_flag·yes 

non st reami ng fl ag-yes 
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• tor maMgar 

arc_dir-d : /workspace/Thesis/loql 

tiles-manager.loq 

d6teJlOs-O 

sheJX)s- 13 

s r c_ipyos - 9 

dst_iPJl0.s .. 2 

l09_t ype- iis 

date_type-OAT£_TYP£ STRI NG 

' s pace i s Unicode character \uOa20 

delim- \u0020 

out_dir-./out-mansqerl 

atream_counta-14400,28800.86400.172800,25~200,345600,4J2000.604800 

packet_counts-50, 100,200.400,800, 1600, 3200 

sec_counta - 3600, 7200, 14400,28800,86400 

sax_counta- 3-10 

aax_window_length-J , 4,5,6,7, 8,lO 

aecJ_counts-J600 ,7 200 ,14400,28800 ,8 6400 

sax7_counta_3_ 10 

sax7_window_lenqth- 3.6,12 ,24 

knn-1000 

streaming_fLag-yea 

non s treaming tlag- yea 
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, for manager radio 

src_dir-d:/workspace/Thesis/logl 

tiles- radio. lOll! 

dateJ>O'S-O 

sizeyos- 10 

src_ipyos-2 

dst_ipyos- 4 

loq_type-iis 

date_type-OATE_TYPE STRING 

.space is unicode character \uDC20 

delim" \u0020 

out_dir- ./out-radiol 

stream_counts-1 4400,2 8800 ,96400,172BOO,259200,3 4S600,4J2000 ,604800 

p&cket counts- 50.100.200.400.800.1600.J200 

sec_counts- 3600 ,7 200,14400,28800,86400 

sSII_counts- )-lO 

sax_window_length_J,4,S,6,7,S,10 

sec7_counts- 3600,7200,14400,28800,86400 

ssx7_counts-J-IO 

sax7_window_length_J,6,12,24 

knn-lOOO 

streaming_flag- yes 

non streaming flag-yes 
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• tor au web 

src_dir- e:/workspace/Thes i s/loq/ 

files· web-access-gen.loq 

date...,PO,,-3 

dzeJ)Os- 9 

src_ip-YO"·S 

dst.ipJlos- Z 

l09.t ype- a pache 

date.type-DATE.TYPE.STRING 

• space is unicode character \u0020 

delim-\u0020 

out.dir-e : !workspace/thesis/out/ 

stream_counts-1 44 00,28BOO.864 00.172800.2~9200.345600.432000.604800 

packet.counts- 50,lOO,200,400,800,1600,3200 

sec.counts-3600,7200,14400,28900,86400 

s ax.cQunts-3-1 0 

Isax.window.length i s in source code 

sax.window.length- 3,4,5,6,1,8 , lO 

streaminq.day-7,15,JO 

sec.,treaminq.counts- 3600 , 7200, 14400,2 8800 , 86400 

sax.,treaming.counts-J-IO 

'sax.'tre4ming.window.length is in source code 

sax s treaming window length-24,12,6,3 
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f tor all web 

src_dir~e:/work$pace/Thesisfoutl 

tiles-web-data .txt 

dateJK>s-O 

siztl...,.PO'·l 

src_ipyos-1 

d,st_lpyos- l 

l09_t ype-qeneral 

date_rype-OATE_TYPE_STRING 

delima, 

out_dir-./our I 

,ec_counts-3600.7200, 14400, 28800,86400 

Sf,x.counts- 3-1Q 

'sax_window_length is in source code 

sax_window_lenqth-3,4,5,6.1.8,9,lO 

atreamin9_day- 1,15,30 

sec_,treaming_counts- 3600,7200, 14400,28800,864QO 

sax_,treaming_counts-)-lO 

Isax_srreamin9_window_length is in sOurce code 

sax_,treaminq_window_length- 24,12,6,3 

tnn-lOOO 

streaming_flag- yes 

non streaming flag-yes 
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