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Abstract

Mobile banking (m-banking) is an online banking service via a smartphone application. It is an alternative to internet
banking (i-banking), which uses a web based application via a web browser. In comparison to i-banking, m-banking
has been seen as safer and securer. However, several bank-hacking crimes have been reported during the last few
years. So, several previous studies analyzed the i-banking security/safety issues. Yet, most of them have not yet
focused on m-banking. Some of them have investigated m-banking only on the technical (security) merits but not the
management (safety) side. Significantly, most of them have not yet analyzed according to the following critical points
occurred crime cases, detailed observation on the real services, experiments to break the real mobile banking systems
on the user side. Hence, in this paper, we propose to analyze both safety & security and cover all the aforementioned
significant points. By investigating six banks in Thailand, we have found several weaknesses of the m-banking systems.

The contribution from this work can provide direction to improve the security and safety of the m-banking systems.
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Figure 1 Global mobile banking users®
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1) HanmANUaannuszuY m-banking

Table 1 Documents for opening a bank account

Criteria for Safety Analysis A B C D E F

1. Opening bank account

1.1 Citizen identity card o
1.2 Driving license & House record / [
document

1.3 Civil service ID & Houserecord / [/ [ [ | [
document
1.4 Passport (in the case of for- / [/ [ [ [ [

eigners)

91N (Table 1) wuhlunisidadnydnnswnans
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Table 2 How to apply for m-banking

An Analysis of Safety and Security for Mobile Banking Systems in Thailand 83

Table 3 Login features

Criteria for Safety Analysis A B C D E F

Criteria for Safety Analysis A B C D E F

2. Applying for mobile banking
2.1 applyingatabankbranch [/ [ [/ [ | [
2.2 applying via a smartphone / /
application

2.3 applying viaan ATM machine / [/ [/ [ [/

97N (Table 2) WUl 2 sWIANTAENNTD
aastwsatnaLaTulE wasdl 5 TwienIRasdovasE
§IATLINTIING ATM alsudulumsaiasldnuninn
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13 D nsendayatay ATM Aadasld iimabudu
NG ATM 5U1A3 E zdasvasnaduduaing ATM riaw

1
a_ o

fiaas sw1A13 F nsandayatias ATM fiadaslelifinng
fuiuaing ATM weiazldgfumafisyatind axduldi
1W1A13 A, D, E, F Wldundanuiwasinsdnviudwnadag
doauiasazdedlidgiuias ATM uazayadnyd Fofl 2
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A0 1 waslnIdwsiiyngs wazswans ¢ windasmsld
amluiadasdn nunpaan a:ﬁaoﬁwmimgzywmmﬁ'u
gunsallumadhldnu azdesvesugalasldia oTP
mﬂLﬂ%iamﬁmﬁaﬁuﬁumﬂﬁuqﬂﬂmi Fatadnfanfy
it Ta EBN1IYNIZUL m-banking Tiataslnsanwiidate
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Aotiuase wiefonsaslnTeWYiaAdIT2 UL m-banking
Wit G9tusin uaninasesnTUTHE PIN wia sWarNw
Alasunsanlsnuld azdasimsuluslnsdnsidaie
wiawaslnsdwrivasandrdin Jsazdnldaule il
MNIRNAILTINUVBITTUY m-banking zLAKLAINTANY
Usaadbunninszuy i-banking twzliniildadnaal
suinTwulunisiiads wienmdasdudunmradainim
32Uy OTP 8nane

3. Login Features
3.1 Access to the system by using /) /
a PIN lock
3.2 Limit login of the PIN Lock 3 3 3
3.3 Access to the system by using / / /
username & password
3.4 Limit login of the username & 3 3 3

password

21N (Table 3) § 3 ﬁmmi"?ilffﬁ;js:uuﬁm
%agﬂ"ﬁua:‘sﬁamu uazil 3 ﬁmmi‘ﬁ'rﬁw;ji:uuﬁw PIN
Gslunslassia PIN Andannislasiatas ATM lunnsvin
TINTINNINITU FIUANA99INTZUY i-banking 7l
snanInidgszuudis PIN leazl A m‘fi‘a;ﬂ%ua:iﬁamu
Wi GaiuasEnndemIINaLeUasRIINTN HanaNTn
Tfssunidiadimuasslumsaansu winilaudayaiia
ARSI HATIRATLA %a;ﬁ‘ﬁa:gﬂﬁaﬂﬁuﬁ F99z15n
madhgezuueas PIN danudaeaduganitwmzi
ﬁam%wﬁ%a;ﬂﬁm:iﬁamu Amanndldyinginaw
NAUIZUY i-banking b6

Table 4 Resetting Username/Password or PIN

Criteria for Safety Analysis A B C D E F

4. Resetting Username/Password or

PIN
Resetting username if forget
4.1 Reset at a bank branch / /
4.2 Reset via a call center / /

Resetting password if forget

4.3 Reset at a bank branch / /

4.4 Reset via a call center /

4.5 Reset via a smartphone ap- / / /
plication

4.6 Reset at an ATM machine /

Resetting PIN if forget

4.7 Reset via a call center / /
4.8 Reset via a smartphone ap- / /
plication

4.9 Reset at an ATM machine /i
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Table 5 OTP features

Criteria for Safety Analysis A B C D E F

5. OTP features

OTP life time (in minute) 15 3 15 15 12

5.1 using OTP when transferring / / /
money

5.2 using OTP when adding a / / /

receiver bank account

5.3 using OTP when changing / / /
the mobile phone number

5.4 using OTP when paying / / /
money for any services

5.5 The maximum number of 3 3 3 3 3
passing wrong OTPs

270 Table 5 nuiueswansilalidiszes
amsnsansvia OTP fiwmudeiull annsmeseu
wudszuy OTP ludszinalnafinnssssrtresnin
Fotuszzaanlaiin 3 wndl Aswans C sl,%ag' ULLANN
gunin Wiosanszsznawwanly enaduseslndlw
fardwdnalusdays winlnsdnwriildsu sMs oTP
fadauas v sms oTP aslufaesosnasfiaandnuas
Rsandndnaldvihssnssuiewdvesdnd Gaviu
LeSasfildsy SMS OTP v=dasiinnnuisaads Snsuann
hSruazamaseunnulaeaduiaue
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Snwmemsidensdedwnaiiianuinsuens
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Lﬁﬁiﬁaﬁa;&aﬁmmu MedanaIdy UEA1/UIAT Kasumi
Block Cipher &auinalulad 4G* azfiunasgiuainy
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m-banking gnaanuuuand feudaziaudiu wi-Fi fla
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FormmsTa Wi-Fi 39819 lailenadeniia

Table 6 Other safety issues

Criteria for Safety Analysis A B C D E F

6. Other Safety issues

6.1 Login notification / /Y Y
6.2 Safety setting rr
6.3 Auto Log Off 5 3 5 1 1 15
6.4 Transaction secret code /
6.5 Activity notification

- E-mail notification Y

- SMS notification /

270 (Table 6) WUIITUIANT F H3z820380
. e T oem A R 4
mysentzuudaludawmuwinll ilafisuiusmnasdug
y G oo 0 em
FaszuziaaNwiwiAnlli a1 lTaandnuausiusay
mavhosnsswle

Table 7 Cancelling m-banking

Criteria for Safety Analysis A B

7. Cancelling m-banking

7.1 cancel at a bank branch / /o

7.2 cancel via a call center ;o

7.3 cancel via a smartphone ap- / /o /
plication

7.4 cancel at an ATM machine /

cancel at a bank branch
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910 (Table 7) duaeumsanlfusmszuy
m-banking lagi2ldislidgeslninietiansdinng
ﬂwﬁﬁm%ﬂm’%aaﬁimma aanudaaady suwias
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Table 8 Closing bank account

Criteria for Safety Analysis A B C D E F

8. Closing the bank account

8.1 closing at an account-opening / [/ [ | | ]
bank branch

8.2 closing at any other bank [
branchs

8.3 closing by using the citizen ID
& the bank book r

8.4 closing by using the citizen ID
& police document (if the book  / [

bank was lost)

370 (Table 8) wuinnisvadaindldf
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2) WARIWAINNWAIVBITEUL m-banking
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119.46.87.14 19216810025  banktestA forie
115.31.152.155 192.168.100.25 banktestA forchome
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20212117134 192168.100.25  banktestB forie
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20212117134 19216810025  banktestB forfirefox
20314618171  192168.100.25  banktestC forie
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20314618171  192.168.100.25  banktestC forfirefox
Figure 3 SSL Sniffing i-banking can eavesdrop user-

names & passwords

2.2) Namslau@wuy SSL Strip
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199 Apphcatlon Data

199 Application Data

66 34165 > https [ACK] Seq=1349 Ack=267 Win=42 Len=0 TSval=1
66 34160 > https [ACK]RSeq=2031 Ack=400 Win=42 Len=0 TSval=1
66 54949 > http [ACK] Seq=1 Ack=1 Win=29 Len=0 TSval=158848

66 34154 > https [ACK] Seq=1 Ack=1 Win=42 Len=0 TSval=158848

Figure 4  SSL Stripping on m-banking failure due to

https initialization

62 http > 56806 [SYN, ACK] Seq=0 Ack=1 Win=4380 Len=0

60 56806 > http [ACK] Seq=1 Ack=1 Win=65700 Len=0

354 GET /1st_pg.html HTTP/1.1

178 HTTP/1.0 301 Moved Permanently

Figure 5 The success of SSL Stripping on i-banking
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