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Abstract

Digital signature is based on asymmetric encryptions. It has a very important role to ensure message integrity and
sender authenticity. To deploy digital signature, public key exchange must be done between two sides of the
communicators. However, from literature review, public key exchange is still problematic. Public keys can be spoofed,
and ultimately cause the failure of the digital signature. So, this research aims to fix this problem. The evaluation of
current digital signature technologies and their problems has been completed. After that, a solution was designed and
prototyped. The experiments were done on prototyped software. The experimental results demonstrated the success

of our solution.
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Bob Alice

@

Bob compute

P.q;n, phi(n), e and d

s = secret word, such as "isabSecret".
r=random prime number fixed 512-bits
e =p1|| p2 = Bob's e-mail address

p = first (safe) prime number after sP mod r
q = first (safe) prime number after s”2mod r
n=p’q
Phi(n) = (p-1)(g-1)
d = e'mod phi(n)
Sign = [H("Bob", n)]°mod n
@ send "Bob", Sign, n to Alice

©)

Alice verify Bob's Signature
e =p1|| p2 = Bob's e-mail address

The signature is valid and Alice
accept Bob's public key (e,n) if
Sign® mod n = H("Bob", n)

Figure 6 Our Proposed Algorithm
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1) Generate Key Pair
Private Key (d, n)
Public Key (e, n)
e = Bob’s Email Address
2) Sign = [H(“Bob”, n)I* mod n
3) “Bob”, Sign, n

4) Alice verify Bob's Signature
e = Bob’s Email Address
The signature is valid and Alice accept
Bob's Public Key (e, n)
if Sign® mod n = H(“Bob”, n)
Cipher = 5) Cipher
M&@Private Key (d, n)

Cipher =
M Public Key (e, n)

Figure 7 Work Flow of IIR Digital Signature
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Figure 8 Generating a key pair

This is Alice

Verify Signature

Bob's Email:

Bob@isan.com

Bob's Signature:
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[ venfy

Plain Text: (H("Bob",n))
74b3122fcBe4194593e13447ef40bb347d65ea41

Resualt:
Verify Valid..!

Figure 9 Verifying the digital signature
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Figure 10 Generating a key pair
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Figure 11 Signing and Verifying the digital signature
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