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Independent Study Title Performance Comparison of Integration Between Compression and
Encryption

Author Mr. Phubate Bankhuntot

Degree Master of Science (Computer Science)
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ABSTRACT
200633

The objective of this independent study entitled *“Performance Comparison of Integration
between Compression and Encryption” was  to compare performances of integration between
Compression and Encryption. Another objective was to develop the compression and encryption
program for personal uses.

The area of this independent study about encryption algorithms were DES, 3DES, AES,
Blowfish and RC4. Compression algorithms were Huffman coding and Deflate algorithm. Input
file was limited at 5 Mb. for any type and output shown in text format. Criteria for the
experiments were Time, Size, Compression ratio, Throughput and Brute force time. The design
of sample test was take file input in two type, document and picture, was test 2 times that the first
used file less than 1 Mb. and the second used file more than 4 Mb. (but less than 5 Mb.)

Conclusion of the result table shown that document file reacted by compression more
than picture file type. RC4 was the fastest encryption algorithm because RC4 was a stream cipher
that makes the process smooth and the large key size makes its flexible. The security test was use
brute force attack method to calculated time for decryption that ups to key of encryption
algorithm and CPU clock speed. DES is the least key size by 56 bits and RC4 is the biggest key
size by 2048 bits. The result shown RC4 was the strongest algorithm that took the longest time to

attack by brute force method.
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