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To obtain a network with high fault tolerance, network engineers require an effi-
cient method to identify and then upgrade wulnerable network components. Also, all
possible characteristics of failure event must be captured in the analysis. A network
game model between an intelligent router and attacker has been widely explored to
overcome this challenge. Based on game theory framework, this thesis has proposed
a new vulnerability identification method to measure network reliability of multicom-
modity stochastic network when the network is attacked by an intelligent adversary,
who destroys network links or nodes fo minimize capacity achieved between termi-
nals. In addition, a new performance indicator (expected achievable capacity, EAC)
has been proposed to help quantifying link or node valnerability level. To obtain
EAC, a maximin problem has been formulated and solved by the method of succes-
sive average and linear programming. Reported numerical results on various types of
networks with multiple OD demands show that the effect of network vulnerability can
be thoroughly analyzed by the proposed EAC and hence this suggests the usefulness
of the proposed network vulnerability analysis framework.





