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This thesis proposes the implementation of a smart card with data encryption /
decryption aspects. Data stored in the memory(flash ROM) is primarily encrypted/decrypted with
and on-chip encrypter/decrypter. Encryption and decryption schemes are based on ElGamal
Elliptic Curve Cryptography with the block length of 176 bits. This method is proved to be
superior compared to RSA and ElGamal Discrete Algorithm in term of key size. The prototype
was implemented using FPGA. The preliminary investigation confirmed that the designed is

fully function as planed.





