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ABSTRACT
TE140074

In the recent years, the demands for wireless services are increasing rapidly. The Global
System for Mobile Communication (GSM) is one of the fastest growing of telecommunication
industry. However, wireless mobile systems are more vulnerable to fraudulent access and
eavesdropping. This research proposes new security method based on secret key encryption for
GSM networks with strongly subscriber identity c.onﬁdemiality. In order to reduce network traffic
and better call setup time. The proposed encryption is developed from RC4 algorithm always
produces bit sequence of evenly distributed 0’s and 1°s. Furthermore, The proposed stream cipher
has more the number of bits that differ in the plaintext than the GSM stream cipher, but also has
less computational time. The proposed approach is simple and it can be very useful for present

and future wireless communications.





