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There are many link farm detection techniques proposed in the literature
review. These techniques only involve designing algorithms for detection with high
precision without considering the étruéture of link farm. In our work, we introduce a new
graph grammar model! for expressing the structure of a link farm and a graph grammar
for the link farm detection. Supervised graph grammér induction is modified to fit the
training data with the number of applying production rules. Link farm detection algorithm
is proposed and it uses logical rule to classify target hosts with 20 steps of detection.
Compared with the related works, graph grammar in the experiments can effectively
recognize link farms from web spam dataset. The comparison between the frequency of
usage of some productions of spam and those of normal hosts indicates that graph

grammar seem to be a good mechanism for detecting link farm.





