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Nowadays, one of the most popular attacks on web applications is XSS
(cross-site scripting). Since performing an attack is easy (difficult to detect) and
depending highly on the client-side technology, protection from such attack is difficult.
While most tools usually test with real payloads using real strings from (known) malicious
attacks and only report the payload that is harmful to the system, the number of
payloads alone cannot determine whether the tests are enough. To reduce the problem,
there are many works (research) proposed to counter XSS. In this work, for cleary study
and can see what is lack, we review those works and classify them into groups.
Furthermore, we propose a preliminary method to give user an information to decide if a
site is trustworthy. We propose a new testing concept based on the examination of data
that should be filtered out. Our scheme is based on knowledge from several security
web sites: risk elements, possible attributes and significant words. We validate our
method with other schemes. Result shows that our scheme can inform the risk better
than real string attack's schemes in a weak protection system, but in the strong
protection, real string attack's schemes perform better. When one scheme does not
inform any risk, the other one will do. We propose that both schemes must be used. In
addition, the tool that uses our proposed scheme not only reports the payload but it also
reports risk elements, possible attributes and significant words that have not be filtered

out too.





