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“ 18 US.C. § 1028 — Fraud and related activity in connection with identification documents,
authentication features, and information.

* 18 U.S.C. § 1028A — Aggravated identity theft.

" 18US.C. § 1029 — Fraud and related activity in connection with access devices.

“ 18 US.C. § 1030 — Fraud and related activity in connection with computers.

7 18US.C. § 1037 — Fraud and related activity in connection with electronic mail.

18

18 U.S.C. § 1343 — Fraud by wire, radio, or television.

18 Us.C. § 1362 — Communications lines, stations, or systems.

* 18 US.C. § 1462 — Importation or transportation of obscene matters.
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18 U.S.C. § 2252C — Misleading words or digital images on the Internet.
47 U.S.C. § 605 — Unauthorized publication or use of communications.
The Unlawful Internet Gambling Enforcement Act of 2006.
*18US.C. § 1030 — Fraud and related activity in connection with computers.

» Uniting and Strengthening America Act by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act of 2001.

* (a) Whoever—(1) having knowingly accessed a computer without authorization or exceeding
authorized access, and by means of such conduct having obtained information that has been determined by the
United States Government pursuant to an Executive order or statute to require protection against unauthorized
disclosure for reasons of national defense or foreign relations, or any restricted data, as defined in paragraph y.
of section 11 of the Atomic Energy Act of 1954, with reason to believe that such information so obtained could
be used to the injury of the United States, or to the advantage of any foreign nation willfully communicates,

delivers, transmits, or causes to be communicated, delivered, or transmitted, or attempts to communicate,

deliver, transmit or cause to be communicated, delivered, or transmitted the same to any person not entitled to
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magnetic, optical, electrochemical, or other high speed data processing device performing logical, arithmetic, or
storage functions, and includes any data storage facility or communications facility directly related to or
operating in conjunction with such device, but such term does not include an automated typewriter or typesetter,
a portable hand held calculator, or other similar device).
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Tusiansier lvsenlasunilas (the term “exceeds authorized access” means to access a computer with
authorization and to use such access to obtain or alter information in the computer that the accesser is not

entitled so to obtain or alter).
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* United States Department of Justice, Prosecuting Computer Crimes: Computer Fraud and Abuse
Act [Online] Available from: www.cybercrime.gov [51!17; 105UNAN 2556]

* The punishment for an offense under subsection (a) or (b) of this section is--(1)(A) a fine under this
title or imprisonment for not more than ten years, or both, in the case of an offense under subsection (a)(1) of
this section which does not occur after a conviction for another offense under this section, or an attempt to
commit an offense punishable under this subparagraph

"' The punishment for an offense under subsection (a) or (b) of this section is--(1) (B) a fine under
this title or imprisonment for not more than twenty years, or both, in the case of an offense under subsection
(a)(1) of this section which occurs after a conviction for another offense under this section, or an attempt to

commit an offense punishable under this subparagraph
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? (a) Whoever--(2) intentionally accesses a computer without authorization or exceeds authorized
access, and thereby obtains— (A) information contained in a financial record of a financial institution, or of a
card issuer as defined in section 1602(n) of title 15, or contained in a file of a consumer reporting agency on a
consumer, as such terms are defined in the Fair Credit Reporting Act (15 U.S.C. 1681 et seq.);
(B) information from any department or agency of the United States; or
(C) information from any protected computer
* The punishment for an offense under subsection (a) or (b) of this section is-- (2)(A) except as
provided in subparagraph (B), a fine under this title or imprisonment for not more than one year, or both, in the
case of an offense under subsection (a)(2), (a)(3), or (a)(6) of this section which does not occur after a
conviction for another offense under this section, or an attempt to commit an offense punishable under this

subparagraph.
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* The punishment for an offense under subsection (a) or (b) of this section is--(2) (B) a fine under
this title or imprisonment for not more than 5 years, or both, in the case of an offense under subsection (a)(2), or
an attempt to commit an offense punishable under this subparagraph, if—

(i) the offense was committed for purposes of commercial advantage or private financial gain;

(ii) the offense was committed in furtherance of any criminal or tortious act in violation of the
Constitution or laws of the United States or of any State; or

(iii) the value of the information obtained exceeds $5,000.

¥ (a) Whoever--(3) intentionally, without authorization to access any nonpublic computer of a
department or agency of the United States, accesses such a computer of that department or agency that is
exclusively for the use of the Government of the United States or, in the case of a computer not exclusively for
such use, is used by or for the Government of the United States and such conduct affects that use by or for the

Government of the United States.
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% (¢) The punishment for an offense under subsection (a) or (b) of this section is— (2)(A) except as
provided in subparagraph (B), a fine under this title or imprisonment for not more than one year, or both, in the
case of an offense under subsection (a)(2), (a)(3), or (a)(6) of this section which does not occur after a
conviction for another offense under this section, or an attempt to commit an offense punishable under this
subparagraph.

¥ (¢c) The punishment for an offense under subsection (a) or (b) of this section is—(2)(C) a fine under
this title or imprisonment for not more than ten years, or both, in the case of an offense under subsection (a)(2),
(a)(3) or (a)(6) of this section which occurs after a conviction for another offense under this section, or an
attempt to commit an offense punishable under this subparagraph.

* aouiiaaediiin1sile e (protected computer) 1710111311 CFAA 11A51 1030 (¢) (2) 31
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Tunstndisdnsenndedomssenaasaniossnalszmeaveanigemsn (2) the term "protected
computer" means a computer--(A) exclusively for the use of a financial institution or the United States
Government, or, in the case of a computer not exclusively for such use, used by or for a financial institution or
the United States Government and the conduct constituting the offense affects that use by or for the financial

institution or the Government; or(B) which is used in interstate or foreign commerce or communication,
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including a computer located outside the United States that is used in a manner that affects interstate or foreign
commerce or communication of the United States).

* Whoever--(4) knowingly and with intent to defraud, accesses a protected computer without
authorization, or exceeds authorized access, and by means of such conduct furthers the intended fraud and
obtains anything of value, unless the object of the fraud and the thing obtained consists only of the use of the
computer and the value of such use is not more than $5,000 in any 1-year period.

0 (c)The punishment for an offense under subsection (a) or (b) of this section is— (3)(A) a fine under
this title or imprisonment for not more than five years, or both, in the case of an offense under subsection (a)(4)
or (a)(7) of this section which does not occur after a conviction for another offense under this section, or an
attempt to commit an offense punishable under this subparagraph.

“ (c)The punishment for an offense under subsection (a) or (b) of this section is— (3)(B) a fine under
this title or imprisonment for not more than ten years, or both, in the case of an offense under subsection
(a)(4),3 or (a)(7) of this section which occurs after a conviction for another offense under this section, or an
attempt to commit an offense punishable under this subparagraph.

© (5)(A) knowingly causes the transmission of a program, information, code, or command, and as a

result of such conduct, intentionally causes damage without authorization, to a protected computer;
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(B) intentionally accesses a protected computer without authorization, and as a result of such
conduct, recklessly causes damage; or
(C) intentionally accesses a protected computer without authorization, and as a result of such
conduct, causes damage and loss.
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“ (I) loss to 1 or more persons during any 1-year period (and, for purposes of an investigation,

prosecution, or other proceeding brought by the United States only, loss resulting from a related course of

conduct affecting 1 or more other protected computers) aggregating at least $5,000 in value;

(I) the modification or impairment, or potential modification or impairment, of the medical
examination, diagnosis, treatment, or care of 1 or more individuals;

(1IT) physical injury to any person;
(IV) a threat to public health or safety;

(V) damage affecting a computer used by or for an entity of the United States Government in

furtherance of the administration of justice, national defense, or national security; or
(VI) damage affecting 10 or more protected computers during any 1-year period.

* The punishment for an offense under subsection (a) or (b) of this section is— (4)(G) a fine under

this title, imprisonment for not more than 1 year, or both, for— (i) any other offense under subsection (a)(5); or

(ii) an attempt to commit an offense punishable under this subparagraph.
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“ The punishment for an offense under subsection (a) or (b) of this section is— (4)(B) except as
provided in subparagraphs (E) and (F), a fine under this title, imprisonment for not more than 10 years, or both,
in the case of— (i) an offense under subsection (a)(5)(A), which does not occur after a conviction for another
offense under this section, if the offense caused (or, in the case of an attempted offense, would, if completed,
have caused) a harm provided in subclauses (I) through (VI) of subparagraph (A)(i); or

(ii) an attempt to commit an offense punishable under this subparagraph.

* The punishment for an offense under subsection (a) or (b) of this section is— (4)(C) except as
provided in subparagraphs (E) and (F), a fine under this title, imprisonment for not more than 20 years, or both,
in the case of— (i) an offense or an attempt to commit an offense under subparagraphs (A) or (B) of subsection
(a)(5) that occurs after a conviction for another offense under this section; or

(ii) an attempt to commit an offense punishable under this subparagraph.

* The punishment for an offense under subsection (a) or (b) of this section is— (4)(E) if the offender
attempts to cause or knowingly or recklessly causes serious bodily injury from conduct in violation of
subsection (a)(5)(A), a fine under this title, imprisonment for not more than 20 years, or both.

* The punishment for an offense under subsection (a) or (b) of this section is— (4)(F) if the offender
attempts to cause or knowingly or recklessly causes death from conduct in violation of subsection (a)(5)(A), a

fine under this title, imprisonment for any term of years or for life, or both.
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* The punishment for an offense under subsection (a) or (b) of this section is— (4)(D) a fine under
this title, imprisonment for not more than 10 years, or both, in the case of—
(i) an offense or an attempt to commit an offense under subsection (a)(5)(C) that occurs after a
conviction for another offense under this section; or
(ii) an attempt to commit an offense punishable under this subparagraph.
o (a) Whoever— (6) knowingly and with intent to defraud traffics (as defined in section 1029) in any
password or similar information through which a computer may be accessed without authorization, if—
(A) such trafficking affects interstate or foreign commerce; or

(B) such computer is used by or for the Government of the United States.



87

J 1 [ 1 a 4
3. flWﬁﬂ531’]Uﬂf]fnif‘gﬁﬁgW?Wﬂuﬁiﬁﬁ?@ﬁgﬁ'JW\?ﬂiglﬂﬁ ‘ﬁ%ﬂ@ TCUUADUNIAUNDT

[

asnangnldlaensed msusguIaansgomsm

EX]
9 9 9

9 o a a A [ A o [ = A v o o ]
ANTENMIANUAAATINIATTU uiﬂyﬂiumeiwmmﬂ%mu 11 venednesu
52 A o a ' <
AU 1030 (c)(2)(A) Llﬁgiuﬂimﬂﬂi$ﬂ1ﬂ31uNﬂaluiJWIﬁ 1030 1J1ﬂ@1!ﬂﬁ]$@lﬂﬁ\ﬂﬂ‘]el

U351 vise Inudnn lumu 10 7 wIenedmal5u awanas 1030 ()@)(C)*

a [} [ a S @ 54 @ 2
7. mmWﬂgmmuymmmmmmmmifjmﬂu A1UN1931 1030 (a)(7) UYaye

@ fla

Voo
a A

qg/’ v v v A A A J U
7) Tagasals duq yanala ninddula o nie dedulaniyan arenen
v ' o A ' & &
aslumsmsgninamasgnsessnialszma mydeasla o ive
o a o 1 a I o
A) anay i ldinaduasiedenouiumes ninstlesiu
% a sa Y ]
®) Anaw 1 1dsudeyasinaounuaesniinistlesdu Taglaill

o A a o A o w vy A g Ay Y Y =
DIUIINITDUNUUDUDIUID IO ‘V]1@1!@5189]@61]@3311611/]Lﬂuﬂ’ﬂllﬂ‘]J‘V]hl,ﬂiJ”ﬁnﬂﬂ”lil"U”lﬂﬂ

a S o 1A o A A o =)
ﬂ@iJW’Jm@STI?Jﬂ”IS{Ii’NﬂuTﬂEJ]'IJJN@”IMWWS’E)LT\I!GU’OUBWMW 170

” The punishment for an offense under subsection (a) or (b) of this section is— (2)(A) except as
provided in subparagraph (B), a fine under this title or imprisonment for not more than one year, or both, in the
case of an offense under subsection (a)(2), (a)(3), or (a)(6) of this section which does not occur after a
conviction for another offense under this section, or an attempt to commit an offense punishable under this
subparagraph.

> The punishment for an offense under subsection (a) or (b) of this section is— (2) (C) a fine under
this title or imprisonment for not more than ten years, or both, in the case of an offense under subsection (a)(2),
(a)(3) or (a)(6) of this section which occurs after a conviction for another offense under this section, or an
attempt to commit an offense punishable under this subparagraph.

** (a) Whoever— (7) with intent to extort from any person any money or other thing of value,
transmits in interstate or foreign commerce any communication containing any—

(A) threat to cause damage to a protected computer;

(B) threat to obtain information from a protected computer without authorization or in excess of
authorization or to impair the confidentiality of information obtained from a protected computer without
authorization or by exceeding authorized access; or

(C) demand or request for money or other thing of value in relation to damage to a protected

computer, where such damage was caused to facilitate the extortion.



88

a

= F A Y £ a A o 4 A A o
© LiElﬂif)\i‘ﬁ3@%@N1°ﬂﬂlﬂuﬁﬁ@ﬂﬁ1"lﬂﬁu@uﬁlﬂ AMNNITNISN
o J a s o A 1 a3 09/’
aumwﬁ’aﬂauwamaiﬂumi‘ﬂmﬂu HIDMINNITYVYUU
v 4
%mmgﬂaﬂﬂymu@umcsm (c) v WIaIIU

a 1 1 a S A @
ﬂ’ﬂllﬂﬂfﬁWusUiJGy.@I@ﬂ@NW?L@I@iﬂNﬂ1ﬁﬂﬂﬂﬂu W19151 1030 (a)(7)) 10T DUYN

o Y] y
pansznovldaall
1. AUy

v
a A

[ (] [ A A d‘d 1 1 9
2. duyde yanala niwddula q nie dvulanlyan areneaaalunisd
1 [ A 1 d‘ d‘
J2HINNATIYMITEnINTEma mydeaisla o e

Y i1
3. msvutiunsziuive

]
o 1 s

3.1 Ao i ldinaduaseasneuiumesniimstlesiu

9 a ==

Y Yo A o 1A o A
3.2 ANATY ‘lﬁllﬂjilel]@l]aﬁnﬂﬂ@NW']W’]ﬂj‘ﬂﬂﬂTjﬂ@Qﬂu1ﬂ81NN@1u1ﬂW§@

RY
]

a ° A o o vy A o Ay Y 9y = A S
DUVDUBDIUID NTD ‘Vni’]‘l!@]§1ﬂﬁﬂﬂlﬂyja‘ﬂlﬂuﬂ'JﬁJEﬂJ‘VIllﬂll15]1ﬂﬂ1ﬂ6|]1ﬂﬂﬂﬂﬂJW3L@ﬂiﬂ‘Mﬂ15

A

Hoafulaslitid1nnansenureusiu 1o
~ 9 = 9 & a = [ A d‘ A o w 1
33 GenfeaniolauFuldunsonsndaudula :nnsnaziduasieno
a o’d’d [ A [ 09/’
AN IR NINstloanu nioanMIYnIiy
9 o a dyd (% A o (Y =y A c?/‘ o ng; [
Anszihnnudaauuiai §Inpdsunie Insdgnlumu 53 nTenediliy
55 A ° A ' g
MUNIAIT 1030 ()B)A)” uazlunsannsziinnuialuniagi 1030 wineunIzgnasIny
Y Y
U351 vise Tnudnnlumu 10 7 wSened M5y awuas 1030 (©G)B)”*
Y] 4 [
33.2 ANWUSAIS1TUTTO0TN
] o ] =~ & A Y o o [ o
aviusasIsaipwosuiiulszmeaniianlnanuddyduilymimansgii
a = Y] a ¢ & o a Y] 1 Y] FY A d? 1 [ A
ANUAANEINUADUNNDS FININTZIRIANVAAGINA1 TuTu G ued1anoiies Tag

% @ @ a o A a
Lﬂf)illuhlg{ﬁﬂﬁ@ﬂﬂ’Eﬂ“]ffllﬂﬂﬁiiﬂ’]WQﬂ@NWUL@I@iIﬂElﬂ1il!ﬁlllﬂlLW3JLﬁ3Jﬂ§$3J'Jaﬂ;]?‘iiﬂﬁlfﬂﬂlﬂ

* The punishment for an offense under subsection (a) or (b) of this section is— (3)(A) a fine under
this title or imprisonment for not more than five years, or both, in the case of an offense under subsection (a)(4)
or (a)(7) of this section which does not occur after a conviction for another offense under this section, or an
attempt to commit an offense punishable under this subparagraph.

* The punishment for an offense under subsection (a) or (b) of this section is— (3)(B) a fine under
this title or imprisonment for not more than ten years, or both, in the case of an offense under subsection
(a)(4),3 or (a)(7) of this section which occurs after a conviction for another offense under this section, or an

attempt to commit an offense punishable under this subparagraph.
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* Criminal Code of the Republic of China: Chapter 36 Offenses Against the Computer Security.

? Article 358 A person who without reason by entering another’s account code and password,
breaking his computer protection, or taking advantage of the system loophole of such other accesses his
computer or relating equipment shall be sentenced to imprisonment for not more than three years or short-term
imprisonment; in lieu thereof, or in addition thereto, a fine of not more than one hundred thousand yuan may be
imposed.

“ Article 359 A person without reason obtains, deletes or alters the magnetic record of another’s

computer or relating equipment and causes injury to the public or others shall be sentenced to imprisonment of
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no more than five years or short-term imprisonment; in lieu thereof, or in addition thereto, a fine of not more
than two hundred thousand yuan may be imposed.

" Article 360 A person who without reason interferes, through the use of computer programs or other
electromagnetic methods, with the computer or relating equipment of another person and causes injury to the
public or another shall be sentenced to imprisonment for not more than three years or short-term imprisonment;
in lieu thereof, or in addition thereto, a fine of not more than one hundred thousand yuan may be imposed.

“ Article 361 A person who commits the offenses specified in the three preceding articles against the
computers and relating equipment of a public office shall be punished by increasing the punishment up to one
half.

® Article 362 A person who makes computer programs specifically for himself or another to commit
the offenses specified in this Chapter and causes injury to the public or another shall be punished for
imprisonment for not more than five years or short-term imprisonment; in lieu thereof, or in addition thereto, a
fine of not more than two hundred thousand yuan may be imposed.

* Article 363 The prosecution of the offenses specified in articles, 358 through 360, may be instituted

only upon complaint.



