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At present, data volume in the network is increasing dramatically. To keep traffic
log for analysis, huge storage and extensive administration are needed. Packet sampling
technique applied to sniffer is an interesting method for lengthening logging period. But
packet sampling may cause some problems in worm detection performance, since some
traffic log are lost and may not be adequate in capturing worm characteristics. Sampling
rate needs to be chosen by considering worm scanning characteristic. This research
proposes a packet sampling procedure for sniffer to increase duration of traffic logging,
as well as establishing lower limit of sampling rate and minimum scanning rate for

detecting scanning worm.





