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and Operations Management)
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WU NISNARaAY Lagns
Wiusnisaananndu (Separation
of Development, Test, and
Operational Facilities)

A.10.2 ANSURKISAANTISNNS
TusasaasuuravIunauan
(Third Party Service Delivery
Management)

A.10.2.1 msliyansiag
wihauaauan (Service
Delivery)

A.10.2.2nm5a53a&aun1siuing
Tagniravunnauan (Monitoring
and Review of Third Party
Services)

A.10.2.3 M5uanIsIanIsAsg
wldsundaslunsiviinng
(Managing Changes to Third
Party Services)

A.10.3 ANTNIUHBUATANTASI
Sunsnannsansaund
(System Planning and
Acceptance)

A.10.3.1 M5NILKNUANNGDINT
niwennsansauwnd (Capacity
Management)

A.10.3.2 "3a5135UsTUL
(System Acceptance)

A.10.4 msilasAiuTilsunsuiilsi
iszaves (Protection Against
Malicious and Mobile Code)

A.10.4.1 msilasfuTalsunsuiilai
Usea9dd (Controls Against
Malicious Code)

A.10.4.2 msilasAuTisunsuuiia
1a&aufi (Controls Against
Mobile Code)

A.10.5 n1sdnsavaiaya (Back-
Up)

A1asuna
fadriurualuifinisutisninfauiufAatauiia
o = % "V xa
aaTanalunsddsundasviandluiaali'lésy
ayae vialdlaingissavrsanswadu
RTFUNAUDIAIANT

davdinlifinsuanszuudmsuniswiaun A

vagay uazastiudnstaanandu twaan
aNnudavlunsidindendacldauniasudilusa
seuudnsunshiuansase e Lildsuayaa

adavinuazdnmssduanusivacilaaasia
maomsﬂﬁﬁﬁuu‘m‘imunmm'mmuuﬂn’lﬁ
uldanudiannasit§nrinlisyriiteasdnsdiu

nuleIUANLUAN

a wa

davAarualn N'Luuimimnmﬂua nﬂaummu
dafvuaviadannasiidavindussuinvasdnsuay
Fiusn1s dannasarsnandunasnisnisinm
anutuavilaaais anwazuasnsIiuinig uay
syauaaINsIviuinng

davasiadaunsiusnsTaaniiasuaiauan
agvanEua 1y N15gANAIsTRLENS
AsAnEIANTEURALTaYyac19g NArua i
fuAn'ly (dusiu
ﬂaamuum‘lummsﬂsnﬂsamau“mes‘tunsms
maw‘ummumuuanmaun’mﬂauuuﬂaommﬁm
fassuuniansyiunsiidmdasfueulvivdnns
AasniaIuNauan Ly ANsUsulsessuy
gsaunalui aswanunssuuassunalnd ans
ﬂsuﬂsau‘lumr;lLLaJuumauﬂauasﬁ’msumssnm
anustuaiaandn msLﬂaﬂumquTauiuu g
Uinandouvilu (usiu definansenusanis
gtfiuuradf liuinisannaiauan
H2AAMINRLYRINNAINNANLUAIUDISTELIL

ﬁaaﬁmsaw}mmﬁamuumﬂp'\uﬁaon'\sm%wmns
fssumeiinsnluauaaialiszuud
Usz@ndanmangsuuasiiaowasanisldoiu

davdin Difiinarilunsasasussuusnssunaln
mﬂ'suﬂsmwmmn mamﬂusu‘tm Tuesias
dfiunsmasauAauitasiuszuufuinldeu

wasnmaaddursuararsaumalidaaada
° e o . oo
ANVl Tnudanedursinlidscavas

dasfiinasnisanniunisasiadu nsilasiu uas
nsindudutiailasAuniwaddusrsgunaAann
Tulsunsuidbidssada syukosaofinisasoninm
asswiinTAmdaslvidugldudin

sﬁagﬁmlmsmsl,ﬁamuﬂym;’lﬁawuiﬂsLLnsmjﬁm
tadaun (Tusuasuitedaunannnibaaudizas
wwsavmanfneasuiaiatuvineuly
umumwa‘maoamﬂsaaﬂaummasv\ua) i
duldauulauaanusiuasilaaaiauasasdng
wazdasilasMulitilusunsunfiandauidun
gunsavinounialdoule
adnamanugadasauysaitaraIunsay
Tafaavasaumdnazalnsailszinana

g8 uULneA

42

aNudanaaay (/i)
Taf

1o

1o

o

1o

o

1o

o

1o



ianazuinsnisg
A.10.5.1 nsasaviaya
(Information Back-Up)

A.10.6 mMsuFsianis
mvsuausivuavilaandia
fuduiedazinauavavdans
(Network Security
Management)

A.10.6.1 1nasN1sMIgLA3aNE
(Network Controls)

A.10.6.2 anusiuaslaaad
gusuuinisie3ang (Security of
Network Services)

A.10.7 ms¥an1sdaiildlunis
tiuin2iaya (Media Handling)

A.10.7.1 msidmsiannsda
ffufindiayafguisaradaudine'lé
(Management of Removable
Media)

A.10.7.2 msfindndatiufindaya
(Disposal of Media)

aoa

A.10.7.3 ﬁumauﬂgumamsums
Fansansauwnd (Information
Handling Procedures)

A.10.7.4 msasi9auume
Uaaasadnsulanansssuy
(Security of System
Documentation)

A.10.8 Arsuanulaau
#ssumme (Exchange of
Information)

A.10.8.1 ulsnauazdunau
Uiadmsunisuanidanuy
&sauwnd (Information
Exchange Policies and
Procedures)

A.10.8.2 diannavlunis
uanuldaussaumna (Exchange
Agreements)

A.10.8.3 msavdatiufindiaya
aan'lduanavdns (Physical
Media in Transit)

A.10.8.4 nsavtiamnunyg
awdnnsafing (Electronic
Messaging)
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A.10.8.5 szuuds®@ULMAVIINGTAA
AlianTaiu (Business
Information Systems)

A.10.9 nsasvanusiuae
aaasfadusuusniswnsiae
awdnwnsatingd (Electronic
Commerce Services)

A.10.9.1 mswdladaidnnsafing
(Electronic Commerce)

A.10.9.2 asvingsnssuaaulau
(On-Line Transactions)

A.10.9.3 asaumaAniiing
wewwsaangansisae (Publicly
Available Information)

A.10.10 mstEhszSenmeenu
Aaudiunvilaandia
(Monitoring)

A.10.10.1 msifufinme nnsalil
LAendiasAunisidanusnssund
(Audit Logging)

A.10.10.2 msasadaunisidenu
s¥uy (Monitoring System Use)

A.10.10.3 nsilavAudiayaiiuiin
w6n1sal (Protection of Log
Information)

A.10.10.4 fiufinfAanssuns
gtfiuuuadtituinniada
Ausguy (Administrator and
Operator Logs)

A.10.10.5 mstfudiniuenisal
dafawain (Fault Logging)

A.10.10.6 msdanianuadaiag
aaneaslviansedu (Clock
Synchronization)
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A.11 aseluqunistainée (Access Control)

A.11.1 fafruuanivgsia
#udunrsaruqunisLaingy
dsdunme (Business
Requirements for Access
Control)

A.11.1.1 uleunansAIUANAIST
wiindlesyuu (Access Control
Policy)
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iauazuinsnis
A.11.2 A5sU3KIs3IAN15ANS
winfivaaveilaf (User Access
Management)

A.11.2.1 msasnsiiiauniineu
(User Registration)

A.11.2.2 M513wsinns&nagnis
Td9uszuy (Privilege
Management)

A.11.2.3 M5 IRNssWAFY
dwsug1d9u (User Password
Management)

A.11.2.4 MsNUmMuUINgnis
windvuasrildeu (Review of
User Access Rights)

A.11.3 wifimusuAaaau
aaveflafvu (User
Responsibilities)

A.11.3.1 msldeorusiaeinu
(Password Use)

A.11.3.2 msilasAuailnsalillaif
witnougua (Unattended User
Equipment)

A.11.3.3 muaumsliioniwdgdu
gssunasiAgy 13Tunilai
Uaansia (Clear Desk and Clear
Screen Policy)

A.11.4 AsaruaunIst2nae
ww3a2na (Network Access
Control)

A.11.4.1 wiaunanstdeuyinig
wa3az1e (Policy on Use of
Network Services)

A.11.4.2 msRgaudinusdiniy
flidagaauanasdns (User
Authentication for External
Connections)

A.11.4.3 msAgadiauainsal
vuiazane (Equipment
Identification in Networks)

A.11.4.4 msilasfunwasaiili
frusuesadavnazliunsvssuy
(Remote Diagnostic and
Configuration Port Protection)

A.11.4.5 ansulisunanta3aiing
(Segregation in Networks)

A.11.4.6 msauquasiitansia
nLazazne (Network
Connection Control)
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A.11.4.7 M3AIUANNITAINUA
wumvuue3aing (Network
Routing Control)

A.11.5 Aansaruqun1stainde

szuuilfiiGin1s (Operating
System Access Control)

A.11.5.1 fusaulfiatuns
vindessuuatitviuavlaansie
(Secure Log-On Procedures)
A.11.5.2 Msseyuasigaidinu
aavffldeu (User Identification
and Authentication)

A.11.5.3 s2uU1AM5IANS
sW&eu (Password
Management System)
A.11.5.4 asliouldlsunsy
Uszangas (Use of System
Utilities)

A.11.5.5 msnuanainislieu
sTuuRIRULNA (Session Time-
Out)

A.11.5.6 msaAassazannig
LGy UURITRULNA
(Limitation of Connection Time)
A.11.6 AMsAIUANNISIANAY
uannaaunaransauLng
(Application and Information
Access Control)

A.11.6.1 msdrdansidinge
f1ssuwnd (Information Access
Restriction)

A.11.6.2 MuanssuLTIUNA
AfianuarAgyge (Sensitive
System Isolation)

A.11.7 msenuauainsal
daasUszianwaniuaznis
dfiideruannnrauanavdns
(Mobile Computing and Tele-
Working)

A.11.7.1 msilasfuailnsaidaans
Usganwnwn (Mobile Computing
and Communications)

A.11.7.2 msufiideiuain
aauanarineu (Tele-Working)
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A.12 Asdann A1sHieIUN wazn1siingeinsruusssaumned (Information Systems Acquisition,

Development, and Maintenance)

A.12.1 dafuunaiuaiu
sduavlaaafagrusussuy
dsAune (Security
Requirements of Information
Systems)

A12.1.1 m7imaesviuasnisssy
damnuanigdiuaNiuag
Uaaaf (Security Requirements
Analysis and Specification)
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Haauazunnsnis
A.12.2 ansudszanana
fsaumalunannaadu
(Correct Processing in
Applications)

A.12.2.1 msesiadaudayauindn
(Input Data Validation)

A12.2.2 mmnaaauﬁauaﬁaq
Tussninenisuszanana (Control
of Internal Processing)

A.12.2.3 MIaTIAFaUANN
gnéiavuavianinn (Message
Integrity)

A.12.2.4 nseasiaRaudiayain
aan (Output Data Validation)

A.12.3 unesnnsnstainsiis
aiaya (Cryptographic
Controls)

A.12.3.1 uTauansldeiunns
wiinsadiaya (Policy on The Use
of Cryptographic Controls)

A.12.3.2 M5UENITIANITALLA
winsadiaya (Key Management)

A.12.4 psasvanusiuae
Uaaasalifuinduavszuuil
Wiusnns (Security of System
Files)

Al12.4.1 msmuaumsﬁmﬁo
aiaWdwrfaelilfossuuiilyininans
(Control of Operational
Software)

A.12.4.2 msilasfudiayaild
fusunrsnagau (Protection of
System Test Data)

A.12.4.3 mamuaunsidindeaas
alandnsussuy (Access
Control to Program Source
Code) )

A.12.5 Asasvauliuag
daaadadruiunscuiunislu
ANSWAIUISTULILAZASELIUANS
atiusuu (Security in
Development and Support
Processes)

a2a

A.12.5.1 Fupauilfiidsmiu
muaumsuldsunlasmiaudla

¢uu (Change Control
Procedures)
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(Technical Review of
Applications after Operating
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(Restrictions on Changes to
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Leakage)
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Software Development)
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(Technical Vulnerability
Management)
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Vulnerabilities)
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(Reporting Information Security
Events)
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(Management of Information
Security Incidents and
Improvement)
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and Procedures)
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(Learning from security
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A.14 ansudmsanusiatiiasluniseiifiuiuaasasdns (Business Continuity Management)
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(Information Security Aspects
of Business Continuity
Management)
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(Including Information Security
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Management Process)
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of Applicable Legislation)

A.15.1.2 msilasiudniduay
ninddunvilayaun (Intellectual
Property Rights (IRP))
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(Data Protection and Privacy of
Personal Information)
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A.15.1.5 msilasdunisideu
alnsaldssnanadssundaia
Taauseavd (Prevention of
Misuse of Information
Processing Facilities)

A.15.1.6 mslderuanasnisnis
inshdayaaudaniinue
(Regulation of Cryptographic
Controls)

A.15.2 msdjiienauTauna
unssruaNUiivavilaaasia
uardafiuuanIIMAla
(Compliance with Security
Policies and Standards, and
Technical Compliance)
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A.15.2.1 msdfiidianuulaus
wasuassIuANNiuAYlaansin
(Compliance with Security
Policies and Standards)

A.15.2.2 msesiadaunsd§ii
ANNATFIUNILNATALAIRIANT
(Technical Compliance
Checking)

A.15.3 ansasadseiiiuszuu
#sauwne (Information
Systems Audit
Considerations)

A.15.3.1 11a5A15A150523158L0U
szuusauLnd (Information
Systems Audit Controls)
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dusunisanadsyifiuszuy
f&1s8uwne (Protection of
Information Systems Audit
Tools)
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