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U2 1 ulgunapnuluwasdaanna (Security policy)

1.1 ulaunapnuduaslasnsaduiuansawmned (Information security policy)

1.1.1 wnansulaunsanuduasdaensefdluanadnealdnesg

(Information security policy document)

1.1.2 nMunauulgungautuaslannis

(Review of the information security policy)

UNAN 2 : TAgESIINIPIUANNNUAYLaBRRA BRI S URIANS (Organization of information security)

2.1 Taseaframnesnumnusiunsdaansanialuassng (Interal organization)

2.1.1 mslianudAgyaesdidusuaznisninua RN msaAn s LA NTuaslanasia

(Management commitment to information security)

2.1.2 Mstszanuanuanuduastaandanieluassng

(Information security coordination)

2.1.3 ATAINUUANTIN AR NFLR AT LN S UANTTAsL aa ase

(Allocation of information security responsibilities)

2.1.4 nszuqunislunisayiinig laugtnsnilssunanassana

(Authorization process for information processing facilities)

2.1.5 n13aauA e na A NALT8989ANT

(Confidentiality agreements)

2.1.6 MsneTeuazdayadmiunishnsenuniaeauu

(Contact with authorities)

al 4‘ 3 o o a ' o 1 oaa a dl = o
217 ﬂ’]'i‘llﬁ"]f;lﬁﬂLL@S“]J@NN@@’]WJUW]?Hﬂﬁ]‘ﬂﬂUﬂQNWNﬂQWN@ui@ wuiialuaaaeaiis

(Contact with special interest groups)

2.1.8 ManunufuaNiuaslaeniudmiuarsaunalasfnsmanauaass

(Independent review of information security)

2.2 TageaFranesunnnuduastlaeasiefifeadasiugnAvFendsasuniauan (External parties)

2.2.1 sdszifivmnuidesaaaniadnfeansaumalnamiiieaunieuan

(Identification of risks related to external parties)

2.2.2 maszydanimundniugndvisedldiinisninaatdesiuanudualsenisdmiuaisaumeaesesdng

(Addressing security when dealing with customers)

2.2.3 maszyuazdpindenimundmiumisanunieuennifesdesiuanusiuaslaeadedmiuasaunazesesdns

(Addressing security in third party agreements)
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PNIAN 3 NITLZUITAANITNSNERUUBIDIANS (Asset management)

3.1 ntiimnuiudnteusansneduaedasdns (Responsibility for assets)

A Y

3.1.1 MRy TN inedu

(Inventory of assets)

3.1.2 Maszydidudreamningdy

(Ownership of assets)

3.1.3 Pl unSnedRunmunzan

(Acceptable use of assets)

3.2 N39ANNIANLANIAUNA (Information classification)

3.2.1 nMdpnNIAnY TN RUANIAWNA

(Classification guidelines)

3.2.2 NM94nn1teTe wazn19aAnNIINERUA I UMA

(Information labeling and handling)

NNIAN 4 ANNNUASLABAAENINATRINLLASNING (Human resources security)

4.1 nsai1eauduAstlanaianauni13319971 (Prior to employment)

4.1.1 psinuantininNsuRaTaus uA NI UAIl aansTe

(Roles and responsibilities)

4.1.2 nM3naasuAaNATedgaiAg

(Screening)

4.1.3 nManvuaaulunnsdnaany

(Terms and conditions of employment)

4.2 Magfreanusiuastannialuseudnanisdneany (During employment)

4.2.1 W N ILIM AN ISR NTAsL aa Ay

(Management responsibilities)

4.2.2 nsadAunszutin nneiAnng waznisausduAniiuaglaaade T ining

(Information security awareness, education, and training)

4.2.3 NTTUAUANINNITENeaa N

(Disciplinary process)

4.3 MsAugasensianuN1341997% (Termination or change of employment)

4.3.1 medugavizaniailasunigdnenu

(Termination responsibilities)

4.3.2 nsAunsngau1e989Ang

(Return of assets)

4.3.3 NT00ANAUANE N7

(Removal of access rights)
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UNIAN 5 N198519ANNNUAILRBAAENIINIENINLALRILINRDN (Physical and environmenta

| security)

a a v = o o o
5.1 Usnunsasiinisinantuaslannia (Secure areas)

5.1.1 A139ANILTIABNIBL

(Physical security perimeter)

5.1.2 ﬂ’]i‘ﬂ’]U@Nﬂ’]@Li’\-@ﬂﬂ

(Physical entry controls)

5.1.3 neinepduAslaaniadmiudnineu Feeinenn uasnindauau

(Securing offices, rooms and facilities)

5.1.4 nstlasiuduAnatNaINAtueNLATAIuIAfaN

(Protecting against external and environmental threats)

5.1.5 MaUfriRauluiunfsesnmanuiuasasni

(Working in secure areas)

5.1.6 M9AALFUAmTUNad s isensdenaunAni e lasyAranaTen

(Public access, delivery, and loading areas)

5.2 AvusiuAslaanieaesginenl (Equipment security)

5.2.1 n3dnvuaznistesiugtinend

(Equipment siting and protection)

5.2.2 szutuazgUnsniatiuayunismingy

(Supporting utilities)

5.2.3 mamauang il aredeans uazansaiagu

(Cabling security)

5.2.4 nstingeinengunaal

(Equipment maintenance)

5.2.5 matfasiugnsainldeuaguandiiineu

(Security of equipment off-premises)

5.2.6 Manndnginsafisanistigunsnindusnldenuanass

(Secure disposal or re-use of equipment)

5.2.7 MIUNSNTRLID989ANIRANUBNANTINIU

(Removal of property)

6.1 Nt uuAntihfAMNFURATeLLAriuReuN19L1IRI (Operational procedures and responsibilities)

6.1.1 TumaunistfuRnuiiduaadnenidnws

(Documented operating procedures)

6.1.2 MsaruANNIsAsuas iules videudlaszuuiiteqiinenl tszunanasnsaume

(Change management)
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6.1.3 AsuLNME AR NFURATa L

(Segregation of duties)

6.1.4 NMIUBNTZTLUAMTLNTWRUN N1INAGAL LAZN1TILINNTa8NAINTU

(Separation of development, test, and operational facilities)

6.2 N13LIMNTARNI13NNT IHLINN9RIMUAENIUNNEWan (Third party service delivery management)

6.2.1 M3 LTNsinauteauneuen

(Service delivery)

6.2.2 N13MIIRGBUNTILENNTIAeIMUaEa NN Euen

(Monitoring and review of third party services)

6.2.3 N9 ANNsNNsAsl aglunisliznng

(Managing changes to third party services)

6.3 NIVNURULAZNNTATIATUNINUINTANTEAUNA (System planning and acceptance)

6.3.1 NI NUNUANFBINITNITNEINTATAUNA

(Capacity management)

6.3.2 N9RFIATLTTLL

(System acceptance)

6.4 n3tfasiulsunsuiilaitszasdn (Protection against malicious and mobile code)

6.4.1 nstlesiullsunsunliszaada

(Controls against malicious code)

6.4.2 nstlasiullsunsuafinmanui

(Controls against mobile code)

6.5 miﬁ’]i‘ﬂﬁ’auﬂ@ (Back-up/Housekeeping)

6.5.1 n3dnsasdiaya

(Information back-up)

6.6 N17L3MTAANNINIALANNTUAIL AR A M5 LLATRUNI89R9ANS (Network security management)

6.6.1 NIMININNAUATETNE

(Network controls)

6.6.2 ANNITUAL AR ASEd1MELLENNTATRLNE

(Security of network services)

6.7 M3dan1sdai 4 lunaiuiindaya (Media handling and security)

= o 4 o o=y = 4 9 P
6.7.1 ﬂ’ﬁ“]Jﬁ“Vi’W’ﬂﬂﬂﬁiﬁ’ﬂuu%ﬂﬁ]'ﬂ&lﬂﬂﬂﬁﬂﬂqiﬂLﬂ@'ﬂuﬂ’??_lvl,ﬂ

(Management of removable media)

T
A

6.7.2 Menndpdetiunnieya

(Disposal of media)

6.7.3 TupauljiRd miLN1s9ANIIaNdUMA

(Information handling procedures)
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6.7.4 n13aFAnusuelasniadniuiendnssuL

(Security of system documentation)

6.8 NN3uANLIABANTAUMA (Exchange of information)

6.8.1 ulsunauazduneuljriRdmiunisuanilaauaisaume

(Information exchange policies and procedures)

6.8.2 famnaslunisuanidasuansaumna

(Exchange agreements)

T
=

6.8.3 Medvdariunindayaeanliluanasdng

(Physical media in transit)

6.8.4 n13dedamaunnediannsaiing

(Electronic messaging)

6.8.5 TULANTABNANNGINATITaN T

(Business information systems)

6.9 N7dF A NNRALLanad g UFLLFNN TN alTRLaNNIaRng (Electronic commerce services)

6.9.1 neniadaannseding

(Electronic commerce)

6.9.2 Mavinganssuaaularl

(On-line transactions)

6.9.3 ANIAUMANAN TN UNTDBNGA151TTUE

(Publicly available information)

6.10 N9 sz FaneinuANiuAslannsia (Monitoring)

o = e a9 o Y
6.10.1 mmu‘wnmr{mwmwmﬂ’:‘u'a\muma‘“lmmmmumﬂ

(Audit logging)

6.10.2 NsRsadaung ideuszuy

(Monitoring system use)

6.10.3 nstfesriudagyaiiufinmenisal

(Protection of log information)

2 o

6.10.4 Tufinfanssnn1IAinNLesd T AR eadeafusz LY

(Administrator and operator logs)

6.10.5 MstiuinanIsnidaiianain

(Fault logging)

6.10.6 N13FAIATRAATRIARNTAI e F TR

(Clock synchronization)
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NBNIA 7 ﬂ’]iﬁ'ﬂu@uﬂﬁilfﬂ/’]‘ﬁﬂ (Access control)

7.1 Fanmuanisgsnadmiunisasuaunisdintisansauma (Business requirements for access control)

7.1.1 wlaunenisaauaunisdntiesyuy

(Access control policy)

7.2 Mstimsannianisdnfenesd 4 (User access management)

7.2.1 neamzidauniinanu

(User registration)

7.2.2 N13LIMNIAAN19ANENNs KTz LL

(Privilege management)

7.2.3 NM9LENIAANI IR AN A M H e

(User password management)

7.2.4 manunauansnisdntivaesdldam

(Review of user access rights)

7.3 wih Ao niulateuaeeiideu (User responsibilities)

7.3.1 N3 ldanusiasinu

(Password use)

7.3.2 matlasiuginsainlifinineugua

(Unattended user equipment)

7.3.3 wlangaaupunislinamindaduarsannadidny 3 luninlidasasia

(Clear desk and clear screen policy)

7.4 M3pruAxNNadintiaesating (Network access control)

7.4.1 Wlgnnanisldaudnsasadne

(Policy on use of network services)

7.4.2 magadsaudwiugldnegn1auenesdng

(User authentication for external connections)

7.4.3 magadfanuglnsniuwesedne

(Equipment identification in networks)

7.4.4 nstlasiunafai ldduiunmageuuasl Fuusassuy

(Remote diagnostic and configuration port protection)

7.4.5 ATULNLENLATRNE)

(Segregation in networks)

7.4.6 MIAYLANNNSTONEBNILATELNE

(Network connection control)

7.4.7 NMIATLANNNIAMUAKUN N LULATETNE

(Network routing control)
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7.5 nMapauannadniaszuulfifnng (Operating system access control)

7.5.1 duneuliR unsdnfesruuetnaiuaslasadi

(Secure log-on procedures)

7.5.2 nssryuasigaiirionuaedyideu

(User identification and authentication)

7.5.3 92ULLIUNIRANIIVANL

(Password management system)

7.5.4 s ldanuldsunsndssinneiam

el

(Use of system utilities)

7.5.5 NMIUNANAINIT M IUTZLLANTAWNA

(Session time-out)

7.5.6 N17ANAATLLULIAINTITANARTLLLA AN A

(Limitation of connection time)

7.6 mimuaum@vﬁqﬁaLL@WWELﬂﬁuLL@xmmumﬂ (Application and information access control)

7.6.1 N3ANAANNTEN DN TR A

(Information access restriction)

7.6.2 MIULNITULANTAUNATAANAIATYE

(Sensitive system isolation)

7.7 mimuau@qﬂmzﬁ%@msﬁmmwnmLm:miﬂf}ﬁ‘@mumnmﬂuﬂﬂmﬁrﬂi (Mobile computing and teleworking)

7.7.1 matlasiuginsafdeansdszinnnnmg

(Mobile computing and communications)

7.7.2 nmsdiAeuananauenginau

(Teleworking)

UNIAN 8 NIFAAWT NTWRIUN LL@xﬂﬁiﬁﬁ@ﬂ%ﬂﬂﬁ’ixuuﬂﬁ’mumﬂ (Information systems acquisition, development and maintenance)

8.1 1aN1MUAAIUANNTUAILARAAREIMTUTZLLANTAWNA (Security requirements of information systems)

8.1.1 Maanzikarnsrydanmuan i NuAslsensie

(Security requirements analysis and specification)

8.2 nstlazunanadnsaumalunawnaiadu (Correct processing in applications)

8.2.1 nangaaaaLdayatingd

(Input data validation)

8.2.2 manmaaaudayaneguszudnanistszunana

(Control of internal processing)

8.2.3 NIAFIAADLANNYNFIEILDITaAIIN

(Message integrity)

8.2.4 nemsaaaeLdeyaiinaen

(Output data validation)
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8.3 umsn1sniaidnsiadiaya (Cryptographic controls)

8.3.1 wlaunensldeunisdnsiadeya

(Policy on the use of cryptographic controls)

8.3.2 nstamsdmnianayuadinsiadeya

(Key management)

8.4 n13adannniurslaende i induassruuAlHL3nng (Security of system files)

8.4.1 MearuAnNsRnasTansfuafacllfessuuidiiEnis

(Control of operational software)

8.4.2 mstlesriudagyaildduiunimasey

(Protection of system test data)

8.4.3 MearuAnnsdntistefalAndmiusyuy

(Access control to program source code)

8.5 1198519 NANAILAATHEIMTLNTTLIAUNNT N IRAWN T ULIMAZNITLIUNNIATLAYU (Security in development and support processes)

8.5.1 TumauliRdmiuatuaunslasuulasiewdlassuy

(Change control procedures)

8.5.2 NNINIIRADLININNLTRIUBNNR AT UM EnAsa N AsuwLassul jiRnng

(Technical review of applications after operating system changes)

8.5.3 Meanriansiasuulasuilusegenfuasiunanguan

(Restrictions on changes to software packages)

8.5.4 nstlasiunisiauavedansaumea

(Information leakage)

8.5.5 NMIWAUNTaNFALITIALNEILNILARILeN

(Outsourced software development)

8.6.1 WamsnizatuANTasiin1emaiia

(Control of technical vulnerabilities)

: a s L4 i 4 s u'/ s o . . . .
UNINN 9 mi‘usms@mmimr@mimﬁl,ﬁmsﬁmnumwuumﬂmamnmmmﬂm (Information security incident management)

9.1 mﬁmmumrﬁ;nmﬁmz@;m@'@uﬁLﬁm*ﬁmﬁummﬁumﬁ@ﬂmﬁﬂ (Reporting information security events and weaknesses)

9.1.1 MeneauwmaNsailifaatesiuauiuaasasie

(Reporting information security events)

9.1.2 Menzauqpseninaadeiuauiuasasaitreeedng

(Reporting security weaknesses)

9.2 MaLAmsannsuarnisUiudgeudlasiawsnisaiinaadesiumainiuaslaansit (Management of information security incidents and

improvements)

9.2.1 wiinnuiuRpTeULarduReULLR

(Responsibilities and procedures)
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9.2.2 ﬂ’]ﬁ‘Lﬁ‘ﬂug“]’mL‘W{]ﬂ’ﬁ‘m%Lﬂil']‘ﬂ@ﬂﬂllﬂ'l’mﬂuﬂ\‘iﬂ@‘ﬂﬂﬂﬂ

(Learning from security incidents)

9.2.3 MAALIILIIMNANF

(Collection of evidence)

3 = | ] o A ¢ . .
UNIAN 10 N1TUTUNTAMNADLRDILUNIFTANUUNUADIRIANS (Business continuity manage

ment)

A ﬁ'ﬁ'ﬂﬁuﬂ’mzﬁm%’umi‘iﬁmimwGi‘r]Lﬁ‘ﬂﬂuﬂ'ﬁﬁ’]Lﬁummmmﬁﬂ? (Information security aspects of business continuity management)

10.1.1 nszuaunslunisaiisaanusiaiiiasliiugsia

(Including information security in the business continuity management process)

10.1.2 nMsdszifiuanudaslunisainsaauseiiesiiugsia

(Business continuity and risk assessment)

10.1.3 neapvinuas Idnuuana¥eausaiiesldtugsia

(Developing and implementing continuity plans including information security)

10.1.4 nManmuAnsauAMILINIIIReai A NAe e Wugsia

(Business continuity planning framework)

10.1.5 nManagauuaznstliulgunuainsnanusieiiasliiugsia

(Testing, maintaining and re-assessing business continuity plans)

nuIaN 11 nsUHiReudaninua (Compliance)

11

1 mMeUfiAmudeivuaniengunie (Compliance with legal requirements)

11.1.1 meszydenivuasine Nfnaneangusng

(Identification of applicable legislation)

11.1.2 natlasiuansuazninegddunialyn

(Intellectual property rights (IRP))

° o v o '3

11.1.3 natlasiudeyadAyTineadasiuesdng

o

(Protection of organizational records)

11.1.4 nstlesiudeyadousn

(Data protection and privacy of personal information)

11.1.5 nstlasiunisifauainsnitssunanassanmatindngiszas

(Prevention of misuse of information processing facilities)

11.1.6 nsliunmsnisnisdnsiadayanindaniiun

(Regulation of cryptographic controls)

2 meufimAmaulaung smsgruannduaslaendauasdeaiinuanianaila (Compliance with security policies and standards, and technical co

mpliance)

11.2.1 madfiFEmuulaung uazninsgiuanuduaslaande

(Compliance with security policies and standards)

11.2.2 MaAsadeUNTUNIRANNIATFIUNIMALATRI89ANT

(Technical compliance checking)
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11.3 N19M999L 92N UTEULANTAUNA (Information systems audit considerations)

11.3.1 NIATNNIN19ATIRUTLNUIZLLANTAUNA

(Information systems audit controls)

11.3.2 nstlasiuimrasiiadniunisnaiatlss fussuuan saumne

(Protection of information systems audit tools)
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