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2. HANT5R12ANITANLUUNU ANNNTAUNIATINU ISO/IEC27001

Hudayanlsannisdunimalideulauns Tnalduuulssdivesdnisniunsay

v
ISO/IEC 27001 %13 11 x9m 1ied139an19AluaIun i ua saung Inadgnauwuy

dunwnd Ae nguiiizunsesdnig WonthdhamalulaBiansaume waziantidhaidmng
NINNTHNYEl

AN 1 Aunleusmuduaslannsis (Security Policy)

1.1 wlaunaanutuasdaendadusuaisaima (Information security policy)

1.1.1 @wna1sulaunganuiivasdasasianiduate anenisnes (Information security policy

document)
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aaasanifluaganenisneg

1.1.2 nManunanulungandiasilaanie (Review of the information security policy)
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nuAN 1 Auuleuneauiuaslasnsie (Security Policy)
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(Review of the information security policy)
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dl v % QI/ [ o & . .
NU2AN 2 TANATNNNATUANNET WAL aanud uTLasANT (Organization of

information security)

2.1 Taneaseanednuanntuaslasnianigluessng (Internal organization)

2.1.1 mMalianndAtyaecdizmnsuaznienmua HNN19131193AN1IM19F uANNLAY

Uaaasit (Management commitment to information security)
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2.1.2 nMstszanuanuanuduasilasadianteluasAng (Information security coordination)
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2.1.3 NMINNUANTENTNANFURATAUNIELANNT LAY aaAAE (Allocation of
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process for information processing facilities)
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wuuWaiuraliiAsasnaniainas NEan1sEuN1TaRNR Inaiauiingw naudsundadie
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2.1.5 ngasunnd iitlalne A uaLe9e9Ang (Confidentiality agreements)
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2.1.6 MsieTauazdayadmiunisfinseiumioeua (Contact with authorities)
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(Contact with special interest groups)
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2.1.8 nManunausuANiuptaaniuduiuasaumalatEnmasaudass
(Independent review of information security)
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2.2.1 matsuiiiupandidesteanisdinieansaumalagioesiuniauan (Identification of
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ANTAUNATAIBIANT (Addressing security when dealing with customers)
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ANFUANTAUN AUDIBIANT (Addressing security in third party agreements)
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(Organization of information security)
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NANTTA1T9ANTANIWNT
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21 TAgT9Nn1eduANNTuAslaandanfeluaaAnsg (Internal organization)

2.1.1 msliipudnAtyaesiidusuaznisniua liidnng
UTN199AN1IN9AUANETUAILIAa At

(Management commitment to information security)

2.1.2 n3uszanuanumnuiunstlaannan e luesAnsg

(Information security coordination)

2.1.3 NNIAUUANTNN AN NFLRATAUN A UAINT LAY
Uaanasie (Allocation of information security

responsibilities)

2.1.4 nezuqunisluniseysimnis lugnsnidszanana
AN9AUWNA (Authorization process for information

processing facilities)

2.1.5 NTASUINE WIT AL AN NALIRIBIANT

(Confidentiality agreements)

2.1.6 MsueTauazdayadmiunsfinsaiumiteuay

(Contact with authorities)

2.1.7 nMaanemeuardeyadniunisanseiunguniagnu

q

aulafluiAeluEeananny (Contact with special

interest groups)

2.1.8 NMINLNIUAWAMNHLANLAAAALRINFTUA AN A
IneiE{neaaaan@asy (Independent review of

information security)
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(External parties)
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WALNIUNNEWaN (Identification of risks related to

external parties)
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NGIE (Addressing security in third party

agreements)
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3.1 i iAuSuRaTeUsenindauTeIadAns (Responsibility for assets)

3.1.1 NM139ANTUTNITNgAL (Inventory of assets)
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3.1.3 N3 UNINTRUAUN 2R (Acceptable use of assets)
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3.2 NM3ANNIANLANIAUNA (Information classification)

3.2.1 MINAUNIANLNINETAURNIRWNA (Classification guidelines)
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3.2.2 Meaanniede uazdnn1Imninganansanna (Information labeling and handling)
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3.2 ﬂﬂiﬁmummugzmmumﬁ (Information classification)

3.2.1 NMINAUNIAULNITNEAURNIAUNA

(Classification guidelines)

3.2.2 199N 8T LarN1IIANIININTRUANTAUNA

(Information labeling and handling)
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wNnY 4 ArNduAslaenditifeandesiuyaaing (Human resources security)

4.1 NN19A519ANNNUANL AR NEUN1TA1991 (Prior to employment)

4.1.1 NIAIUUANTNTN AMNTUR AT LA UANNITUAILaaAsE (Roles and responsibilities)
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4.1.2 N3AIIRADUAMANLFU2EAIAT (Screening)
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4.1.3 n13n1nueReu N8990 (Terms and conditions of employment)
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4.2 NM3@519ANNUAYU aa AR e 1111919819971 (During employment)

4.2.1 v lunnn3mn SN adnuauuasanadt (Management responsibilities)
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4.2.2 N138519ANRTENEN N191IANTNE waznisauINATBAINNUAaeade LA
W1IN9"U (Information security awareness, education, and training)
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4.2.3 N7TUUNNININELNea N (Disciplinary process)
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4.3 N3AUAAYFNI9LLALIUN98199U (Termination or change of employment)

4.3.1 n3dugrTanIailatunN19819971 (Termination responsibilities)
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4.3.2 N13AUN NETRLIAIDIANT (Return of assets)
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4.3.3 N1308ANaRANE 1WN191E109 (Removal of access rights)
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wNIAN 4 PonuNuAsaendEnNeqdesiuyAaiIng (Human resources security)
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4.1 N9A39ANNEUAILAAAENARNNTA199U (Prior to employment)

4.1.1 N3N uuUANTinNANNFLR AT LATUANNITIAY

annsie (Roles and responsibilities)

4.1.2 MangvaaeuAnaNtRvesasing (Screening) v

4.1.3 n1ennvue Raulanis8199ny

(Terms and conditions of employment)

4.2 NM3@59ANEUAsU Y l1IEnd19N19819971 (During employment)
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v
(Management responsibilities)
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4.2.3 n@fzmumiwqﬁﬁﬂﬁ@miwaﬁ
v

(Disciplinary process)

4.3 NN3AUAAWTANI9LLALUNI981997U (Termination or change of employment)

4.3.1 MIAUGANTANTIAEUNNFAN9Y

(Termination responsibilities) v
4.3.2 NMIAUNSNEAUIRIBIANT

(Return of assets) Y
4.3.3 NMTNaAnanans ln19dinig y

(Removal of access rights)

NHIAT 5 NNTA519ANNNUALaeAfaN1NNEN T NILaZRIWIAGRN (Physical and

environmental security)
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5.1 UTuNFAain1 N #IANNEUAdLlaaadie (Secure areas)
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5.1.1 NIAANILBIMARNTEY (Physical security perimeter)
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51.2 m@mmumiﬁﬁ—@@ﬂ (Physical entry controls)
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5.1.3 95N AsTuAae AREd LA Tieainanu Lmzwﬁ?wﬁ%u%'uj (Securing
offices, rooms and facilities)

flidunenl : sufidheBmaminensyaaa wazihasmsauialy
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514 m@gﬂmﬁuﬁﬂﬂﬂmu@’mﬂﬁﬁlu@ﬂLL@zadLLQmﬁﬂN (Protecting against external and
environmental threats)
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5.1.5 maUfumnuluiunnsiesinuauiuaslaansdie (Working in secure areas)
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5.1.6 NN19AALB A NEUNNTENDY u%mﬁ*zd\m@umamﬁmﬂmﬂqﬂmmﬂu@ﬂ (Public
access, delivery, and loading areas)
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5.2 pansiuAsiaaniuaesgingnl (Equipment security)
5.2.1 n3amanauaznistlesiuginend (Equipment sitting and protection)
flitdunnend -« danihihamalulagansauma
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5.2.2 sruuuaralnsnlaiuayunisineu (Supporting utilities)
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5.2.3 mahuaneln aredesns uazaeailiague (Cabling security)
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5.2.4 n191i1g93negUnend (Equipment maintenance)
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4 o

5.2.5 nsilasiuginsninliauatuend1ineu (Security of equipment off-premises)
flitdunnwenl -« danthihamalulagansauma
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5.2.6 nsnnanginsndisanistirginenindunnlisuana3s (Secure disposal or re-use of

equipment)
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5.2.7 NI ALIIR9ANIRANUBNAN1INIY (Removal of property)
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AN919N 4.12
NANNI41994
PNIAN 5 N1FRINANNTUAILABAANINIEAINLAZRILIAA DN

(Physical and environmental security)

a dl % a %3 aI/ '
5.1 U3UNABINNIIFNIAMNNRAYLaaAAY (Secure areas)

5.1.1 NM9AANILTIUADNTAL

(Physical security perimeter)

51.2 ﬂ’]?ﬂQUQQJﬂ’]?L%’]-ﬂ@ﬂ

(Physical entry controls)

5.1.3 NM93NEIANNNRANL A AAERANNFUE1TN91 Tieg
1974 waznINERLBU (Securing offices, rooms and v

facilities)

5.1.4 nsilaaiuiuAnAINAINNEUENLATRILIAADY
(Protecting against external and environmental v

threats)

7
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5.1.5 maUfumnuluiuinsiesinmanuiuanlaendt

(Working in secure areas)

5.1.6 NN9IALIFUAIMETUNTEN TN AN NALNAAS U
IneyApanzuan (Public access, delivery, and v

loading areas)

5.2 pNsiuAsiaansiaegingnl (Equipment security)

5.2.1 n3aananarnisesriuginend

(Equipment sitting and protection)

5.2.2 srutuazatnsniatiuayun1Inieu

(Supporting utilities)

5.2.3 mMaauane Il arededns uazaneiniiagi)

(Cabling security)
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5.2.4 n13tngeineglnsal

(Equipment maintenance) v
5.2.5 natlasiugunsaiilisuetuandineu

(Security of equipment off-premises) v
5.2.6 ﬂ’]ﬁ‘ﬁ’]’ﬁ/ﬂ‘ﬂqﬂﬂ?ﬂiﬁg“ﬂﬂ’ﬁ‘ﬂ’]‘ﬂqﬂﬂ?ﬂiﬂzﬁ/‘i_mﬂ%mu%ﬂﬂﬁ?ﬂ

(Secure disposal or re-use of equipment) v
5.2.7 NMITNINERUIAA9ANIAANUANANINTU

(Removal of property) v

‘I/Tll')ﬂﬁ 6 miiﬁimﬁmﬂf]iﬁf]umiﬁﬂmmmzm‘m"ﬁLﬁummmm%ﬂmmmumﬁ

(Communications and operations management)

6.1 nsnmuantihiAuFLinTe LA dunauNsLf1RU (Operational procedures and
responsibilities)
6.1.1 ﬁumaumiﬂﬁﬂﬁmuﬁLﬂum&lﬁﬂwdﬂvﬂﬂi (Documented operating procedures)
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6.1.2 nisaruANNIfilasuLas Uil visaufilaszuuviseginanilszuoanaansauma

(Change management)
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6.1.3 NMsuLNUMIINAIANTURATEL (Segregation of duties)
flidunwnl - donthdhemalulagansauma
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6.1.4 NIUNTTLLAMTLNIIANRU N1INAFAL LAZNIT HiLEN198aNANNY (Separation of
development, test, and operational facilities)
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6.2 NIILBUNIAANIINNT MILBNITRIUIENIUNNEUan (Third party service delivery

management)

6.2.1 N3 LLINNTIALMUIENIUAYUan (Service delivery)
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6.2.2 N13MTIRABLNIT WLEN9InEMaEaUNIEUen (Monitoring and review of third party

services)
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6.2.3 n1sLEuUIaAn1snInlasuilaslunisliitinig (Managing changes to third party
services)

Widun1wal : FautihdamaTulagansauma
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6.3 NI NUNULATNTATIRTUNINENTANTAUNA (System planning and acceptance)

6.3.1 NIINUHUANFBINIINTNLINTANTAUN A (Capacity management)
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6.3.2 NNTATIATUIZLL (System acceptance)
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6.4 n1stlaariuldsunsuiililszaadn (Protection against malicious and mobile code)

6.4.1 n1stleariuldsunsuinlidsza9fn (Controls against malicious code)
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6.4.2 n1stleariuidsunsuaiinm@aaii (Controls against mobile code)

Wdunrwnd : FautintamaTulatiansaumna
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6.5 n19d1789%83a (Back-up)

6.5.1 N19d138948%4 (Information back-up)
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6.6 NTLENNTIANTINF1UANNT WAL ARAAE AN NSULATRINE8989ANT (Network
security management)

6.6.1 NIATNIINLATAANE] (Network controls)
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6.6.2 ANNLUAILARAARAMFLLENNTATRTNE (Security of network services)
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6.7 N3aANTARN K Tun9tiunndaya (Media handling)

a o Aﬂl o K v dl d‘ v %
6.7.1 mimmﬂmm?muummm@mmmmLﬂ@@umﬂm (Management of removable
media)
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(Communications and operations management)
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7.5.6 N13RNAATZEZINAINITTANFADILUUA1IAWNA (Limitation of connection time)
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7.6.2 NMIULINILULANIAUMANNANAATYES (Sensitive system isolation)
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7.7 narauanglnsnidessdssinmnnniuaznisdifeuainnanauenesdng (Mobile

computing and teleworking)
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7.2.2 NN9UIMIAANNTANENNT MUIEUL  (Privilege

management)
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(User password management)
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(Review of user access rights)
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7.5 M3acuANNIdEintasruLL{iiRnTg (Operating system access control)
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(Secure log-on procedures)
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(User identification and authentication)
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(Password management system)
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(Use of system utilities)
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(Session time-out)
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control)

7.6.1 nsAiANTdnNegnsaunA
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(Sensitive system isolation)
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(Information systems acquisition, development and maintenance)
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8.2 NN9UszaaNAR1TAUWMA LULANNGLATU (Correct processing in applications)
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8.2.4 nsmaaaasdiayatinaan (Output data validation)
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8.3 1mIN13N9Liingviadieya (Cryptographic controls)

8.3.1 Wlaunanislaunisdingiadiasa (Policy on the use of cryptographic controls)
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8.4.3 n3auANnsdintsnealindmiuszuu (Access control to program source code)
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mﬁumu (Security in development and support processes)
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procedures)
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8.5.4 n1stlaariunngialuaaesansauing (Information leakage)
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8.5.5 NMIWAUTANALITIAEMUNeN11ANEUeN (Outsourced software development)
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8.6 NNILFMNTAANTITee U lansausuazaansiLag (Technical Vulnerability

Management)

8.6.1 umIN13AYLANTRIIINIaMALLA (Control of technical vulnerabilities)
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(Information systems acquisition, development and maintenance)
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8.2 NN9ilszananaaTaumALULANNGLATY (Correct processing in applications)
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(Control of internal processing) v
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(Message integrity) v
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(Output data validation) v
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(Policy on the use of cryptographic controls) v
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(Key management)
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(Control of operational software)
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(Access control to program source code)
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li:ijmam (Restrictions on changes to software v

packages)
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(Information leakage)
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(Outsourced software development)

8.6 NNILFMNTAANTITadIua lansausuazaansiLag (Technical Vulnerability Management)
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(Control of technical vulnerabilities)
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(Information security incident management)
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9.1.2 NM9senUansauinafiasiuaulaslaansTaaeaeAng (Reporting security
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(Management of information security incidents and improvements)
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incidents)
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(Information security incident management)

9.1 M9nawANIIiLazangaunnadesiuANiuAsaenit (Reporting information

security events and weaknesses)

9.1.1 naseumsNIRinnedesiuANuAsendit

(Reporting information security events)
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A9ANT (Reporting security weaknesses)
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(Management of information security incidents and improvements)
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management)
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risk assessment)
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10.1.3 n9anvinuar lanuunua3eaNsailesliiiugsia (Developing and
implementing continuity plans including information security)
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