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The objective of this thesis is to propose a structural model using UML class diagram
and create a security requirements visualization based on the proposed structural modsl. It
covers 20 security patterns from which 4 security patterns types; Enterprise Security and
Risk Management, Identification and Authentication, Access Control Model and Firewall
Architecture. Security domain persons who have a security fundamental knowledge help
validate the proposed structural model to improve the consistency between the structural
model and security patterns contexts, the completeness for applying the model and the
completeness of model based on relations among security patterns.

A visualization supporting tool is also developed based on the proposed structurat
models. The results obtained from using the tool are graphical representations in terms of
many chart types. To test the quality of visualization supporting tool in 3 main factors; the
guality of chart representation, the user interface design and the tool capability for applying
in organization, 12 persons are selected as sample units to evaluate the tool from a security
system case study, the library management system. After using the tool, the sample units
evaluate the level of satisfaction in various factors and also identify problems and
recommendations. The experimental results are that the quality of chart representation is
clear and cqrrect. Users can interpret system security requirements easily. Also, the user
interface design is simple to users and covers the usage aspects. The prototype tool can be
applied to the organization and can directly support the construction of security patterns
knowledge to organization.

~ The tool helps security system designer and user understand the security requirements

clearly and analyze security requirements in terms of summarized data related to security patterns.





