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Access control is one of the most important security issues for large
organizations. Role-based access control (RBAC) has recently received considerable
attention as a promising alternative to traditional discretionary and mandatory access
control. Though RBAC is a good model, the administration of RBAC including building
and maintaining access control information remains a difficult problem in large
enterprises. RBAC model itself dose not tell the solution. Some researches were done on
practical ways to find the information tnat fills RBAC components.

This thesis proposes an extended model of RBAC for large enterprises. A new
model consists of qualified mandatory and discretionary features for roles and locations,
including the assignment of permissions for the appropriate roies and the assignment of
roles for the appropriate users and locations. Moreover, location hierarchies approach
was applied to the new model for distributed environment. Static separation of duty
principles is also used for integrity requirements of security system. This model is called
“Enhanced Role-Based Access Control (ERBACO3)". It is easy to manage access

control information and makes benefit for large enterprises in the future.





