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' Former Federal Computer Security Specialist Sentenced for Hacking Department of Education Computer, < http://www.usdoj

.gov/criminal/cybercrime/kwakSent.htm >, 12 May 2006.
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? United States v. Ancheta, Case Number: CR05-106 , The Central District of California, United States District Court, (February

2005), available at <http:/fl1.findlaw.com/news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf>; see also "Botherder" Dealt Record

Prison Sentence for Selling and Spreading Malicious Computer Code, < http://www.usdoj.gov/criminal/cybercrime/anchetaSent.htm >,

8 May 2006.
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® United States v. Levine, 378 F. Supp. 2d 872 (E.D. Ark., 2005), see also Former Officer of Internet Company Sentenced in

Case of Massive Data Theft from Acxiom Corporation,< http://www.usdoj.gov/criminal/cybercrime/levineSent.ntm >, 22 February 2006.

“ Cleveland, Ohio Man Sentenced to Prison for Bank Fraud and Conspiracy, < http://www.usdoj.gov/criminal/cybercrime

/flurySent.htm >, 28 February 2006.
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® Massachusetts Teen Convicted for Hacking into Internet and Telephone Service Providers and Making Bomb Threats to

High Schools in Massachusetts and Florida, < http://www.usdoj.gov/criminal/cybercrime/juvenileSentboston.htm >, 8 September 2005.

® United States v. Carlson, 209 Fed. Appx.181(3d Cir. 2006), see also Disgruntled Phillies Fan/Spammer Sent to Prison for Four

Years, < http://www.usdoj.gov/criminal/cybercrime/carlsonSent.htm >, 14 July 2005.
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" United States v. Heckenkamp, 482 F.3d 1142 (9th Cir.2007), see also Former Computer Science Graduate Student Sentenced

for Hacking Major Corporations: Defendant Jerome Heckenkamp Defaced Web Pages and Installed "Sniffer" Programs to Steal Passwords ,

< http://www.usdoj.gov/criminal/cybercrime/heckenkampSent.htm >, 25 April 2005.

® Queens Man Sentenced to 27 Months' Imprisonment on Federal Charges of Computer Damage, Access Device Fraud and

Software Piracy, < http://www.usdoj.gov/criminal/cybercrime/jiangSent.ntm >, 28 February 2005.
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® United States v. Salcedo, 189 Fed. Appx. 197 ( 4th Cir. 2006 ), see also Hacker Sentenced to Prison for Breaking into Lowe's

Companies' Computers with Intent to Steal Credit Card Information, < http://www.usdoj.gov/criminal/cybercrime/salcedoSent.htm >, 15

December 2004.

" Federal Judge Sentences Ex-Official of Local Internet Service Provider to Prison for Computer Attack, <http://www.usdoj.gov

/criminal/cybercrime/borghardSent.htm >, 16 June 2004.
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! Pennsylvania Man Sentenced to Prison for Accessing Massachusetts Investor’'s On-line Investment Account and Making

$46,000 in Unauthorized Trades, < http://www.usdoj.gov/criminal/cybercrime/dinhSent.htm >, 5 May 2004.

" Former Employee of Viewsonic Sentenced to One Year for Hacking into Company's Computer, Destroying Data,

< http://www.usdoj.gov/criminal/cybercrime/garciaSent.ntm >, 23 February 2004.

" Former Hellmann Logistics Computer Programmer Sentenced for Unauthorized Computer Intrusion, < http://www.usdoj.gov

/criminal/cybercrime/diazSent.ntm >, 5 December 2003.
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" United States v. lvanov, 175 F. Supp. 2d 367, 368-9 (D. Conn. 2001), see also Russian Man Sentenced for Hacking into

Computers in the United States, < http://www.usdoj.gov/criminal/cybercrime/ivanovSent.htm >, 25 July 2003.

' Kazakhstan Hacker Sentenced to Four Years Prison for Breaking into Bloomberg Systems and Attempting Extortion,

< http://www.usdoj.gov/criminal/cybercrime/zezevSent.htm >, 1 July 2003.

" Los Angeles Man Sentenced to Prison for Role in International Computer Hacking and Internet Fraud Scheme,
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< http://www.usdoj.gov/criminal/cybercrime/paeSent.htm >, 28 February 2003.

""United States v. Gorshkov, 2001WL1024026, Western District of Washington, United States District Court, (May 23, 2001), see

also RUSSIAN COMPUTER HACKER SENTENCED TO THREE YEARS IN PRISON , <http://www.usdoj.gov/criminal/cybercrime/

gorshkovSent.htm >, 4 October 2002.

" Twenty-Seven Month Sentence In Internet Fraud Scheme To Defraud Priceline.Com And Others, < http://www.usdoj.gov

/criminal/cybercrime/LuckeySent.htm >, 17 May 2002.
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" U.S Sentences Computer Operator for Breaking into Ex-Employer's Database, < http://www.usdoj.gov/criminal/cybercrime

/leungSent.htm >, 27 March 2002.
* United States v. Farraj, 142 F. Supp. 2d 484 (D.N.Y. 2001), see also Orange County Computer Hacker Sentenced to Prison for
Breaking into University Computers, NASA Systems , <http://www.usdoj.gov/criminal/cybercrime/diekmanSent.htm >, 4 February 2002.

?" Manhattan Paralegal Sentenced for Theft of Litigation Trial Plan, < http://www.usdoj.gov/criminal/cybercrime/farrajSentence

.htm >, 30 January 2002.
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?2 Man Sentenced for Unauthorized Access into Computer Systems of Connecticut Consulting Firm, <http://www.usdoj.gov/

criminal/cybercrime/LukawinskySent.htm >, 14 December 2001.

** Former Financial Institution Employee Sentenced For Unauthorized Computer Access to Customer Account Information in

Latest Bank Fraud/ldentity Theft Prosecutions, < http://www.usdoj.gov/criminal/cybercrime/schellersent.htm >, 30 November 2001.
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** Former Cisco Systems, Inc. Accountants Sentenced for Unauthorized Access to Computer Systems to lllegally Issue Almost $8
Million in Cisco Stock to Themselves, < http://www.usdoj.gov/criminal/cybercrime/Osowski_TangSent.htm >, 26 November 2001.

** Hacker Sentenced in New York City for Hacking into Two NASA Jet Propulsion Lab Computers Located in Pasadena,
California, <http://www.usdoj.gov/criminal/cybercrime/torricellisent.ntm >, 5 September 2001.

2 Hampton Man Convicted and Sentenced for Hacking into Former Employer's Computer Server, <http://www.usdoj.gov/criminal/

cybercrime/McKennaSent.htm >, 18 June 2001.
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Z Computer Security Expert Sentenced to 27 Months' Imprisonment for Computer Hacking and Electronic Eavesdropping,
<http://www.usdoj.gov/criminal/cybercrime/OquendoSent.htm >, 13 June 2001.

* Texas hacker pleads guilty to 7 charges of unlawfully obtaining access to computers belonging to the U.S. Postal Service, the
State of Texas, the Canadian Department of Defence and the private sector, <http://www.usdoj.gov/criminal/cybercrime/\VAhacker2.htm >, 6

December 2000.
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* JUVENILE COMPUTER HACKER SENTENCED TO SIX MONTHS IN DETENTION FACILITY: Case marks first time a juvenile

hacker sentenced to serve time, < http://www.usdoj.gov/criminal/cybercrime/comrade.htm >, 21 September 2000.

% Computer Hacker Sentenced, < http://www.usdoj.gov/criminal/cybercrime/gregorysen.htm >, 6 September 2000.
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o Chad Davis, "Global Hell" Hacker, Sentenced to Six Months in Prison, Three Years Probation., For Air Force Network Hacks,

<http://www.usdoj.gov/criminal/cybercrime/davis.htm >, 1 March 2000.
* Boston Computer Hacker Charged With lllegal Access and Use of States Government and Private Systems,

<http://www.usdoj.gov/criminal/cybercrime/iffin.htm >, 23 February 2000.
* "WEB BANDIT" HACKER SENTENCED TO 15 MONTHS IMPRISONMENT, 3 YEARS OF SUPERVISED RELEASE, FOR HACKING

USIA, NATO, WEB SITES, < http://www.usdoj.gov/criminal/cybercrime/burns.htm >, 19 November 1999.
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# United States v. Lindsly, 254 F. 3d 71 (5th Cir. 2001), see also "Phone Masters" Ringleaders Sentenced to Prison; 41 Month
and Two-Year Terms to be Served by Telecommunications Hackers, <http://www.usdoj.gov/criminal/cybercrime/phonmast.htm >, 16
September 1999.

* United States v. Mitnick, 145 F. 3d 1342 (9th Cir. 1998 ), see also KEVIN MITNICK SENTENCED TO NEARLY FOUR YEARS IN
PRISON; COMPUTER HACKER ORDERED TO PAY RESTITUTION TO VICTIM COMPANIES WHOSE SYSTEMS WERE COMPROMISED,

< http://www.usdoj.gov/criminal/cybercrime/mitnick.htm >, 9 August 1999.
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* Israeli Citizen Arrested in Israel for Hacking United States and Israeli Government Computers, <http://www.usdoj.gov/criminal

/cybercrime/ehudpr.htm >, 18 March 1998.
*" United States v. Morris, Case Number: 89-CR-139 (Unpublished), Northern District of New York, United States District Court,

(May 4, 1990) available at <http://www.rbs2.com/morris.ntm>; see also United States v. Morris, 928 F. 2d 504 (2nd Cir.1991).



