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® United States v. Levine, 378 F. Supp. 2d 872 (E.D. Ark., 2005), see also
Former Officer of Internet Company Sentenced in Case of Massive Data Theft from
Acxiom Corporation,< http://www.usdoj.gov/criminal/cybercrime/levineSent.htm >, 22
February 2006.

" "Botherder" Dealt Record Prison Sentence for Selling and Spreading
Malicious Computer Code, < http://www.usdoj.gov/criminal/cybercrime/
anchetaSent.htm >, 8 May 2006.

® Queens Man Sentenced to 27 Months' Imprisonment on Federal Charges
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.gov/criminal/cybercrime/jiangSent.htm >, 28 February 2005.

® United States v. Salcedo, 189 Fed. Appx. 197 ( 4th Cir. 2006 ), see also
Hacker Sentenced to Prison for Breaking into Lowe's Companies' Computers with Intent
to Steal Credit Card Information, < http://www.usdoj.gov/criminal/cybercrime/salcedo
Sent.htm >, 15 December 2004.

" Former Hellmann Logistics Computer Programmer Sentenced for
Unauthorized Computer Intrusion, < http://www.usdoj.gov/criminal/cybercrime
/diazSent.htm >, 5 December 2003.
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'® Israeli Citizen Arrested in Israel for Hacking United States and Israeli
Government Computers, <http://www.usdoj.gov/criminal/cybercrime/ ehudpr.htm>
, 18 March 1998.

'® "WEB BANDIT" HACKER SENTENCED TO 15 MONTHS IMPRISONMENT,
3 YEARS OF SUPERVISED RELEASE, FOR HACKING USIA, NATO, WEB SITES,
< http://www.usdoj.gov/criminal/cybercrime/burns.htm >, 19 November 1999.

i Computer Hacker Sentenced, < http://www.usdoj.gov/criminal/
cybercrime/gregorysen.htm >, 6 September 2000.

" Cleveland, Ohio Man Sentenced to Prison for Bank Fraud and Conspiracy,

< http://www.usdoj.gov/criminal/cybercrime/flurySent.htm >, 28 February 2006.
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 Russell G. Smith, Peter Grabosky and Gregor Urbas, supra note 2 ,p.179.



76

o dll a ¥ 0 a Aaf v v dl 1 A ¥
mviumLQ@uimiuﬂﬁ?ﬂqu@94mm‘wqmmwmmmtmmmﬂuLﬂmvl,ﬂ Wnaadasvraldeu
a o a o & Z// tﬁ A o o A dl o
ABNNWILADTLASALLNDTELR VNMI@HNQmQﬂ?Z'&\‘iﬂﬂﬂﬂ@ﬂ\iﬂ?ﬁﬁﬂ’]? A Usznsusninatlaariy
o a % ¥ o a dl dl o o 4 !
NIINIENTIAIINNATITANHNTENIHNA wazdsznisnaasiailasiuaoiudaandaliindsay
o o | agl/ o ¥ o o o a a o a 'S 1 1
La@uiﬂu@ﬂwmzLmuugﬂmmhmmum?mgmmmmmmmnmfaqummﬂmamw
10 o ' 9 o a Y KX v 9/4#‘ a 1 %’/ 1o
%Qqﬂiﬂ’ﬂqﬂﬁLL[ﬂ L’ilW’]‘éﬁﬂ?maﬂ?ﬁﬁVl’]Nﬂﬂ’]uﬂl’mﬂ‘ﬂﬂﬁﬂ@‘ﬂ’ﬂ\‘iQ@HT@HN%@UL‘W’]HM LLMH\??’]NT]J
fanstinnsnszntAnNinlaanisanuilnann nanunariansreaan (Child-pornography)
a o & v 23
AMNAUENBTLUFAAIE

TudszimAanigesdni nasivuaReuluiennAulszng @ (Conditions of

|
=

Probation) waznisnnuniaulaniuanasndeasnaanislaasfia (Conditions of

L%

Supervised Release) {11ty

o

51411 Title 18, United State Code (U.S.C.), 1M 51 3553
1M 3563 Wazu1me 3583 Taaluniman 3553 (a) Aty niAmaaziaainaaiuilady
o o o =< o a = Y o = =
AAtynAaNINANTUN NI ANIN A TN TeANaaLFARIANTNDY
(1) AN INUATNEAN1INIIRIANER FINDNNUAIUATANWAIENITNNEA (the
nature and circumstances of the offense and the history and
characteristics of the defendant)
2) ANANlNN199198IRTNIA N T NA1IAB

(A) WMERDLAUBIAIMNTIEILINTBIAINEA AULAYUNNTLANTNFABN VNE

|
=

= PR a . .
waziie N sasneNEANeAsIH (just punishment)

1 o o

(B) Lﬁfawﬁﬂuﬂ"\iwqﬁmwmmazmﬁm

(C) tlaaiudsAnaINnIINIinANRAgIIBIENITNRA LAY

o a

(D) NedalRENIz I RATFZTUNNIANSE BUTNNNATNTW N9FNHINENLNG

o

waznsUriRsegnazinin sz Angningeqn
dquluuniity s Title 18, United State Code (U.S.C.), 416191 3563 Lilu1i

o a d‘ o o dl dll a [~ o a
Q.JELI[ﬂmﬁl'ﬂﬂ‘].lﬂ’]ﬁ‘ﬂ’]ﬂu@hﬁ@ui‘llLW@@NF’]QWN‘]J?L%WE]W uazluuNmIn 3583 L‘]JHUVIUEQEQW

o

o

AgadunisnivuaRauluiancuaNgaandasnainisdanaso Taaluninen 3563 (b)

q

o—

o a ¥ o ¥ aa o dll dll a . .
Teyaflieuramialunisldgaitiadiinuntenlaiienuatiudsengs (Discretionary

o

Conditions) TneiAnileieiladadAyiA1afesiansan lunisfinneasineauinivualy

® Ibid, pp.119-121.
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** United States v. Mitnick, 145 F. 3d 1342 (9th Cir. 1998 ); see also
Christopher M.E. Painter, “Supervised Release and Probation Restrictions in Hacker

Cases,” <http://www.usdoj.gov/criminal/cybercrime/usamarch2001_7.htm>
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?* United States v. Mitnick, 145 F. 3d 1342 (9th Cir. 1998 ); and see also
Christopher M.E. Painter, “Supervised Release and Probation Restrictions in Hacker
Cases,” <http://www.usdoj.gov/criminal/cybercrime/usamarch2001_7.htm>

* United States v. Heckenkamp, 482 F.3d 1142 (9th Cir.2007), see also
Former Computer Science Graduate Student Sentenced for Hacking Major
Corporations: Defendant Jerome Heckenkamp Defaced Web Pages and Installed
"Sniffer" Programs to Steal Passwords , < http://www.usdoj.gov/criminal/ cybercrime
/heckenkampSent.htm >, 25 April 2005.

*" United States v. Ancheta, Case Number: CR05-106 , The Central District
of California, United States District Court, (February 2005), available at <http:/fl1.findlaw
.com/news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf>; see also "Botherder"
Dealt Record Prison Sentence for Selling and Spreading Malicious Computer Code,

< http://www.usdoj.gov/criminal/cybercrime/anchetaSent.htm >,8 May 2006.
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- Boss Everywhere (http://www.bosseveryware.com)

- Desktop Surveillance (http://www.omniquaid.com)

- Eblaster (http://www.eblaster.com)

- PC Activity Monitor Pro (http://www.pcacme.com)

- STAR-Rtm PC and Internet Monitor Pro (http://www.iopus.com)

*® Mark Sherman, “Special Needs Offenders : Cyber Crime and Cyber
Terrorism,” <http://www.fjc.gov/public/pdf.nsf/lookup/SNOCyb02.pdf/$file/SNO
Cyb02.pdf>, April 2002.

2 http://www.search.org

* Mark Sherman, Supra note 24, p.7.
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" Ibid.
* Shauna Curphey, “United States v. Liftshitz, warrantless computer
monitoring and the fourth amendment,” <http://lls.lls.edu/documents/documents/

curphey.pdf>
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* United States v. Lifshitz, 369 F.3d 173, 193 (2d Cir. 2004).

* Shauna Curphey, Supra Note 28 .
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* Ibid.
* Ibid.
" Ibid.

* Russell G. Smith, Peter Grabosky and Gregor Urbas, supra note 2, p.121.
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*" United States v. Mitnick, 145 F. 3d 1342 (9th Cir. 1998 ): see also

Christopher M.E. Painter, “Supervised Release and Probation Restrictions in Hacker
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Cases,” <http://www.usdoj.gov/criminal/cybercrime/usamarch2001_7.htm>; see also
United States v. Lifshitz, 369 F.3d 173, 193 (2d Cir. 2004).

* Russell G. Smith, Peter Grabosky and Gregor Urbas, supra note 2,
pp.106-150.



