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The objective of thisv thesis is to construct UMLsec-SP by combining UMLsec
and the new purposed UML profiles, and to develop a tool based on UMLsec-SP in
order to visualize security patterns using class diagram. The elements of each 27
patterns from 5 security pattern types; Access Control Model, System Access
Control Architecture, Operating System Access Control, Firewall Architecture and
Secure Internet Applications are analyzed to define pattern structural information and
security information for constructing UMLsec-SP that follows such patterns. UMLsec-
SP is validated against the UML profile standard specification.

A supporting tool was developed based on UMLsec-SP. The results earned
from usihg the tool are a class diagram created from UMLsec-SP which can be
applied for the design of any security system.

Case ‘studies are used to develop class diagrams from the original UML
diagram, UMLsec diagram and UMLsec-SP diagram and to compare the class
diagram complexity. The results of complexity study are shown that UMLsec-SP
diagram produces’the same complexity in term of the number of nodes and edges,
but it produces more complex than the other two diagrams in term of the number of
characters and tokens. The reason is that UMLsec-SP contains a significant number
of characters and tokens for presenting the security pattern-related information.

The results from this research are UMLsec-SP and a supporting tool.
Security system designers can use them to improve the efficiency to design security

system from applying security patterns.





