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Analysis of Fuzzy Matching Scheme
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Abstract— This paper analyzes the usage of fuzzy matching
scheme, a fuzzy commitment scheme that allows input to be
slightly different by value, not by bits, in two approaches, the one
with the moduli are carefully selected to accommodate the secret
value and the other one with the moduli are freely selected. The
first approach is not subject to error in the reconstruction of the
value using Chinese remainder theorem but the secret domain is
reduced by the protocol while the second approach has a small
chance in failing to reconstruct the secret value but does not
suffer the reduction of the secret domain.

Keywords-component; fuzzy commitment; fuzzy matching;
fuzzy authentication

l. INTRODUCTION

Commitment schemes are important components of a
number of cryptographic protocols [1]. In a commitment
scheme, a user commits to a value while keeping it a secret.
Later, an attempt is made to guess the value or to prove the
possession of it. Then committed value is revealed and
compared with the attempted one. The attempt is successful if
and only if both values are exactly the same. A string with a
single bit change will fail the verification. The committed value
cannot be changed after the commitment is made. The original
commitment scheme is not suitable for a biometric secrecy
system due to the random noise in the data. The fuzzy
commitment scheme introduced by Juels and Wattenberg
allows the commitment to be made in a fuzzy manner [2]. That
means the attempt is successful when the attempted input is the
same as or is slightly different from the committed value.
Satienjarurat and Premasathian introduced a scheme called
fuzzy matching which compares the attempted input with the
committed information by value, not by bit [3]. This paper
analyzes the efficiency and security of the fuzzy matching
scheme and introduced some improvement to it.

Il.  EXISITING WORKS

A. Commitment Schemes

In a commitment scheme, a party can commit to a value
while keeping it hidden and can reveal it later on. The value
cannot be altered by anyone once it has been committed. A
commitment scheme can be constructed in several ways [1].

Wacharee Tantikittipisut

Independent Scholar
Bangkok, Thailand
charlieante@hotmail.com

One using symmetric encryption can be constructed as
follows.
1. Bob generates a random-bit string, R and sends it to
Alice.
2. Alice, wanting to commit a bit b, creates a session key
k and encrypt (R,b) using k and sends the result
E«(R,b)to Bob.
3. To reveal the committed value, Alice sends the key k
to Bob.
4. Bob decrypts the cipher to reveal the bit. He also
verifies the integrity of his random string.

Alice can cheat if she can find another key that can decrypt
the cipher into another message with a different committed bit
value with exactly the same random string. If the encryption
algorithm is secure enough, the chance is negligible.

Bit commitment can be constructed using One-Way
functions as follows.

1. Alice creates a random strings R.

2. Alice compute the one-way function of the committed
bit b along with the string created in step 1.

3. Alice sends the result of the one-way function H(b,R)
to Bob.

4. To reveal the committed value, Alice sends the
original message (b,R) to Bob.

5. Bob computes the one-way function to verify the
protocol.

In contrast to the previous protocol, this protocol does not
require Bob to send a message to Alice. If the one-way
function is collision-resistance, the protocol is secure. This
protocol can be further enhanced by splitting the random
string into two parts, R; and R,. Alice also sends the
unencrypted R; to Bob in step 3 and sends both R; and R,
along with the committed value b to Bob in step 4.

B. Fuzzy Commitment Scheme

The fuzzy commitment scheme introduced by Juels and
Wattenberg makes use of error correction to correct the
attempted input to the committed value if the attempted input is
close enough to the committed value. If the attempted input is
not close enough to the committed value, the correction will



transform it to a value completely different to the committed
one. The scheme works as follows.

1. A codeword w is randomly chosen from a set of error
correcting code C, which contains codes capable of
correcting up to t bits of error.

2. The committed value s is added with the codeword w
using exclusive-or operation. The result is s®w.

3. Hash the code word w to get H(w). Destroy w and keep
only s®&w and H(w).

4. An attempting user enters s> to the scheme, which
calculates s’®@s®w. If s> does not differ from s by more
than t bits, then it is possible to correct s’ ®s®w back to
w. This can be verified by computing the digest of
corrected s’®s®w and compared it with the stored
H(w).

There are a number of fuzzy matching techniques proposed
such as the one by Al-saggaf and Acharya [4], which employs
a technique similar to the one proposed by Juels and
Wattenberg. Ojha and Sharm proposed a fuzzy commitment
scheme with McEliece’s cipher, an asymmetric encryption
based on error correction [5]. All of the aforementioned
algorithms are fuzzy by bit, not by value.

C. Fuzzy Matching Scheme

Two values close to each other by bit are not implicitly
close to each other by value and vice versa. For example, the
bit string 01111111 is close to the bit string 11111111 by bit as
there is only one bit difference between them but they greatly
differ by value, 127 and 255. The first bit string 01111111 is
totally different from the bit string 20000000 by bit but these
two are very close by value, 127 and 128. In contrast to the
fuzzy commitment scheme, which accounts errors by bit, the
fuzzy matching scheme allows input to be slightly different by
value. The fuzzy matching scheme makes use of unary digits
due to the fact that in unary representation, if two values are
close to each other by bit, they must also be close to each other
by value and vice versa. Substituting unary digits for the binary
one straightaway in the fuzzy commitment scheme would
make the new scheme cumbersome and insecure as unary
digits requires immensely large spaces and the scheme will be
broken in polynomial time. Therefore the scheme separates the
commitment into parts and uses the Chinese remainder theorem
to reconstruct the secret. By doing this the scheme can use a
given space to store a larger commitment while preserving its
unary representative character. The scheme works as follows.

1. For a committed value s, select k number, ny, n,, ..., ny,
all of which being relatively prime to one another and
n. N, ... ng is greater than the largest possible
commitment. Calculate s; = s mod n;, for all 1<i<k.

2. For each remainder s;, randomly select a codeword w;
from a set of error correcting code C, which contains
codes capable of correcting up to t bits of error. Each s;
is added with its corresponding codeword w; using
exclusive-or operation. The result is s;®w;.

3. Instead of individually hashing each w;, the scheme
hashes the secret s, destroys all w; and keeps all of the
computed s;®w; and H(s) computed from s in binary.

4. An attempting user enters s’ to the scheme, which
calculates s’; = s> mod n;, for all 1 < i < k. Next,
compute w;” =s”; @s; ®w; and correct the error in wy’
to get w;’. If s%; is close to s; enough, w;”’will be the
same as w;. Then compute s;”” = w;”’®s” ;@ w;and use
all s> and n; to reconstruct s’ by the Chinese
remainder theorem. Compute H(s’’) and compared
with the stored H(s). The attempt is successful if the
two digest exactly match each other.

IIl.  ANALYSIS OF THE SCHEME

This section conducts the analysis of fuzzy matching
scheme in two parts. As the scheme reconstructs the secret
using the Chinese remainder theorem, we suggest two
approaches in applying the scheme. The first approach is to
select a codeword carefully so that the secret is not close a
multiple of any number by which it is modulated. The domain
of the secret can then be reduced by checking integers being
used in the modulation. The analysis of this reduction is in the
first part. The second one does not has such restriction and
allows integers to be chosen deliberately as long as they are
relatively prime to one another as required by the Chinese
remainder theorem. This can result in an erroneous fuzzy
verification and the second analysis addresses this problem
together with its probability.

A. The reduction in the secret domain

We consider only the problem when all numbers are large.
Therefore we consider all integers ny, n, ,..., ny in the Chinese
remainder theorem equal in size, though they must differ
according to the theorem. So the largest commitment possible
is broken in to n;. n, ... ny, with all of the factors being roughly
equal. We will use the term “size of the modulus” to refer to
the size of each integer.

In order to reconstruct the secret correctly, we must make
sure that any error will not affect the Chinese remainder
process. For any integer n;, the secret s, and the set of error
correcting code C, which contains codes capable of correcting
up to t bits of error, we require that s; = s mod n; must have the
following property,

t<s<n—t (1)

If an integer n; does not meet this requirement, it means that
either s; <tors;>n;—t-1. If sy < tand s has an error of -, the
error correction will not correct s;” back to s; as the value is
now n; —s; + t. The problem of s; > n; —t— 1 can be provenina
similar way. If a scheme opts to enforce this requirement, the
domain possible secret is reduced from n to (n; —2t). (n, -2t)...
(nk —2t). For a given error correction capability t and the largest
possible value of secret n, larger modulus size results in a small



number of moduli and less effect on the reduction of possible
secret domain. However, large modulus sizes also requires a
large space to hold the value si®w;, which can be as large as the
size of the modulus in unary representation. We measure the
number of unary bits required for a secret of size n, the number
of moduli k, and the error correction capability t, using the
following equation,

Number of unary bits = k.29, ®)

and the reduced domain of the secret in the term of entropy
using the following equation,

The reduced entropy of the secret = log,(2™9-2t)¢  (3)

The results of secret of 256 and 512 bits, with t = 50 are
show in the following tables.

some s; being in the region of Otot—lorn-t+1ton-1
does not necessarily mean that we are unable to reconstruct s.
As the entered input can be deviated by up to the value of t, the
deviation can be positive or negative. A positive deviation up
to up to the value of t will not affect the case when s; is in the
region of 0 to t — 1 as the input is not different from s; in the
troubling direction. Similarly a negative deviation up to the
value of t will not affect the case when s; is in the region of n —
t+ 1 ton-1. As we have a number of modulations and some
may not give the correct answer, we can use the majority
voting scheme to count which deviation occurs most. So we
can say that the scheme is safe as long as the majority of do not
fall in the region of 0 to t — 1 or the majority of do not fall in
the region of n —t + 1 to n — 1, instead of requiring them to
satisfy both at the same time. For a secret of size n, the number
of moduli k, and the error correction capability t, we calculate
the probability of an error in the scheme as in

p(error) =2(Zi-1 v k2(C(K, k-i)(2™9-t)'t"72"). @)

Where C(n,r) is the combinatorial coefficient function,
n!/((n-r)'r1). The probability of error when t = 100 and 1000
and n = 256 and 512 is shown in the tables below.

TABLE I. THE REDUCED ENTROPY OF THE SECRET (256 BITS)

k Number of bits The reduced entropy

2 6.81E+38 About 256

4 7.38E+19 About 256

8 3.44E+10 255.9999997

16 1048576 255.9647511

32 8192 233.132871

Number of bits are in unary.

TABLE II. THE REDUCED ENTROPY OF THE SECRET (512 BITS)

k Number of bits The reduced entropy

2 2.32E+77 About 512

4 1.36E+39 About 512

8 1.48E+20 About 512

16 6.87E+10 511.9999995

32 2097152 511.9295021

64 16384 466.265742

Number of bits are in unary.

From the tables, we can conclude that using a small number
of moduli would require a prohibitively large space for the
unary bits. As the number of moduli grows, the space required
is reduced as is the entropy of the secret. There is a limit of the
number of moduli for each size of secret. For a 256-bit secret
and t= 50, k cannot be greater than 38 or each modulus will be
smaller than 2t, contradicting the requirement in (1). For a 512-
bit secret, the limit is increased to 77. Anyway it is strongly
recommended not to use anything close to t as it will greatly
reduced the secret entropy and make the scheme unacceptably
insecure.

B. The rate of error using fuzzy matching scheme

If we remove the restriction of (1), the entropy of the secret
in the scheme is not reduced and therefore we have the
freedom of choosing a larger k. However this comes with the
penalty of the possibility of error due to the nature of
modulation mentioned in the previous section. We define an
error as a situation that we cannot reconstruct s correctly. With

TABLE IlI. THE PROBABILITY OF ERROR (256 AND 512 BITS)

Number of moduli 256 bits 512 bits

2 1.18E-36 3.45E-75

4 3.53E-34 1.04E-72

8 4.11E-29 1.21E-67

16 5.81E-23 1.73E-61

32 1.82E-10 3.38E-45

t=100
TABLE IV. THE PROBABILITY OF ERROR (256 AND 512 BITS)
Number of moduli 256 bits 512 bits
2 1.18E-35 3.45E-74
4 3.53E-32 1.04E-70
8 4.11E-25 1.21E-63
16 5.28E-15 1.73E-53
32 n/a 2.76E-29
t=1000
TABLE V. THE PROBABILITY OF ERROR (256 AND 512 BITS)
Number of moduli 256 bits 512 bits

2 1.18E-34 3.45E-73
4 3.53E-30 1.04E-68
8 4.11E-21 1.21E-59
16 1.83E-07 1.73E-45
32 n/a 2.49E-14

t=10000

From the table, the error rate increases when the correction
capability t becomes larger. The probability of 256 bits with 32



moduli and t=1000 and 10000 cannot be computed as 2°¢** is

smaller than 1000 and 10000. The figure is actually the bound
of error. Even if the selection of the moduli falls in to the area
of trouble, it does not mean that all of the verification will face
a problem. For example, some attempt may not contain the
deviation as large as t or the deviation may not be large enough
to cross the border, or the deviation may be in the direction that
does not cause a problem. This is therefore an alternative to the
first method where the problem is completely prevented by
carefully selecting proper moduli, and comes at the cost of the
reduction in the secret domain, in which the second method
does not suffer. The second approach significantly reduces the
probability of requiring a new set of moduli for each secret,
compared to the first approach. The error rate in the method is
generally much lower than the FRR in a biometric
authentication system.

C. Making the scheme more obscure

In order to make the scheme more obscure to an attacker,
Wwe may use a set error correcting code that contains codewords
capable of correcting information more than the maximum
deviation value allowed. By using a codeword capable of
correcting up to t* bits, with the original error correcting
requirement of t bits, we can add up to t’-t error bits to the
value s;@®w;. This obscurity will reduce the pattern of unary
format from the value

IV. CONCLUSIONS AND FUTURE WORKS

In this paper we have analyzed the fuzzy matching scheme.
The scheme can be used in two approaches. The first one
selects only suitable moduli to prevent errors while the second
one has no restriction and let the error occurs. We investigated
the outcome of these two options in terms of the reduction of
the secret domain and the probability of error.

The future work of this research is the analysis of the effect
of the set of the codeword on the security of the scheme, the
study of constructing a fuzzy matching scheme correcting error
by value, not by bit, without using a random oracle. The
leakage of information will be analyzed as in [6] as well.
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Abstract—This paper presents an approach of fuzzy matching
that uses only one congruence. The scheme is capable of
correcting input by value and does not employ any error
correction technique and does not transform the commitment
into a unary numerical format. It reduces the amount of
computation required and allows the scheme to accommodate
a larger value of maximum error without compromising the
secrecy of the commitment.
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l. INTRODUCTION

Commitment schemes have become essential parts in
many cryptographic protocols [1]. In a commitment scheme,
a user commits to a value while keeping the value a secret.
When the time to reveal the value has come, the user reveals
the committed value. A commitment scheme must ensure
that, after the commitment is made, the commitment cannot
be changed by any party and that the committed secret must
not be compromised prior to the revelation time.

Juels and Wattenberg introduced a derivative of the
commitment scheme that allows the challenge to the
commitment to slightly differ from the committed value [2].
This scheme is useful in many applications such as biometric
ones or any application whose inputs are subject to random
noises. Satienjarurat and Premasathian introduced a scheme
called fuzzy matching which compares the attempted input
with the committed information by value, not by bit [3].
This scheme uses the Chinese remainder theorem in storing
the commitment. In contrast to the simultaneous congruence
in the Chinese remainder approach, this paper presents a
simpler approach by using just a single congruence. It does
not require the transformation of the commitment into unary.
This reduces the amount of computation required without
reducing the security of the scheme. Moreover, it is not
affected by the reduction of the secret domain as much as in
the original scheme. The last and probably most important
advantage of this scheme is that it does not require the use of
any error correcting code. This enables the scheme to be
used in a situation where the error can be so large that the
error correcting code cannot deal with.
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This paper is organized as followed. The second part
explains existing works, which are commitment schemes, the
fuzzy commitment scheme, and the fuzzy matching schme.
The third section describes the proposed scheme. The
analysis of the scheme is explained in the fourth section.
The last two sections are conclusions and the
acknowledgment.

Il.  EXISITING WORKS

A. Commitment Schemes

In a commitment scheme, a party can commit to a value
while keeping it hidden and can reveal it later on. The value
cannot be altered by anyone once it has been committed. A
commitment scheme can be constructed in several ways [1].
One using symmetric encryption can be constructed as
follows.

1. Bob generates a random-bit string, R and sends it to

Alice.

2. Alice, wanting to commit a bit b, creates a session
key k and encrypt (R,b) using k and sends the result
E«(R,b)to Bob.

3. To reveal the committed value, Alice sends the key
k to Bob.

4. Bob decrypts the cipher to reveal the bit. He also
verifies the integrity of his random string.

Alice can cheat if she can find another key that can
decrypt the cipher into another message with a different
committed bit value with exactly the same random string. If
the encryption algorithm is secure enough, the chance is
negligible.

Bit commitment can be constructed using One-Way
functions as follows.

1. Alice creates a random strings R.

2. Alice compute the one-way function of the
committed bit b along with the string created in the
first step.

3. Alice sends the result of the one-way function
H(b,R) to Bob.



4. To reveal the committed value, Alice sends the
original message (b,R) to Bob.

5. Bob computes the one-way function to verify the
protocol.

In contrast to the previous protocol, this protocol does
not require Bob to send a message to Alice. If the one-way
function is collision-resistance, the protocol is secure. This
protocol can be further enhanced by splitting the random
string into two parts, R; and R,. Alice also sends the
unencrypted R; to Bob in step 3 and sends both R; and R,
along with the committed value b to Bob in step 4.

B. Fuzzy Commitment Scheme

The fuzzy commitment scheme introduced by Juels and
Wattenberg makes use of error correction to correct the
attempted input to the committed value if the attempted input
is close enough to the committed value. If the attempted
input is not close enough to the committed value, the
correction will transform it to a value completely different to
the committed one. The scheme works as follows.

1. A codeword w is randomly chosen from a set of

error correcting code C, which contains codes
capable of correcting up to t bits of error.

2. The committed value s is added with the codeword w
using exclusive-or operation. The result is s®w.

3. Hash the code word w to get H(w). Destroy w and
keep only s®w and H(w).

4. An attempting user enters s’ to the scheme, which
calculates s’®@s®w. If s* does not differ from s by
more than t bits, then it is possible to correct
s'®@s®w back to w. This can be verified by
computing the digest of corrected s’®s®w and
compared it with the stored H(w).

There are a number of fuzzy matching techniques
proposed such as the one by Al-saggaf and Acharya [4],
which employs a technique similar to the one proposed by
Juels and Wattenberg. Ojha and Sharm proposed a fuzzy
commitment scheme with McEliece’s cipher, an asymmetric
encryption based on error correction [5]. All of the
aforementioned algorithms are fuzzy by bit, not by value.

C. Fuzzy Matching Scheme

Two values close to each other by bit are not implicitly
close to each other by value and vice versa. For example, the
bit string 01111111 is close to the bit string 11111111 by bit
as there is only one bit difference between them but they
greatly differ by value, 127 and 255. The first bit string
01111111 is totally different from the bit string 20000000 by
bit but these two are very close by value, 127 and 128. In
contrast to the fuzzy commitment scheme, which accounts
errors by bit, the fuzzy matching scheme allows input to be
slightly different by value. The fuzzy matching scheme

makes use of unary digits due to the fact that in unary
representation, if two values are close to each other by bit,
they must also be close to each other by value and vice versa.
Substituting unary digits for the binary one straightaway in
the fuzzy commitment scheme would make the new scheme
cumbersome and insecure as unary digits requires immensely
large spaces and the scheme will be broken in polynomial
time. Therefore the scheme separates the commitment into
parts and uses the Chinese remainder theorem to reconstruct
the secret. By doing this the scheme can use a given space to
store a larger commitment while preserving its unary
representative character. The scheme works as follows.

1. For a committed value s, select k number, nq, n,, ...,
ny, all of which being relatively prime to one another
and n;. n, ... ng is greater than the largest possible
commitment. Calculate s; = s mod n;, for all 1<1i <k.

2. For each remainder s;, randomly select a codeword
w; from a set of error correcting code C, which
contains codes capable of correcting up to t bits of
error. Each s; is added with its corresponding
codeword w; using exclusive-or operation. The result
is s;®w;.

3. Instead of individually hashing each w;, the scheme
hashes the secret s, destroys all w; and keeps all of
the computed si®w; and H(s) computed from s in
binary.

An attempting user enters s’ to the scheme, which
calculates s’; = s> mod n;, for all 1 <i <k. Next, compute w;’
=s’; @s; ®w; and correct the error in w;” to get w;””. If 8% is
close to s; enough, w;’will be the same as w;. Then compute
s =w;’®@s’ ;@ w;and use all s;°” and n; to reconstruct s’ by
the Chinese remainder theorem. Compute H(s’’) and
compared with the stored H(s). The attempt is successful if
the two digest exactly match each other.

Il.  Fuzzy MATCHING USING ONE CONGRUENCE

Although the fuzzy matching scheme can be used when
inputs are deviated by value, its secret domain can be
reduced or it can suffer some error in the matching process
[6]. In our proposed scheme, a modulus is selected
individually for each commitment. When a commitment
value has been identified and the maximum deviation is set,
a modulus is selected using the following procedure.

Commitment value: v
Maximum deviation: d

1. Compute x =2.d

2. Compute r =v mod x

3. Ifr<d
orv-r<d
thenx=x+1landgoto 2

4. The value x is the selected modulus.

After the modulus is selected, the commitment can be
constructed using the following procedure.



1. Compute r =v mod x
2. Compute h = Hash(v)
3. Commitment is (x,r,h)

To test whether an input i matches the commitment or
not, it is processed using the following procedure.

Compute r’ =i mod x

Computei’=i+r-r’

Compute Hash(i”)

The input matches the commitment if only if
Hash(i’) = h.

Eal e

The function Hash is any collision-resistant one-way
function. The scheme first finds a modulus x, which is at
least twice the size of the correctable value d. The remainder
of the committed value divided by the modulus must be at
least d from both zero and the modulus value itself. This is
to ensure that any error to a valid input will not push the
input across the modulus boundary. After the modulus is
selected, the commitment is constructed and has three
components. The value of the modulus x, the remainder r
from the division of the commitment value ¢ by the modulus
X, and the hash value h = Hash(v).

An input is tested whether it matches the commitment or
not by first computing r’ = i mod x. If the input is a valid
input, differing from the commitment value by no more than
the maximum error allowed, it must differ from the
commitment value by exactly r - r’. By adjusting the input
with this value, hash the adjusted one and test it against the
hash value in the commitment concludes the verification
process.

As the scheme does not use any error correction
technique, it can be used for an error of any sizes. A scheme
with integrated error correction is subject to the limitation of
the range of correctible bits or values. In error correction, to
make a message of size m a code word that is capable of
correcting errors up to size d, a number of redundant bits e
must be added to the message to create a codeword, with the
condition 2° > Cy.eq. For example, a codeword of 1,000 bits
long capable of 300 bits error correction contains
approximately 876 for the redundancy, leaving only around
124 for the information.

IV. RESULTS

As the procedures of the scheme described in the
previous section does not employ any error correction
technique nor require the transformation of the commitment
value into any form of unary representations, it is not subject
to the limitations of these techniques. The remainder value
may give an attacker some information about the
commitment but this is the nature of any fuzzy commitment
scheme. The result is measured in the complexity of
searching for the modulus. We found that the larger the
commitment value or the size of allowed error, the faster is
the modulus finding process. The scheme is tested with the
commitment values from 10,000 to 11,000 with the size of
error equals to 10, 25 and 200 as depicted in figure 1, figure
2, and figure 3 respectively.
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Figure 1. Moduli when error = 10.
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Figure 2. Moduli when error = 25.
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Figure 3. Moduli when error = 200.

We found that the largest number of increments in
searching for a modulus is no greater than 200 and the
highest ratio between the value of the selected modulus and
the initial value (errorx2) is 1.95. The summation of all
adjustments to the initial modulus when the commitment



values range from 10,000 to 11,000 is collected for each
maximum error between 10 and 200. We found that the
largest summation approaches 60,000, which is about almost
60 per commitment by average. This result is displayed in
figure 4. This number may increase when the maximum
error becomes larger but will not significantly affect the
efficiency of the scheme because of its linear complexity.
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Figure 4. Summation of adjustments of each maximum error.

V. CONCLUSIONS

We have presented a fuzzy matching scheme that uses
one congruence. This scheme does not require any error
correction technique and does not employ the unary
numerical method. This enhances the security of the scheme
and is not subject to the limitation of error correction or the
unary numerical representation. As the scheme searches for
an appropriate modulus by continuously incrementing the

modulus value from the initial one until it finds the one that
matched the requirement, the searching time, which is the
only variable factor in the scheme, is controlled within linear
complexity. The scheme is therefore suitable for any
commitment application that allows an input to contain a
wide range of errors by value.
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