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1. P. Limsaiprom, P. Praneetpolgrang and P. Subsermsri (2014). Visualization the
Influencing Nodes in Online Social Networks. International Journal of Computer
Network and Information Security (IICNIS), Vol.6, No. 5, April 2014, pp: 9-20. [Impact

Factor 0.06]

UNAAED (Abstract)

The rise of the Internet accelerates the creation of various large-scale online social
networks. The online social networks have brought considerable attention as an important
medium for the information diffusion model, which can be described the relationships and
activities among human beings. The online social networks’ relationships in the real world are
too big to present with useful information to identify the criminal or cyber attacks. The
methodology for information security analysis was proposed with the complementary of Cluster
Algorithm and Social Network Analysis, which presented anomaly and cyber attack patterns in
online social networks and visualized the influencing nodes of such anomaly and cyber attacks.
The closet vertices of influencing nodes could not avoid from the harmfulness in social
networking. The new proposed information security analysis methodology and results were
significance analysis and could be applied as a guide for further investigate of social network
behavior to improve the security model and notify the risk, computer viruses or cyber attacks for

online social networks in advance.

ﬁ1ﬁ1ﬁf§g (Key Words)
visualization, influencing nodes, anomaly and cyber attacks, online social networks, clustering,

social network analysis.
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2. P. Limsaiprom, P. Praneetpolgrang and P. Subsermsri (2014). Security Visualization
Analytic Model in Online Social Networks Using Data Mining and Graph-based
Structure Algorithms. The International Arab Journal of Information Technology

(IAJIT). [ISI Impact Factor 0.39]

UNAAED (Abstract)

The rise of the Internet accelerates the creation of various large-scale online social
networks, which could be used to describe the relationships and activities between human beings.
The online social networks relationships in real world are too big to be drawn with useful
information to identify the criminal or cyber-attacks. This research proposed new information
security analytic model for online social networks, which is called Security Visualization
Analytics (SVA) Model. SVA Model uses the set of algorithms (1) Graph-based Structure
algorithm to analyze the key factors of influencing nodes about density, centrality and the
cohesive subgroup to identify the influencing nodes of anomaly and attack patterns (2)
Supervised Learning with oneR classification algorithm is used to predict new links from such
influencing nodes in online social networks on discovering surprising links in the existing ones of
influencing nodes which nodes in online social networks will be linked next from the attacked
influencing nodes to monitoring the risk. The results show 42 influencing nodes of anomaly and
attack patterns and predictive 31 new links from such nodes are achieved by SVA Model with the
accuracy of confidence level 95.0%. The new proposed model and results illustrates SVA Model
is significance analysis. Such understanding can lead to efficient implementation of tools to links
prediction in online social networks. They are applied as a guide to further investigate of social
networks behavior to improve the security model and notify the risk, computer viruses or cyber-

attacks for online social networks in advance.

ﬁﬁﬁ’iy (Key Words)
Online social networks, anomaly and cyber-attacks, influencing nodes, graph-based structure

algorithm, classification algorithm.
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