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1. A remote attacker could execute arbitrary code on a victim system.

2. A remote attacker who has successfully exploited this vulnerability can execute
arbitrary code in the target system.

3. Allows remote attackers to modify HTTP headers for outgoing requests.

4. Anomaly with HTTP

5. Attempt to exploit a memory corruption vulnerability

6. Attempt to exploit memory corruption vulnerability in Microsoft Excel.

7. Denial of Service

8. Denial of service: (application crash)

9. Denial of Service: File Transfer Protocol (FTP)

10. Denial of service: memory corruption.

11. Information disclosure: attackers gain full path information of the document root
on the victim system.

12. Malicious information gathering may assist future attacks.

13. Multiple anti-virus vulnerability, It may allow remote attackers to evade virus
detection.

14. Stack overflow in the http header.

15. The attacker can execute an arbitrary program on infected systems.



16.
17.
18.
19.
20.

The Remote attackers can gain control of vulnerable systems.

Unauthorized access to the affected system.
Unauthorized access to the server.
Unexpected network communication.

Vulnerability in Microsoft PowerPoint.
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Anomaly and Attack Patterns at HQ of Thailand (Dec, 2011)
Attack Pattern Percentage

A remote attacker could execute arbitrary code on a victim system. 2.70
A remote attacker who has successfully exploited this vulnerability can
execute arbitrary code in the target system. +38
Allows remote attackers to modify HTTP headers for outgoing requests. 0.00
Anomaly with HTTP. 12.67
Attempt to exploit memory corruption vulnerability. 4.59
Attempt to exploit memory corruption vulnerability in Microsoft Excel. 6.61
Denial of Service. 0.10
Denial of service: (application crash). 4.28
Denial of Service: File Transfer Protocol (FTP). 5.20
Denial of service: memory corruption. 8.40
Information disclosure: attackers gain full path information of the document
root on the victim system. 1254
Malicious information gathering may assist future attacks. 1.15
Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection. 000
Stack overflow in the http header. 0.00
The attacker can execute an arbitrary program on infected systems. 0.44
The Remote attackers can gain control of vulnerable systems. 0.19
Unauthorized access to the affected system. 0.00
Unauthorized access to the server. 21.80
Unexpected network communication. 12.50
Vulnerability in Microsoft PowerPoint. 2.41
Total 100.00
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Anomaly and Attack Patterns at HQ of Thailand (Dec, 2011)

9 0
2.41% 2.70% 0.00%

12.50%

0.10%

0.00%

0.19%
0.44%

0.00%

1.15%

0.00%
B A remote attacker could execute arbitrary code on a victim system

B A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
u Allows remote attackers to modify HTTP headers for outgoing requests.
® Anomaly with HTTP
H Attempt to exploit a memory corruption vulnerability
H Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
® Denial of Service
H Denial of service: (application crash)
u Denial of Service: File Transfer Protocol (FTP)
H Denial of service: memory corruption.
® Information disclosure: attackers gain full path information of the document root on the victim system.
= Malicious information gathering may assist future attacks.
® Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
m Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
H The Remote attackers can gain control of vulnerable systems
Unauthorized access to the affected system
Unauthorized access to the server.
Unexpected network communication

Vulnerability in Microsoft PowerPoint.
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1. Unauthorized access to the server 21.80%

2.  Anomaly with HTTP 12.67%

3. Information disclosure: attackers gain full path information of the document root on

the victim system 12.54%

4. Unexpected network communication 12.50%

5. Denial of service: memory corruption 8.40%

6. Attempt to exploit a memory corruption vulnerability in Microsoft Excel 6.61%

7. Denial of Service: File Transfer Protocol (FTP) 5.20%

8. Attempt to exploit a memory corruption vulnerability 4.59%

9. A remote attacker who has successfully exploited this vulnerability can execute

arbitrary code in the target system 4.40%

10. Denial of service: (application crash) 4.30%

11. A remote attacker could execute arbitrary code on a victim system 2.70%

12. Vulnerability in Microsoft PowerPoint 2.41%

13. Malicious information gathering may assist future attacks 1.15%

14. The attacker can execute an arbitrary program on infected systems 0.44%

15. The Remote attackers can gain control of vulnerable systems 0.19%

16. Denial of Service 0.10%
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1. Allows remote attackers to modify HTTP headers for outgoing requests.
2. Multiple anti-virus vulnerability, It may allow remote attackers to evade virus
detection.

3. Stack overflow in the http header.

4. Unauthorized access to the affected system.
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Anomaly and Attack Patterns at HQ of Thailand (Apr, 2012)
Attack Pattern Percentage

A remote attacker could execute arbitrary code on a victim system. 0.00
A remote attacker who has successfully exploited this vulnerability can
execute arbitrary code in the target system. T
Allows remote attackers to modify HTTP headers for outgoing requests. 6.35
Anomaly with HTTP. 6.32
Attempt to exploit memory corruption vulnerability. 0.00
Attempt to exploit memory corruption vulnerability in Microsoft Excel. 11.14
Denial of Service. 2.25
Denial of service: (application crash). 2.70
Denial of Service: File Transfer Protocol (FTP). 0.00
Denial of service: memory corruption. 13.76
Information disclosure: attackers gain full path information of the document
root on the victim system. 1007
Malicious information gathering may assist future attacks. 345
Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection. 20
Stack overflow in the http header. 0.00
The attacker can execute an arbitrary program on infected systems. 0.00
The Remote attackers can gain control of vulnerable systems. 0.00
Unauthorized access to the affected system. 0.00
Unauthorized access to the server. 17.84
Unexpected network communication. 12.42
Vulnerability in Microsoft PowerPoint. 2.89
Total 100.00
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Anomaly and Attack Patterns at HQ of Thailand (Apr, 2012)

2 25% 0.00% 0-00% 0.00% __0.00%
0.00%
2.50% 0.00% ; 0.00%
289%  2.70% '

3.45%

B Unauthorized access to the server.
m Denial of service: memory corruption.
® Unexpected network communication
= Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
® Information disclosure: attackers gain full path information of the document root on the victim system.
= A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
= Allows remote attackers to modify HTTP headers for outgoing requests.
= Anomaly with HTTP
= Malicious information gathering may assist future attacks.
® Vulnerability in Microsoft PowerPoint.
® Denial of service: (application crash)
= Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
¥ Denial of Service
= A remote attacker could execute arbitrary code on a victim system
Attempt to exploit a memory corruption vulnerability
® Denial of Service: File Transfer Protocol (FTP)
Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
The Remote attackers can gain control of vulnerable systems

Unauthorized access to the affected system
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1.

Unauthorized access to the server 17.84%

Denial of service: memory corruption 13.76%

Unexpected network communication 12.42%

Attempt to exploit a memory corruption vulnerability in Microsoft Excel 11.14%
Information disclosure: attackers gain full path information of the document root on
the victim system 10.67%

A remote attacker who has successfully exploited this vulnerability can execute
arbitrary code in the target system 7.71%

Allows remote attackers to modify HTTP headers for outgoing requests 6.35%
Anomaly with HTTP 6.32%

Malicious information gathering may assist future attacks 3.45%

Vulnerability in Microsoft PowerPoint 2.89%

Denial of service: (application crash) 2.70%

Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection 2.50%

Denial of Service 2.25%

dtlyd } (2

%Lﬂiﬂﬂl?ﬂﬁﬂﬂuﬂﬂuqﬂﬁﬂlﬂﬁ
v

A remote attacker could execute arbitrary code on a victim system.

Attempt to exploit memory corruption vulnerability.

Denial of Service: File Transfer Protocol (FTP).

Stack overflow in the http header.

The attacker can execute an arbitrary program on infected systems.

The Remote attackers can gain control of vulnerable systems.

Unauthorized access to the affected system.
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Anomaly and Attack Patterns at HQ of Thailand (Dec, 2012)
Attack Pattern Percentage

A remote attacker could execute arbitrary code on a victim system. 3.59
A remote attacker who has successfully exploited this vulnerability can
execute arbitrary code in the target system. -
Allows remote attackers to modify HTTP headers for outgoing requests. 0.00
Anomaly with HTTP. 8.79
Attempt to exploit memory corruption vulnerability. 1.68
Attempt to exploit memory corruption vulnerability in Microsoft Excel. 9.56
Denial of Service. 4.10
Denial of service: (application crash) 1.60
Denial of Service: File Transfer Protocol (FTP). 1.20
Denial of service: memory corruption. 11.80
Information disclosure: attackers gain full path information of the document
root on the victim system. 0
Malicious information gathering may assist future attacks. 0.00
Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection. 7
Stack overflow in the http header. 0.08
The attacker can execute an arbitrary program on infected systems. 0.00
The Remote attackers can gain control of vulnerable systems. 7.85
Unauthorized access to the affected system. 0.00
Unauthorized access to the server. 12.55
Unexpected network communication. 16.40
Vulnerability in Microsoft PowerPoint. 2.10
Total 100.00
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Anomaly and Attack Patterns at HQ of Thailand (Dec, 2012)

2.10%
0.00%

16.40%

12.55%

0.00%
1.60%

1.20%

0.00%

= A remote attacker could execute arbitrary code on a victim system
A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
= Allows remote attackers to modify HTTP headers for outgoing requests.
® Anomaly with HTTP
= Attempt to exploit a memory corruption vulnerability
= Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
H Denial of Service
® Denial of service: (application crash)
= Denial of Service: File Transfer Protocol (FTP)
® Denial of service: memory corruption.
= Information disclosure: attackers gain full path information of the document root on the victim system.
= Malicious information gathering may assist future attacks.
= Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
m Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
= The Remote attackers can gain control of vulnerable systems
Unauthorized access to the affected system
Unauthorized access to the server.
Unexpected network communication

Vulnerability in Microsoft PowerPoint.
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1.
2.

10.
11.
12.
13.
14.
15.
16.

Unexpected network communication 16.40%

Unauthorized access to the server 12.55%

Denial of service: memory corruption 11.80%

Attempt to exploit a memory corruption vulnerability in Microsoft Excel 9.56%
Information disclosure: attackers gain full path information of the document root on
the victim system 9.50%

Anomaly with HTTP 8.79%

The Remote attackers can gain control of vulnerable systems 7.85%

Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection 4.75%

A remote attacker who has successfully exploited this vulnerability can execute
arbitrary code in the target system 4.45%

Denial of Service 4.10%

A remote attacker could execute arbitrary code on a victim system 3.59%
Vulnerability in Microsoft PowerPoint 2.10%

Attempt to exploit a memory corruption vulnerability 1.68%

Denial of service: (application crash) 1.60%

Denial of Service: File Transfer Protocol (FTP) 1.20%

Stack overflow in the http header 0.08%
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1.

2.

Allows remote attackers to modify HTTP headers for outgoing requests.
Malicious information gathering may assist future attacks.
The attacker can execute an arbitrary program on infected systems.

Unauthorized access to the affected system.
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Anomaly and Attack Patterns at HQ of Thailand (Apr, 2013)

Attack Pattern Percentage
A remote attacker could execute arbitrary code on a victim system. 4.50
A remote attacker who has successfully exploited this vulnerability can
execute arbitrary code in the target system. 27
Allows remote attackers to modify HTTP headers for outgoing requests. 2.50
Anomaly with HTTP. 12.85
Attempt to exploit memory corruption vulnerability. 1.02
Attempt to exploit memory corruption vulnerability in Microsoft Excel. 7.59
Denial of Service. 8.66
Denial of service: (application crash). 2.58
Denial of Service: File Transfer Protocol (FTP). 2.02
Denial of service: memory corruption. 1.10
Information disclosure: attackers gain full path information of the document
root on the victim system. 1230
Malicious information gathering may assist future attacks. 1.02
Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection. 000
Stack overflow in the http header. 1.80
The attacker can execute an arbitrary program on infected systems. 0.00
The Remote attackers can gain control of vulnerable systems. 8.82
Unauthorized access to the affected system . 0.00
Unauthorized access to the server. 12.09
Unexpected network communication. 16.10
Vulnerability in Microsoft PowerPoint. 2.30
Total 100.00
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Anomaly and Attack Patterns at HQ of Thailand (Apr, 2013)

2.30% 2.75%

12.09%

0.00%

0.00%
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1.80%
2.58%

0.00%
1.02%

1.10% 2.02%

B A remote attacker could execute arbitrary code on a victim system
B A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
= Allows remote attackers to modify HTTP headers for outgoing requests.
® Anomaly with HTTP
= Attempt to exploit a memory corruption vulnerability
= Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
H Denial of Service
m Denial of service: (application crash)
= Denial of Service: File Transfer Protocol (FTP)
m Denial of service: memory corruption.
= Information disclosure: attackers gain full path information of the document root on the victim system.
= Malicious information gathering may assist future attacks.
= Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
= Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
= The Remote attackers can gain control of vulnerable systems
Unauthorized access to the affected system
Unauthorized access to the server.
Unexpected network communication

Vulnerability in Microsoft PowerPoint.
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1.
2.

10.
11.
12.
13.
14.
15.
16.

17.

Unexpected network communication 16.10%

Anomaly with HTTP 12.85%

Information disclosure: attackers gain full path information of the document root on
the victim system 12.30%

Unauthorized access to the server 12.09%

The Remote attackers can gain control of vulnerable systems 8.82%

Denial of Service 8.66%

Attempt to exploit a memory corruption vulnerability in Microsoft Excel 7.59%

A remote attacker could execute arbitrary code on a victim system 4.50%

A remote attacker who has successfully exploited this vulnerability can execute
arbitrary code in the target system 2.75%

Denial of service: (application crash) 2.58%

Allows remote attackers to modify HTTP headers for outgoing requests 2.50%
Vulnerability in Microsoft PowerPoint 2.30%

Denial of Service: File Transfer Protocol (FTP) 2.02%

Stack overflow in the http header 1.80%

Denial of service: memory corruption 1.10%

Attempt to exploit a memory corruption vulnerability 1.02%

Malicious information gathering may assist future attacks 1.02%
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1.

Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection.
The attacker can execute an arbitrary program on infected systems.

Unauthorized access to the affected system.
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= A remote attacker could execute arbitrary code on a victim system
A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
= Allows remote attackers to modify HTTP headers for outgoing requests.
® Anomaly with HTTP
= Attempt to exploit a memory corruption vulnerability
= Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
H Denial of Service
® Denial of service: (application crash)
= Denial of Service: File Transfer Protocol (FTP)
m Denial of service: memory corruption.
® Information disclosure: attackers gain full path information of the document root on the victim system.
= Malicious information gathering may assist future attacks.
= Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
= Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
= The Remote attackers can gain control of vulnerable systems
Unauthorized access to the affected system
Unauthorized access to the server.
Unexpected network communication

Vulnerability in Microsoft PowerPoint.
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1. Unauthorized access to the server 9288031 16.07%

2. Unexpected network communication AEBNT 14.34%

3. Information disclosure: attackers gain full path information of the document root on
the victim system #289A51 11.25%

4. Anomaly with HTTP #8651 10.16%

5. Denial of service: memory corruption F80A31 8.77%

6. Attempt to exploit a memory corruption vulnerability in Microsoft Excel PO R
8.73%

7. A remote attacker who has successfully exploited this vulnerability can execute
arbitrary code in the target system APA31 4.83%

8. Denial of Service #8873 3.78%

9. Denial of service: (application crash) AIBAT1 2.80%

10. Vulnerability in Microsoft PowerPoint AIOAT1 2.43%
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1. Unauthorized access to the server #288031 16.07%
2. Unexpected network communication AOATT 14.34%
3. Information disclosure: attackers gain full path information of the document root on
the victim system A288A31 11.25%
4. Anomaly with HTTP #88a31 10.16%

5. Denial of service: memory corruption P8ORS 8.77%
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4.21%

Anomaly and Attack Patterns at HQ of Thailand (Average)

2.43% 2.70%  4.83% 2.21%

3.78%

0.00% 2.80%

2.11%
0.11% 1.40%
0.47% 1.81%

= A remote attacker could execute arbitrary code on a victim system
B A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
= Allows remote attackers to modify HTTP headers for outgoing requests.
m Anomaly with HTTP
H Attempt to exploit a memory corruption vulnerability
= Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
® Denial of Service
® Denial of service: (application crash)
= Denial of Service: File Transfer Protocol (FTP)
m Denial of service: memory corruption.
® Information disclosure: attackers gain full path information of the document root on the victim system.
= Malicious information gathering may assist future attacks.
= Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
= Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
= The Remote attackers can gain control of vulnerable systems
Unauthorized access to the affected system
Unauthorized access to the server.
Unexpected network communication

Vulnerability in Microsoft PowerPoint.
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Anomaly and Attack Patterns at HQ of Participant (Dec, 2011)
Attack Pattern Percentage

A remote attacker could execute arbitrary code on a victim system. 2.70
A remote attacker who has successfully exploited this vulnerability can
execute arbitrary code in the target system. o0
Allows remote attackers to modify HTTP headers for outgoing requests. 0.00
Anomaly with HTTP. 15.50
Attempt to exploit memory corruption vulnerability. 8.50
Attempt to exploit memory corruption vulnerability in Microsoft Excel. 0.00
Denial of Service. 0.10
Denial of service: (application crash). 428
Denial of Service: File Transfer Protocol (FTP). 5.20
Denial of service: memory corruption. 12.40
Information disclosure: attackers gain full path information of the document
root on the victim system. 000
Malicious information gathering may assist future attacks. 1.15
Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection. 000
Stack overflow in the http header. 15.02
The attacker can execute an arbitrary program on infected systems. 0.44
The Remote attackers can gain control of vulnerable systems. 0.19
Unauthorized access to the affected system. 0.00
Unauthorized access to the server. 15.50
Unexpected network communication. 12.50
Vulnerability in Microsoft PowerPoint. 0.00
Total 100.00
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1. Anomaly with HTTP 15.50%

2. Unauthorized access to the server 15.50%

3. Stack overflow in the http header 15.02%

4. Unexpected network communication 12.50%

5. Denial of service: memory corruption 12.40%

6. Attempt to exploit a memory corruption vulnerability 8.50%

7. A remote attacker who has successfully exploited this vulnerability can execute

arbitrary code in the target system 6.50%

8. Denial of Service: File Transfer Protocol (FTP) 5.20%

9. Denial of service: (application crash) 4.30%

10. A remote attacker could execute arbitrary code on a victim system 2.70%

11.Malicious information gathering may assist future attacks 1.15%

12.The attacker can execute an arbitrary program on infected systems 0.44%

13.The Remote attackers can gain control of vulnerable systems 0.19%

14.Denial of Service 0.10%

[} [

Taedeyannuialnduaz Temanisgnlandiileliniedredenueonlatives
Uszmaisnmageui liwuludeusumnay 2554 wadu 6 Uszidiu fail

1. Allows remote attackers to modify HTTP headers for outgoing requests.

2. Attempt to exploit memory corruption vulnerability in Microsoft Excel.

3. Information disclosure: attackers gain full path information of the document root on
the victim system.

4. Multiple anti-virus vulnerability, It may allow remote attackers to evade virus
detection.

5. Unauthorized access to the affected system.

6. Vulnerability in Microsoft PowerPoint.
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Anomaly and Attack Patterns at HQ of Participant (Dec, 2011)

2.41% 2.70% 0.00%

12.50%

21.80%

0.10%

0.00%

0.19%
0.44%

0.00%

1.15%

0.00%
= A remote attacker could execute arbitrary code on a victim system

= A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
= Allows remote attackers to modify HTTP headers for outgoing requests.
= Anomaly with HTTP
B Attempt to exploit a memory corruption vulnerability
= Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
® Denial of Service
® Denial of service: (application crash)
= Denial of Service: File Transfer Protocol (FTP)
® Denial of service: memory corruption.
® Information disclosure: attackers gain full path information of the document root on the victim system.
= Malicious information gathering may assist future attacks.
= Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
= Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
= The Remote attackers can gain control of vulnerable systems
Unauthorized access to the affected system
Unauthorized access to the server.
Unexpected network communication

Vulnerability in Microsoft PowerPoint.
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Anomaly and Attack Patterns at HQ of Participant (Apr, 2012)

Attack Pattern Percentage
A remote attacker could execute arbitrary code on a victim system. 3.50
A remote attacker who has successfully exploited this vulnerability can
execute arbitrary code in the target system. i
Allows remote attackers to modify HTTP headers for outgoing requests. 0.00
Anomaly with HTTP. 17.90
Attempt to exploit memory corruption vulnerability. 7.50
Attempt to exploit memory corruption vulnerability in Microsoft Excel. 0.00
Denial of Service. 2.25
Denial of service: (application crash). 2.70
Denial of Service: File Transfer Protocol (FTP). 0.00
Denial of service: memory corruption. 13.76
Information disclosure: attackers gain full path information of the document
root on the victim system. 000
Malicious information gathering may assist future attacks. 2.20
Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection. 20
Stack overflow in the http header. 12.14
The attacker can execute an arbitrary program on infected systems. 0.00
The Remote attackers can gain control of vulnerable systems. 0.00
Unauthorized access to the affected system. 0.00
Unauthorized access to the server. 17.84
Unexpected network communication. 10.00
Vulnerability in Microsoft PowerPoint. 0.00
Total 100.00
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1.
2.

8.
9.

Anomaly with HTTP 17.90%

Unauthorized access to the server 17.84%

. Denial of service: memory corruption 13.76%

Stack overflow in the http header 12.14%

. Unexpected network communication 10.00%

A remote attacker who has successfully exploited this vulnerability can execute
arbitrary code in the target system 7.71%

Attempt to exploit a memory corruption vulnerability 7.50%

A remote attacker could execute arbitrary code on a victim system 3.50%

Denial of service: (application crash) 2.70%

10.Multiple anti-virus vulnerability It may allow remote attackers to evade virus

detection 2.50%

11.Denial of Service 2.25%

12.Malicious information gathering may assist future attacks 2.20%
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Allows remote attackers to modify HTTP headers for outgoing requests.
Attempt to exploit memory corruption vulnerability in Microsoft Excel.
Denial of Service: File Transfer Protocol (FTP).

Information disclosure: attackers gain full path information of the document root on

the victim system.

5.
6.
7.

8.

The attacker can execute an arbitrary program on infected systems.
The Remote attackers can gain control of vulnerable systems.
Unauthorized access to the affected system.

Vulnerability in Microsoft PowerPoint.
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Anomaly and Attack Patterns at HQ of Participant (Apr, 2012)

2.89% 0,00%

12.42%

0.00%

17.84%

0.00%

0.00%
0.00%

2.25%

2.70%

0.00%
0.00%

2.50%

B A remote attacker could execute arbitrary code on a victim system
B A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
H Allows remote attackers to modify HTTP headers for outgoing requests.
® Anomaly with HTTP
B Attempt to exploit a memory corruption vulnerability
H Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
H Denial of Service
H Denial of service: (application crash)
® Denial of Service: File Transfer Protocol (FTP)
® Denial of service: memory corruption.
® Information disclosure: attackers gain full path information of the document root on the victim system.
® Malicious information gathering may assist future attacks.
® Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
m Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
® The Remote attackers can gain control of vulnerable systems
Unauthorized access to the affected system
Unauthorized access to the server.
Unexpected network communication

Vulnerability in Microsoft PowerPoint.
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Anomaly and Attack Patterns at HQ of Participant (Dec, 2012)
Attack Pattern Percentage

A remote attacker could execute arbitrary code on a victim system. 3.59
A remote attacker who has successfully exploited this vulnerability can
execute arbitrary code in the target system. 530
Allows remote attackers to modify HTTP headers for outgoing requests. 0.00
Anomaly with HTTP. 16.80
Attempt to exploit memory corruption vulnerability. 6.50
Attempt to exploit memory corruption vulnerability in Microsoft Excel. 0.00
Denial of Service. 4.10
Denial of service: (application crash). 1.60
Denial of Service: File Transfer Protocol (FTP). 1.20
Denial of service: memory corruption. 11.80
Information disclosure: attackers gain full path information of the document
root on the victim system. 000
Malicious information gathering may assist future attacks. 2.10
Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection. 7
Stack overflow in the http header. 9.16
The attacker can execute an arbitrary program on infected systems. 0.00
The Remote attackers can gain control of vulnerable systems. 7.85
Unauthorized access to the affected system. 0.00
Unauthorized access to the server. 12.55
Unexpected network communication. 9.50
Vulnerability in Microsoft PowerPoint. 0.00
Total 100.00
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1.
2.

10.
11.
12.
13.
14.

Anomaly with HTTP 16.80%

Unauthorized access to the server 12.55%

Denial of service: memory corruption 11.80%

Unexpected network communication 9.50%

Stack overflow in the http header 9.16%

A remote attacker who has successfully exploited this vulnerability can execute
arbitrary code in the target system 8.50%

The Remote attackers can gain control of vulnerable systems 7.85%

Attempt to exploit a memory corruption vulnerability 6.50%

Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection 4.75%

Denial of Service 4.10%

A remote attacker could execute arbitrary code on a victim system 3.59%
Malicious information gathering may assist future attacks 2.10%

Denial of service: (application crash) 1.60%

Denial of Service: File Transfer Protocol (FTP) 1.20%
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1.

2.
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Allows remote attackers to modify HTTP headers for outgoing requests.
Attempt to exploit memory corruption vulnerability in Microsoft Excel.
Information disclosure: attackers gain full path information of the document root on
the victim system.
The attacker can execute an arbitrary program on infected systems.
Unauthorized access to the affected system.

Vulnerability in Microsoft PowerPoint.
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Anomaly and Attack Patterns at HQ of Participant (Dec, 2012)

0,
2.10% 0.00%

16.40%

0.00%
1.60%

1.20%

0.08%

0.00%

B A remote attacker could execute arbitrary code on a victim system
B A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
= Allows remote attackers to modify HTTP headers for outgoing requests.
® Anomaly with HTTP
H Attempt to exploit a memory corruption vulnerability
= Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
H Denial of Service
® Denial of service: (application crash)
= Denial of Service: File Transfer Protocol (FTP)
® Denial of service: memory corruption.
® Information disclosure: attackers gain full path information of the document root on the victim system.
= Malicious information gathering may assist future attacks.
= Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
m Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
= The Remote attackers can gain control of vulnerable systems
Unauthorized access to the affected system
Unauthorized access to the server.
Unexpected network communication

Vulnerability in Microsoft PowerPoint.
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Anomaly and Attack Patterns at HQ of Participant (Apr, 2013)

Attack Pattern Percentage
A remote attacker could execute arbitrary code on a victim system. 4.50
A remote attacker who has successfully exploited this vulnerability can
execute arbitrary code in the target system. 700
Allows remote attackers to modify HTTP headers for outgoing requests. 0.00
Anomaly with HTTP. 15.50
Attempt to exploit memory corruption vulnerability. 7.00
Attempt to exploit memory corruption vulnerability in Microsoft Excel. 0.00
Denial of Service. 8.66
Denial of service: (application crash). 2.58
Denial of Service: File Transfer Protocol (FTP). 2.02
Denial of service: memory corruption. 1.10
Information disclosure: attackers gain full path information of the document
root on the victim system. 000
Malicious information gathering may assist future attacks. 1.90
Multiple anti-virus vulnerability It may allow remote attackers to evade virus
detection. 000
Stack overflow in the http header. 20.83
The attacker can execute an arbitrary program on infected systems. 0.00
The Remote attackers can gain control of vulnerable systems. 8.82
Unauthorized access to the affected system. 0.00
Unauthorized access to the server. 12.09
Unexpected network communication. 8.00
Vulnerability in Microsoft PowerPoint. 0.00
Total 100.00
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1.
2.

10.
11.
12.
13.

Stack overflow in the http header 20.83%

Anomaly with HTTP 15.50%

Unauthorized access to the server 12.09%

The Remote attackers can gain control of vulnerable systems 8.82%
Denial of Service 8.66%

Unexpected network communication 8.00%

A remote attacker who has successfully exploited this vulnerability can execute
arbitrary code in the target system 7.00%

Attempt to exploit a memory corruption vulnerability 7.00%

A remote attacker could execute arbitrary code on a victim system 4.50%
Denial of service: (application crash) 2.58%

Denial of Service: File Transfer Protocol (FTP) 2.02%

Malicious information gathering may assist future attacks 1.90%

Denial of service: memory corruption 1.10%
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1. Allows remote attackers to modify HTTP headers for outgoing requests.

2. Attempt to exploit memory corruption vulnerability in Microsoft Excel.

Information disclosure: attackers gain full path information of the document root on
the victim system.

Multiple anti-virus vulnerability, It may allow remote attackers to evade virus
detection.

The attacker can execute an arbitrary program on infected systems.

Unauthorized access to the affected system.

Vulnerability in Microsoft PowerPoint.
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Anomaly and Attack Patterns at HQ of Participant (Apr, 2013)

2.30% 2.75%

16.10%

1.02%

0.00%

0.00% _—

1.80% 0.00% 2.58%

1.02% 110% 202%

= A remote attacker could execute arbitrary code on a victim system
B A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
= Allows remote attackers to modify HTTP headers for outgoing requests.
m Anomaly with HTTP
m Attempt to exploit a memory corruption vulnerability
= Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
® Denial of Service
® Denial of service: (application crash)
= Denial of Service: File Transfer Protocol (FTP)
m Denial of service: memory corruption.
® Information disclosure: attackers gain full path information of the document root on the victim system.
= Malicious information gathering may assist future attacks.
= Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
= Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
® The Remote attackers can gain control of vulnerable systems
Unauthorized access to the affected system
Unauthorized access to the server.
Unexpected network communication

Vulnerability in Microsoft PowerPoint.
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Anomaly and Attack Patterns at HQ of Participant

25.00

20.00

15.00

10.00

0.00

Dec, 2011 Apr, 2012 Dec, 2012 Apr, 2013
= A remote attacker could execute arbitrary code on a victim system

B A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
= Allows remote attackers to modify HTTP headers for outgoing requests.
m Anomaly with HTTP
H Attempt to exploit a memory corruption vulnerability
= Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
H Denial of Service
® Denial of service: (application crash)
= Denial of Service: File Transfer Protocol (FTP)
® Denial of service: memory corruption.
= Information disclosure: attackers gain full path information of the document root on the victim system.
= Malicious information gathering may assist future attacks.
= Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
= Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
= The Remote attackers can gain control of vulnerable systems
Unauthorized access to the affected system
Unauthorized access to the server.
Unexpected network communication

Vulnerability in Microsoft PowerPoint.
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1.
2.

Allows remote attackers to modify HTTP headers for outgoing requests.

Attempt to exploit memory corruption vulnerability in Microsoft Excel.
Information disclosure: attackers gain full path information of the document root on
the victim system.

Unauthorized access to the affected system.

Vulnerability in Microsoft PowerPoint.
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2.

10.

11.

[

Anomaly with HTTP 4288731 16.43%

Unauthorized access to the server. A388A31 14.50%

Stack overflow in the http header AIOAT1 14.27%

Unexpected network communication A86A31 10.00%

Denial of service: memory corruption. A86A31 9.77%

A remote attacker who has successfully exploited this vulnerability can execute
arbitrary code in the target system AIOAT1 7.43%

Attempt to exploit a memory corruption vulnerability AIOAT1 7.38%

Denial of Service A186A51 3.78%

A remote attacker could execute arbitrary code on a victim system A8DAI1 3.57%
Denial of service: (application crash) AIBAT1 2.80%

.. . . . . Y [
Malicious information gathering may assist future attacks 2389931 1.84%
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1. Anomaly with HTTP 288031 16.43%



132

2. Unauthorized access to the server. A388A31 14.50%
3. Stack overflow in the http header AIOAT1 14.27%
4. Unexpected network communication A86A51 10.00%

5. Denial of service: memory corruption. A8OA51 9.77%

Anomaly and Attack Patterns at HQ of Participant (Average)

243% 270%  483% 5210

14.36%
1.82%

3.78%
2.80%

0.00%
4.21%

0.11% 2.11%

0.47%

1.81%

1.40%
= A remote attacker could execute arbitrary code on a victim system

B A remote attacker who has successfully exploited this vulnerability can execute arbitrary code in the target system
= Allows remote attackers to modify HTTP headers for outgoing requests.
® Anomaly with HTTP
= Attempt to exploit a memory corruption vulnerability
= Attempt to exploit a memory corruption vulnerability in Microsoft Excel.
® Denial of Service
® Denial of service: (application crash)
= Denial of Service: File Transfer Protocol (FTP)
® Denial of service: memory corruption.
= Information disclosure: attackers gain full path information of the document root on the victim system.
= Malicious information gathering may assist future attacks.
= Multiple anti-virus vulnerability It may allow remote attackers to evade virus detection.
= Stack overflow in the http header
The attacker can execute an arbitrary program on infected systems
= The Remote attackers can gain control of vulnerable systems
Unauthorized access to the affected system
Unauthorized access to the server.
Unexpected network communication

Vulnerability in Microsoft PowerPoint.
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1. Allows remote attackers to modify HTTP headers for outgoing requests.

2. Attempt to exploit memory corruption vulnerability in Microsoft Excel.

3. Information disclosure: attackers gain full path information of the document root on

the victim system.

4. Unauthorized access to the affected system.

5. Vulnerability in Microsoft PowerPoint.
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