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Intrusion detection system (IDS) is an important defensive measure protecting
computer systems and networks from abuse. Many researchers analyzed performance of
IDS from ability to defend attack or the number of false positives.

In this research is described a new method for analyzing performance of 1DS
using network-based vulnerability scores by comparing Top 20 vulnerabilities presented
by SANS Institute to rules of Snort. Each vulnerability gives the damage score and this
research presents these vulnerabilities in three groups: genesis, location, and impact to
computer system.

The research reveals that Snort can protect 73% of the critical network
vulnerabilities in Windows operating system and 65% in UNIX-like operating system. From
this result, it can be readily seen that intrusion detection systems although effective, can

still be improved.





