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Abstract

Web services are currently very active in the exchange of information between computers over a
network. Security of data access transmitted over the web services is an important issue. Therefore,
the thesis focuses on the identification process with UsernameToken that has a process to prevent

the replay attack from malicious users. The Nonce value is also applied in the identification process.

Overall, this thesis focuses on the optimization of web services authentication with
UsernameToken. It proposes the authentication with UsernameToken that all of the Nonce value is
collected and evaluated in the database by increasing the storage within the allocated time as well as
the authentication with UsernameToken that avoids storing all of the Nonce value in the database.
In so doing, the researcher measured and compared the time it took to process the identification with
UsernameToken of both web services transactions based on the number of transaction and time

limit.
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The fellowing operations are cupported. For a formal definition, pleace review the Service Description.

» TestWebService UsernameToken

This web service is using http:/ /tempuri.org/ as its default namespace.
Recommendation: Change the defanlt namespace hefore the XMI Weh service is made public.

Each XML Web service needs a unique namespace in crder for chent applications to distinguish it trom other servic
but published XML wWeb services should use a more permanent namespace.

Your XML Web scrvice should be identified by a nameczpace that yvou contrel. For cxample, you can usc your comp
namespaces lock like URLs, they need not point to actual rescurces on the Web. (XML Web service nameaspaces ar

For XML Web services creating using ASP.MET, the default namespace can be chanaged using the WebService attrib
the XML Web service methods. Below is a code example that sets the namespace to "http://microsoft.com/websery
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The following operations are supported. For a formal definition, please review the Service Description.
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This web service is using http:/ /tempuri.org/ as its default namespace.
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The following operations are supported. For a formal definition, please review the Service Description.
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Compare 2 Web Service Transaction
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Compare 2 Web Service Transaction
( WS storing all nonce and WS not storing all nonce )
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