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Abstract

Web services are currently very active in the exchange of information between computers over a
network. Security of data access transmitted over the web services is an important issue. Therefore,
the thesis focuses on the identification process with UsernameToken that has a process to prevent

the replay attack from malicious users. The Nonce value is also applied in the identification process.

Overall, this thesis focuses on the optimization of web services authentication with
UsernameToken. It proposes the authentication with UsernameToken that all of the Nonce value is
collected and evaluated in the database by increasing the storage within the allocated time as well as
the authentication with UsernameToken that avoids storing all of the Nonce value in the database.
In so doing, the researcher measured and compared the time it took to process the identification with
UsernameToken of both web services transactions based on the number of transaction and time

limit.
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