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ABSTRACT '
TE162827

Firewall is an important device for network security. However managing and writing firewall
rules must be carefully done in order to implement the security policy correctly. Alternating rule
order incorrectly may change meaning of the policy. Many research works proposed methods for
finding anomalies within Rule List by using several approaches, but they are not cover all
anomalies. For example, it could not find shadowed rul¢ which might be shadowed by more tha;l
one previous rule, and could not find correlation anomaly that is a correla‘tion within the same
attribute. This kind of correlation can be occurred in many firewall products, such as port-range in
IPTABLES or using multi-address in Check Point FW-1. Many researches consider only two
rules. This could possibly get incorrectly results.

In this research, we propose a firewall rules analyzing and a Lnew anomaly discovery
algorithm using Relational Algebra technique. It can find all anomalies by considering more than
two rules at the same time. We also propose an approach to remove anomalies within the Rule

List, and to combine rules to reduce the Rule List’s size.
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