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ABSTRACT

Voice over Internet Protocol (VolP) has become a worldwide
technology, and Session Initiation Protocol (SIP) is popularly used in various
implementations especially in open source software such as Asterisk. It facilitates
telephony services including voicemail applications. The main concern has been an
emphasis on performance of the system rather than security when compared to the
traditional telephone system.

This research aimed to enhance the security of voicemail on an Asterisk
server. We also evaluated the performance of the server based on the response time
and the failed call rates when there were a number of concurrent calls as it would
indicate the availability of the services. In addition, the Transport Layer Security was
chosen for a secure connection between the caller and the Asterisk server, and the
voice message was encrypted with the AES over SSL.

According to the standard SPECSIP, we conducted two experiments that
measured the performance of the completed call and the voicemail call scenario for
both the baseline and the proposed systems. The performance metrics were the call
setup delay and the failed call rates, and the number of concurrent calls was varied
from 50 to 500. The experimental results showed that the response time of both
systems clearly increased when having more concurrent calls but the failed call rates
were slightly different. Moreover, for the voicemail calls, the response time had no
difference when retrieving voice messages whereas the encrypted voice messages

affected the response time significantly.
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