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Pakpoom Mookdarsanit 2013: Hybrid Cloud Methodology for Designing Failover
System of Cloud Computing. Master of Science (Computer Science),
Major Field: Computer Science, Department of Computer Science.

Thesis Advisor: Mr. Sethavidh Gertphol, Ph.D. 80 pages.

Availability is one of three biggest issues which slow down the adoption of the Public
Cloud. A Private Cloud can be designed to use as a replica when Public Cloud goes offline. In
this research, we introduce the method for designing Private Cloud as a failover system for Public
Cloud. Since the Private Cloud has less resource; it cannot handle all workloads previously on the
Public Cloud. We overcome this restriction by adapting the full operation performed in Public
Cloud into a light-weight operation optimized for a Private Cloud. A light-weight operation
consumes less resource but also has removed quality of service (QoS) compared to the full
operation. In other words, we remove the quality of service of the system in order to serve more
requests. We also define a write type of data according to change and future use of that data in 3
types: Multiple-write data, Write-once data and Write-only data. We adapt the full operation into
a light-weight one by removing the number of write types or changing one type to another.
Because these three write-types have different number of workloads. Experimental result shows
that, (1) a system with full operation consists of three Write-once data, one Write-only data and
one Multiple-write data can sustain an average of 469 maximum numbers of requests. (2) When
we adapt full operation into light-weight version by converting all Write-once data into Write-
only data, a system can sustain 572 requests, an improvement of 21.96%. (3) When we adapt
light-weight operation in (2) by removing a Multiple-write data, a system can sustain 1755

requests, an improvement of 206.81%.
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Q: Rate the benefits commonly ascribed to the ‘cloud’/on-demand model
(Scale: 1 = Not at all important 5 = Very Important)

Pay only for what you use 17.9%
Easy/fast to deploy to end-users 17.7%
Monthly payments 7513%

Encourages standard systems
Requires less in-house IT staff, cost
Always offers latest functionality
Sharing systems with partners simpler|

Seems like the way of the future
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Source: IDC Enterprise Panel, 3Q09, n = 263

9 Y a

a A A '
MNn 1 manan ﬁﬂﬂaﬂﬂiﬂfﬂ NMINQUINNAIFTITUS

31 IDC Cloud (2009)



10
<3 1 o o a ad 4 1
5. tamlulszauans dmsums ldusmadswnes nquia

4 ~ o da o gy &
10019 2 uaasdslszauilgrininannnsiinguuan I §932059
Aa g}J ) <3 { a S
Tag IDC T 2009 1nfilsziliunavun 263 au Tagn1e IDC lamvualszdulymnmnaiu
) 1 ) P a v o ! Y R A ed
1M IFunguInI 8 9o uazrszulnazuuunudamluuaazde Fadnumaual-
A I~ v = A J 1 Y o o yaq Y
5 azuuu (1 Ao uwansgnuiles 93 5 As WuUNANITENUBEIININ) 1aITUIUANTH
' A & s 3 o 8 a & <
AZUUU 3-5 1uumaz%mﬂﬂLﬂumaiwummmmumfﬂizmumwu@1 wazifFeuneudlu
o { < 1 [T H LS < 1 o [
nslaenni 2 szl 3 suduusn adlduesindlulseduilymedianndmsunisle
] ) @ I .
NUNUINN Ao Security, Availability L& Performance dnsudszifunisau Security Ao
A 9 [ < 1A g Y a ] = 1 [l < 9
ilosnndeyannedrsgninuegndad 1iusmsnquia duilumsutsdunisemnudoyalu
3 9 ' o 1 Y A Y 1 Y ' o
msnudeyasaunuszniedlgaudu g4 bilinnmsw ldmeinmstanisvesszuuluns
3 9 [ < 9 =1 [ 9 = < 9 . e A
MuvpyaaInIsnNuTeyalnulasassuInosiiela, Uszaun19a1u Availability Ao
A o 1 Y o y Y a VA Y Y a ]
iosninmsinugnedaz ldniwensnedadiusms ualenededusms luawnse

Y
THuims ldaualndiu i Ifszuunuvesdly liaunsa Idau Idsudy, dszdumedu

=3 d‘ ] [ Y Y a [ 4 [ o
Performance f1© L‘Llfomﬂﬂﬁi’]JigiJ’JﬁW’m@ﬂf]EJNﬂgﬂuﬁﬂmﬂﬂiﬂWilm%NﬁﬁW‘ﬁi]gﬂﬂ’ﬁ\illﬂﬂﬁ

U

Q.IgJ/ 9 gl./

A Y] ) vy 1 ) Y a
Lﬂﬁ@ﬁﬂlﬂﬁﬁﬁ% muuﬁ]maﬂﬂmmﬁlumsﬁwayjaswmqé'“lwaszlwmmﬁnﬂmq



11

Q: Rate the challenges/issues of the ‘cloud’/on-demand model

(Scale: 1= Not at all concerned 5 = Very concerned)

Security 7.5%

Availability 3%
Performance 9%
On-demand paym’t model may cost more
Lack of interoperability standards
Bringing back in-house may be difficult
Hard to integrate with in-house IT

Not enough ability to customize

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
% responding 3, 4 or 5

Source: IDC Enterprise Panel, 3Q09, n = 263
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313a135 (Hardware):

1.1 AONNUADS Core 2 Duo, RAM 2 GB DDR2

12 ADUNND3 AMD E-450, RAM 2GB
Jd d
oI5 (Software)

2.1 Microsoft Windows Vista Ultimate Service Pack 1 (32-bit)
2.2 Netbeans-jee-galileo-win32

2.3 Java Development Kit (JDK) jdk-6u23-windows-i586

2.4 Apache-jmeter-addins

2.5 Apache-tomcat-6.0 (6.0.35)
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1 Private Cloud
1

: Amount of workload

:Dperation performed by
leach request

——
Number of client requests:

—— size 4|i
| size —]

Public Cloud

Amount of workload

Operation performed by

each request
]

Number of client requests
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ﬂ%ﬂ‘ﬁ Samples Average Median 90% line Min Max Error Throughput KB/sec
1 293 22579 21728 37495 1040 41997 0 2.321859 1.049871
2 527 10711 10969 16625 1071 32127 0 4.678248 2.115419
3 310 18733 20028 25296 3362 30285 0 2.73135 1.235182
4 304 19696 21469 25900 2148 27061 0 2.554429 1.154981
5 534 10202 9765 19083 735 25936 0 4.9292 2.228893
6 482 11488 11939 18944 926 22828 0 4.39184 1.985817
7 523 10665 10101 18011 954 32785 0 4.735732 2.141413
8 571 9880 9506 16706 1037 26175 0 6.148272 2.327889

35087
9 446 12263 11833 20650 1230 0 4.105264 1.856566
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M519INUINT N1 (AD)

AN Samples Average Median 90% line Min Max Throughput KB/sec
10 562 9813 9355 15511 860 29587 6.137018 2.322909
11 532 10580 9857 17667 802 28791 4.763482 2.154221
12 431 13108 15696 19603 1364 31649 3.840739 1.736688
13 552 10040 9970 16956 325 32295 6.035532 2.277075
14 538 10515 10304 17516 768 32319 4.840175 2.188689
15 510 10881 11599 16499 975 31458 4.623041 2.090619
16 513 10912 10887 18021 526 33907 4.637707 2.09725
17 455 13070 13667 22639 643 29066 3.997645 1.807581
18 478 12006 12288 18710 435 35276 4.211046 1.904431

6v



MS5WUINT N1 (AD)

AN Samples Average Median 90% line Min Max Throughput KB/sec
19 327 22189 14735 44568 844 77812 2.389163 1.080385
20 493 11336 10965 17815 1347 23213 4.458553 2.016034
21 457 12633 12316 20629 393 37920 4.029591 1.822438
22 485 11593 12771 18281 391 33220 4.352235 1.968592
23 525 10771 10899 18041 425 27247 4.716515 2.132986
24 466 12255 11587 20508 493 24812 4.141376 1.872881
25 500 11406 11444 17974 490 35573 4.457997 2.016251
26 459 12586 12801 20052 422 36296 4.030948 1.822896
27 436 12973 16175 19593 867 37009 3.90555 1.766361

0S



M519INUINT N1 (AD)

ﬂ%&‘ﬁ Samples Average Median 90% line Min Max Error Throughput KB/sec
28 454 12814 11581 21715 485 39229 0 3.981408 1.800496
29 476 12145 11816 19892 632 38066 0 4.178297 1.889519
30 437 13407 13921 22111 495 39896 0 3.769028 1.704565

v & Jd o [ v A [ A A A T o
AU WINFUM T ULV VEOLUUN 1 ﬁ’liJ’liﬂi’fNTUﬂ’lu’Jum%]’lﬁ!ﬂﬁﬂ 469.2 = 469 AU, UAUVYAUVUNINTITU ININY 74.83932
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ﬂ%ﬂ‘ﬁ Samples Average Median 90% line Min Max Error  Throughput KB/sec
1 580 9556 9004 16366 833 18037 0 6.296078 2.301518
2 405 13659 14839 22958 1079 36355 0 3.724309 1.618474
3 575 9905 8867 18344 829 20220 0 6.164686 2.244419
4 574 9656 9423 15062 1434 16238 0 6.281804 2.295315
5 357 16137 18098 20758 2239 24577 0 3.115319 1.353825
6 600 9170 9907 15191 825 16563 0 6.52588 2.401383
7 628 8669 9188 13991 655 15459 0 6.802029 2.521389
8 610 8897 8261 14168 876 15431 0 6.657 2.458364
9 607 9105 8621 15621 1080 17187 0 6.576328 2.423306

[4S



MSWUINT N2 (AD)

AIIN Samples Average Median 90% line Min Max Error  Throughput KB/sec
10 552 9817 11277 14413 1167 16002 0 6.157914 2.241476
11 496 11137 11828 17576 973 22861 0 4.550459 1.977494
12 411 15499 14725 26248 1378 30832 0 3.315452 1.440797
13 580 9388 9666 16267 414 18447 0 6.358067 2.328457
14 609 8784 8574 14129 1026 15667 0 6.749188 2.498426
15 631 8594 8177 14546 489 15644 0 6.90437 2.565864
16 627 8771 9087 14721 332 15627 0 6.759162 2.502761
17 605 8945 9254 14081 399 15186 0 6.611672 2.438666
18 614 9307 8812 17032 594 19954 0 6.536519 2.406007

€S



MSWUINT N2 (AD)

AIIN Samples Average Median 90% line Min Max Error Throughput KB/sec
19 524 10581 10662 17170 681 22947 0 4.791558 2.082269
20 600 9174 9303 15143 943 16342 0 6.486968 2.384474
21 642 8518 8448 14921 353 17346 0 6.960173 2.590114
22 593 9234 10469 15278 299 16572 0 6.460707 2.373061
23 593 9073 10690 13658 901 15020 0 6.572837 2.421789
24 640 8483 8150 14603 384 16492 0 6.960308 2.590173
25 624 8860 9337 15201 265 16770 0 6.678457 2.467689
26 602 9030 9176 14462 289 15336 0 6.550996 2.412298
27 563 10209 9294 18539 353 21316 0 6.077378 2.206478

125



MSWUINT N2 (AD)

ﬂiﬁﬁ Samples Average Median 90% line Min Max Error Throughput KB/sec
28 551 10007 10113 16385 732 19316 0 6.077312 2.206449
29 594 9313 9968 14721 373 16256 0 6.448392 2.367709
30 593 9347 8835 16362 443 18763 0 6.455131 2.370638

Y
[ Y

s o ° ' { @ o Yy Y A oA "o
ANUU ﬁaﬂ%umimﬂmmmjmmuﬁ 2 mmmimiummuiﬂﬂﬂmaﬂ 572.7= 572 AU, ﬁmgﬁmmummgm Miny 70.02479

99
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Asen Samples Average Median 90% line Min Max Error  Throughput KB/sec
1 1838 2691 2397 5025 235 10588 0 18.74994 7.965061
2 1882 2666 2465 4891 119 9517 0 18.72544 7.954653
3 1631 3192 3026 6196 275 13874 0 16.67501 6.658816
4 1616 3088 2950 5539 113 12529 0 16.4236 6.976822
5 1636 3041 2549 5960 89 11723 0 16.71571 7.100912
6 1778 2795 2682 5031 142 8174 0 18.04527 7.665713
7 1761 2863 2633 5122 115 11270 0 17.56977 7.463719
8 1806 2766 2252 5675 108 14303 0 18.24961 7.752521
9 2047 2447 2235 4384 149 8201 0 20.46673 8.694361

9¢



MIINUINN N3 (A1D)

AIIN Samples Average Median 90% line Min Max Error  Throughput KB/sec
10 1707 2977 2840 5365 147 9435 0 17.08897 7.259474
11 1519 3329 3014 6442 134 17725 0 16.36143 6.525609
12 1807 2752 2637 4992 135 8775 0 18.30188 7.774726
13 1441 3502 3352 5588 166 10711 0 14.48256 6.152258
14 1493 3360 3215 6052 256 10939 0 16.06422 6.399352
15 1921 2621 2375 4549 205 8862 0 19.27941 8.189982
16 1951 2643 2699 4184 196 9176 0 19.55831 8.308461
17 1578 3263 3109 6166 89 11840 0 16.66657 6.655234
18 1649 3108 2805 6000 148 11238 0 16.46892 6.996074

LS



MIINUINN N3 (A1D)

AIIN Samples Average Median 90% line Min Max Error  Throughput KB/sec
19 1757 2903 2721 5378 152 11617 0 17.55911 7.459194
20 1942 2598 2433 4471 219 8159 0 19.61775 8.333711
21 1712 2963 3157 5260 108 8497 0 17.1135 7.269894
22 1774 2847 2536 5504 128 10086 0 17.8408 7.578856
23 1868 2717 2671 4999 96 10281 0 18.57967 7.892731
24 1685 3020 2635 5921 75 12429 0 16.78906 7.13207
25 1975 2532 2633 4254 127 8452 0 19.94708 8.473612
26 1761 2886 2661 5322 61 11248 0 17.60419 7.478343
27 1854 2687 2427 4875 166 9775 0 18.74659 7.963638

8¢



MIINUINN N3 (A1D)

Throughput

ﬂiﬁﬁ Samples Average
28 1739 4665
29 1841 2666
30 1682 2977
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AIIN Samples Average Median 90% line Min Max Error Throughput KB/sec
1 620 7241 5806 14321 787 16754 0 6.978995 3.032864
2 545 8413 6496 17635 982 25614 0 6.113224 2.656626
3 482 9854 7756 19210 2991 34548 0 6.206308 2.262507
4 312 17956 7666 44075 1845 69015 0 3.059183 1.32943
5 395 13629 9352 28770 3097 47379 0 3.773369 1.639794
6 401 12548 7571 30480 2221 45852 0 4.17617 1.814839
7 458 10580 7239 23573 1363 38976 0 4.880752 2.12103
8 411 11777 8276 26373 2753 40092 0 4.394594 1.90976
9 477 13167 7937 35241 1331 48978 0 4.390123 1.907817
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MSWUINND V2 (9D)

AIIN Samples Average Median 90% line Min Max Error Throughput KB/sec
10 387 18057 9187 47418 1483 66828 0 3.270708 1.421353
11 625 7110 5899 12738 1593 18422 0 7.188866 3.124068
12 560 7325 5115 16017 1311 26729 0 6.821532 2.964435
13 568 8187 6345 17773 1369 32138 0 6.124385 2.661476
14 410 13924 7188 33041 1814 52676 0 3.824912 1.662193
15 339 16314 9393 41406 1993 59785 0 3.261999 1.417568
16 334 21347 12949 52968 2282 76235 0 2.846769 1.237121
17 529 9469 6240 20638 648 36243 0 6.518752 2.398286
18 573 10840 5992 29388 759 43252 0 6.535644 2.405626
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MSWUINND V2 (9D)

AN Samples Average Median 90% line Min Max Error Throughput KB/sec
19 464 12017 6331 28976 1317 44007 0 4.611134 2.003862
20 435 9506 6048 22698 1140 38097 0 6.284064 2.296297
21 394 19105 10380 49432 1496 72877 0 3.33689 1.450114
22 420 11350 7020 24785 1157 40271 0 4.505568 1.957986
23 422 13846 6763 36898 1067 55226 0 3.988017 1.733074
24 497 11410 7018 26463 1427 46763 0 4.904863 2.131508
25 460 12065 8099 28164 1107 41817 0 4.718965 2.050722
26 397 14735 8282 37099 1102 50011 0 3.826027 1.662678
27 688 6454 6109 10951 1184 13466 0 7.879336 3.424126
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ﬂ%ﬁ“ﬁ Samples Average Median 90% line Min Max Error Throughput KB/sec
28 620 7592 5681 15720 1217 25884 0 6.929542 3.011373
29 521 9713 5905 22273 1342 40902 0 6.510195 2.394567
30 437 14048 8047 36462 1517 53050 0 3.969696 1.725112
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AN Samples Average Median 90% line Min Max Error Throughput KB/sec
1 1664 2430 2115 3855 728 8842 0 20.57496 8.74034
2 1242 3316 3013 6463 1014 14014 0 16.07501 6.403935
3 1038 4153 3170 8383 412 14855 0 12.42444 6.277961
4 607 7620 4671 18064 502 33540 0 6.785383 2.882462
5 436 11197 5616 27869 1386 51897 0 4.505855 1.914108
6 584 9843 4333 27854 686 47775 0 6.716187 2.428263
7 690 7640 3632 20198 1016 38988 0 7.205815 3.061064
8 795 5738 3386 14980 1014 30213 0 9.235273 3.923187
9 742 6672 4227 16031 1049 26639 0 7.932605 3.369808

89



MIINUINN U3 (AD)

2
AN

Samples Average Median 90% line Min Max Error Throughput KB/sec
10 706 6745 4256 16346 1039 30153 0 7.756707 3.295086
11 554 8292 3512 25729 1048 46498 0 6.990744 2.544896
12 1846 2181 1870 3459 1030 6787 0 23.29837 9.897258
13 1214 3346 3026 6475 983 12762 0 16.25356 6.479782
14 1102 4103 3106 8244 1036 16865 0 12.63356 6.366795
15 635 7101 3603 18149 569 35415 0 7.228641 3.070761
16 587 9239 3516 27239 1029 48373 0 6.690797 2.417477
17 539 9342 4249 26105 1020 44391 0 6.65523 2.402368
18 744 7141 3489 23721 1020 43437 0 7.715441 3.277556
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MIINUINN U3 (AD)

ﬂ%ﬁ“ﬁ Samples Average Median 90% line Min Max Error Throughput KB/sec
19 699 6797 3582 17637 1002 35715 0 7.529488 3.198562
20 703 8229 3678 27442 1026 46876 0 6.660287 2.829321
21 683 6864 3671 18079 1013 32855 0 7.706977 3.27396
22 556 10103 4559 30166 1093 52572 0 6.437919 2.310053
23 606 9342 5458 26114 1014 40156 0 6.976626 2.538899
24 701 8222 3907 25676 1024 47254 0 6.694553 2.843877
25 610 7301 3670 18582 1008 39460 0 7.002158 2.97455
26 733 7644 4148 23843 1014 38742 0 7.219186 3.066744
27 1523 2711 2156 4826 1013 12894 0 18.89484 8.026618
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MIINUINN U3 (AD)

ﬂ‘ixﬁ; Samples Average Median 90% line Min Max Error Throughput KB/sec
28 1325 3217 2648 6146 1012 14475 0 16.98292 6.789619
29 868 5536 3069 13225 1006 26906 0 9.774885 4.152417
30 599 11278 3227 46428 1030 74492 0 4.948041 2.101951
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Light-weight Operation of a
Failover System for Cloud Computing
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Abstract—Availability is one of the

challenges which slow down the adoption of Cloud

biggest

computing in the IT industry. A failover system can
be designed to use as a backup in case of Cloud
In this paper, we
introduce the method for designing a local failover
system for Cloud. Since a failover system has less
resource and limited scalability; it cannot handle

failure or unavailability.

all workloads previously on the Cloud. We
overcome this drawback by adapting the full
operation performed in the Cloud into a light-
weight operation optimized for a failover system. A
light-weight operation consumes less resource but
also has reduced quality of service (QoS) compared
to the full operation. We also define a write type of
data according to change and future use of that
data. We adapt the full operation into a light-
weight one by reducing the number of write types
or changing one type to another. In other words,
we reduce the quality of service of the system in
order to serve more requests. Experimental result
shows that a system with full operation can sustain
an average of 472 maximum numbers of requests,
and a system with light-weight operation can
sustain 844 requests, an improvement of 179%.

Keywords-Cloud Computing; Availability; Fault
Tolerance; failover system; Adaptive Quality of
Service; Load Testing

. INTRODUCTION

Cloud computing is a new type of
infrastructure for computing environment. Cloud
users do not have to know about the physical
infrastructure. All large physical resources are
shared among users, but logically allocating as a
virtual infrastructure  for individual user.
Transition to virtual infrastructure reduces the
cost for hardware and software management,

Sethavidh Gertphol
Department of Computer Science
Faculty of Science, Kasetsart University
Bangkok 10900, THAILAND
fscisvg@ku.ac.th

which is the main benefit for the Cloud user.
Cloud computing provides hardware and/or
software resources as services, which can be
easily scaled to optimize for the user needs. Many
services in Cloud computing are charged
according to pay-per-use model [1, 2].

However, there are many challenges, such as
security, availability, SLA guarantee, that must be
overcome bhefore Cloud Computing is widely
adopted by mainstream IT industry. Availability
is one issue that IT professionals are concern the
most, especially in countries where basic IT
infrastructure such as networking is not stable or
mature enough. The Cloud running by
experienced IT staffs may be working fine, but
the access networks to the Cloud running by
local, less reputable IT staffs may cause
availability issue. When the Cloud becomes
unavailable, all operations and data running on
the Cloud are considered failed as well. Cloud
users should find a solution to continue providing
services in the face of this failure.

One technique that can be used to continue
services in case of failure is a failover system
which operates as a backup for the main system
and comes online when the main system fails.
Data from the main system must also be back-
upped for the failover system to use. However,
designing a failover system for the Cloud brings
other challenges because the local resource a
company has is minuscule comparing to the
Cloud. The failover system cannot sustain the
same amount of workload executed on the Cloud.

In this paper, we propose a novel technique to
design a failover system for the Cloud, providing
another resource to automatically switch to, if the
Cloud becomes unavailable. The goal of a



failover system policy is high throughput for user
requests. Since a failover system has less resource
and limited scalability; it cannot handle all
workloads previously on the Cloud. We
overcome this drawback by adapting the full
operation performed in the Cloud into a light-
weight operation optimized for a failover system.
A light-weight operation consumes less resource
but also has reduced quality of service compared
to the full operation. We also define a write type
of data according to change and future use of that
data. We adapt the full operation into a light-
weight one by reducing the number of write types
or changing one type to another. In other words,
we reduce the quality of service of the system in
order to serve more requests. The experiment
compares the maximum number of requests a full
operation and the light-weight operation can
sustain. Both operations are evaluated by
performing a load testing using Apache JMeter
[12]. Each operation was tested 30 times. The
result is that a system with full operation can
sustain an average of 472 maximum numbers of
requests, and a system with light-weight
operation can sustain 844 requests, an
improvement of 179%.

The organization of this paper is as follows.
Some related works are briefly described in
Section 1I. Section Il describes an idea for
adapting full operation into light-weight operation
of failover system, and classifying write types
into three types. Section 1V shows the result of
load testing.

Il. RELATED WORKS

Auvailability is one of the biggest challenges
which slow down the adoption of Cloud
computing in the IT industry [3]. There are
several techniques to improve availability and
fault-tolerance in the literature. For example,
authors in [4] intentionally injected virtual fault
types into a system and checking for nodes that
fail. Replicating information from the failed
nodes into their neighbor beforehand helps
increase fault-tolerance. In [5], replication
management of the system is distributed into
many groups of server replicas. Each group has a
tool for governing its communication in the group
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and with other group. Research in [6] classified
the availability of data in mobile systems into
three types according to different replication
method. Online availability is when a user can
access data from any device connected to the
server. Offline availability is when a user can
access data from the set of connected (nearby)
devices but not from the server. Finally,
ownership availability is when a user can access
data from individual device only. Availability
type in [6] can be compared with quality of
service in our research where each type has
different QoS depending on availability of data.
Adapting QoS to achieve higher performance
or to handle resource restriction is a classic
technique in many fields. In [7], a solution for
adapting web content to workload conditions to
alleviate overload is proposed. Some web content
adaption techniques are introduced such as,
substituting low quality image, reducing the
number of embedded objects per page, and
reducing local link. The system in [8] is based on
quality adaption which automatically switches
from original version to reduced QoS version
when the server is overload. The Scalable VDO
Coding (SVC) standard [9] enables quality
adaptation for VDO including graceful
degradation in loss transmission environments as
well as bit rate, format, and power adaptation.

I1l.  FAILOVER SYSTEM CONCEPT

We describe our system model where local
resources in a failover system act as a backup for
the Cloud. The system always uses Cloud
resources during normal operation, however,
when the Cloud goes off-line, the system switches
to the failover system. Compared to the Cloud, a
failover system usually has less resources and
limited scalability, so it cannot handle all of the
workload previously executing on the Cloud.
A. Workload of the system

The amount of system workload depends on
two factors: the number of client requests and the
operation performed by each request. We define
“full operation” as the work performed as part of
the functional requirement of the system. For
example, an operation for booking a movie ticket



consists of: (1) checking whether there are any
vacant seats, (2) checking the seat number is
available or not, (3) booking a movie ticket with
a seat number, and finally (4) decreasing the
number of vacant seats by one.

A more “light-weight operation” can be
defined by reducing some  functional
requirements of the system. Continuing from the
example, a light-weight operation of booking a
movie ticket does not check how many vacant
seats are available, but accepts the user booking
right away. It also does not have to decrease the
number of vacant seats. At some later time, the
system tabulates all requests from users and
issues movie tickets in a first-come-first-serve
basis. Note that after the completion of this light-
weight version of the operation, the system
cannot inform a user whether he will have a
movie ticket or not. It can guarantee only that it
has received user’s request and will issue movie
tickets later. So, we can say that this light-weight
operation has a lower quality of service (QoS)
than the full operation.

Figure 1 shows the Cloud has much more
capacity and its amount of workload can be
much greater than the capacity of a failover
system. When the Cloud fails, the workload must
be reduced in order for the failover system to
work. Since workload of a system depends on the
number of user requests and type of operation,
we can either reduce the number of user requests
or change from full operations to light-weight
operations. Because the number of requests is an
external factor not under our direct control, it is
easier to change the type of operations performed
in our own system. So, operation performed by
each request in failover system is less than in the
Cloud but failover system can serve number of
requests as the Cloud. In other words, we reduce
the quality of service of the system in order to
Serve more requests.
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Figure 1. Amount of workload in the Cloud and failover
system

B. Effects of Reduced QoS

We adapt a full operation into a light-weight
operation to reduce workload of the failover
system and increase the number of requests.
However, performing a light-weight operation
results in a reduced Quality of Services for the
users too. A service performed for the user
becomes a partial service. For example, when a
full operation for booking movie tickets
completes resulting in a full QoS, the user can be
sure that he owns a ticket. When a lighter weight
operation completes with a reduced QoS, the
user may not have a ticket yet but can be sure
that the tickets will be issued later by a first-
come-first-serve manner. An even lighter weight
operation may only guarantee that tickets will be
issued later randomly.
C. Write types of light-weight operation

We define “write type” by the change
performed on data and the future usage of that
data after a light-weight operation has been
executed. The future use of that data is defined
within the same operation, i.e. how the data will
be used by the same operation that will be
initiated by other users. Also, one light-weight
operation may use several data with differing
write type. In this paper, the effect of a light-
weight operation and its QoS together with its



write types on system workload is investigated.
Each write type requires different methods for
synchronization and/or backup between the
failover system and the Cloud, however, we will
not discuss synchronization in this paper.

We classify write type into three types:
Multiple-write data, Write-once data and Write-
only data. We also define “cell” as a place where
data is stored. A cell may be a location in
memory or a field in a database table. Within the
same database table, each cell has different
address.

Cell 1

& - En- D
Write Write

Cell 3

Cell 4

Figure 2. Multiple-write data write type

1) Multiple-write data: Data changing
characteristics of this write type are: (1) reading
previous data from the cell before writing a new
result into the same cell, (2) it may be necessary
to read data from other cells to calculate the
result, and (3) when data is written, the data will
be read or written again in the future.

For example, the number of vacant seats for
booking movie ticket is a multiple-write data. A
booking operation will check whether there are
any vacant seats. If so the operation will book a
ticket before updating the vacant seat value. After
the data was updated, the vacant seats will be
checked or updated again by the booking
operation performed by other user in the future.

2) Write-once  data: Data  changing
characteristics are: (1) before writing result into
the cell, it necessary to read data from other cell
for calculation, and (2) when data is written, it
will be read only in the future.

For example, the seat number for booking a
movie ticket is a write-once data. To book a seat,
the system will check whether the seat number we
need is available or not by reading a list of
already booked seats. If the seat we want is not on
the list, the system will book it by writing its
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number into the already-booked list. After the
seat has been booked, the seat number will be
checked (read) but never updated by other user in
the future.

Write

Cell 3

Figure 3. Write-once data
3) Write-only  data: Data  changing
characteristics are: (1) before writing into the
cell, it may or not be necessary to read data from
other cell, and (2) when data is written, there is
no future use by the same operation initiated by
other users.

Cell 1

Cell 2

Write

Cell 4

Figure 4. Write-only data

For example, the personal booking data for a
movie ticket is a write-only data. When the
system records that this person has booked a
movie ticket, it will not be used by a booking
operation in the future. It may be used by other
operations (e.g. printing ticket operation) but the
write type is defined on the same operation.

IV. IMPLEMENTATION AND EVALUATION

For a failover system to support more user
requests, it must perform a light-weight operation
with reduced QoS instead of a full operation
executed on the Cloud. We can design a light-
weight operation from the full operation by
changing its write type. To evaluate the effect of
a light-weight operation on system workload, we
implemented and load tested two versions of
booking movie ticket operations. One version is
the full operation that can guarantee ownership
of ticket after booking. Another version is a



light-weight operation that records booking
requests from users and can guarantee only that
the ticket will be issued in a first-come-first-
serve basis.

Both systems were implemented as a web
application using JSP and MySQL as a database.
We evaluated both versions by performing load
testing using JMeter with automatic ramp-up and
stop Add-ins [10].

A. Light-weight operation for failover system

The full operation for booking a movie ticket
consists of: (1) checking whether there are any
vacant seats, (2) booking a movie ticket, and (3)
decreasing the number of vacant seats by one.
This operation has two write types: (1) the
number of vacant seats is a Multiple-write data
because after data is written, the cell will be read
or written in the future, and (2) the booking data
is a Write-only data because after data is written,
there is no future use by other users.

The light-weight operation accepts the request
for booking a movie ticket and records that
request right away without checking the
availability of seats. It thus does not have to
update vacant seats value too. Note that this light-
weight version of the operation cannot guarantee
a user that he will have a movie ticket. This is a
reduced quality of service compared with the full
operation that can guarantee ownership of ticket
after the full operation completes. The light-
weight operation has only one write type: the
booking data is a Write-only data because after
data is written, there is no future use.

B. Load Testing

We evaluate the two testing sets according to
7 activities of core performance testing as
described in [11].

1) Identify the test environment: The testing
environment has two computers, connecting via a
LAN. The server has 2.16 GHz Core2Duo CPU
and 2GB of RAM. Another computer has a 1.65
GHz AMD E-450 CPU and 2GB of RAM, which
run JMeter that generated virtual users to the
server and getting the result.

2) Identify performance acceptance criteria:
The acceptance criteria were violated when (1)
within one second, a response time of any
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request was more than 1000 ms and throughput
was less than 5 requests, or (2) within 10 second,
CPU utilization is more than 50% and the Error
rate is more than 50%.

3) Plan and design tests: We generated a
number of requests from client to server, which
automatically ramped-up until the acceptance
criteria are not satisfied. We separately tested
both versions 30 times and comparing the
average of maximum number of requests that
each version can sustain.

4) Configure the test environment: In the
server computer, we configured Apache
TOMCAT 7.0.11 as a web server for handling
requests and using MySQL as a database. The
operating system on the server was Windows
Vista Ultimate. The client machine ran JMeter
add-ins [10] to send requests to the server and
receive results and running on Windows 7.

5) Implement the test design: First, we
configured the Thread Group as follows: the first
group of requests is 100 requests, with
automatically ramp-up by 10 requests every 5
seconds. The acceptance criteria were configured
as in section 4.2.2. Then, a server was added into
the Thread Group with the IP address, port
number and randomizing arguments to pass to
server. Finally, the Aggregate Report tool was
added into the Thread Group to gets the
maximum number of requests.

6) Execute the test: Each testing set in the
configuration environment was executed 30
times. Each time, the maximum number of
requests that the server can processed without
violating the acceptance criteria was recorded.

7) Analyze results, report and retest: Table |
shows the result of load testing. The light-weight
operation has only 1 data write type which is one
write-only (booking data). The full operation has
2 data write types which is one multiple-write
(number of vacant seats) and one write-only
(booking data). It is therefore obvious that the
full operation system does more work and has
higher workload per request. The interesting
question is how much more requests can be
accepted if we instead use a light-weight
operation system with reduced QoS.



TABLE I. MAXIMUM NUMBER OF REQUESTS WITHOUT
VIOLATING ACCEPTANCE CRITERIA BASED ON 30 TEST
ITERATIONS.
Operation Max | Min | Average SD
Light-weight | 1846 | 436 844.37 | 360.34
Full 688 | 312 | 472.70 94.82
From Table I, the maximum number of

requests averaged over 30 iterations for the light-
weight operation is 844.37 requests while for the
full operation is only 472.70 requests, an
improvement of 179%. However, the standard
deviation for the light-weight system is very high
at 360.34 while the SD for the full operation is
only 94.82. This high SD corresponds with the
maximum value (among 30 iterations) of
maximum requests for light-weight system at
1846 and minimum (among 30 iterations) of 436.
We speculate that the high SD is due to
parameters in the step of “Identify performance
acceptance criteria” are not set appropriately, i.e.
the acceptance criteria were violated when error
rate is more than 50% within 10 second that
might not be suitable identified. We will
investigate this issue further.
V. CONCLUSION

This paper proposes a technique to design a
local failover system for Cloud by adapting the
full operation performed in the Cloud into a
light-weight operation optimized for a failover
system. This failover system wuses fewer
resources to perform light-weight operations with
reduced quality of service instead of the full
operations executed on the Cloud. We also
defined 3 write-types for data — Multiple-Write,
Write-Once, and Write-Only — depending on the
change and future use of that data. We believe
that a light-weight operation can be designed
from the full operation by reducing in the full
operation the number of write-type data and/or
changing one write-type to another.

An experiment shows that a light-weight
operation with one Write-Only when compared
with a full operation having one Multiple-Write
and one Write-Only can increase the maximum
number of requests a system can sustain by
179%. This improvement can be achieved by

78

trading off the quality of service; the light-weight
operation cannot guarantee as much as the full
operation. The reduced QoS should be further
investigated in the context of application design.
We will also continue research about the effect
of write-types on workload in the future.
REFERENCES
[1] L. M. Vaquero, L Rodero-Merino, J. Caceres, and M.
Linder, “A Break in the Clouds: Towards a Cloud

Definition,” ACM SIGCOMM Computer
Communication Review, Vol.39 Issuel, pp. 50 — 55,
January 2009.

[2] S. Ramgovind, M. M. Eloff and E. Smith, “The
management of security in Cloud computing,”
Information Security for South Asia (ISSA), pp. 1-7,
2010.

[3] F. Gens, “New IDC IT Cloud Services Survey: Top
Benefits and Challenges” IDC eXchange, 2009,
[Online]. http://blogs.idc.com/ie/?p=730
[Accessed: 6 September 2012].

Available:

[4] A.F.Zorzo and F. R. Meneguzzi, “An agent model for
fault-tolerant systems,” Proceedings of the 2005 ACM
symposium on Applied Computing, pp. 60-65, 2005.

[5] S. Bora. “A Fault Tolerant System Using Collaborative
Agents,” F.A. Savaci (Ed.): TAINN 2005, LNAI 3949,
pp. 211 — 218, 2006.

[6] C. Peery, T. D. Nguyen and F. M. Cuenca-Acuna,
“Reducing the Availability Management Overheads of
Federated Content Sharing Systems,” 25th IEEE
Symposium  on  Reliable Distributed
(SRDS'06), pp. 5-17, 2006.

[7] T. F. Abdelzaher and N. Bhatti, “Web content

Systems

adaptation to improve server overload behavior,” The

International Journal of Computer and
Telecommunications Networking, 31(11-16), pp. 1563—
1577, 1999.

[8] M. Gopshtein and D. G. Feitelson, “Trading off Quality
for Throughput Using Content Adaptation in Web
Servers,” Proceedings of the 4th Annual International
Conference on Systems and Storage, Proceedings of
SYSTOR 2011: The Israeli Experimental Systems
Conference, 2011.

[9] H. Schwarz, D. Marpe and T. Wiegand, “Overview of
the Scalable Video Coding Extension of the
H.264/AVC Standard,” IEEE Transactions on Circuits
and Systems for Video Technology, Vol. 17, No. 9, pp.

1103-1119, 2007.



[10]

[11]

[12]

N. Phasuk, JMeter Plugin Development for Automated
Load Testing, Minor Thesis, Department of Computer
Science, Faculty of Science, Kasetsart University, 2012.
J.D. Meier, C. Farre, P. Bansode, S. Barber and D. Rea,
“patterns & practices: Performance Testing Guidance
for Web Applications” Microsoft Press: 2007, [Online].
Auvailable: http://perftestingguide.codeplex.com
[Accessed: 14 September 2012].

“Apache: Apache JMeter”, [Online]. Available:
http://jmeter.apache.org/index.html  [Accessed: 30
September 2012].

79



&0

‘IJ‘J%%?IﬂVJﬁﬂBH!ﬂZﬂVJﬁN]H

Yo —umana
Y] A = d' a
W aeu Y Nia
da
aouning
sz Iamsanmn
o | Y d' U
aurdaninmsaufagiiv

d‘ o U
i;TEnu‘YI‘VI"N"I‘Mﬂi]i]Uu

WENAN YAAIAUN

30 AU 2530

BUNDTULT IIHIANTANNUKIUAT

7.0, GAINTTNABNNAADY) N¥INEFNTIAG
91913581/5 3

AMAIFIINTTUABUNAADS AMLIAINITTUANAAT

4

YMINdeFINITUNAT





