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The possibility of buffer-overflow protection has generated wide interest in
Computer Security. The purposes of this study are to propose a new method for
implementing Secure Canary Word and to evaluate it in two aspects: protection and
efficiency. Secure Canary Word is an architectursal approach based on two existing
schemes, Secure Bit and Canary Word, for protecting against buffer-overflow attacks on
non-control data (variables and arguments). The implementation was conducted in the
modified BOCHS emulators running Linux (Red Hat 6.2 Kernel 2.2.14). When it is
evaluated, the results showed that Secure Canary Word is not only able to detect buffer-
overflow attacks on non-control data but it can also provide more coverage than that of

Secure Bit. Furthermore, its efficiency is clearly better than that of the previous work. Our

implementation suggests that system can be more secure with the new approach.





