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Abstract—Keystroke Dynamic is one of biometric measurement
techniques, in which sequences of time intervals from one
keypress to another keypress are used to identify users.
Nowadays, there are a number of methods used to authenticate
users by measuring time interval of typing. This paper presents a
different aspect of free-text keystroke dynamic which can be used
to classify users by Single-Layer Perceptron (SLP). This method
not only helps in identify person who is producing sequence of
keystrokes, but also with the results obtained from Neural
Network, it can reveal some specific characteristics of that person.
Finally, we compared the accuracy obtained from our approach
to other methods by 10 fold cross validation technique. The
experimental results show that SLP yields the better results and is
more comprehensible than other methods compared in this
research.

I. INTRODUCTION

Basically, individual has its own natures in typing characters
via a keyboard. Some people type slowly while some people
type fast. Some type by using both hands on a keyboard but
some use only two index finger to type. Therefore, keystroke
rhythms produced by each person are different. These
sequences of keystroke can reveal typing characteristics of
individuals varying in term of their identities.

In this research, free-text typing rhythms produced by a
user are used as input data of a Neural Network. This
biometric measurement is based on time interval between
keypress, which are collected while a user is typing in
password or other free text. Then, these collected data are fed
to Neural Networks to classify users and determine their
specific identities. In this paper, we employ the Single-Layer
Perceptron technique to identify users existing in a system.
Our proposed idea not only can classify users, but also can
reveal the typing characteristics of users. We ran experiments
to evaluate three different machine learning techniques and
found that the SLP method yields better result. Moreover the
weights and structure of SLP can show some typing
characteristics of each unique user.

II. AUTHENTICATION

A. Keystroke Dynamic

Bergadano, Gunetti and Picardi [1] proposed that keystroke
dynamic is a method of User Authentication based on a typing
verification of two measuring rates; False Acceptance Rates
(FAR) or “False Positives” and False Rejection Rate (FRR) or
“False Negatives” from two computing formulas:

% FRR FA

*100

% FAR = FP

*100

where, FA is number of False Alarms,
N is number of total samples, and
FP is number of False Positive.

Bleha et al. [2] combined a decision process of Bayes
Classifier with a pattern recognition technique. Obaidat and
Sadoun [3] presented techniques which used key hold time
combined with interkey for the identification process when
users type their login strings. Joyce and Gupta [4] used the
method of keyboard latency information capture while they are
typing string in login process. Monrose and Rubin [5] applied
the concept presented by Joyce and Gupta [4] to authenticate
and recognize user.

Haider et al. [6] described a multi-technique approach
rather than a statistical approach alone. They combined fuzzy
logic, neural networks and statistical techniques to verify
users.



TABLEI

SAMPLE TIME MEASURING OF USER’S TYPING PHRASE “auvitiadoin”

Tvot Phrase: “ammiiadei”
ypmg - = = =
f-1 -u u-H 1-U wu-" 1 7 -9 9-d a- -9 -1 Nn- -

ls.t 390 231 1642 351 380 241 340 611 200 1542 431 301
Typing

2n.d 551 200 1643 330 291 590 621 471 401 821 390 230
Typing

3@ 1062 811 1052 290 361 651 410 421 851 1472 691 301
Typing

4@ 781 401 1232 260 321 690 491 491 451 691 410 331
Typing

Sth 401 260 1412 962 941 611 581 480 301 1883 400 210
Typing

In Robinson et al. [7], the keystroke and the key hold
intervals were used as input data classified by Minimum Intra-
Class Distance (MICD). Gunetti and Picardi [8] proposed a
technique which uses keystroke rhythms-based measurement
of free text, in which typing of free text samples is compared
to verify personal identity. The measurement was based on two
typing rates of FAR and FRR. To classify users, Generic
Distance Measure is applied along with created classification
rules using R Measure and A Measure. Rao [9] used keystroke
dynamic as biometric measured by Key press and Key hold
time, and the pattern recognition chosen for a classification,
including Naive Bayes Classifier, Nearest Neighbor Classifier
and Support Vector Machine.

B. Neural Network in Keystroke Dynamic

Biometric technique employs different approaches for user
authentication. One of them is measuring keystroke latencies
and using them to authenticate users. This method is
interesting because it can verify users at the time they are
typing in login string and password before login process and
free text after login process. This technique identifies a user
through pattern recognition by co-measuring key hold time and
key press interval.

Artificial Neural Network has been used in dynamic
keystroke in several approaches, e.g. fuzzy ARTMAP, Radial
Basis Function Networks (RBFN), and Learning Vector
Quantization (LVQ) [3]. Furthermore, some works have been
done by using both neural network and other classical pattern
algorithms, e.g. the Backpropagation with sigmoid transfer
function, hybrid sum-of-product (HSOF), sum-of-product
(SOF), potential function and Bayes’ rule algorithm, which are
applied together to measure a level of efficiency improvement.
Haider, Abbas and Zaidi [6] proposed an enhanced
classification by selecting fuzzy logic and three-layer feed
forward network implemented by the Backpropagation
algorithm. Herein, keystroke interval data is included in
measurement and compared in terms of error rate. All

classifiers are combined together to verify the error rate again.

III. METHODOLOGY

As described in the previous section, when a user types
sentences or repeated words, such as user’s login and
password, their keystrokes can be used for authentication. In
this research, SLP is applied to find a relationship between the
time interval of key typing and the users themselves. Our
approach is described in details as follows.

A. Keystroke Interval Time

The keystroke interval time is measured while a user is
typing a free-text sentence. A unit of time used in our
experiment is in millisecond. These values will finally be used
as input data for the SLP.

Table 1 shows an example of phrases which we collected
in our experiments. An often typed phrase in users’ everyday
work can be divided into a number of character bigrams. Each
bigram’s time interval is measured and used as one input
attribute for the SLP.

Perceptron Layer

Fig. 1. Structure of our SLP.



B. Structure of Neural Network

Artificial Neural Network is a computational model based
on biological neurons, which is aimed at improving computers’
learning ability as well as to enable them to practice,
and apply knowledge and skills to solve their own problems.
This concept has been widely investigated in several works.
Many of them invent different models of Artificial Neural
Network to apply with their own works. This concept could be
helpful for them from such a simple decision to a complex
task.

Our network consists of only one layer of perceptrons. The
number of perceptrons in the layer is equal to the number of
users in a system. Each perceptron represent a particular user.
The input of each perceptron comes from the time interval of a
bi-gram key press in each sentence. The reason that we select
SLP in this work is that we would like to know the user’s
typing characteristic which is hidden in the weight and
structure of the network. Hence, the final weight of our SLP
can reveal this desired knowledge.

The perceptrons consists of two ordinary units, i.e. the
summation unit and activation unit. In training process both
units involve in adjusting weights of the input links. Albeit in
recognition process, the activation unit is removed. The node
with highest summation of dot product of input vector and
weight vector is selected

IV. EXPERIMENT

A. Experimental Results

In our experiment, we used the well-known machine
learning tool, WEKA [10], to compare the performance of
SLP against two other machine learning techniques, namely
Decision Tree Learning (DTL) using C4.5 algorithm [11] and

TABLEIII

EXPERIMENTAL RESULTS. THE ASTERISK (*) DENOTES THE
SIGNIFICANCE LEVEL 0.1 WHEN COMPARED WITH SLP.

Phrases Accuracy
SLP MLP DTL
P1 75.00+19.25 64.17+22.92 80.83+£27.23
P2 64.17+20.43 75.00+15.21 69.17+32.88
P3 89.33£14.70 83.83£18.02 64.67+20.49*
P4 79.50+17.32 77.17+20.43 68.83+27.90
P5 69.50+15.44 72.50+15.44 60.67+23.50
P6 74.67+29.92 76.33£29.08 68.17+19.66
P7 73.33+18.84 73.33+18.84 46.67+27.83%
P8 76.00+18.51 80.33+£18.84 69.17+22.72
P9 97.50+7.91 97.50+7.91 46.67+30.23*
P10 70.00+25.52 73.33+15.61 61.67+16.76
Average | 76.90+10.30 77.35%£10.30 63.65+11.99

Multi-Layer Perceptron (MLP), by using ten-fold cross
validation method.
The structure of MLP in our experiment contains one

hidden layer and one output layer. Number of hidden nodes is
simply equal to number of input nodes. Each input node
represents the time interval between each bigram, same as in

SLP. Output node also represents each user.
We first collected the keystroke time interval from 15 users
who are working at the Office of Don Muang RTAF Base
Commander, the Royal Thai Air Force.
Each user was asked to type ten often used phrases, as

TABLEII

UNITS FOR MAGNETIC PROPERTIES

1D Phrases

Pl awmiiadedt

P2 SvaLiBEAn AN N Y

P3 AU.HU.AN.ATIVARLLAZ T NET Tiuauas I

P4 Saussuiiteeyianute o el

PS5 SudeniieTsafirsanduiiuns 1dae 14

P6 Sudomniieiinsan mniureudis ve'ldaielusumids a Auuuldaelil
P7 Suauonuieinzan mniuseudie ve'ldasdelumideraus nn.ne. el
P8 nszHUNTaNId) uauaisasielusamds 4 fuuulieaeld

P9 aw.un.anmu.an.suiumsludwiinedes vaziiuswsw Bilundngmdely
P10 dninaudiisdunmseimeasuiiios




TABLE IV

THE WEIGHTS OBTAINED FROM SLP TRAINING OF THE PERCEPTRONS REPRESENTING U1 AND U3

Phrase: “auviisdei”
User A = a = '
f-1 Y -y 1-U u- -9 - - -9 -1 n- -
Ul -1.76 | 6.77 | -1.71 | 1.01 206 | -2.47 | 030 | 0.69 | -0.31 | -0.58 | -0.35 0.16
U3 -0.73 | 242 | -098 | -0.11 | -715 | -1.63 | 336 | 0.60 | -042 | -0.88 | -6.41 3.12
shown in Table 2, ten times for each phrase. Next we
identified each user based on its keystroke time interval. Each
Machine Learning technique compared in this experiment REFERENCES

constructed ten hypotheses; one hypothesis was for one phrase.
Finally, we analyzed the results and extract knowledge from
our SLP.

B. Knowledge Discovered from SLP

In previous section, we can see from Table III that the
accuracies obtained from SLP and MLP are not significantly
different. Because structure of SLP is simpler than that of
MLP. Hence we can easier extract some kind of knowledge
from the SLP’s structure.

We show the weight structure of one of perceptron trained
from our experiment in Table IV. We can see from the table

that the weight of input bigram “1-3” of the user Ul is highest

(738 1]

which means that if the time interval between pressing key “1
and “w” is relatively high, it is high probability of classify as
the user Ul. Moreover, for the user U3, the weight of input
bigram “u-*" and “n-"" are large negative values which means

that the time interval of this bigram should be very low for the
user U3.

V. CONCLUSIONS AND FUTURE WORK

We have presented an idea of our ongoing research in
discriminating users using their keystroke latencies. As shown
in the previous section, the experimental results show that the
Neural Networks yield more accurate classification results
than those from the Decision Tree method. The percent
accuracies from both structure of Neural Networks, namely
SLP and MLP, are not significantly different but SLP’s
structure is much simpler than MLP. So that we can extract
knowledge from SLP as shown in Section Knowledge
Discovered from SLP.

We can see that the weights obtained from SLP show some
particular characteristic of users in keystroke latency. We plan
to employ other clustering techniques to extract these
characteristics from keystroke latency pattern, which can be
used to identify and represent an anonymous user.
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