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ABSTRACT

This thesis proposes the technique to apply the risk assessment framework into
the information system of the hospital in Thailand. By using our proposed framework, the
hospital's IT administrators would be able to manually collect and evaluate some system
vulnerabilities and risk of the IT system by themselves. The risk assessment process consists
of 6 steps including (1) Information gathering, (2) current capabilities to control vulnerability,
(3) Number of threat occurrence from the past, (4) Evaluation of threat’s likelihood, (5)
Threat’s impact measurement, and (6) Risk evaluation and determination. This research
applies the technique which is called Penetration Testing and Vulnerability Assessment in
order to explore system vulnerabilities inside the IT system, and subsequently examine the
capability to control these vulnerabilities. This testing can be divided into 3 steps (1)
Information gathering (2) Vulnerability assessment, and (3) Exploitation.

After developing a conceptual model and process of risk assessment, this
framework has been used at 2 medium-size hospital. As the pre-forecasting evaluated from
factors such as system readiness, hardware readiness, as well as user readiness, the results are
consistent with the outcome when we apply our conceptual framework into the hospital's IT
system. Moreover, the experimental result shows the risk inside the IT system, severity of
vulnerability and consequent impact that may occur when IT system is under attack. The
results of this research can be used to fix and strengthen the IT system in the hospitals in order

to efficiently reduce the level of risks.
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