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Abstract

The objective of this study is to explain the development of an expert system which can guide
new or inexperienced auditors through proper auditing procedures. This study, however,
emphasizes on developing an expert system for auditing security transaction of security and
finance company which is called “expert system for security auditing or ESSAuditor”. The paper
presents the analysis of the problem domain, the system design, and the ESSAudit system.
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1. Introduction

The Securities Exchange of Thailand (SET) has recently established one of the rules that all
companies that want their stocks to be traded on the securities market must have internal
auditors. These auditors have responsibilities to (i) investigate and recommend whether or not
the company following the rules and regulations created by SET, (ii) identify suspicious area for
further improvement on process control within the entire organization, and (iii) analyse whether
the company demonstrates a satisfactory financial performance and sound control practice.
Thailand, however, still lacks experience auditors to cope with the SET’s requirements. One way
to alleviate this problem is to train new graduates from universities by using method of on the job
training. Though this method can solve the problem of insufficient staffs, on the job training also
has its problems. The novice auditors do not have a complete guideline to determine the
effectiveness of internal control. When these auditors confront with the activities which are
loose of control, they cannot make judgement. As a result, they always do their auditing by using
common sense and sometimes they bypass or neglect the vulnerable areas (Harnois, 1991;
Konrath, 1993). For example, if a young auditor finds that the company does not record the
allowance for bad debt, he/she always stops auditing and starts to write recommendation. In fact,
the auditor should find other related evidences. Moreover, young auditors normally find
difficulty in understanding working reports from previous auditors because of no standards in
this regard. As a result, they cannot identify the exact causes of control and weakness activities
from the reports.

One of the effective tools that a company can use is to develop an expert system. This system
can replicate the expertise of experienced auditors. In addition, the system can use to remind
young auditors by providing procedures and standards that are necessary to carry out a quality
auditing. The purpose of this study is to develop an expert system which can guide new or
inexperienced auditors through proper auditing procedures. This study, however, emphasizes on
developing an expert system for auditing security transaction of security and finance company.
This system is called an expert system for security auditing (ESSAudit).

The remainder of this paper proceeds as follows. The first section presents the analysis of the
problem domain. The second section explains the system design. The third section presents the
ESSAudit. The last section provide coclusions.

2. Analysis of the problem domain

The first step in determining what should be included in the development of an auditing
assistance expert system is to determine what are the vulnerable areas which might be exposed to
fraud or what are the ambiguous situations whose implications can not be fully understood by a
young auditor. The identification of the control points of these areas will form the problem
domain of this system. An extensive and detailed analysis of the auditing procedures was carried
out using flow charts which depict the flow of information through various departments of one
security and finance company. Along the analysis process, opinions and consultations were
sought from experienced auditors of the Faculty of Commerce and Accountancy, Thammasat
University, as well as the top management of the company (Radeesri et. al., 1992). A total of 55
internal controls were concluded. Each control incorporates of (i) the objective, (ii) the possible
weakness that might occur, (iii) the possible error that can occur as a result of the weakness, and
(iv) the proper auditing procedures. The 55 internal controls span across seven operation
functions : Open Account, Buy and Sell Order, Receipt from Customer, Check Return, Payment
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to Customer, Promissory Note Redemption, and Close Account. These seven operation functions
are currently carried out by the three management departments as shown in the organization
chart in Figure 1.

President

Yice President

Accounting
Department
Accounting Operation
Section Section
[
StD.Ck Custodian
Register

Figure 1 Organization chart for all concerned departments with security operations

Finance
Department

Security
Department

3. System design

The main objective of this system is to provide a complete reference for auditing securities
consultant for novice auditors under the areas of Open Account, Buy and Sell Order, Receipt
from Customer, Check Return, Payment to Customer, P/N Redemption, and Close Account.
Therefore, the system should consist of four main modules. These modules are for (i) updating
the audit database, (ii) self-educating the security auditing, (iii) assisting auditors during auditing
field, and (iv) producing the auditing summary of composite rating. Figure 2 indicated system’s
components.
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Figure 2 ESSAudit system’s components

From the above figure, the ESSAudit system incorporates of twenty knowledge bases and
two database files. The explanation of each knoledge base is as follow.

First, an ESSAudit knowledge base is a main menu to other knowledge bases in an expert
system for security auditing.

Second, database for auditing is to show all data in the audit database file. Auditors can view
data about audit number, description, objective, weakness, possible error, and audit procedures.
In addition, the auditors can adjust or update all field in audit database such as description,
objective, weakness, possible error, and audit procedures to make these information suitable to
each security and finance company.

Third, audit topic is a menu for entering into other training knowledge bases. The training
knowledge bases allow auditors to view audit topics for each audit area. The audit topics consist
of Open Account, Buy and Sell Order, Receipt from Customer, Check Return, Payment to
Customer, Promissory Note (P/N) Redemption, and Close Account. This application lists audit
topics for a selected audit area. In addition, auditors can view the details of audit procedures for
the specific topic. Furthermore, the system is designed to separate database into two database
files to avoid data redundancy. For example, bank reconciliation for payment to customer and
P/N redemption knowledge base use the same audit procedures. The database files consist of the
type of database and the audit database. The type of database is to keep audit number and audit
type. Meanwhile the audit database is for audit number, description, objective, weakness,
possible, and audit procedures.

Fourth, consultant auditing is a menu for entering into other consultant knowledge bases.
The consultant knowledge bases includes audit areas in the field of Open Account, Buy and Sell
Order, Receipt from Customer, Check Return, Payment to Customer, Promissory Note (P/N)
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Redemption, and Close Account. The procedures of each consultant audit area are described in

figure 3.
ESSAudit
main mer
Consultant aud.iting'

Andit area

Internal control questions
Not sure ot sare Na :
procedures @ Internal control rating
Yes

|
I

| Summary of composite rating |

Audit database I

Figure 3 Procedures of each consultant audit area

The auditors have to fill in audit information such as client’s name, period, and auditors’
name. They then have to answer internal control questions by selecting one of the three answer
choices: “Yes” (have control), “No” (loss control or do not have control), and “Not Sure”
(control is uncertain). For “No”, the auditors need to enter the number of loss control
transactions and the number of total transactions that they use as a sample to examine internal
control. These numbers are used to calculate percentage of loss control which in turn used to
calculate a rating. All rating of each loss control (answer for internal control question = ‘No’)
within the same group! are averaged as a factor rating. In the meanwhile, the factor ratings of
each group will be averaged as a composite rating. The application shows the summary of
composite rating at the end of consultation. The factor rating is calculated by (i) calculate
percentage of loss control?, (ii) transform percentage of loss control to rating by using benchmark
from table 1, and (iii) average rating of each loss control to factor rating.

1 The associated internal control questions are grouped into data, document, and person when the questions examine
control for data, document, and person respectively.
2 Percentage of loss control = (Number of loss control transaction * 100)

Number of total transactions
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Table 1: Rating table

No. of percentage of loss Rating Remarks
control
0to<=10 5 Rating 5 = Good
>10to<=20 4 Rating 4 = Almost Good
>20to<=30 3 Rating 3 = Fair
> 30to <=40 2 Rating 2 = Almost Fair
> 40 1 Rating 1 = Poor
The example of factor rating for data is shown in table 2.
Table 2: An example of factor rating for data
Internal Control Questions | Answer | Number of | Number of % of | Ratings
loss control total loss
transactions | transactions | control
Customer's identification is| Yes - - - 5
recorded in computer correctly.
Customer's credit limit is No 30 100 30 3
recorded in computer correctly.
Supervisor checks accuracy of No 5 70 7 5
credit limit in computer.
Factor rating for data 4.33

For “Not sure”, the auditor need to carry out the audit procedures to determine the reliability of
the control for the internal control question. A knolwedge base called “Not sure procedure” is
developed to display audit procedures. This knowledge base retrieves audit procedures from
audit database by using audit number.

Finally, summary of composite rating knowledge base is to print a report from a summary of
control and weakness file. This file is created when auditors use the consultant knowledge base
of each audit category. The auditors can keep this summary of rating report as a working paper
or as an auditing report. In addition, they can rearrange and adjust the report for their suitable
need.

4. ESSAudit

The nature of grouping audit areas and audit procedures has led to the conclusion that the
object oriented design was more appropriate for the development of this system. The Level5-
Object expert system shell had been used to develop ESSAudit system (Information Builder,
19914, 1991b). The interface screens of the system are discussed below.
4.1 ESSAudit main menu

The system starts from ESSAudit main menu as shown in figure 4. The ESSAudit main
menu has four options. These options tell the application which functions auditors want to work
with. The functions can be “Database for auditing”, “Audit topics”, “Consultant auditing”, and
“Summary of composite rating”.
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= ESSAudit - Expert System for Security Auditing Main Menu | ii|

File

Expert System for Security Auditing

P

\.

-
i8]

~\
Main Menu for ESSAudit
[1] Dpatabase for Auditing
m Audit Topics
E Consultant Auditing
Summary of Composite Rating
7

4.2 Database for auditing

Figure 4 ESSAudit main menu

When the auditor selects “Database for auditing” and enter record number on to the
application. The database for auditing screen appears (Figure 5). The auditor can change data in
this record and save into the audit database.

ESSAudit - Database for Auditing | ;I

File

Database Display

Record Number 5

Audit Number

0ODOC02

Selection Criteria

Description

Supporting document and PN

Record Number = 5

Objective

Toensure that dl documents

Control Weakness

Supporting document and PN

Possible Error

Supporting document and PN

Audit Procedures

1. Interview the company's | &
2. Sunvey the control practid

3
<[ 1
[ Clear | Replace |
[ = A0 = 1 = 1| 2Ewpan__ |
l New Selection || [ Consuttant menu |

Figure 5 Database for Auditing - Database Display

4.3 Audit topics

When the auditor selects "Audit Topics™ from Figure 4, the following window appears.
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= ESSAudit - Audit Topics Menu

[+]

File

Audit Topics Menu

click at ome of he auditing area listed balow:

1. Open Account

4. Check Return

7. Close Account

2. Buy and Sell Order
3. Receipt from Customer

5. Payment to Customer
6. Promissory Hote (P/H) Redemption

| ? Explain | | ESSAudit Menu I

Figure 6 Audit Topics Menu

From this window, it shows a list of audit areas. If the auditor selects one of the audit areas, such
as Open Account, the application will show the selected audit topics related to that audit area as

shown in Figure 7.

=| ESSAudit - Audit Topics for Open Account Iil]

File

Open Account Audit Topics are as follows:
Selected Audt Topics

1.Customers identification is recorded in computer correc
2.Customers credit limitis recorded in computer correctiy
3.Supenvisor checks accu@zy of credit limit in computer.
4. Supporting documents for open account are adequate.
5.Supporting documents and PN pledged are safeguard.
G.Customer sign on PN for pledging secu nties purchased.
7. Amount ot PN pledged covers credit limit.

S.Number of authonzed persons is Sppropnate to credit lim
Q. Authonzed persons sign for credit limit Spprovd.

Instructions:
Select audit topic
and then press
'Detail Information
for Selected Topic'
for more information

| Detail Information for Selected Togic I

[ 2Exptain |

| Topic Menu |

Figure 7 Audit topics for open account

An auditor can get more information (audit number, objective, control weakness possible error,
and audit procedures) for one of the selected audit topics by selecting a topic. The information

for selected topic is shown in Figure 8.
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= ESSAudit - Audit Topics for Open Account Iil]
File

Information for Selected Topic is as followed

Record Number 5

Auciit Nurber opocoz2

Ohjective To ensure that al documents
Control Weakness | Supporting document and PN
Possible Error Supporting document and PN
Audit Procedures | 1. Inteniew the company's [#

2. Sunwey the contral practd

< 1
e = J = 40 = 1

[ Back |

Figure 8 Information for selected topic

4.4 Consultant auditing
When an auditor selects "Consultant Auditing” from figure 4, the following window appears.

=| ESSAudit - Consultant Main Menu I_#j|

File

Consuitant Menu

click at ome of the auditing area listed below:

1. Open Account
2. Buy and Sell Order
t 3. Receipt from Customer
4. Check Return
5. Payment to Customer
6. Promissory Hote (P/H) Redemption
7. Close Account

| ? Explain | | ESSAudit Menu |

Figure 9 Consultant Main Menu

From this window, it shows a list of consultant audit areas. When an auditor selects one of the
consultants, such as Open Account, the application will show the series of auditing questions as
shown in Figure 10.
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= ESSAudit - Consultant on Open Account Auditing ] $
File OK!

Open Account AudiTing

Question Section InsTruction:
To consult Open
Account Auditing, cick

Does the audit area have the followwing control(s): i e S

Customer's identification is recorded in computer to concamed contral
comecthy and then click at OK!.
O Yes
() Mo
> -
O Mot Sure [ 7Explain |

[ Consuttant Menu |

Figure 10 Consultant on open account auditing - Question section

From the window, an auditor should answer the internal control questions related to a selected
consultant auditing. The answer for internal control might be "Yes", "No", or "Not Sure". If the
answer is "No", the Consultant on Open Account Auditing - Rating Section window appears as
shown in Figure 11.

=| ESSAudit - Consultant on Open Account Auditing ] iﬂ
File OK!

Open Account Auditing

: : Instruction:
Rating Section TocakiEk @ihg, evkr
the NUMBER OF LOSS
CONTROLTRANSACTION
What is the NUMBER OF TRANSACTION: ortie NUMBER OF TOTAL
TRANSACTION Yor corcen
I I awditarea avd thes click at
QK=

[ 7Explain |
[ Consuttant Menu |

Figure 11 Consultant on open account auditing - Rating section

An auditor has to enter the number of loss control transactions and the number of total
transactions. After the auditor finishes answering the internal control questions, the application
will show the summary of composite rating as follows.
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= ESSAudit - Consultant on Open Account Auditing 4
File OK!
Open Account Auditing
. : Instruction:
Summaryy of Composite Rafing S i
composl ke ralrg Ink
tems Data Document | Person | [ SPEEN-oeTl.
Facor Rathgs 5 5 5 Tobak b Corsu il
Compes e Rathg 5 Loty e
Comments/Recommendation et .
The ratings indicates that the company has contrd in the _
area(s) of data, document, ans perosn. I 7 Explain l
Ratia L uhlmg 3 = Good Rathg 3 - Frak Fathg 1 - Roor
9 I patig 4 - AMost Good Rathg & - AMost Far [ Consuttant Menu |

Figure 12 Consultant on open account auditing - Summary of composite rating

The application will save a a summary of rating into a summary of control and weakness file for
later printing. If the answer is "Not Sure", the application will show audit procedures for
auditing that internal control question as shown in Figure 13.

=| ESSAudit - Audit Procedure for Hot Sure Control | & ]
File
Suggested Audit Procedures

Audit procedures for auditing - Amount of PN pledged Instruction:

covers credit limit. (Audit Number ODO CO4) are: To exit, click at OK!.

Ohjective Toensure that alcan had To save audit

collaterd to cower bad debt. 3

procedures in

Possible Error Company does not have a PROCE.TXT, click at
collaterd to cower bad debt.
save button.

Audit Procedures 1. Inteniew the company's | &
2. Sunwey the contral practd

[ 2Explain |
1 [ Save |

Figure 13 Audit procedure for Not Sure control - Suggested audit procedures

4.5 Summary of composite rating
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When an auditor selects "Summary of Composite Rating" from figure 4, the following
window appears.

=| ESSAudit - Summary of Composite Rating Menu ] _e_l

Summary of Composite Rating Menu

click at ome of he auditing area listed balow:

1. Open Account

2. Buy and Sell Order

3. Receipt from Customer

4. Check Return

5. Payment to Customer

6. Promissory Hote (P/H) Redemption
7. Close Account

| ? Explain I | ESSAudit Menu I

Figure 14 Summary of composite rating menu

From this window, it shows a list of audit areas. If an auditor selects one of the audit areas, such
as Close Account, the summary of control and weakness file (SCLOSE.TXT) is opened. The
auditor can rearrange, adjust, and print information from this file by using the function provided
by Write program.

=| Write - SCLOSE.TXT [~]~
File Edit Find Character Paragraph Document Help

Composite Rating Sheet for Close Account Auditing. 2]
Auditee's company name ABC Co., Ltd. Date examination closed 1 June |-
Data Rating 4 Deht Rating 3 Document Rating 3 Person Rating 1
Composite Rating 2.75

Summary of control or weakness(es)

The ratings indicate that the company has weakness(es) in the area(s)
is(are) Close account in computer is inadequate. The weakness{es) in
weakness(es) in document is(are) Stock document is transferred to cus
transfer. Supporting documents are not cancelled or controlled. The we

Page 1 el ] *»
Figure 15 Write - SCLOSE.TXT

5. Conclusions

This paper has described the developing process of an ESSAudit expert system. This system
can be useful to both educators and practitioners. The system can be used as a device to present
complex security auditing problem to students. In addition, the system can be used by
practitioners in training inexperienced staffs.
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