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Security and Quality Evaluation of Rajabhat Roi-et University’s VolP System
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Abstract

Rajabhat Roi-et University (RERU) has deployed a Voice over IP (VolP) system using Elastix package since 2011.
Yet, there has no evaluation on both voice quality and security of the VolP system. So, in this paper, we perform the
evaluation of both security and voice quality on the real VolP system of RERU. For the security evaluation, three
attacking techniques, namely voice sniffing by Man In the Middle (MITM) attack, IP-PBX server Denial of Services
(DoS) attack by SIP flooding, cutting voice connections by Cancel/Bye attacks, are chosen as the attacking techniques
due to their simplicity and severe effects. The attacking tools are Backtrack, Cain & Abel and Wireshark, For the voice
quality evaluation, R-factor and MOS are deployed as the metrics. Commview is used as the tool to capture the voice
quality. The experimental results have shown that the VolP of RERU provides a good quality of voice. However, it

has a big problem with the security issues that need to be fixed in the future work.
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Figure 6 SIP Flooding Attack

top - 13:18:18 up 4 days, 2:34, 1 user, load average: £8.62, 21.37, 16.01
Tasks: 161 total, 1 running, 160 sleeping, 0 stopped, 0 zombie

Cpu(s): 0.0%us, 0.0%sy, 0.0%ni, 99.8%id, 0.0%wa, 0.2%hi, 0.0%si, 0.0%st
Mem: 1938200k total, 1438860k used, 499340k free, 159052k buffers

Swap: 3899384k total, 0k used, 3899384k free, 615640k cached
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1 root 15 0 2172 648 556 S5 0.0 0.0 0:00.95 init

2 root RT -5 0 0 0s 0.0 0.0 0:00.01 migration/0

3 root 34 18 o o 05 0.0 0.0 0:00.00 ksoftirgd/0

4 root RT -5 o o 0S 0.0 0.0 0:00.00 watchdog/0

5 root RT -5 0 0 0s 0.0 0.0 0:00.02 migration/1

6 root 34 18 o o 05 0.0 0.0 0:00.00 ksoftirgd/1l

7 root RT -5 1} 1} 0S5 0.0 0.0 0:00.00 watchdog/1

8 root RT -5 0 0 0s 0.0 0.0 0:00.00 migration/2

9 root 34 18 o o 05 0.0 0.0 0:00.00 ksoftirgd/2
10 root RT -5 [1} [1} 0S5 0.0 0.0 0:00.00 watchdog/2
11 root RT -5 0 0 0s 0.0 0.0 0:00.02 migration/3
12 root 37 18 o o 05 0.0 0.0 0:00.00 ksoftirgd/3

Figure 7 CPU and Memory Loads before Attack

top - 13:19:36 up 4 days, 2:35, 1 user, load average: 85.85, 39.95, 22.74
Tasks: 161 total, 2 running, 159 sleeping, 0 stopped, 0 zombie

Cpu{s): 64.4%us, 21.4%sy, 0.0%ni, 7.1%id, 0. 0.7%hi, 5.5%s5i, 0.0%s
Mem: 1938200k total, 1612708k used, 325492

Swap: 3899384k total, 0k used, 38993
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3453 asterisk 25 0 16576 12m 1852 R 43.6 0.6 8 op_server.pl
3342 asterisk 15 0 26588 6652 2060 S 30.3 0.3  1: dialerd
3344 asterisk 15 O 26756 6732 1900 5 30.3 0.3  1: dialerd
3339 asterisk 15 0 25885 5504 1564 5 29.6 0.3 1 dialerd
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3 root 32 19 o o 05 0.0 0.0 0:00.00 ksoftirgd/o
4 root RT -5 o a 0 S 0.0 0.0 0:00.00 watchdoa/0

Figure 8 CPU and Memory Loads after Attack
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User-Agent: Cisco/SPA303-7.4.9¢
Content-Length: 0

Figure 9 ACK Message
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Figure 10 Cancel/Bye Attack
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Figure 11 Commview Interface

Table 2 Voice Quality according to E-Model
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