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Suradech Watthana-udomrot 2011: SNMP Polling Quantity Reduction Technique in
Large Core IP Network. Master of Engineering (Computer Engineering), Major Field:
Computer Engineering, Department of Computer Engineering. Thesis Advisor:

Associate Professor Pradondet Nilagupta, M.Eng. 74 pages.

Management of large and complex networks efficiently needs a tool to manage. In
general, a tool works on Simple Network Management Protocol (SNMP) standard which is the
polling process used in the SNMP to enable information enquiry from an agent periodically. For
large and complex networks management require a high volume of information requested. If the
quantity of information requested exceeds the designated monitoring period, it will affect a loss
of a monitoring data. The propose of this thesis is SNMP polling quantity reduction technique to
reduce the amount of information requested and to review relationship of a periodical real time
monitoring based on network services as SNMP polling quantity form real network information
via different of interface utilization. The simulation shows that if data has a relationship, the
data requested could be reduced by 71.25%.to 75 %. The quantity of information requested and
network delay are important factors that make up the time period required in the process was
high. The rate of increase is approximately equal to the rate of increase of these two variables as

well.
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: S { 1
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Manager Agent
get-request
D-L UDP port 161

get-response

-

gel-next-request

9 UDP port 161

gel-response

-

set request

-9 UDP port 161

get-response

et

trap

UDP port 162 ﬁ-‘

a ) Hq v ¥ ]
MNN 4 Lmﬂwammﬁlﬂuﬂszmumﬁawemagamm SNMPv1

3: Shin et al. (2007)

IP UDP Common SNMP Header SNMP Data
Header Header
Common SNMP Header Get/Set Header Monitoring Information
Version Community PDU Type Request Error Status Error Index name value name value
0-3,5-6 ID (non-repeater (max-repetitions
(5) value) value)

Common SNMP Header Trap Header Monitoring Information

Version Community PDU Type enterprise | agent trap specific time name value name value
4 addr type code stamp

MW 5 uanalnsaad19ueIton1u SNMP

1307: Shin et al. (2007)
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Managed devices
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NH1: Said (2008)
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OID ov AC cC CT
1.3.6.1.2.1.4.9 10 12 7 2518
1.3.6.1.2.1.4.5 5 10 4 2318
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31: O. Said (2008)
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MMP, = NF x AMP,
MMP, = NF x AMP, ©

MMP, = NF x AMP,

1 1Y ] a L { [ ¥ ) 1
Tag NF = oa9d uvoauuulIsa lsnunesusuldssmuiannaumsn 7

(Shin et al., 2007)

__ X(PS1/AMP{+PSy /AMP+---+PSy, /AMP,
- Allocated network bandwidt h

NF

(7
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6. CACTI application
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Y o v o
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- RRD Tool ls@msvilszanaaiuns
9 o o Y o = A o
- PHP lodwisuasnswaien(source code)WoAILANMTHINIY
Y o [ <3 9 dy o
- My SQL lodwsunudeyaiiug umsiauuedssuy

- Net SNMP lodmsuaszunanalisInnoa SNMP

N3ZUIUMI50v01U0YaYDI CACTI application
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1. eszuy Id5umdeansosetoginisindoan1susn1sian15ud2H 11 Web Interface

9 v

U 4 1 [ Jd v 1 a g’/ 1
szuvvzdetonnuiowwemaFouaenugUnsaliuiu Net SNMP §1A1AAAINNDE19NADA
A [ P o Y A A [ . @ P
M3NITLHINQUNTANTIMIINUITNITIAMNMS  (Management Station: MS) NUGnTaiNgn

. W = v 24 o 2 o 2
U3N159AM5 (Management Agent: MA) M3¥0uAoN1znIaAdvy Tuiuae unsinaszuL
o ¥ ) ° oA A o a2 D)
whmsiesvedeyasumizvesginsaingnuimssamanu 3 lugudeya My SQL a3
host_snmp_cache AauaadInsaa31aaann 7 13 e luaaana Wiy Web Interface 105051

'
(2

MTIMIVTHITIANM T8 L51eae 11

Field Type Attributes | Null Default | Extra Links to Comments| MIME
host_id mediumint{8) | UNSIGMED Mo 0 host -= id

snmp_query_| mediumint{g) | UNSIGMED Mo o] sSNMp_query

field_name varchar{50) Mo

field_value warchar{255) Yes MULL

snmp_index | varchar{c0) Mo

oid warchar{255) Mo

M 13 taaslanzee31a m1319 host_snmp_cache

31 Cacti Database Schema (0.8.6)
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Jd { a [ 1
NI NADIMIUINITIAMIUA WY Web

Ilugrutdoya My SQL a1519

%¥® poller_item AILAAIIATIAZAININ N1 14 udITUNITVIUMIMIS09v0TDYAGBIA N

518%¥0A1U A1519%0 poller_item

Field Type Attributes| Null | Default | Exctra | Links to Comments| MIME
local_data_id mediumint(d) | UNSIGMED | Mo 0 data_local -=
poller_id smallint{5) UMSIGMED | Mo ] poller -= id
host_id mediumint(s) Mo 0 host -= id
action tinyint(Z) UMSIGMED | Mo 1
hostname warchar(250) Mo
snmp_community | warchar(100) Mo
sNMp_version tinyint(1) UMSIGMED | Mo 0
snmp_username | warchar(50) Mo
snmp_password | warchar(50) Mo
snmp_port mediumint(5) | UNSIGMED | Mo 161
snmp_timeout mediumint(3) | UNSIGMED | Mo 0
rrd_name varchar(19) Mo
rrd_path varchar(255) Mo
rrd_num tinyint(2) UMSIGMED | Mo ]
argl varchar(255) Yes | MULL
arq2 varchar(255) ¥Yes | MULL
arg3 varchar(255) Yes | MULL
MW 14 ueaelazaadng a1519%e poller item
31 Cacti Database Schema (0.8.6)
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Full mesh
%"mauqﬂﬂi a Qﬂﬂ’i ilf IP address(/32) interface IP address(/30)
(@Un3al)

3 A 192.168.0.1 AB 192.168.1.0

B 192.168.0.2 BC 192.168.1.4

C 192.168.0.3 AC 192.168.1.8

4 A 192.168.0.1 AB 192.168.1.0

B 192.168.0.2 BC 192.168.1.4

C 192.168.0.3 CD 192.168.1.8
D 192.168.0.4 AC 192.168.1.20
AD 192.168.1.24

BD 192.168.1.28

5 A 192.168.0.1 AB 192.168.1.0

B 192.168.0.2 BC 192.168.1.4

C 192.168.0.3 CD 192.168.1.8

D 192.168.0.4 DE 192.168.1.12

E 192.168.0.5 AE 192.168.1.16

AC 192.168.1.20

AD 192.168.1.24

BD 192.168.1.28

BE 192.168.1.32

CE 192.168.1.36
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Q‘ﬂ nsal IP address loopback0
KKM_GWO01 172.21.0.3
KKM_GW02 172.21.0.4
CNB_GWO01 172.21.0.7
CNB_GW02 172.21.0.8

CCso01 172.21.7.1

CCS02 172.21.7.2

CTBO1 172.21.7.3

CTB02 172.21.7.4

CNBO1 172.21.7.5

CNBO02 172.21.7.6

PCBO1 172.21.7.7

PCBO02 172.21.7.8

RYGO1 172.21.7.9

RYGO02 172.21.7.10

SKOO01 172.21.7.11

SKO02 172.21.7.12

TRTO1 172.21.7.13

TRTO02 172.21.7.14
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Q’]Jﬂiﬂf interfaces IP address ’Qﬂﬂiﬂf interfaces IP address
KKM _GWO01 Te2/1 172.31.0.25 KKM _GW02 Te2/1 172.31.0.26
Te 2/3 172.31.0.29 Te 2/3 172.31.0.129
Te 2/4 172.31.0.33 Te 2/4 172.31.0.133
CNB_GWO01 Gi9/0/4 172.31.8.1 CNB_GW02 Gi9/0/4 172.31.8.129
Gi 9/0/5 172.31.8.5 Gi 9/0/5 172.31.8.133
Gi 9/0/6 172.31.8.9 Gi 9/0/6 172.31.8.137
Gi 9/0/7 172.31.8.13 Gi 9/0/7 172.31.8.141
Gi9/0/8 172.31.8.17 Gi9/0/8 172.31.8.145
Te 1/1 172.31.0.30 Te 1/1 172.31.0.34
Te 1/2 172.31.7.33 Te 1/2 172.31.7.34
Te 2/1 172.31.0.130 Te 2/1 172.31.0.134
Po 49 172.31.7.1 Po 49 172.31.7.129
Po 50 172.31.7.30 Po 50 172.31.7.158
CCSo01 Gi 9/0/2 172.31.7.5 CCS02 Gi 9/0/2 172.31.7.133
Te 1/2 172.31.7.37 Te 1/2 172.31.7.38
Po 49 172.31.7.2 Po 49 172.31.7.130
CTBO1 Gi 9/0/1 172.31.7.14 CTB02 Gi 9/0/1 172.31.7.142
Gi 9/0/2 172.31.7.17 Gi 9/0/2 172.31.7.145
Gi 9/0/3 172.31.8.10 Gi 9/0/3 172.31.8.138
Te 12 172.31.7.49 Te 1/2 172.31.7.50
CNBO1 Gi 9/0/2 172.31.7.26 CNBO02 Gi 9/0/2 172.31.7.154
Te 1/2 172.31.7.61 Te 172 172.31.7.62
Po 50 172.31.7.29 Po 50 172.31.7.157
PCBO1 Gi 9/0/1 172.31.7.6 PCB02 Gi 9/0/1 172.31.7.134
Gi 9/0/2 172.31.7.9 Gi 9/0/2 172.31.7.137
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M350 8 (AD)

’qﬂﬂi ol interfaces  IP address Qﬂﬂ’i ol interfaces IP address
Gi9/0/3 1723182 Gi 9/0/3 172.31.8.130

Te 1/2 172.31.7.41 Te 1/2 172.31.7.42
RYGO1 Gi 9/0/1 172.31.7.22 RYGO02 Gi 9/0/1 172.31.7.150
Gi9/0/2  172.31.7.25 Gi 9/0/2 172.31.7.153
Gi9/0/3  172.31.8.18 Gi 9/0/3 172.31.8.146

Te 1/2 172.31.7.57 Te 1/2 172.31.7.58
SKOO01 Gi 9/0/1 172.31.7.10 SKO02 Gi 9/0/1 172.31.7.138
Gi9/0/2  172.31.7.13 Gi 9/0/2 172.31.7.141
Gi9/0/3  172.31.8.6 Gi 9/0/3 172.31.8.134

Te 1/2 172.31.7.45 Te 1/2 172.31.7.46
TRTO1 Gi 9/0/1 172.31.7.18 TRTO02 Gi 9/0/1 172.31.7.146
Gi9/0/2  172.31.7.21 Gi 9/0/2 172.31.7.149
Gi9/0/3  172.31.8.14 Gi 9/0/3 172.31.8.142

Te 1/2 172.31.7.53 Te 1/2 172.31.7.54
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Y <
M 1 saetfSuamsdesvedeyailuszezia 60 wi

Full mesh
Number of SNMP messages
Number of MA
General polling K.S. Shin et al. Proposed method
3 240 126 66
4 480 248 128
5 800 410 210
Ring
Number of SNMP messages
Number of MA
General polling K.S. Shin et al. Proposed method
3 240 126 66
4 320 168 88
5 400 210 110
Star
Number of SNMP messages
Number of MA
General polling K.S. Shin et al. Proposed method
3 160 86 46
4 240 128 68

5 320 170 90
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CTBO1 3 6
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PCBO1 B 8
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RYGO1 3 6
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TRTO1 & 9
TRTO02 3 9
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gilnsaifignuimssans A ms) n nlA (ms)
KKM_GWO0l 2 6 12
KKM_GW02 3 6 18
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CTBOI 4 8 32
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TRTOI 4 8 32
TRT02 4 8 32
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M519N 14 LAAINITNITUUATOVIENANNTNIBITUMIATIAUMTAsuLasusS e

wsoe Tag lumedynuiionsgmslFaunieisuny Medium-weight

YIS Tsampie (ms) Tsampte 2 Taetay
Conversational, voice 75 N
Conversational, voice 200 N
Voice, messaging 1000 Y
High quality, streaming audio 5000 Y
Videophone 200 N
One-way 5000 Y
Web-browsing -HTML 2000 Y
Transaction services 2000 Y
Command/control 125 N
Interactive games 100 N
Telnet 100 N
E-mail (server access) 2000 Y
Bulk data transfer/retrieval 30000 Y
Still image 30000 Y
E-mail (server to server transfer) - Y
Fax (“real-time”) 15000 Y
Fax (store & forward) - Y
Low priority transactions 15000 Y
Usenet S Y

A ra A a
vneme Y Ao Tunatly uaz N Ao mailyn
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<?php
$host = "¥*EE*EN,

—n ",
$user = "rREE"

$password = "FEFE"

$link = mysql_connect($host, $user, $password);

mysql_query("USE cacti;");

$sql ="CREATE TABLE poller item copy SELECT * FROM poller item";
mysql _query( $sql, $link );

$sqll = "SELECT * FROM poller_item order by INET ATON(ip)";

$result = mysql_query($sqll);

Se=1;
$f=1;
Sg=1;
$h=1;

Sy =1;

while ( $rs = mysql_fetch_array ( $result ) )
{

$arr = explode(".",$rs[ip]);

$a = Sarr[0];

$b = Sarr[1];

$c = Sarr[2];

$d = Sarr[3];

if ($§a == $e and $b == $f and $c == $g and $d - $h == 1){



$sql2 = "DELETE FROM poller_item copy WHERE ip = '$rs[ip]' AND rrd_name =
'$rs[rrd name]' ";
$sql3 = "INSERT INTO relation (hostname,arg1,hostname_relation ,argl relation)
values('$x','$y",'$rs[hostname]','$rs[argl]');";
mysql_query( $sql2, $link );
mysql_query( $sql3, $link );
H
$arrl = explode(".",$rs[ip]);
$e = Sarr[0];
$f=Sarr[1];
$g = Sarr[2];
$h = Sarr[3];
$x = $rs[hostname];

$y = $rs[argl];

[¥ ========= Revert =========%*/

$sql1 ="SELECT * FROM poller_item order by INET ATON(ip) desc";

$result = mysql_query($sqll);

$r=1;
Sg=1;
$h=1;

while ( $rs = mysql_fetch_array ( $result ) )
{

$arr = explode(".",$rs[ip]);

$a = Sarr{0];
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$b = Sarr[1];
$c = Sarr[2];
$d = Sarr[3];

if ($a == $e and $b == $f and $c == $g and $d - $h==-1){
$sql2 = "DELETE FROM poller_item copy WHERE ip = '$rs[ip]' AND rrd_name =
'$rs[rrd_name]' ";
$sql3 = "INSERT INTO relation (hostname,arg1,hostname_relation ,argl relation)
values('$x','$y",'$rs[hostname]','$rs[arg1]');";
mysql _query( $sql2, $link );
mysql_query( $sq13, $link );
H
$arrl = explode(".",$rs[ip]);
$e = Sarr[0];
$f = Sarr[1];
$g = Sarr[2];
$h = Sarr[3];
$x = $rs[hostnamel];
$y = Srs[argl];
H

mysql_close($link);

>
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<?php

$packettype =$ POST[pk _typel;

$hostname = $ POST[hostname];

$oid =$ POST[oid];

$value =$ POST[value];

$host = "rxEE",

Suser = "FFEE",

$password = "FFFE!,

$link = mysql_connect($host, $user, $password);
mysql_query("USE cacti;");

$sqll ="SELECT * FROM relation WHERE hostname = '$hostname' AND arg1 = '$oid"";
$result = mysql_query($sqll);

if ($num_row = mysql_num_rows($result) ) {

while ( $rs = mysql _fetch array ( $result ) )

{
echo "Match"."<br>"."Packet Type =" .$packettype. "|---|" ."Hostname =" . $rs["hostname"] . "|--
-|"."OID="". $rs["argl"] . "|---|" . "Value =" . $value."<br>". "Packet Type =" .$packettype. "|--
-|" ."Hostname =" . $rs["hostname_relation"] . "|---|" . "OID =" . $rs["argl_relation"] . "|--|" .
"Value =" . $value."<br>" ;
H
H
else {

echo "Not Match"."Packet Type =" .$packettype. "|---|" ."Hostname =" . $hostname . "|--
-|"."OID="".8%oid . "|---|" . "Value =" . $value."<br>";
H

mysql_close($link);

7>
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stfren] e,
CISCO
Process Switching Fast/CEF Switching
PP§ Mbpi PP§ Mbp1
T304-NSE150 3.500,000(PXF) 1792 No
800,000(RP) 409.6
7304-NPE-G100 1,099,000 562 .69 No
7301 79 000 40 448 1,012,000 521.22 No
7401 20 po0 10.24 300,000 1536 30-Dec-04
(Aso has PXF)
7000-RP 2,500 128 30000 1536 31-Jul-97
7500-RSP2 5,000 256 220,000 112.64 16-Feb-03
7500-RSP4/d+ 2,000 4.096 346,000 76.64 -Dec-07
7500-RSP8 22 000 11264 470,000 240.64 -Dec-07
7500-RSP16 29 000 14 248 530,000 271.36 -Dec-07
7500-\1P2/40 Puntsto RSP 60,000 — 95,000 307 —48 6 30-fpr-04
7500-\1P2/50 Puntsto RSP’ 90000 —-140000 46.1-717 15-May-03
7500-\1P4/50 Puntsto RSP' 90000 — 140000 46.1-717 15-Dec-07
7500-\1P4/80 Puntsto RSP’ 140,000 - 210,000 17 -1075 15-Dec-07
7500-\1P6/80 Puntsto RSP' 140,000 — 219,000 7171121 15-Dec-07
30000000 for central
7600-MSFC2(Sup2) 20,000 (500,000 for 10.24 forw arding of non-DFC traffic - 1536000
softw are-switched (25600) 15000000 for central or 1-bar-07
CEF) forwarding on non-DFC trafic 7.680.00
_ with classic line cards®
7600-MSFC2A(Sup32) 15.,000,000° 7.680.00 No
30000000 for central
7600-MS FC3(Sup?20) | 20,000 (500,000 for 10.24 forw arding ofnon-DFCtrafic — 1536000
software switched (25600) 15000000 for central or No
CEF) forwarding on non-DFC fraffic 7.,680.00
with dassic line cards®
7600-CEF256 15,000,000 per slot? 7,680.00 No
7600-dCEF256 (68 16) 24,000,000 per slot” 1228800 No
7600-dCEF7 20(6724) 24000000 perslot? 1228300 No
7600-dCEF720(67 xx) 43000000 perslot” 2457600 No
(ASR1002-F}YESP2.5 4,420,000 2,263.04 No
ASR1000-ESPS £,840,000 4,526.08 No
ASR1000-ESP10 17 590000 9,057.28 No
ASR1000-ESP20 25430000 1302016 No
10000-PRE1 2200000 (Aso has 2xPX F) 1,433.60 17-Aug-06
10000-PREZ 6,200,000 (Msohas a 4xPHF) 317440 1-Jan-10
10000-PRE3 9,500,000 (Aso has a 4xPXF) 4,864.00 No
10000-PRE4 10000 000(Aso has a 4xPXF) 5,120.00 No
10720 50 000 2558 2,000,000 (Aso has a 2xPXF) 1,024.00 No
12000 (Engine 0} 400,000 622.00 No
12000 (Engine 1) 700,000 2,500.00 No
12000 (Engine 2) 4,000,000 2,500.00 No
12000 (Engine 3) 4,000,000 2,500.00 No
12000 (Engine 444+) 25000000 1000000 No
© 204 Cls Syskems, e Allrghlresered . mpor Bnl nobes, pruacy s memenks, ard tademarks of CcoSyslems, . G be vurd on csco.om Page 3015

MWHYWINT A1 uaatoyalsz@nSa1m Cisco router
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Me. - Time Source Destination Protocel Info
1 0. 000000 | MM F et BXT-request
2 0.001396 SNMP get-response
3 0.002849 SNMP get-request
4 0.005059 SHMP get-response
5 0.0059386 SMNMP get-request
& 0.009311 SNMP get-response
7 0.010082 SNMP get-request
8 0.015869 SMNMP get-response
9 0.016583 SMMP get-request
10 0.018911 SHMP ger-response
11 0.019562 SHNMP get-request
12 0.023056 SHMP getr-response
13 0.023750 SNMP get-request
14 0.027249 SNMP get-response
15 0.027252 SNMP get-request
16 0.028731 SNMP get-response
17 0.029411 SNMP get-request
18 0.030953 SNMP get-response
19 0.031634 SNMP get-request
20 0.033165 SKMP get-response
21 0.033848 SNMP get-request
22 0.035323 SNMP get-response
23 0.0306083 SNMP get-request
4 0.038727 SMNMP get-response
253 0.039395 SMNMF get-request
26 0.040924 SHMP get-response
27 0.041601 SNMP get-request
28 0.044810 SHMP get-response
29 0.044815 SNMP get-request
30 0.047295 SNMP get-response
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