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Nathavuth Kitbutrawat 2008: Defending Sybil Attack and Eclipse Attack on Peer-to-
Peer Network. Master of Engineering (Computer Engineering), Major Field: Computer
Engineering, Department of Computer Engineering. Thesis Advisor: Assistant Professor

Jittat Fakcheroenphol, Ph.D. 37 pages.

Peer-to-peer networks allow users to share information, thus performing, at the same
time, as information producers and consumers. To increase the rate of information sharing, most
networks have very open policies for joining. This makes the system venerable to various forms
of attacks. More over, the lack of centralized control in peer-to-peer networks makes the

traditional defensive methods not applicable to the peer-to-peer settings.

This thesis considers two types of attacks in peer-to-peer networks: Sybil attacks and

Eclipse attack.

For Sybil attacks problem, we propose a local verification method that when using with
SybilGuard gives a worst case performance guarantee. The method check if identities around an
entity are honest. Under a small-world social network model with some parameter, this method is

proven to give a guarantee for any honest user with high probability.

For Eclipse attacks where a group of malicious users try to control or block information
from a target node to the other nodes, this thesis exploits the expansion property of peer-to-peer
networks to design a protocol for handling Eclipse attacks. More specifically, the protocol can
either ensure that either the user is under an eclipse attack, or provide a new peer that helps the

user breaks the attack.
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500001+un
WATIEH 5000 THua 50000 THua
K, d w E(w) | Var(w) w Ew) Var(w) w

3 25 17 0 17 17 0 17
4 20 13 0 13 13 0 13
5 16.67 10 0 10 10 0 10
6 14.29 9 0 9 9 0 9

100
7 12.5 8 0 8 8 0 8
8 11.11 7 0 7 7 0 7
9 10 6 0 6 6 0 6
10 9.09 5.7 0.48 6.18 5 0 5
3 125 84 0 84 84 0 84
4 100 63 0 63 63 0 63
5 83.33 50 0 50 50.3 0.48 50.78
6 71.43 42.6 0.52 43.12 42 0 42

500
7 62.5 36 0 36 36 0 36
8 55.56 32 0 32 32 0 32
9 50 28 0 28 28 0 28
10 45.45 25 0 25 25 0 25
3 250 167 0 167 167 0 167
4 200 125.8 0.42 126.22 125.3 0.48 125.78
5 166.67 100.6 0.52 101.12 100.2 042 | 100.62
6 142.86 84 0 84 84 0 84

1000
7 125 72 0 72 72 0 72
8 111.11 63 0 63 63 0 63
9 100 56 0 56 56 0 56
10 90.91 50.9 0.32 51.22 50.2 0.42 50.62
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M9 4 ugasnnueni ¥ lumsmugudmsunuuiiaeanimesiswdsavuia 5000uaz

500001+un
5000 Trua 50000 Tviug
K, d E(w) Var(w) w Ew) Var(w) w

3 7.9 0.99 8.89 7.9 1.60 9.50
4 6.3 0.67 6.97 6.4 1.17 7.57
5 54 0.84 6.24 54 0.84 6.24
6 4.6 0.70 5.30 4.7 1.06 5.76

100
7 4.8 0.79 5.59 5.4 1.07 6.47
8 4.4 1.26 5.66 43 0.82 5.12
9 4.7 0.82 5.52 4.5 0.85 5.35
10 4 0.82 4.82 3.8 1.14 4.94
3 32.5 2.99 35.49 25.3 3.40 28.70
4 24.7 1.06 25.76 19.2 1.14 20.34
5 19 1.15 20.15 15.3 1.64 16.94
6 16.5 1.43 17.93 13.1 1.91 15.01

500
7 14.2 1.40 15.60 11.8 1.55 13.35
8 12.4 0.84 13.24 10.8 1.62 12.42
9 11.1 0.99 12.09 10.3 1.34 11.64
10 10.2 1.03 11.23 9.3 1.89 11.19
3 62.7 5.50 68.20 49.6 4.67 54.27
4 47.3 4.99 52.29 37.7 2.67 40.37
5 37.3 3.37 40.67 28.6 2.41 31.01
6 31.4 2.12 33.52 25.3 2.00 27.30

1000
7 26.5 1.96 28.46 214 2.01 23.41
8 21.9 1.73 23.63 183 1.49 19.79
9 20.4 1.78 22.18 16.7 1.25 17.95
10 19.2 1.93 21.13 154 1.43 16.83
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