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Kanokwan Kaewthong 2012: Avoiding Fault using Rule Extraction from Bayesian
Network and Automatic Checking with Aspect Oriented Programming. Master of
Science (Computer Science), Major Field: Computer Science, Department of Computer

Science. Thesis Advisor: Miss Usa Sammapun, Ph.D. 73 pages.

In software development, we want to build software which can work correctly and
efficiently. Therefore, we need a technique to detect errors in the software. To be able to detect
errors, one can define rules specifying possible patterns of errors. However, in defining such
rules, developers need to investigate and understand the software comprehensively, which can
take a long time. Thus, using a learning technique to learn and extract rules can save developers’
time. In addition, once errors are found, they should be managed by, for example, avoiding
errors before occurring. Therefore, this research builds a failure-avoidance system to learn rules
from application-level data derived from the running software. The learning technique finds the
relationships between failures and behaviors that lead to failures and transform into rules. The
rules are used to detect possible failures while the software is running. Then, Aspect Oriented

Programming (AOP) is applied to avoid such failures.

Experiments in this work are divided into 2 parts which are (1) a rule extraction process
and (2) a failure-avoidance process. A racing game case study is used in the experiments. The
rule extraction process uses Bayesian Network in the WEKA tool to learn relationships between
failures and behaviors that lead to failures. Then, the relationships are transformed into rules.
The resulting rules are evaluated using performance measures and execution time. Finally, the
extracted rules are used to monitor software runtime behaviors to detect possible failures, which

are then avoided using Aspect Oriented Programming.

From the experimental results, we can accurately catch behaviors that lead to failure and

avoid them.

Student’s signature Thesis Advisor’s signature
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True False True False

Flbp)=0.01 | F{~bp)=0.99

True Falzz

Flhbida)=10.7 | Phbl~do)=0.01

F{~hbido)=0.3 | P(~hbj~do)=0.99

Trus
s Sy S —

F{~lolfo) =04

Family-out True Falze

Bowel-problan True Falzz Trus Falze

True F{do/fo bp)=0.99 F{do/fo,~bp)=0.90 | P{dorio,bp)=0.97 | P{dofo,~bp)=0.3
Falzz F{~dofo,~bp)=0.01 | F{~dodfo ~bp)=0.1 | P(~dofo,~bp)=0.03 | P(~dor4fo,~bp)=0.7
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P(lo) =anwinziluiidaTvsdunel

] <3| {1 [ 1 < a’.t‘ a Qy
P (loj~fo) = Anwiwzlunginsseregiunowdu s inudandd
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iiee9ni 189 11i§A1 P (lo) A5 139@8aMATP (lo) 93 1071

P (lo) =P (lo|fo)* P (fo)+ P (lo|~fo)* P (~fo)
=0.6*0.15+0.05*0.85

=0.09+0.04
=0.13
P{lo|~fo)P{~fo)
P (~fol|lo) = —
P{lo}
0.05+0.85
P (~follo) = ——— =032
0.13
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P(fo, bp, lo, do, hb) = P(fo) P(bp) P(lo|fo) P(do| fo, bp) P(hb|do)
3. m3ldsunsuBednyae (aspect-oriented programming)
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M3 150N FBIdnuae (aspect-oriented programming) 1YV UNTIVRIN T AL
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HanFumsiaunaniuana iy uatseasinaaravadansa lsauludiuves
A . 1 v o A Y A AS Y Ao J o o
common ¥ 3® secondary requirements imnuﬂmmﬁau"lﬂ o ni Iaanduilud sy
- o A A % @ Qall A Y 9 1 dy Y A 9 1 v o Y
HanFumsmausesimioudu doduieaiisldamari Bime ldanuswdunaz i l¥ins

a = a a A 42'
Weu lalsunsuilszans i nuunuu
3.1 MInuved llsunsussanyae

a a o A [y =) I 1
HUIAAYEINS LU SUNTUITIaNBME AD MIdarTouen ldsunsuoamtudaiu o
1 ad a o 3 o { @
38131 ADULES U HARAVIN (crosscutting concerns) 11N HITIINMTA IARANTZ 1882 11
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Tuganannsmihnduun sl (reusable modules) Mai1auveIms Ilsunsudadnyme vz
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3.2.3 Az (Advice) o MIMMUANTIINIUYD aspects HAZTZYNMTHINY

Nyadaauatiavesdwuziii 1dun

1. Before 9231311 munauNvzIN I ludimvesgasmmuingnszy
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E Display.update(); E
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91NN 6 advice AD Display.update() gnimualiimshaumaann
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Qy { a I'd
TJ51n53 (dynamic analysis) tazdn 2 Fuaz 1ddeyan launnmsimsizdmadou T sunsy
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(static analysis) ANU
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Tuaise Ididanessulaua D3 algorithm, fuzzy Inference, fuzzy Neural Network
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2. Fuzzy Inference l¥numamsainiivoyaluodaliiisane
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B nazdrulsuilie aelimshauasi
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1. @IUFAUNATEUU (system monitoring module) wiunaszuuhvune uazm‘u%’ay)a
A y o [ ] o 4 9 1
1/]llﬂ%Tﬂﬂﬁ‘I/IN"Iu‘U’ENig‘]ﬂﬂui%ﬂ‘ﬂi%‘ﬂ‘]_l LY uJmwummﬂmmwm&ﬂszmawaﬂmq

FudlF vinavesIra fludu duwaaslunmi 7 iiedelgedmdaly

cpu | ram | Newerk | Py ter LogPath
Latency MaxClient | FileSize | ...

81% | B4% 32sec | .. 12171580 27mB .| fhomelgjyoodlogsierror_log

58% | 40% 21sec | .| 1107150 1.2mB .| fhomelgjyoodlogsierror_log

3/% | 7% 1.7sec | ... 791150 2.4MB .| fhomelgjyooflogsierror_log

d‘ [} 1 9 d' 9 1 [
HMNN 7 mem@mwagaw"],ﬂmﬂmummmzuu
30: Yoo et al. (2006)

2. AU LUNUTLAUNTNEINT (resource level evaluator) FIHUATLAVVDINTNENT 114

A q v o a
sruuithwine e 19 1un5iauves fuzzy logic

3. ayudenuuus1aeelunsiiue (prediction model selector) i1t lumsiaen

o o { o 4
LL‘]J‘U%TQ’ENGlLlﬂ']'iVITHTEJﬁLﬁiJWgﬁiJﬂULWE]ﬂTiﬂ!

Y
4. FIUMNOUANTUADUVUVUT 1809 UM IMIUY (prediction model algorithm

executor) MUMNLDVI@09 1 UNITRIME

1 F4
5. @2u1l5u153 (model updater) dawansitiue Ia lldauudrasdlumsiiuens

4 & e lFlumsBeuiuazlSurlssdoyaluinudoya
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411398U99 Shunshan Piao azAMe (Piao et al., 2007) JAH 1A UDITNMIIANITANY
a °o W YA ) Ny a 79 = a . A
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mmuammauwuﬂugﬂuu‘Ummsuuﬂaﬂm/mmmmm%!,ﬂu (probabilistic dependency)
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CPU | RAM | Disk | Bandwidh |Packetvolume| ClientCount | Thraughput | Respansetime |

e diurm Low Medium Medium High Medium Mormal Marmal
| |Medium Low Low Medium High Mediurn Mormal Eror
L |Low High High Medium High High Warning Hormal
| |Low High Medium Medium Medium Medium Marmal Ertor
| |High Low Mediym Medium Madiumn High Marmal Marmal
| (Medium Low High High Medium High Marmal Marmal
| |Low Low Medium High High Low Warning Marmal
| |Low Low Medium Medium Medium Low Warning Enar
| |High Low Medium Medium Medium High Normal Hormal
| |Mediom Medium Medium Medium Low Low Error Normal
| (Madium Low High Medium Low Mediurm Martral Watning
__|Mediom High High Medium Low Mediur Error MNormal
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u

301 Piao et al. (2007)



23

Ay @ a s t4
ﬂluQTH?ﬁ]ﬂﬂgﬂﬂa@Qﬂ‘Uﬁ$‘U‘Uﬂf’JllW'Jmf’)iﬁflﬁ3°]JULLﬁﬂQ%@HﬁﬂJ@QLﬁ@!ﬂTiﬂ!LLUD
: [ @ P 1 o a a @ og.l'
real-time “?\1ﬂgflﬂ13ﬁﬁlﬂ@!mgﬂﬂﬂif’leVi@]‘ﬂTﬁﬂ!ﬁﬂ”lﬂ'J”l%%Vnnlﬁ)LﬂWﬁI@WﬂWﬁW] UONIMNUUIL
=t o o a g v Ay v v J ' 5
1Ifnﬁﬂiﬂﬂéﬁllﬂﬂﬂ?ﬁﬂﬁﬂ?ﬂﬂ?ilﬁﬂﬂgﬂ?ﬂ’ﬂﬂﬂl@yjﬁﬂllﬂﬁ'l‘1_|i'JﬂJUl'JLLﬁ$WTﬂ1ﬂ’NJJ1Hﬂ$L‘1JH

9
o @
VRIUNANITUUY

a Aa A < 1 4 ¥
msisziiulszaninmuaadliuindolidoyalumaFouiuinuz ldnarlums

Fouduuuasudoeranainanad

MUYV Chun Yuan HazANE (Yuan et al., 2006) Wuauonisaamsilyniedi
@ wa A A a 9y a d? Jq 9 o o 9 Y
o Tulid iesnnieszuinaderanaiadudldinzimsud luilymareaueslasns
9 ax FY A 1 v A A 3 I Y & uazl ax 9
AuIsmaudlgmaiaie wu mivde dwmesiia Hudu daueasdsmaudilgm
Y [ F4 1
wiai luasesnuilamimedunse Tienunsoud luilym 1A iesandldszyilym ligndes

Y
[ Y

a ] 1 L4 4 {
A9l Yuan 1919 doyannAnssuvesssu 5 509500manNIsiunsz Ui NIg

v w I v VY Y ¥ A A ' vq ¥
ﬂ’?ﬂllﬁiJWU‘ﬁaluﬂTiLLﬂfﬂﬂJﬁHmuﬂ'lﬁalﬁEjalslfllﬂ{lfgﬁnﬂﬁ LW@ﬁﬂﬂTiNﬁﬂuu‘ﬂiﬁUi’)\iﬁﬁlcﬁ

Y
%

YUADUNMTHIUUDI Chun Yuan tazame aaaslunind 9 Taaed ldwuilym

' v
AlFaunsadlaldanuszuy Taodud luilym (troubleshooter) azinaunine lvinailaywid

L] g

4 ]
v A

= < A a dg' =Y v A Y a S A g
BNATIUNBNUIIVIIUDINITNINAVU Glummzmmﬂuﬂ%Liuﬂummmmmimmamu

o w 7 = 1 ' = Y] 3 v S v
i']‘U‘i'JllaW]ULW@!ﬂWﬁﬂ!ﬂJﬂﬁi%UUﬂ%%Lﬂﬂﬂlu LB ﬂTi!ifJﬂGl“b' system call L‘]_]uﬁu mﬂuuﬂmy,a

v o o

I ll 1 % [
v2gMUBgIU trace log azazgnds lGdIs 1N (classifier) FavznsoaazdlSulieguuy

QU

] ' Y = a <Y AN Yo o Y =2 o
ﬂlﬂﬁﬂlﬂyjaﬂﬂullﬁ’Jﬂ\i’JLﬂﬁ1$1’?GUfJ1Ja“VIllﬂ'i‘Ull1LLﬁ$'i$uﬂuﬁ@ﬂﬂﬂfﬂﬁﬂﬂﬂﬁJﬂﬁ1ﬂﬂﬂﬁﬂ‘U
P 91 Yy A& 19 Ad 9 o
WiQﬂﬂ13il!“V]Lﬂ‘UiﬂﬂiﬁﬂulﬂﬂﬂuﬂuWu“ﬁ\?@gcluﬂlﬂ‘UGUfJiJ”a (knowledge problem database) NUU
' an ] ~ Y o o o Y £ °
531J1Ji]$ﬁ'\‘lﬁ1l1’iﬂua$']‘ﬁﬂWiLLﬂ‘ﬂiUu?ﬂﬂﬁ@ﬂﬂﬁ@Qﬂu]’lﬂﬂiﬂ'}uﬂvlsll{linﬂ HIFNWITOUUTUD

o o 1 Yo 9YqJ A 9 o 4 @ val) ¥
51831”%@\1?\1!&”3”11“ﬂ'liclf’f]ullcﬁuslﬁﬂuQi%ﬁi@llnﬂigﬂ\ulﬂllsl]ﬂmuﬁ’liﬂﬂ@ﬁiuu@]llﬂ



24
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- (4
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Tracer Problem DB

a9 naasszuund lilgmon Tulia
31: Yuan et al. (2006)
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o a v o d 1 a { a o
PotmuadununntazesueanuduiussznIamatianlFlumsiszitiuguamny
Y o Y A q v A ) Y
Ponruaauauw e ldlunslsziiuguniwveslassaielisunsuaz a9 1o
ad v o yy A& .. . Ny o o A ~
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o < ! 1 N . . .
dnnlmiuldsunsunlnauazlinnududounin n13ade activity-based quality model ¥4
v v y & o N ¥ o o = Yo ¢ = S ag
Tdsunsuldnsudmuazgndestiuansnit Iden auiu Wagner 39 ldtiuudiFowiaisn

nldivesslumsianmninlaglddoyasin activity-based quality model

aw o .. . : - -
Tua3de lasidoyaan activity-based quality model ¥91/52NOUAY activity BTy
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{1 1 v o J 1
FAaNdInanIENUAAUN MY Tsunsuay fact AD ANUFURNUTIZHIN activity 1O
wa .. 3 ) Y J A < ad a
AaauiAve activity IagnaasagmimmadlveglugdTvualudseuiaisa Taaisy

namsiruat g lunsianseinelscanTamues activity 15 11 THuvea
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~ 9 9 091' [ 1, . [ .. A 1 -4
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UIVBVYDY Yuyang Liu lazase (Liu et al., 2008) nauemsnimonul 1vulums
a 9y a . Y o 2 ad A ) a sy ¥ v w
INAUDNANAA (failure) TaglHudseuiaisn Iﬂﬂla@ﬂﬁlsﬁWTiTNm@iﬂqﬂﬁﬂﬂ 1200019
Aa a 0911 o d' 9 = v Aad
U32ANTNIN (software metric) nniusziwan lduSeuiieunuls logistic regression Loy

Naive Bayes
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Fan OUT (FOUT) : 91UIUY94 method calls

Method Lines of Code (MLOC) : 911 MUTINAVDY code N8 method bodies 13

FINVTITNAINMAL comments

3.
4.

MHUA

9.

10.
11.
12.
13.

Total Lines of Code (TLOC) : NUIUVITNAVDY code ﬁmmnlu"lvlﬁﬁgﬁaﬂ
Number Of Methods (NOM) : §1191 methods gni3onIanluIvdfidmua
Number Of Attributes (NOF) : 314724 attributes 1H1W§ﬁﬁ1ﬁuﬂ

Number Of Static Methods (NSM) : 9149U static methods 1H1N5ﬁﬁ1ﬁuﬂ
Number of Static Attributes (NSF) : 914U static attributes “lu"lv\lﬁﬁﬁmm

. S v 0 A a 1 ua/' I
McCabe cyclomatic complexity (VG) : 18119 flows Mtnaluiaazasaluludn

Number of Parameters (PAR) : 914U parameters Tu scope ‘ﬁmﬁuﬂ

Nested Block Depth (NBD) : mmﬁﬂmm%yu blocks U84 code °lu”lﬂﬁﬁﬁmu@
Number of Interfaces (NOI) : 91421UD1 interfaces ﬁwmiu”lvdé’ﬁﬁmuﬁ
Number of Classes (NOT) : 914UV classes ﬁ”wmiu"l,wéﬁﬁmuﬂ

Pre-release Defects (pre) : 1UIUVDY non-trivial defects ﬁgﬂﬁwqmmﬂiu 6 190U

AgANDUINTIHUY

v A
AOAND D

Post-release Defects (post): 914 IUUB non-trivial defects ﬁgﬂﬂmmmﬂu 6 190U

UINHAIINT MUY

' o J Y . < ..
INHANMINAABINVINVT 18091 %A1 False Negative 11114 0.0522 1182 True positive

g 9 P J A o ~ ~ v ax A S
i1 0.6103 uaz ldmanugndeuiu 0.8651 e luSeuieunuismsouaziium

o 2o Y a Y a ] Y o ~
LUJ°]_J%1ﬁ'ﬁNuﬂWUWﬂ!Luﬁ]TuNﬂWi!ﬂﬂﬂl@WﬂWﬁWﬂqﬂgﬂﬂﬂﬁﬂﬁllﬁﬂﬁiuﬁTiNTI 1
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a ) ~ a A v and
M50 1 uaasmsseuneudssansnnnuisou

FN rate TN rate Accuracy
logistic regression 0.337 0.621 0.711
Naive Bayes 0.2575 0.3327 0.7310
Our approach 0.0522 0.6103 0.8651

37: Liu et al. (2008)
a v d'd' Y U Y Aa d' o U o .
2. 9 tmma3611aQnumﬁmmaemawﬂwmﬂimmzmz‘u‘umm‘mem (runtime

verification)

U8V Insup Lee tazAme (Lee etal., 1998) HuaHo framework 11N15ATIVEOU
Y a = o v o LA A o Yo Yq Y =
GUE]WﬂWﬁ?ﬂiﬂﬂlﬂ!%ﬂi%ﬂﬂﬂ?ﬁﬁﬂ"l\ﬂu@QLW@LWNﬂ?W?J?JHGl%Glﬁﬂ‘U@1%’3158‘]J1|’fﬂll"lﬁﬂ‘ﬂfﬂz
o Yy Y 9 9q 9 o 9
VlN"ILlllﬂ’e)le‘Qﬂ@'l@Q@ﬁ\i@ﬂﬂﬂ?'ﬁﬁ]ﬂ\?ﬂﬁﬂl@ﬁﬁdi% Tﬂﬂmmﬁma%ﬁ@mzuummagalu
Y
TUADUVDINITDONUUY (requirement specification)

Ao 9 dd" [
Glu\ﬂu%]ﬂfﬂgﬁiN framework IﬂﬂiJWUﬂTH?JT%Tﬂﬁﬂ'I‘ﬂﬂElﬂiiml‘]_l‘]_lﬁ'ﬂlﬂmlag
E4

f3539901 (monitoring and checking architecture: MaC) A5MINIZATNAOLANIZNMTININIY

‘ﬂmgﬁummi LU H9 monitoring and checking architecture Usznoulidqe

< 1 A A Yo A @
1. filter !ﬂuﬁ?u‘ﬂgﬂﬁ@ﬂllﬂiﬂaQGlUIﬂﬁllﬂﬁilﬂﬂzllﬂﬁﬂﬂ']i@lﬁ'lﬂﬁﬂﬂw‘lﬂﬁﬂﬂ

A A 9 o 1 9 @ @ .
WMANITUNNYIVDINUNITATIVADUY LFU GU@iJuaﬁ'Jllﬂﬁ llﬂfN event recognizer

2. event recognizer 25’ Uslgljm,luaiﬂﬂ filter uuyﬂaﬂﬁ’@fﬂu high-level ol run-time

checker 1114o3a high-level 1 15l umsasiaaon’la

=

. P 9y Yo
3. run-time checker %gﬂﬁ’J%ﬁ@ﬂﬂﬁ?ﬂgﬂ@lﬂﬁﬂlﬂﬂi%ﬂﬂIﬂﬂcl‘]f"ll’émuﬁ‘lfl ATVNIIN

. o o o . . .
event recognizer HALATIVADUAAVUDUWANITUAIN requirement specification
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v ' v Y
MIMIUVON framework ALAAITUAINT 11 LISUAWATUADUNITODNLUVY (design
Y Y
phase) Taginsmiua requirement specification MU uduaoumMsHaLN (implement
= =S 9 . . . A 9 a P 9 [

phase) 921in31%gu TAa 11 monitoring script tie 141 umsesunamamssindesmsithdauna

4 [ 1
tagluTunduNINIIY (run-time phase) 3LiMsuNsnIAABTURALBTATIVIDY TABLilD

. A Y ] [ [ ag = Yy A A Y 9Jq ¥
run-time checker W%TiimLLMW‘UN‘J%‘UU@Qﬁluﬁmuz"lﬂJ‘lJﬂ@ﬂ%zummﬁ]ﬁmaumﬂiﬁﬁﬂ%

NIy
System - Static analysts & Requirement
Design Specification Specification
Phase
System Monitoring
Bnplenendiiily Implementation Script
Phase
Low level Events
Informnation | Eyent v .
Run-thne System . Run-time
Phase Recognizer Checker

M 11 taaslaseasiaves monitoring and checking architecture: MaC
N3: Lee et al. (1998)

11398994 Klaus Havelund 11 Grigore Rosu (Havelund (48& Rosu., 2001) UAAUD
M3ATINAOUANUYNABY UV BZNTZUVFIEH11UAY Java PathExplorer (JPaX) 1o 1411
o [ 4 o
ﬂ']ﬁ@i'JflJﬁ’E‘J‘Uﬂ']ﬁVI'N']usU@QI‘]JﬂLﬂﬁ1]‘0']')'] Iﬂﬂﬂ']ﬁﬁﬂﬂﬂ"fﬁ]ﬂ']ﬁmﬂ']ﬂﬂ']iﬂ']ﬂTuﬂl@ﬂIﬂillﬂﬁ1]
a o o { o @ o ' .
LLﬁZ'JLﬂﬁ'lgﬁlﬂi{!ﬂ']ﬁﬂ!‘llﬂ!gﬁI‘]_Iﬁllﬂﬁllﬂ']a\?‘ﬂﬁlﬂ']u Iﬂﬂﬂﬁ?ﬁ]ﬁ'ﬂ‘ﬂ 2 YN ﬁ@ logic based
monitoring L& error pattern analysis Tag logic based monitoring 9&AT IV ULAZAAN NN
mau laalseumneuny requirement specification “dﬁﬂleldjﬂu@gﬂugﬂ high-level logic &U error
. a o EL o 9 o AR A
pattern analysis 9 3R EMIgMIa lTumsiia Taglddanesnunamnsaseyguuulums

a 9 a =S 9
LﬂWU@NﬂWﬁ'lﬂ%']ﬂﬂTilsUﬂuIﬂﬁuﬂﬁ1]11@
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Mwdl 12 naasTasead19msRNuYed Java PathExplorer Tavidoyaiigszuy
Usznoudae 2 du Ae Tlsunsunmiieglugalues byte code 11ag specification script ¥4
Tilsunsunmiieglugilues byte code fio Talsunsudiagiiunldlunsassaen uas
specification script 92 19 umsimuaveualunmsasisaoumsiau Tasazuaainalugll
Y9490 NUUIUAD UKD msﬁmmm’%&umﬂmiﬁ’qmmuazﬁﬂ%’umamm‘fmmfmqu

@ [ S A o . . .
sffaga"lﬂmTﬂigmﬁmmmmimgﬁamaﬂﬁ@umsmqmmu specification script

Specifications

Instrumentation

Java Observer
Program ——
Deadlock
Compile ‘{]
= Datarace
Bytecode B
' £ LTL  [1] Maude
Insmunent‘{’ 1
Instrumented =
Bytecode

MW 12 uaaelasaasiaved Java PathExplorer

31 Havelund 1422 Rosu. (2001)
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Healing System (Yoo et al., 2006)  uuusiasdiiazimnlslumsinneuaziaonisns dorawaraniuin latiosni
Y & d? L% Ja a dg’ A =} [y 9 .
unilymasazvuediumgmssinnavuluss (otMeu U3 1% ID3 algorithm
° a 1 1 4 o
2 2006  Automated Known Problem Wnauems 19wgAnT sNYeTTUY U Tessoaiamsal  ansoibwnldlumsud la
v o J A 1 1
Diagnosis with Event Traces (Yuan 1uszuy inlslumsmianuduiusiiondilaymiods Py lduannugndesluns
] 4
et al., 2006) o Tuiid tieaamslidus o 19 uf lvilgezduegiusman
9 9
Toyalugiuvoya
3 2007 Root Cause Analysis and Proactive W U@UBITNMIIAMIANMAANGIAA NS UTZUVYA msisziiulszaninmuaasli

Problem Prediction for Self-

Healing (Piao et al.,2007)
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4 2008  Predict Software Failure-prone by Wrauemsinnenn Tdulumsnaderanaia suuaesangatienu Ty
a sa a a a 1
Learning Bayesian Network (Luiet  (failure) Tonglmisifimesi launanmsilsziiu msinadoranaia lagndeanni
Y 9 d 3 ad A = = v Aax A
al., 2008) Tn398319904 code Iag 1 H1udimauITinns A enlTeumeunuITMIoOU
. o 9 o [ = ~ 9 @ [~ A
5 2009 Bayesian Network Approach to WraueMIaNUUIaeImMsIanunuNUaFey  wan lavinmanaaoade ludui
3 ad 4 a o o 4 @
Assess and Predict Software Quality a3 aiemsUsziliuaziiunenmunInyod wolaniniitesnndelinanseny
o o A { o 1 a
Using Activity-Based Quality Models  T1/sunsuilszgnd lag1ddoya0in Activity-based ninilaseouq el lanansan
d d' a9 d' =
(Wanger, 2009) quality model 1o n lifideyaiiiisne
6 1998 A Monitoring and Checking 1aUD Framework Tumsaslvaoudonanaaly aunsonsINaeuvenanainly
Framework for Run-time Correctness VN3 UuMaIMueg lasasiaaeuszuuny yuzhszuusiaehnued lduas
Assurance (Lee et al., 1998) requirement specification onuveranainzinnsudufon
7 2001  Java PathExplorer - A Runtime inaueminsvdounNgnAsslurmziszuUMas  awsonsvaeumsiauIay

Verification Tool (Havelund and

Rosu., 2001)
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1.1 Lﬂ?ﬂﬂﬂﬂuﬁﬂmﬂglntel Celeron® CPU 2.20 GHz 2.19 GHz, 752 MB of RAM Hard

disk 40 GB
2. wouldnas

2.1 Microsoft Window XP Professional Version 2000 Service Pack 3
2.2 Eclipse -java-galileo-win32

2.3 Java Development Kit (JDK) jdk-6u23-windows-i586

2.4 Racing Game 1.0

2.5 WEKA

2.6 Aspect] 1.5.4
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Vehicle vehicle = numll:;
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state = (Body.State) args[l]:
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System.out.printlniar):;

CornerSection corner = null;

if (ar instanceof StraightSection)
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StraightSection str = (StraightSection) ar;
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Test outcome  All (29,161) 0.5 up (205) 0.6 up (204) 0.7 up (203) 0.8 up (123)
Sensitivity 0.9936 0.9827 0.9823 0.9823 0.1380
Specificity 0.8794 0.9329 0.9329 0.9340 0.9803
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Specificity 0.9045 0.9714 0.9714 0.9714 0.9714
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Abstract

Nowadays, keeping applications running with
as few failures as possible is important and
necessary. If failures are less, reliability of the
applications would likely increase. In an
uncontrolled environment, testing is not enough to
ensure reliability because it is impossible to test
all exhaustive cases. One way to increase
reliability is to try to detect possibilities of failures
before occurring and try to take different actions
to avoid failures. This paper proposes rule
extraction for detecting possible failures using a
Bayesian Network, a classifier used to find
correlation of interesting events where correlation
is a conditional probability between the events. In
this paper, interesting events represent failures
and behaviors that could lead to the failures in the
applications. Their correlation is then computed
as conditional probabilities which are then
transformed into rules of the form IF-THEN
statements. Qur experiment is done by learning the
correlation and extracting rules from a log file of
a running application. We evaluate our approach
using sensitivity and specificity measures. The
results of the experiments show our approach is
accurate.

Keywords: fault-avoidance, fault-prediction,
runtime verification, Bayesian networks, rule
extraction

1. Introduction

The challenging problem in the application
development is to find and fix all the faults.
Testing can help discover only part of the faults
because it is difficult for testers to imagine and test
all possible scenarios in all environments.
Therefore, no matter how careful and
comprehensive the developers and testers are,
there can still be faults left in the applications,
especially when the applications are used in an
untested sequence of operations or in a different
environment from which the applications are
tested. Therefore, a technique that can help avoid
faults or failures after the applications are
deployed can increase reliability. Various
researches have been done to detect faults and
potential failures and/or avoid them such as works
in the fields of fault prediction and avoidance

* Corresponding Author

[1,2,5,9,14,15,16] and the field of runtime
verification [4,7,8,12].

In this paper, we use the words ‘fault’ and
‘failure’ in a similar manner as how they are
defined in [3] as follows. “A failure is a departure
of the system or system component behavior from
its required behavior. On the other hand, a fault is
an accidental condition, which if encountered, may
cause the system or system component to fail to
perform as required.” From the definition, we
define further that a fault is like a root cause of the
failure. A fault can produce internal behaviors that
could lead to external behaviors that deviate from
required behaviors. These external behaviors that
deviate from required behaviors can be considered
as failures. We also define abnormal states of the
application as failures. We use the terms failures
and abnormal states interchangeably here.

Researches in the fault prediction/avoidance
field are interested in faults while researches in the
runtime verification field are more interested in
behaviors that lead to failures since failures can be
avoided even though faults are present. This paper
is more similar to the latter group of researches.

In this latter group of researches, developers
need to know about a set of events that lead to
normal states and another set of events that can
lead to abnormal states. Once we differentiate the
two sets, we should be able to detect abnormal
internal behaviors and provide alternative actions
to avoid potential failures. To determine which
events or behaviors lead to normal or abnormal
states, we need to have knowledge about the
application in terms of relationships between
failures and behaviors that could lead to failures so
that we can collect or log data such as variable
assignments or method invocation appropriately.
The relationship can be obtained in two ways: (1)
extracting from various sources such as
documents, specifications, or experts and (2) using
existing learning  techniques. In runtime
verification, this relationship is presented as
logical rules derived from software specification.

One of the problems in runtime verification is
how the developer comes up with specific rules in
the first place, especially if the document is not
available or not easily understood. Our proposed
work tries to solve this problem by using learning
techniques such as Bayesian Networks to extract
the rules from behaviors of the applications. After



we learn the rule, our next goal (to be done in our
future work) is to use the rule to detect failures and
try to avoid the failures before they actually occur.

We evaluate our approach with experiments
using Bayesian Networks to determine the
relationships and probabilities of failures and
events that could lead to such failures. The
performance measures which are sensitivity and
specificity show Bayesian Networks are quite
accurate in determining relationships between
failures and events leading to failures. These
relationships are then used to generate rules to be
used in monitoring a running application.

The remainder of this paper is organized as
follows. Sec. 2 provides related work. Sec. 3
describes related theories. Sec. 4 proposes our
approach. Sec. 5 describes experiments and
analysis. Section 6 presents the conclusion and
future work.

2. Related works

We divide related works into two groups which
are runtime verification and software fault
prediction.

The goal of runtime verification [4,6,8,12] is to
verify that a program runs correctly by detecting
whether the program reaches abnormal states in a
very similar manner as our work. In runtime
verification, developers must specify rules in
various types of logics such as propositional logics
or linear temporal logics to represent behaviors
that lead abnormal states. The rules are then
transformed into a runtime checker, mostly in the
form of a state machine. When the program is
executing, the runtime checker is running in
parallel and receiving log events from the running
program. If the runtime checker detects abnormal
states, it will notify the developer or try to avoid
the abnormal states. The events collected in
runtime verification are usually internal behaviors
such as variable assignments or method
invocations. The similarities and differences of
this field and our work are already stated in
Section 1.

There are several existing works in software
fault prediction as surveyed by Catal [1]. Catal
studied statistical-based and machine learning-
based fault prediction work published between
1990 to 2009. The survey shows works in this
field use metrics such as a number of methods,
McCabe cyclomatic complexity or a combination
of many of them with techniques such as logistic
regression, classification trees, etc., to predict
faults. More specific works using Bayesian
Network to predict faults are presented as follows.
Yuyang Liu et al. [9] use a suite of software
metrics such as a number of method calls, a
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number of lines of code inside method bodies, and
other metrics as parameters for Bayesian Networks
to learn whether there could be defects within the
module or not. Wagner [14] uses Bayesian
Networks to assess and predict software quality by
learning  which attributes of a system,
environments, and an organization such as system
redundancy, environment constrained-ness, or
personnel turnover could lead to activities such as
increase in maintenance effort. This group of work
is similar to our work since they use Bayesian
Networks or similar learning technique to
predict/assess reliability of the system. They differ
from our work since they use software metrics
instead of internal application events as parameters
to the Bayesian Networks.

Other works close to the software fault
prediction are presented in this paragraph. Yoo et
al. [15] analyze four prediction algorithms: ID3,
Fuzzy Logic, Fuzzy Neural Network, and
Bayesian Networks, and present an approach to
combine the algorithms together to predict error
occurrences where parameters to the techniques
are system-level rather than application-level data
such as CPU wusage, memory usage, and
bandwidth. Our work uses application-level data
such as variable assignments. Piao et al. [11]
present learning and analysis to determine root
causes of failures using Bayesian Network. Again,
parameters used in their paper are system-level
performance metrics such as CPU usage. Yuan et
al. [16] use an n-gram model and the SVM
classification algorithm to analyze the trace log of
events and predict root causes of problems. This
work is similar to our work since it collects events
such as system calls rather than performance or
software metrics. However, this work uses
different approaches with a different goal from
ours.

3. Theories

3.1. Failure detection and avoidance
Our work relies on failure detection and
avoidance which are usually done as follows.
Monitoring: While the system is running, the
monitor collects the events related to failures.
Analysis and decision: Events are then
analyzed to determine whether they could lead to
failures using specified or learned rules.
Avoidance or recovery: Once an abnormal
state is detected, the fault-avoidance technique will
select a possible response mechanism to avoid
each possible failure.



3.2. Bayesian Networks

A Bayesian network [6] is a causal graphical
modeling that describes the relationship between
events that we are interested in. A Bayesian
network is represented by a Directed Acyclic
Graph (DAG) where nodes represent variables or
events and edges represents relationships between
events as shown in Fig 1. The process of Bayesian
Networks can be divided into two phases: (1)
structure learning and (2) parameter learning. In
the structure learning, nodes and edges are
determined based on dependency between the
nodes. Parameter learning quantifies the
dependency by computing Conditional Probability
Table (CPT), which is a conditional probability
distribution for each node in Bayesian Networks.

Figure 1. A Bayesian network graph

4. Overview of the our approach

Our goal illustrated in Fig. 2 is to learn causal
relationships between failures of an application
and events that could be behaviors leading to
failures from our collected data. Then, we use the
learned relationships to implement rules to
monitor the actual application during runtime to
detect events that could lead to failures in order to
avoid the failures before they actually occur. In
this paper, we present the first part of our goal,
which is the rule extraction process, to learn causal
relationships and build resulting rules to be used in
monitoring the application.

Our approach can be divided into four steps as
follows. First, we collect and log data where log
data contains application-level information such as
variable  assignment events  with  their
corresponding values and failure events. Second,
we use Bayesian Networks to learn relationships
and probabilities of the wvariables. Next, we
evaluate the results to validate that Bayesian
Network can help determine which behaviors
could lead to failures. We use the WEKA tool [17]
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for the learning process. Lastly, we generate rules
from the relationships.

In this paper, a case study of a racing game
[10] is used in our experiments to show our
approach. Although the application seems trivial,
the concept and the result can be easily applied to
other more complicated applications. The
following sections describe the steps of the rule
extraction process in more details. To help
illustrate the steps, the case study is described in
parallel.

4.1. Data collection

The data collection is a very important step in
this paper. To choose which data to collect, we
assume developers have general knowledge about
the system and know important variables to log
but do not know exactly and specifically which
variables and which values could lead to failures
and thus need to use Bayesian Networks to learn
that.

We collect data by manually instrumenting the
code with log statements and adding an additional
variable colliding to keep track of our defined
failure state. In our work, we do know what the
failures or abnormal states are but we do not know
which events could lead to these abnormal states.
We thus need to use Bayesian Network to learn
these events. Although a collision is not exactly an
abnormal state in a racing game application since a
collision is in the game logic, we however define
collision as abnormal state here so that we could
illustrate our concept using this example. As our
future work when presenting our avoidance part, a
larger case study with a more realistic abnormal
state will be used.

In this case study, we collect data from the
racing game. This racing game written in Java has
a GUI window with a racetrack and a car. A user
uses four keys up, down, left, and right on a
keyboard to maneuver the car. This keyboard input
causes changes to variables such as drive, steer,
and speed where drive has three possible values
noKeyPss, motorOn and reversing, steer has three
possible values noKeyPss, steerRight, and
steerLeft, and speed is an integer with value from
0 to 10. These variables consequently cause
changes in the position of the car, which is
represented by variables x and y.
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4| Rule Extraction Process Ii

Figure 2. The architecture of fault

We define the abnormal state as a collision
with a border of the racetrack where variables bx
and by represent the inner border of the racetrack
along the x axis and the y axis respectively, and
variables bxw and byw represent the outer border
of the racetrack. The racetrack has a rectangle
shape with rounded corners and is implemented
with two subclasses of the same superclass
representing the straight part and the curvy part of
the track. We therefore distinguish between the
straight track and the curve track. Both types of
tracks contain the same variables described earlier,
but the curve track has additional three variables
left, top, and dis where left and top indicate which
corner and dis represents radius of the curve.
Finally, the variable colliding, described earlier,
with values Positive or Negative represents the
state of the program whether it is in the abnormal
state.

4.2 Learning by Bayesian Networks

Our next step is to use the WEKA tool to run
Bayesian Networks to determine relationships
between variables and the normal/abnormal states
and compute the conditional probability table
(CPT).

4.3 Evaluation

After the relationships are learned, we need to
evaluate such relationships. In this paper, we use
sensitivity and specificity as performance
measures for our binary classifier. Sensitivity is a
probability that a test result will be positive when
the failure is present and is equal to true positive /
(true positive + false negative). Specificity is a
probability that a test result will be negative when
the failure is not present and is equal to true
negative / (false positive + true negative).
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avoidance system.

4.4 Generating Rules

From the graph resulting from Bayesian
Networks, we choose interesting relationships
where their probability values are significant and
generate rules from the chosen relationships. To
determine which probability values are significant,
we have done a simple experiment to compare
sensitivity and specificity after using the chosen
relationships to find failures instead of all
relationships from Bayesian Networks. The chosen
relationships have probability values greater than
0.5, 0.6, 0.7, and 0.8. The results of the
comparison are described in Section 5. This
number can be easily adjusted based on how safe
one wants the application to be, and it should be
different for different applications. A more
sophisticated technique such as statistical testing
or fuzzy logic can be used to determine this value.

After we have chosen the relationships, we
post-process the relationships by combining some
of overlapping or continuing relationships
together. For example, consider Table 1. Here,
there are three relationships with variables drive,
speed, bxw, byw, x, y and their ranges of values
that leads to an abnormal state. The relationships
have the same values for drive, speed, bxw, byw,
and x whereas the values for y are different but
continuing from one relationship to another. Thus,
we can combine, without changing the meaning,
all three relationships into one where the resulting
values for drive, speed, bxw, byw, x, and y are (-
inf, 3.5], (-inf, 96], (-inf, 256], (0.5, 11.5], (96.5,
222.5].

The generated rules are in the form of IF-
THEN statements as follows: IF <conditions> and
THEN <actions to avoid failures> where the IF
clause is the chosen relationships to detect failures,
and the THEN clause is the second part of our
research to avoid failures, not presented in this

paper.
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Table 1. The examples of relationships of the straight track.

drive speed bxw byw X y
motoron (-inf-3.5] (-inf-96] (-inf-256] (0.5-11.5] (96.5-109.5]
motoron (-inf-3.5] (-inf-96] (-inf-256] (0.5-11.5] (109.5-207.5]
motoron (-inf-3.5] (-inf-96] (-inf-256] (0.5-11.5] (207.5-222.5]

Since to avoid failures we need to put the IF-
THEN rules within the application, we therefore
measure the execution time for the IF clauses to
see how much the application would slow down.

5. Experiments

This section presents the experiment of the
racing game [10] case study and its results done on
a computer with Intel Celeron® 2.20 GHz CPU,
752 MB RAM, 40 GB hard disk. As described
earlier, events of user inputs' variable assignments
and events of collision are collected as our datasets
to be learned by the Bayesian Network using
WEKA software. Since the user inputs depend on
the structure of the racetrack, we provide separate
results for the straight and the curve section of the
track. The resulting graph and its nodes
probabilities are then used to select interesting
correlation and to generate rules.

5.1. Results from straight track data

The dataset used in learning in the experiment
consists of 8,579 records. The records can be
divided into the actual class of Positive of 4,799
records and the actual class of Negative of 3,780
records where Positive means collision. The
dataset used in testing consists of 18,056 records
total. The records can be divided into the actual
class of Positive of 2,376 records and the actual
class of Negative of 15,680 records. The result is
presented as True Positive, True Negative,
Sensitivity, Specificity and execution time used at
the IF clauses of rules as shown in Table 2.

Table 2 shows the performance of learning
behaviors leading to failures using Bayesian
Networks having all relationships and having
some relationships with a probability more than
specified thresholds. Here we choose the threshold
to be from 0.5 to 0.8. There are 205 rules
generated from 0.5 probability value threshold.
Similarly, there are 204 rules, 203 rules, and 123
rules for the 0.6, 0.7, and 0.8 probability value
thresholds, respectively.

5.2. Results from curve track data.

The dataset used in learning in the experiment
for the curve track data consists of 7,611 records.
The records can be divided into the actual class of
Positive of 4,495 records and the actual class of
Negative of 3,116 records where Positive means
collision. The dataset used in testing consists of
6,354 records. The records can be divided into the
actual class of Positive of 1,314 records and the
actual class of Negative of 5,040 records.

The performance of using Bayesian Networks
is shown in Table 3. For the curve track data,
because all the relationships that lead to collision
have probability values more than 0.9, all 0.5-0.8
probability values result in the same number of
rules and thus the same values for sensitivity,
specificity, and execution time.

5.3. Discussions

The experimental results show that using
Bayesian Networks to build a quantified
relationship graph between failures and behaviors
leading to failures produces quite accurate
prediction of behaviors. We have also shown that
we can use a subset of resulting relationship graph
to build rules. The results of experiments show
that when using all relationships and a subset of
relationships from Bayesian Networks, we can
catch behaviors leading to failures accurately
based on high values of sensitivity and specificity.
The performance using the subset of rules is based
on the thresholds which present tradeoff between
accuracy and efficiency. When wusing all
relationships, both sensitivity and specificity are
high. The higher the thresholds, the smaller
number of rules and the lower the specificity
because true positive decreases. The specificity on
the other hand increases as the thresholds are
higher because true negative is higher. From the
experiments we can conclude that we should find
the right value of threshold so that there is a
balance where both specificity and sensitivity are
high and the number of rules is low. We have also
done the experiments to evaluate whether the real-
time monitoring using the rules is sufficiently fast
to not interfere with the underlying system too
much.

As a next step, once the failure is predicted, the
actions in which to avoid failure such as rolling
back to previous normal states will be studied as
well. Once the study has been done, we will use an
aspect-oriented programming tool to implement
the more complete monitoring system. In addition,
it would be useful for the error prediction to be
dynamic so that new data can be incorporated into
learning the relationship between failures and
application events.

One question that could be raised is how the
learning process could slow down the running
application since we need to log and collect data
from all potential variables. Yes, the logging
would definitely slow down the system. We could
lessen the problem by sending data to be logged by
another computer given that it is faster than
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Table 2. The performance of testing from using straight track data.

Test outcome All 0.5 up 0.6 up 0.7 up 0.8 up
True Positive 2,361 2,335 2,334 2,334 328
True Negative 13,789 14,629 14,629 14,646 15,372
Sensitivity 0.9936 0.9827 0.9823 0.9823 0.1380
Specificity 0.8794 0.9329 0.9329 0.9340 0.9803
Time (sec) 0.2700 0.1667 0.1510 0.1539 0.1001
Table 3. The performance of testing from using curve track data.
Test outcome All 0.5up 0.6 up 0.7 up 0.8 up
True Positive 1,300 1,296 1,296 1,296 1,296
True Negative 4,559 4,897 4,897 4,897 4,897
Sensitivity 0.9893 0.9870 0.9870 0.9870 0.9870
Specificity 0.9045 0.9714 0.9714 0.9714 0.9714
Time (sec) 0.4300 0.0191 0.0191 0.0191 0.0191

writing to its own hard disk. In general, this is the
problem of all the research areas that need to
monitor systems or applications. Runtime
verification is also subject to this problem where
most papers state that it is a tradeoff between
having correct behaviors or less failures and
having slowed-down applications.

6. Conclusions

This paper presents an approach of using
Bayesian Networks to classify which events can
lead to failures and provides experimental results
showing that the classifier is quite accurate. A
subset of the resulting relationships is then used to
build monitoring rules to detect upcoming failure.
Our immediate next step is described in Section
5.3 where the result will be ultimately used to help
avoid failures.

As our future work, a larger case study with a
more realistic abnormal state will be used. Various
studies can also be done such as comparing
Bayesian Networks to other binary classifiers.
Since the case study presented in this paper results
in only two classes of states, we can find case
studies that results in various types of errors
meaning that a multiclass classifier must be used
instead of a binary classifier.
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