NN 4.9

NM9AUAWANNAATEY PIM ALNANTHAA T899 W E WA L1

n3inHIANLaeASITaINITNgaLFnas

_ — H JavaClass HField
_ £ Oper.atfon £ Attr o+ = isPublic : EBoolean felds | = i5Final : EBoolean
© isPolymorphic : EBoolean e o isAbstract : EBoolean o isStatic : EBoolean
atributes o isFinal : EBoolean "
© typeKind : TypeKind thod
methods H Method
0.* 0.* ['c isAbstract : EBoolean
operations . o isNative : EBoolean
classowner0..1 0 Class H JavaServlet protected | & Protection
o isActive : EBoolean 0.*
© type : ClassType
secReqgs 0.1 i
0.* ownedclass £ DisplayNarme
secReas & SecurityRequirement | 0..* ? = vake : EString
3 " £ Authentication o
. ﬁﬂﬁﬂﬁ{ ClassToJavaServletAuthC > dieplayName
% authenBy
verified 1.1 7 p
SecurityConstraint
H Authentication 1..1| H Userldentity H AuthMethod authMethod " [ oginConfi securityConstraiJlt—ty—Ei
o value : AuthMpchanism | 0.1 1.1 L
[ [ ClassTolavaServletAuthServer |~ ebResourceColection
— |Is - [ I |K T 701 0..1), formLoginConfig 0.*
= e 't:str' S L, C ol e " £ RealmName 1 FormLoginConfig [ WebResourceCollection
username L _ng = value : EString
© password : EString Y
0..1 fbrmLoqinP: formErrorPage
ClassToJavaServletAuthPK ] moantaeE 10,1
[ FormLoginPage [ FormErrorPage

o

value : EString w

o value : EBoolean

16
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A18BLNENG ClassToJavaServietAuthC
o o ya o nﬂld

ngémiuldtannnisulag Class 2@9A lAATEILLLIANA2Y PIM - NHNNS
AUuAAMNEBINITANNLaa A FaINsgalRaaselna I9BAINUE Authentication M52
1s21AN984 Userldentity WUl Credentials  HANITUUAIULLLAIARIA LA F19B ALNUE

QIQIQQ rt:ll Q; 9 o a 6 o a % aa L3 . . dld
JavaServiet NHBAMUANIAEITaALNNINgAIAIATIUNUAEEALNUA Authentication NI
BANUAANATY 2 ddauAadau LoginConfig ABNNINNMUWATDNTIUNNINgaFaa3s Taelu

vaal A v a 6 o a

N3ty 1438n17ULIL BASIC AansldnmsgIunnsigatifinaseresilslnaea HTTP uay
@91 SecurityConstraint  Aana bnlunsnnuuaninensatg liduwennaiady 1uanan

a '

ESWIAR e JSP Afiaenns iRnnsigaisinaseneunazidnldeuls

N 4.10
ngn1sulad Class tlu JavaServiet NiANGIN"S

paNtlaansitlunsigailfaas (Credentials)

rel ati on ClassToJavaServletAuthC {
cn : String;
isAbstract : Boolean;

checkonly donmai n umisec c:umisec::Class{
name = cn,
isAbstract = isAbstract,
type = umlsec::ClassType::service,
secregs = rg:umisec::Authentication{
verified = user : umsec::Credentials {

username = unane,
password = pas
enf orce domai n jssec jc:javaserv::JavaServlet {
name = cn,

isAbstract = isAbstract,
typeKind = javaserv::TypeKind::TypeClass,
protected = prot:javaserv::Authentication{
loginConfig = l;javaserv::LoginConfig{
authMethod = auth:javaserv::AuthMethod{

val ue = javaserv:: Aut hMechani sm : BASI C
}1
realmName = r:javaserv::RealmName{

value = 'Default’
}
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AINT 4.10 (5in)

ngn1sudad Class (lu JavaServiet NdANGaIN"S

AnNLaansi lunsfgailfaasy

securityConstraint=scons:javaserv::
SecurityConstraint{
displayName = dsn : javaserv::DisplayName {
value = 'sec cons name'’ . concat (cn)

webResourceCollection=rc:javaserv::
WebResourceCollection{
webResourceName = wn :javaserv::
WebResourceName {
value = cn
2
urlPattern = up : javaserv::URLPattern{
value ="'/".concat(cn.firstToUpper())
.concat('Servlet’)
I3

httpMethod = hm: javaserv::HttpMethod {
value javaserv::HttpMethodValue::

GET

13

httpMethod = hms :javaserv::HttpMethod{

value=javaserv::HttpMethodValue::
POST

}

3

authConstraint =ac:javaserv::AuthConstraint {
roleName = rn : javaserv::RoleName {
value = 'manager’
}1
description = d : javaserv::Description {
value = 'role description'
}

}
h
securityRole = sr: javaserv::SecurityRole {
description = ds : javaserv::Description {
value = 'security role'
2

roleName = rname : javaserv::RoleName {
value = 'manager’

}
h

where {
SecureAttributeToField(c, jc);
SecureOperationToMethod(c, jc);

}
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A18BLNENG ClassToJavaServietAuthPK

ngdmiuldienunisudas Class lumanlunazesuuusass PIM #fnns

a v

AMUAANFIEINIIANNLaeAEEeINTINgAIRNAT UUAN 8BNS Authentication waz

AuuALlszINynaed Userldentity Wiy PublicKey Aafnsldenumdansnsaie (Public Key)

1
Aaa G ¥ o a

NIULlaTULILAa8IRzai9BANUS JavaServiet NHEALM AN E TR LN9NgAIFaTIT
Hlaseairamilaniungnisulas ClassToJavaServietAuthC wawAns1Insedauzaslsznm
4

1a3nalnlunisigaisaasanld delungd dAavuanisld AuthMechanism 1fluuuy

CLIENTCERT Tngingnisudatuunanaaduansiunini 4.11

AN 4.11

nn19uLlas Class 1l JavaServiet NHAMNEBINTT

ANLaansi lunsfigailfiaass

rel ati on ClassToJavaServietAuthPK {
cn : String;
isAbstract : Boolean;

checkonly domai n umisec c:umisec::Class{
name = cn,
isAbstract = isAbstract,
type = umlsec::ClassType::service,
secregs = rg:umisec::Authentication{
verified = user : um sec::PublicKey {}

enf orce domai n jssec jc:javaserv::JavaServlet {
name = cn,

isAbstract = isAbstract,
typeKind = javaserv::TypeKind::TypeClass,
protected = prot:javaserv::Authentication{
loginConfig = l;javaserv::LoginConfig{
authMethod = auth:javaserv::AuthMethod{
val ue = javaserv::
Aut hMechani sm : CLI ENTCERT

}1

realmName = r:javaserv::RealmName{
value = 'Default’

}
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ﬁ’]‘ﬂ%mﬂﬂg ClassToJavaServletAuthServer
° o ya o -e:lld
npdmFuldienunisutas Class Tuimnluinaesiuuaiaes PIM - A8NNs
AnuuAAMNAeINIIANLaeadtEaIN1sNgaifnaselne 198a1MUE Authentication uay

=

AuuALszINNY8Y Userldentity UL AuthenticationServer ABNN1I9ANITLTINITNIIUA

|
a

U o 2 aa & Aaaa r-e:ll -e:ll v o
e Tunsudasuuudnaesazainedaimus JavaServiet NNBAM WA R UNNS
Agaisaaseilaseairamilauiungnisudas ClassToJavaServietAuthC wawansinfiuly
daunalnlunisiigaiiaasanld aalungil Avuansld AuthMechanism fluuuy FORM
d! dgl o v 4 ‘ﬂl o ] 6 ¥ 4
enainuuuiinldaunsanasimuidiunisnsaaseuf ideuldies  Tnangnisudas

UULRNAILAA 1NN 4.12

N 4.12
ngn1suad Class 1l JavaServiet idAusiaenIsANLaansit

lunnsigaiisinass (AuthenticationServer)

rel ati on ClassToJavaServiletAuthServer {
cn : String;
isAbstract : Boolean;

checkonly donmai n umisec c:umisec::Class{
name = cn,
isAbstract = isAbstract,
type = umlsec::ClassType::service,
secreqs = rg:umisec::Authentication{
verified = user : unlsec:: AuthenticationServer {}

enf orce domai n jssec jc:javaserv::JavaServlet {
name = cn,

isAbstract = isAbstract,
typeKind = javaserv::TypeKind::TypeClass,
protected = prot:javaserv::Authentication{
loginConfig = l;javaserv::LoginConfig{
authMethod = auth:javaserv::AuthMethod{
val ue = javaserv::
Aut hMechani sm : FORM

}1

realmName = r:javaserv::RealmName{
value = 'Default’

}
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AN A e luN1TT NEI AN AL

NN3ALATENIIULLRABIFUNIUATILLANAIA18919 et T Teung

nsulaaiveasas il UAaNTTANNIFN#IAMNAUIEUINNAN THLARIBILLLIANA8Y PIM AL

A iinae9a @ iannunlaeldens ClassToJavaServietConf G9azdugszndng

BALNUE Confidentiality 289UULANA8 PIM ALBALUS Confidentiality 289212108 5WLAR A9

wanelumngeh 4.7 nasafungnisudaaieairuuudnaesdatenisludaunisinm

ANNNALAZA519BALNLA SecurityConstraint wWaZNN19N"1UA TransportGuarantee TN AN

fl1u CONFIDENTIAL s1eiazi@einaeanguansiuning 4.13

A9 4.7

o

NNIALABALNUARD

WIUAANNTANHUABANE

ANUNIFINHIAITNAL

WA NS ULLANA 8 PIM

WA lHmAa’INTINLAR

Class: - ClassType="service”

WebServiceClass

- Confidentiality

- Confidentiality

- Individual:AuthorizedParty

- WebResourceCollection

- Reading:Action

- UserDataConstraint

- PublicKey:Userldentity

-TransportGuarantee=

CONFIDENTIAL

- Confidentiality

- Confidentiality

- Individual:AuthorizedParty

o

ladannsndugivaamudlac 14

- Reading:Action

- Credentials:Userldentity
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NNILADALNUAANMTLAANITANLABA 8l

a

ANUNIFINHIAITNAL
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WA THLAATRILLLAN AR PIM

WA HAARNINTIN AR

- Confidentiality

- Confidentiality

- Individual:AuthorizedParty

1o

Jlalannnsndugivaamuslac 14

- Reading:Action

- SmartCard:Userldentity

- Confidentiality

- Confidentiality

- Individual:AuthorizedParty

1o

Jalannsndugivaamuslan 14

- Reading:Action

- AuthenticationServer:

Userldentity




