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����� 4.9 
ก�����	
������������� PIM ก���������������� ��!"�#$��%�&' 

ก����ก(�	 ��)�����*��+���ก��",
�'#�� ��"� 
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	.��/"��*ก0 ClassToJavaServletAuthC 
ก0,.�@���&AB'"*��ก��C)�� Class ���������������C���.���� PIM �����ก��

ก.�@'�	 ���B��ก��	 ��)�����*��+���ก��",
�'#�� ��"���*&AB�"�"��'�# Authentication ����G�H
)�G������ UserIdentity C�� Credentials L�ก��C)��C���.�����G,�B���"�"��'�# 
JavaServlet ������"�"��'�#����ก��* �B��ก��ก��",
�'#�� ��"�C�'�B *�"�"��'�# Authentication �����    
�"�"��'�#,.�	�M 2 ,� '	+�,� ' LoginConfig 	+�ก��ก.�@'� "/�ก��&'ก��",
�'#�� ��"� ��*&'
ก�Q�'�R�G&AB "/�ก��C�� BASIC 	+�ก��&AB����T�'ก��",
�'#�� ��"�����)���	�� HTTP C�G
,� ' SecurityConstraint 	+�ก�Vก&'ก��ก.�@'����*�ก���*&�B� %�C��"�	A��' �A�'�� �
�!"�#$��%� �� JSP ����B��ก��&@B��ก��",
�'#�� ��"�ก��'����G��B�&AB��'V�B 

 
����� 4.10 

ก0ก��C)�� Class �)X' JavaServlet �����	 ���B��ก�� 
	 ��)�����*&'ก��",
�'#�� ��"� (Credentials) 

 
relation ClassToJavaServletAuthC {  
 cn : String;  
 isAbstract : Boolean; 

 
checkonly domain umlsec c:umlsec::Class{ 
 name = cn, 
 isAbstract = isAbstract, 
 type = umlsec::ClassType::service, 
 secreqs = rq:umlsec::Authentication{ 
  verified = user : umlsec::Credentials { 
   username = uname, 
   password = pass         
       }    
 } 
}; 
 
enforce domain jssec jc:javaserv::JavaServlet {    
 name = cn, 
 isAbstract = isAbstract, 
 typeKind = javaserv::TypeKind::TypeClass, 
 protected = prot:javaserv::Authentication{ 
  loginConfig = l:javaserv::LoginConfig{ 
   authMethod = auth:javaserv::AuthMethod{ 
    value = javaserv::AuthMechanism::BASIC 
   }, 
   realmName = r:javaserv::RealmName{ 
    value = 'Default'  
        } 
  }, 
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����� 4.10 (���) 
ก0ก��C)�� Class �)X' JavaServlet �����	 ���B��ก�� 

	 ��)�����*&'ก��",
�'#�� ��"� 
 

   securityConstraint=scons:javaserv:: 
    SecurityConstraint{ 

   displayName = dsn : javaserv::DisplayName { 
    value = 'sec cons name ' . concat(cn) 
        }, 
      webResourceCollection=rc:javaserv:: 
    WebResourceCollection{ 
    webResourceName = wn :javaserv:: 
     WebResourceName { 
     value = cn 
    }, 
    urlPattern = up : javaserv::URLPattern{ 
         value = '/'.concat(cn.firstToUpper()) 
      .concat('Servlet') 
         }, 
         httpMethod = hm: javaserv::HttpMethod { 
          value javaserv::HttpMethodValue:: 
      GET 
    }, 
    httpMethod = hms :javaserv::HttpMethod{ 
          value=javaserv::HttpMethodValue:: 
      POST 
    }                 
        },  
        authConstraint =ac:javaserv::AuthConstraint  { 
         roleName = rn : javaserv::RoleName { 
          value = 'manager' 
   }, 
   description = d : javaserv::Description { 
    value = 'role description' 
   } 
   } 
  }, 
  securityRole =  sr: javaserv::SecurityRole { 
   description = ds : javaserv::Description { 
    value = 'security role' 
   }, 
   roleName = rname : javaserv::RoleName { 
    value = 'manager' 
   }      
  } 
 } 
}; 
 
where { 
 SecureAttributeToField(c, jc);    
 SecureOperationToMethod(c, jc); 
} 

} 
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 	.��/"��*ก0 ClassToJavaServletAuthPK 
 ก0,.�@���&AB'"*��ก��C)�� Class &'������������C���.���� PIM �����ก��

ก.�@'�	 ���B��ก��	 ��)�����*��+���ก��",
�'#�� ��"�C�'�B *�"�"��'�# Authentication C�G
ก.�@'�)�G������ UserIdentity C�� PublicKey 	+���ก��&AB��'	�*#,�/��QG (Public Key) 
ก��C)��C���.�����G,�B���"�"��'�# JavaServlet ������"�"��'�#����ก��* �B��ก��ก��",
�'#�� ��"����
���	��,�B���@�+�'ก��ก0ก��C)�� ClassToJavaServletAuthC C��C�ก�������,� '���)�G���
���ก�Vก&'ก��",
�'#�� ��"���� &AB  !^� �&'ก0'�R  ก.�@'�ก��&AB  AuthMechanism �)X'C�� 
CLIENTCERT ��*ก0ก��C)��C���.����C,��&'����� 4.11 

 
����� 4.11 

ก0ก��C)�� Class �)X' JavaServlet �����	 ���B��ก�� 
	 ��)�����*&'ก��",
�'#�� ��"� 

 
relation ClassToJavaServletAuthPK {  
 cn : String;  
 isAbstract : Boolean; 

 
checkonly domain umlsec c:umlsec::Class{ 
 name = cn, 
 isAbstract = isAbstract, 
 type = umlsec::ClassType::service, 
 secreqs = rq:umlsec::Authentication{ 
  verified = user : umlsec::PublicKey {}    
 } 
}; 
 
enforce domain jssec jc:javaserv::JavaServlet {    
 name = cn, 
 isAbstract = isAbstract, 
 typeKind = javaserv::TypeKind::TypeClass, 
 protected = prot:javaserv::Authentication{ 
  loginConfig = l:javaserv::LoginConfig{ 
   authMethod = auth:javaserv::AuthMethod{ 
    value = javaserv:: 
      AuthMechanism::CLIENTCERT 
   }, 
   realmName = r:javaserv::RealmName{ 
    value = 'Default'  
        } 
  }, 
… 
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	.��/"��*ก0 ClassToJavaServletAuthServer 
ก0,.�@���&AB'"*��ก��C)�� Class &'������������C���.���� PIM �����ก��

ก.�@'�	 ���B��ก��	 ��)�����*��+���ก��",
�'#�� ��"���*&AB�"�"��'�# Authentication C�G
ก.�@'�)�G������ UserIdentity C�� AuthenticationServer 	+���ก�����ก����+���ก��ก.�@'�
L
B&AB��'��� &'ก��C)��C���.�����G,�B���"�"��'�# JavaServlet ������"�"��'�#����ก��* �B��ก��ก��
",
�'#�� ��"�������	��,�B���@�+�'ก��ก0ก��C)�� ClassToJavaServletAuthC C��C�ก����ก�'&'
,� 'ก�Vก&'ก��",
�'#�� ��"����&AB !^��&'ก0'�R ก.�@'�ก��&AB AuthMechanism �)X'C�� FORM 
!^��ก�VกC��'�R�.�&@B,����f����G�g'�,� 'ก���� �,��L
B&AB��'V�B��� ��*ก0ก��C)��
C���.����C,��&'����� 4.12 

 
����� 4.12 

ก0ก��C)�� Class �)X' JavaServlet �����	 ���B��ก��	 ��)�����* 
&'ก��",
�'#�� ��"� (AuthenticationServer) 

 
relation ClassToJavaServletAuthServer {  
 cn : String;  
 isAbstract : Boolean; 

 
checkonly domain umlsec c:umlsec::Class{ 
 name = cn, 
 isAbstract = isAbstract, 
 type = umlsec::ClassType::service, 
 secreqs = rq:umlsec::Authentication{ 
  verified = user : umlsec::AuthenticationServer {}    
 } 
}; 
 
enforce domain jssec jc:javaserv::JavaServlet {    
 name = cn, 
 isAbstract = isAbstract, 
 typeKind = javaserv::TypeKind::TypeClass, 
 protected = prot:javaserv::Authentication{ 
  loginConfig = l:javaserv::LoginConfig{ 
   authMethod = auth:javaserv::AuthMethod{ 
    value = javaserv:: 
      AuthMechanism::FORM 
   }, 
   realmName = r:javaserv::RealmName{ 
    value = 'Default'  
        } 
  }, 
… 
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2. ก0ก��C)��C���.���������	HQ,����"�B�'	 ��)�����*&'ก����ก(�	 ����� 
 
ก�����	
��G@ ���C���.�����B'���C�GC���.����)��*��� �+��'.�V)'"*��ก0

ก��C)���+��������	HQ,����"ก����ก(�	 ������G@ ���������������C���.���� PIM ก����
������������ ��!"�#$��%�ก.�@'���*&ABA+��ก0 ClassToJavaServletConf !^���G���	
��G@ ���    
�"�"��'�# Confidentiality ���C���.���� PIM ก���"�"��'�# Confidentiality ����� ��!"�#$��%� ���
C,��&'�������� 4.7 ก��,�B��ก0ก��C)���+��,�B��C���.����)��*���&',� 'ก����ก(�
	 ������G,�B���"�"��'�# SecurityConstraint C�G��ก��ก.�@'� TransportGuarantee &@B��	��
�)X' CONFIDENTIAL ��*�G���*����ก0C,��&'����� 4.13  
 

�������� 4.7 
ก�����	
��"�"��'�#,.�@������ก��	 ��)�����* 

�B�'ก����ก(�	 ����� 
 

������������C���.���� PIM ����������� ��!"�#$��%� 
Class: - ClassType=pserviceq WebServiceClass 
     - Confidentiality      - Confidentiality 
            - Individual:AuthorizedParty           - WebResourceCollection 
                 - Reading:Action           - UserDataConstraint 
                 - PublicKey:UserIdentity                  -TransportGuarantee= 

CONFIDENTIAL 
     - Confidentiality      - Confidentiality 
            - Individual:AuthorizedParty -V��,����f���	
�ก���"�"��'�#&�t V�B 
                 - Reading:Action  

- Credentials:UserIdentity  
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�������� 4.7 (���) 
ก�����	
��"�"��'�#,.�@������ก��	 ��)�����* 

�B�'ก����ก(�	 ����� 
 

������������C���.���� PIM ����������� ��!"�#$��%� 
     - Confidentiality      - Confidentiality 
            - Individual:AuthorizedParty -V��,����f���	
�ก���"�"��'�#&�t V�B 
                 - Reading:Action  
                 - SmartCard:UserIdentity  
     - Confidentiality      - Confidentiality 
            - Individual:AuthorizedParty -V��,����f���	
�ก���"�"��'�#&�t V�B 
                 - Reading:Action  
                 - AuthenticationServer: 

 UserIdentity 
 


