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Nowadays, many internet-based applications have been developed and used widely. However, the
wide adoption of such internet-based applications opens up many opportunities to malicious parties
to attack the systems. In particular, attackers can access and modify sensitive information
transmitted between ihé systems. Also, attackers can interfere with systems so that the systems
become unavailable for legitimate users. This project aims to study a formal method to analyze
cryptographic protocols and the security of network firewalls. As a result of this project, we have
obtained an improved formal method for the analysis of cryptographic protocols and network
firewalls. In particular, we propose a new practical methodology for analyzing cryptographic protocols.
By using our improved method, we have discovered new attacks on two protocols : TMN’s
authenticated key.exchange protocol for mobile communication system and Micali's fair contract
signing protocol. In addition, we obtain a more efficient method for the analysis of firewalls and a

software prototype of our method.





