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At present, computers are significantly and legitimately used in
communications, business, and daily life. Conversely, computer technology
can be wrongfully used, and can be used to commit offences which differ
from traditional criminal offences. This state of affairs brings about economic
and social damages and even derogates from national security.

Subsequently, a law was framed that was designed to suppress such
offences, viz., the Act on Offences Regarding Computers B.E. 2550 (2007).
In this law, it is stated that a “competent authority™ is one who has
knowledge and expertise regarding computer systems. Accordingly, such a
competent authority would be able to collect specific, special, and particular

kinds of evidence.
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" With this background in mind, the researcher thereupon decided to
investigate the authorit_{/ exercised by such competent authorities, especially
_in regard to how the law designed to regulate their activities should be
77 é;xxforcrzedrand how such authority could be exercised in practice.

Findings are as follows:

Although some existing laws could be altered allowing them to be
used in suppressing computer offenses, it remains the case that coverage
would still be insufficient. Furthermore, the existing law granting authority to
competent authority is not entirely appropriate. This is because the offenders
can commit computer offences anywhere in the world where they have access
to computers that can be connected to a network. It is therefore difficult to
detect such crimes. Moreover, the evidence of having committed a computer-
related crime is normally electronic in nature and hence easily corrected,
changed or deleted.

The law fails to take account of urgent situations and the provisions
concerning authority to investigate putative computer crimes are unclear. As
a consequence, legal problems arise in regard to the need to access evidence
quickly in order to prove guilt in a complete fashion such that courts can
appropriately respond and offenders found guilty and subsequently punished.

In this light, then, the researcher would like to offer the following
suggestions:

It is necessary to revamp the existing laws regarding the

authority of competent authority in computer crimes. Measures must be
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adopted which would allow evidence to be gathered with alacrity. In addition,
the investiggtion of puq.)orted computer offences should be placed under the

: e;utﬁority of the Department of Special Investigation (DSI), whose authority

| is exercised in accordance with the Act of Special Investigation B.E. 2547
(2004) In suppressing computer offences, more authority should be vested in
the DSI than hitherto has been the case under the Code of Criminal
Procedure. The DSI would be accordingly authorized to appoint experts and
those who could coordinate investigatory efforts on the part of concerned
agencies. These reform measures would yield maximum benefits and foster
the highest degree of efficiency in confronting and handling computer-related

criminal offences in the future.





