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The restraining of the dissemination of computer data on Internet
networks as prescribed in Computer Crime Act B.E. 2550 (2007), section 20 is a
measure designed to control the dissemination of computer data containing
inappropriate content. This measure exercises control through the prior restraint
of disseminating data which may putatively bring damages to individuals or
society.

However, enforcement of this measure is problematic since it appears to
infringe upon the rights and freedom of Internet users. Problems incurred are
problems of enforcement, interpretation of legislation, differences in how
legislation affects enforcement, and difficulties in understanding the use of the

Internet in society. Also, problems stem from the question of competent officers
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filing petitions to restrain the dissemination of computer data in addition to
pfoblems involving court discretion.

Stress in this investigation falls on research pertinent to the conceptual and
theoretical framework of the legal question of restraints being placed on the
dissemination of computer data. In addition, the researcher emphasizes the need
to provide proper interpretation of inexact and ambiguous legal terms used in this
body of law. Accordingly, the researcher elucidates this body of law through
comparing it with other pieces of analogous legislation and by close examination
of the intent of those who drafted this body of law. In addition, the researcher
closely analyzes the role, power and authority of agencies in Thailand and in
foreign countries in respect to prior restraint of the dissemination of computer
data which may bring harm to individuals or society.

Using a documentary approach, the researcher collected relevant
information from textbooks, theses, thematic papers, books, articles, and both
Thai and foreign legislation. Moreover, pertinent information was obtained
through Internet searches and by interviewing highly-qualified persons who were
knowledgeable in this area of law.

Findings are as follows:

1. Law enforcement problems occur because no provisions are made to
be able to dispute the information filed by officers or to provide legal means
whereby defendants can enter pleas before the courts. Consequently, in order

to circumvent these difficulties, other approaches to disseminating computer
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data that may be harmful or to access computer data regulated by the prior
restraint approach have been developed.

2. Problems arising from interpreting legislation promulgated in this
domain of law arise from the circumstance that the legal terms used in the
legislation are not explicated properly. Therefore, such terms must be interpreted
in a fashion whereby excessive infringement of the rights and freedom of Internet
users is avoided.

3. In respect to the problem of differences in legislation, difficulties arise
from the fact that nowadays the Internet ensures that there is a borderless world.
Countries have different laws, cultures, traditions, and social relationships.
Therefore, what is considered to be computer crime offences differs from
jurisdiction to jurisdiction.

4. Problems also stem from the filing of petitions by competent officers.
These filings may bring in their wake infringements of the rights and freedom of
members of the general public. These untoward consequences are often the
sequelae of how evidence is collected, law enforcement officers lacking
experience, and how putative evidence is viewed by competent officers.

5. The problem of court discretion arises from the fact that courts do not
uniformly stipulate rules and standards when issuing orders to suspend the
dissemination of certain computer data.

In view of the aforementioned problems, it is necessary to amend
section 20 so that it will be clearer. Sectioﬁ 20 should be used to suspend the

dissemination of computer data in all cases involving offences under the law.

However, the standards used in such cases must be explicitly used in
considering whether restraint orders should be issued. Explicit and crystal
clear guidelines governing the practices of competent officers should be
promulgated in such cases. In addition, Supreme Court rulings on the criteria
used in issuing orders to suspend computer data dissemination and

international agreements governing Internet use should be issued.





