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fade7 | 1 Bigen value | Aautlsieglutlaseidensuvsausm pca
1 5.68 V27, V28, V40,V41, V37
2 4.47 V35,V36,V1

3 3.15 V13,V16,V15,V14

4 2215 V24,V23

5 2.067 V2

6 1.812 V29

7 1.619 V26,V25

8 1.393 V22,V10

9 1.333 V39,V38

10 1.182 VI11,V9

11 1.035 V31

12 1.015 V17

13 1.003 V5,V18
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Full Features

duration, protocol_type, service, flag, src_bytes,
dst_bytes, land, wrong_fragment, urgent, hot,
num_failed logins, logged in,
num_compromised, root_shell, su_attempted,
num_root, num _file creations, num_shells,
num_access_files, num_outbound cmds,
is_host login, is_guest login, count, serv_count,
serror_rate, srv_serror_rate, reerror_rate,
srv_rerror_rate, same srv_rate, diff srv_rate,
srv_diff host rate, dst host count,
dst_host_srv_count, dst_host_same srv_rate,
dst_host_diff srv_rate,

dst_host _same src port rate,
dst_host_srv_diff host rate,
dst_host_serror rate, dst host srv_serror rate,
dst_host_rerror rate, dst host srv_rerror rate,
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GA approach

service, flag, wrong_fragment, hot, diff srv_rate,
srv_diff host rate, dst host count,

dst _host_same src port rate,
dst_host_srv_diff host rate,

dst host_srv_serror_rate, duration, src_bytes,
srv_serror_rate, land, urgent, su_attempted,
num_root, num_shells, num_access_files,
isguest_login
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Kok
approach

service, dst_bytes, logged in, count,
dst_host_count, root_shell, dst_host rerror_rate

Factor
Analysis
approach

axd o
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reerror_rate, dst_host_diff srv_rate,
num_compromised, serv_count, protocol type,
same srv_rate, srv_serror rate, is_guest login,
dst_host_srv_serror rate, num_failed logins,
srv_diff host rate, num_file creations, src_bytes
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ToYAYBYa | II1UINVDYA (records)

Dataset-1 186,745
Dataset-2 49,438
Dataset-3 25,419

A15197 6: Wﬁﬂ?iﬂﬂﬁﬂﬁﬁﬂﬂgﬂ Dataset 1

Jaammsyngn i ] ANNUYNADI i"l:‘uth positive rate) _ -
AUANHUNIMNA 3 GA Fnna Kok I iuaue
Normal 99.97 99.95 99.81 99.96
Dos 99.96 97.21 99.39 99.96
Probing 97.83 100.00 78.26 100
R2L 12.03 6.01 0.00 12.08
U2R 15.38 12.82 23.08 23.08
nnilszian 99.80 97.32 99.25 99.8
G’]’]ﬁ"]ﬂ‘ﬁ 7: Wﬁﬂ’]iﬂﬂﬂﬂﬂﬁﬂﬂéﬂ Dataset 2
NI i ] ANNUYNADI (:uth positive rate) _ _
AUANHUNIMNA 3 GA Fnnat Kok I inaue
Normal 99.48 99.30 99.11 99.36
Dos 99.95 97.10 99.34 99.96
Probing 99.08 99.31 78.39 98.61
R2L 9.91 13.51 0.00 13.51
U2R 15.38 12.82 23.08 23.08
nﬂﬂiglﬂ‘ﬂ 99.58 97.30 98.82 99.57
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A15197 8: W’ﬁﬂ']i‘l/lﬂaf]flﬁjﬂﬂgﬂ Dataset 3

- i ] ANNUYNADI Sl;ruth positive rate) _ __
AU NHUZNIHUA 3 GA Fnnat Kok Fdinaue

Normal 99.70 99.44 99.22 99.66
Dos 99.96 97.28 99.38 99.94
Probing 99.67 99.33 78.00 99.33
R2L 15.00 5.00 0.00 20.00
U2R 15.38 12.82 23.08 23.08
Hﬂﬂﬁglﬂ‘ﬂ 99.50 97.31 98.66 99.51
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