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Suez Amatyakul, Colonel 2009: Link Farm Based Pornographic Web Detection
Algorithm. Master of Science (Computer Science), Major Field: Computer Science,
Department of Computer Science. Thesis Advisor: Assistant Professor

Sukumal Kitisin, Ph.D. 62 pages.

The purpose of this research is to find a better solution and more effective way to detect
and identify pornographic websites. This research proposes a a semi-automatic technique called
Link Farm Based Pornographic Web Detection Algorithm (LEPD) algorithm as a mean for
examining and identifying pornographic websites. The algorithm will assist experts to search for
a set of pornographic websites based on an initial seed set. The LEPD will then examining the
structures of the websites in the seed set to find any links that will lead to connections with other
pornographic websites previously identified. LEPD works in three steps; first, experts identify a
group of pornographic websites as a seed set; second, the algorithm automatically collects
pornographic websites’ information and structures; third, the algorithm examines and identifies

whether the collected URLSs are pornographic websites.

The result from this research founded that from the 8 websites initially identified by
expertise. When we run LEPD 3 times, we were able to detect pornographic websites from
18,725 to 44,123 websites. The number of websites detected is depended on value of T which is
in the range between 1 to 4. As the value of T increases the number of websites detected
decreases. When we consider the capability of LEPD it founded that in the first and second run
the accuracy rate of detection was higher than 90 percent in every mean of T. However, the
highest number (18,725) of pornographic websites that LFPD was able to detect with accuracy
rate of 90 percent or higher was from the third run where T equal to 4. Furthermore, we
founded that there are other websites that are not pornographic websites which intentionally
link back and forth with pornographic websites; for example, commercial and match-making

services.

Student’s signature Thesis Advisor’s signature
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Input
SE seed set expert (a set of porn site that confirm
by expert)
T threshold decided porn site
Output
S set of porn site confirm by our algorithm + SE
Begin
(1) S = add(SE) // add SE to S
(2) C = CrawlingFromURLofSeedset (SE) // Crawling outlinks
from SE
€))
do

end

new SPS = ExtractNewDomainsToSPS (C, S)

// new domain from OD which pointed by S is new Suspect
pornographic site (SPS)

SPS = add(new SPS) // add new SPS to SPS

C = CrawlingFromURLofSPS (SPS) // Crawling outlinks
from SPS

OL = outlinks(SPSs, ©) // specific outlinks
from SPS to SPS

IL = inlinks(SPS, C) // specific inlinks

from SPS to SPS
//PS is number of porn site that found by commonlink
PS = commonlink(T , S, SPS, OL, IL)//detecting porn
site by reciprocal
links with S
while (PS > 0)

return S

N 10 ©ano3NU LFPD



26

function commonlink(T , S, SPS, OL, IL)

input

T threshold decided porn site

S set of porn site

SPS  set of Suspect pornographic site
oL outlinks from SPS to SPS

IL inlinks from SPS to SPS

Output
PS number of domains are porn site which reciprocal
linked with S equal to or above T
begin
do
m=20
for i =1 to length( S ) do
SPS = SPS — S
for j = 1 to length(SPS) do

if (IL(SPS[j] pointing to S[i]) > 0 )
and(OL(S[i] pointing to SPS[j]) > 0 )
then

k j++
If ( kj>T)
//this domain is porn site
S add(SPS[i] )
m++
PS = PS +m
while (m > 0) //if found new porn site continue :
else break
return PS

end
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HaNISNINH
183 3 I 3
s0U1 1 s0UN 2 50U 3

Tl
< oo v Yo
AU l¥ANaI1991 anavue 445 12,054 65,077
Au'ladnasrasulduazaseiy Blacklist 430 11,097 50,036
seedset + SPS NA59A1 Blacklist 1,229 21,521 110,546
seedset + SPS 1,360 26,064 190,639
ANULUUS(Precision)(5p8a%) 96.63 92.06 76.89
9913171593799 (Detection Rate) (3088%) 31.62 42.58 26.25

T2
< P Y] 9 3
D lsanasrdu ldnarua 381 9,101 45,503
B lsanasradu1duazasaniy Blacklist 368 8,497 38,156
seedset + SPS 175911 Blacklist 1,229 21,521 110,546
seedset + SPS 1,360 26,064 190,639
ANULUUUS(Precision)(308a2) 96.59 93.36 83.85
9913173937990 (Detection Rate) (3080%) 27.06 32.60 20.01

T3
< o v Yo
AU l¥ANa 1990 lanIvue 325 8,056 37,735
Au'ladnasraiu1duazasaiy Blacklist 313 7,545 32,731
seedset + SPS 17154171 Blacklist 1,229 21,521 110,546
seedset + SPS 1,360 26,064 190,639
ﬂ?iﬂ!tﬂﬂé”l(Precision)(%%EJﬁz) 96.31 93.66 86.74
$931N137152990 (Detection Rate) (3080%) 23.01 28.95 17.17
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souN 1 OUN 2 s0UN 3
T4

< oo v Yo

AU l¥ANaI1991 anavue 248 7,285 32,005
Auladnasrasulduazaseiy Blacklist 237 6,840 28,327
seedset + SPS 17159171 Blacklist 1,229 21,521 110,546
seedset + SPS 1,360 26,064 190,639
ANV (Precision)(5p8a%) 95.56 93.89 88.51
8913173937991 (Detection Rate) (3080%) 17.43 26.24 14.86
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Link Farm Based Pornographic Web Detection Algorithm
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g4864207@ku.ac.th

Abstract

At present, there are a lot of pornographic
websites. URL blocking is the one technique of
web filtering to be protected the access to them.
The major problem of this technique is URL list
implement spends a large team of specialists.
So, This study presents the semi-automatic
technique to detect and identify the
pornographic website, called “Link Farm Based
Pornographic ~ Web  Detection  Algorithm
(LFPD)”. LFPD detects relation of link
structure of pornographic websites. There are
three steps; to identify the seed set of
pornographic website by specialist, to collect of
website data and to examine and identify
pornographic website. The experimental results
show that examine and identify pornographic
web site of 400 times of seed set with the
accuracy more than 90%

Keywords: Pornographic Website, Web
filtering, Web detection, Web structure
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