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The Development of a Computer Network Security Management System
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Abstract

The main objective of this research is to develop a computer network security
management system for Suan Dusit Rajabhat University. This research is divided into six steps.
The first step is to study [SO/ IEC 17799 : 2005 (Second Edition), ThaiCERT, NECTEC &
NSTDA standards. The second step is the assessment of Suan Dusit Rajabhat University’s network
system. The third step is an investigation of users’ behavior. The fourth step is conducting in-depth
interviews with the ICT administrators at Suan Dusit Rajabhat University. The fifth step is to hold
a focus group with the ICT experts who responsible for development of a computer network
security management system in Suan Dusit Rajabhat University. The sixth step is to have experts
assess a network security management system which should be appropriate for Suan Dusit
Rajabhat University. Findings are as follows : 1) the security audit of Suan Dusit’s network is
found at high risk for intrusion and vulnerabilities in every server. Server vulnerabilities could be
solved by patching the operating system and other software, but some essential ports that have to
provide services at all times could not be patched. So risk is still high; 2) users’ behavior on using
the internet is found to be inappropriate by some users for lack of understanding or not aware of
the appropriate use of the internet, which is impacted network security. The researcher has
developed a new computer network security management system for Suan Dusit Rajabhat
University in accordance to the university network security policies by applying the PDC A Model.
The system is comprised of manuals for administrators and users. The manuals are contained
regulations and guidelines for using the network. This system is one way to reduce the risk of
threats on the network apart from obtaining additional software and hardware to provide for

network security.
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