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1. Basic Features Auanuwae (attributes/features) ‘Uadﬁa;alaluﬂziuﬁwuaﬂlﬁiﬂL‘fJu
Foyaiiléunan TCP/P ]

2. Traffic Features Audnuwmzvastayalunguiaziudwesnaitldannnsdam
TnguusoaniluassUszinvdes A Same host features uaz same  service
features

3. Content Features Amdnuwmzvasdoyalunguilaylivendnumrraanisyngn
\{l0997n DoS uag Probing iNgAnTsNMIYNINTUANAISIIN R2L LA U2L 19y
DoS war Probing aiingAnssulunislaufinIosusitnautaeies (some hosts)
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0,tep,pop_3,RSTO,0,0,0,0,0,0,0,0,0,6,0,0,0,0,0,0,0,0,211,6,0,00,0.00,1.00,1,00,0.03,0.07,0.00,255,6,0.02,0.07,0.00,0.00,0.00,0.00, 1,00, 1,00, nepture,
0,tcp,pap_3,RSTO,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,231,16,0.00,0.00,1.00,1.00,0.07,0.06,0.00,235, 16,0.06,0.07,0.00,0.00,0.00,0.00, 1.00, 1.00,neptune.
0,tcp,pop_3,RSTO,0,0,6,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,232,5,0.00,0.00,1.00, 1,00,0.02,0.06,0.00,255,5,0.02,0.07,0.00,0.00,0.00,0.00, 1,00, 1,00, nepture.
0,top,pop_3,RSTO,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,254,15,0.00,0.00,1.00,1.00,0.06,0.07,0.00,235, 15,0.06,0.07,0.80,0.,00,0.00,0.00,1.00, 1,00,neptune.
0,tep,pop_3,RST0,0,0,0,0,0,0,6,0,0,0,0,0,0,0,8,0,0,0,252,6,0.00,0.00,1.00,1.00,0.02,0.07,0.00,255,6,0.02,0.08,0.00,0.00,0.00,0.00, 1.00, 1.00,neptune.
0,tep,pop_3,R5T0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,272,16,0.08,0.00,1.00,1.00,0.06,0.06,0.00,235,16,0.06,0.07,0.00,0.00,0,00,0.00, 1,00, 1.00,neptune,
0,tep,pop_3,5H,0,0,0,0,0,0,0,6,0,0,6,0,0,0,0,8,0,0,1,1, 1,00, 1.00,0.00,0.00,1.00,0.00,0.00,255, 1,0.00,1.00,1,00,0.00, 1.00,1.00,0.00,0.00,nmap.
0,tep,pop_3,5H,0,0,0,0,0,0,0,6,0,0,6,0,0,0,0,0,0,0,1,1, 1,00, 1.00,0.00,0.00,1.00,0.00,0.00,255, 1,0.00,1.00,1,00,0.00, 1.00,1.00,0.00,0.00,nmap.
5,tep,pap_3,5F,6,151,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,511,1,0.07,0.00,0.91,0.00,0.00, 1.00,0.00,255,1,0.00,1,00,0.00,0.00,0.07,0.00,0.90,0.00,satan.
40339,fcp,pop_3,RSTR, 1,0,0,6,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,1.00,1.00,1,00,0.00,0.00,255,2,0.01,0.44,0.86,0.00,0,00,0.00,0.86, 1,00, partsweep.
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Joyaidonuniesaz 10 Uu azvinisguuviideyalunisasulszann 13,499 4a (Patterns)
ihnsanaaudnvaslasldtunouisnisinsiziesAusenaundn  (Principal Component
Analysis) Felsinudnuuzwuaindeyaviavan 37 85 dwmiunisidmnelasaingussamiioy
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1aa

KDDcup99 L‘leuauaVN‘mm 41 R uadATilu Basic Features uawild Aridurnauagliiium
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vV o v u

Ussaiiguluuunsaundu wag Support Vector Machine lngdiva uammﬁmwmsﬁ'ﬁw
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1. AW+BPNN (Jayaviaviun 37 87 uazidwnelasaiiguszanmiienuuuuwsdaundu)

Number of hiddenLayers = (attribs + classes) / 2
LearningRate=0.3
Momentum=0.2
TrainingTime=500
Training 100% .
2. AU+SVM (Foyaviavuin 37 TR uaz§s1whe Support Vector Machine)
The polynomial kernel
3. PCA+BPNN (foyari1u PCA 19 {if uazidnmelassingussamifisunuuunsdoundu)

Number of hiddenLayers = (attribs + classes) / 2
LearningRate=0.3 i
Momentum=0.2
TrainingTime=500
Training 100%

4. PCA+SVM (Yayasi1u PCA 19 3R uag3dnnieg Support Vector Machine)

Y

The polynomial kernel
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KDDcup99 yimisdudenuniiavn 13,499 gemaaau lnedoyadl 37 fid Ineswazidunves
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Aanadl 1 (Usziavdeya Normal) druaudeyadiguanle 4,107 gadeya
ANl 2 (UszLavigyngn DoS) dnnuteyadiduunls 4,107 gadeya
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Aaan 3 (Useavngunsn Probe) d1uiudeyainduunls 4,107 yadeya
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AANEN 4 (Uszavgunin R2L) duiudeyaviavun 1,126 gadeya
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Aaal 5 (Uszangynin U2L) duniudeyaviavan 52 yadeya
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Usziandoya | drwiutoya/in (wov3dan) | Sruiudeya (Patterns) luusazaand

KDDcup99 13499/37 4107/4107/4107/1126/52
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MINN - 4-2 Ynauea1addantaainn1svinn1imaaeusznauniy  A1Seudsren
gnes (Accuracy), Ain F waz A1 AUC wudn Tlumsvaasadasrulusigaunsidel gadeya

] aa q v o ' v v aa v Y a
vianua 37 87 Winan1sveaesfiasnimanisvaassiildainnisaniifideyamemaia PCA

4 .
AN 4-2 A1 Accuracy INNISUTEUIANE

Learning Foyaviavun Foyaiiriutunau PCA

heiriod Accuracy F AUC | Accuracy E AUC
BPNN 99.17 0.992 0.999 98.45 00984 0.996
SVM 97.15 0.971 0.988 95.63 0.956 0.983
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Trnan1sneaeenianin Support Vector Machine
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Aad
Learning Method
1 (4107) | 2 (4107) | 3 (4107) | 4 (1126) | 5(52)
ALL+BPNN 4087 4073 4082 51812 34
ALL+SVM 4075 4002 2953 1057 28
PCA+BPNN 4072 4060 4080 1050 28
PCA+SVM 4075 3820 395: 1032 26
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