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Pahol Sotthivirat 2008: Fast and Robust Duplicate Address Detection (FR-DAD)
Method in Mobile IP version 6. Master of Science (Computer Science), Major Field:
Computer Science, Department of Computer Science. Thesis Advisor:

Assistant Professor Sukumal Kitisin, Ph.D. 196 pages.

In Mobile IPv6 networks, duplicate address detection (DAD) process is necessary for
confirming uniqueness of [Pv6 address when Mobile Node moves to a new network. In standard
IPv6 protocol, DAD delay takes at least 1 second. It is desirable to reduce DAD delay especially
if nodes wish to run real-time applications on the Mobile IPv6 networks. This research proposed
the new DAD Method, Fast and Robust DAD (FR-DAD), to improve handover delay and
provide reliability and backward compatibility with standard IPv6 networks. FR-DAD is a semi-
stateful address assignment system. It utilizes a server that manages a list of unique IPv6

addresses.

The experiment results from OMNET++ simulator show that FR-DAD successfully
reduces delay by 99.74% of standard DAD delay, in best case. In the worst case, FR-DAD still

outperforms a similar stateful DAD technique by 23%.
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Mesinaddnaiazde

A-DAD = Advance Duplicate Address Detection

AP = Access Point

AR = Access Router

BA = Binding Acknowledgement

BSSID = Access Point's basic service set ID

BU = Binding Update

CN = Correspond Node

CoA = Care-of Address

DAD = Duplicate Address Detection

DHCP = Dynamic Host Configuration Protocol
DHCPv6 = Dynamic Host Configuration Protocol for IPv6
DUID = DHCP Unique Identifier

DUID-EN = DUID Assigned by Vendor Based on Enterprise Number
DUID-LIT = DUID Based on Link-layer Plus Time
DUID-LL = DUID Based on Link-layer

EUI64 = 64-bit extended unique identifier

FN = Foreign Network

FR-DAD = Fast and Robust Duplicate Address Detection
FSM = Finite State Machine

HA = Home Agent

HN = Home Network

HoA = Home Address

IA NA = Non-temporary Address Option

IA TA = Identifier Association for Temporary Address Option
IAID = Identifier Association ID

ICMP = Internet Control Message Protocol

ICMPv6 = Internet Control Message Protocol for [Pv6

IP = Internet Protocol
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Internet Protocol version 4

Internet Protocol version 6

Local Area Network

Link Layer Address

Media Access Control

Mobile-Node Attachment point
Mobile Node
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Neighbor Advertisement

New Access Router

Network Address Translation

New Care-of Address

Neighbor Discovery

Neighbor Solicitation

Optimistic Duplicate Address Detection
Previous Access Router

Previous Care-of Address

Proactive Duplicate Address Detection
Router Advertisement

random [Pv6 address for Mobile Node
random IPv6 address for P-Server
Request for Comments

Regional Information Point

Router Solicitation

User Datagram Protocol

Ultra High Frequency

Wireless Local Area Network
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19 uau tibrary a1 Inlddatl

® NDStatehost.cc , NDStatehost.h

® MIPv6CDSMobileNode.cc

® MIPv6NDStatehost.cc, MIPv6NDStatehost.h

® Netconf2.dtd

® XMLOmnetParser.cc

® RoutingTable6.h

® [CMPv6NDMessage.cc, [ICMPv6NDMessage.h
® [Pv6Forword.cc

® [Pvo6Interfacedata.cc, IPv6Interfacedata.h

® Omnet.ini
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o l Ao =
FAI0YN log NUUND

22-
23-
24-
25-
26-

27-

XServerl MIPv6 -:Class processRtrAd of MIPv6 at 45.9543

XServerl -:Class processRtrAd of NDState at 45.9543

XServer2 MIPv6 -:Class processRtrAd of MIPv6 at 46.4313

XServer2 -:Class processRtrAd of NDState at 46.4313

46.5869 MosNetwork.clientl.linkLayers[0].networkInterface associated to:
55:d:86:ba:f:78 on chan: 1 sig strength: -89.9733

clientl MIPv6 -:Class processRtrAd of MIPv6 at 46.6075

clientl -:Class processRtrAd of NDState at 46.6075

clientl -:Class prefixAddrConf at 46.6075

clientl -:Class prefixAddrConf IPv6= 3019:ffff:0:0:ecee:b1ff:fed2:77d5/64
clientl INet 0 = {e80:0:0:0:ecee:bl{f:fe42:77d5/64

clientl INet 1 = 3018:ffff:0:0:ecee:b1ff:fed2:77d5/64

clientl -:Class detectDupAddress at 46.6075

clientl -:Class dupAddrDetection IPv6 = 3019:1fff:0:0:ecee:bl ff:fe42:77d5/64 at 46.6075
clientl MIPv6 -:Class processRtrAd of MIPv6 at 46.6086

clientl -:Class processRtrAd of NDState at 46.6086

clientl] MIPv6 -:Class processRtrAd of MIPv6 at 46.6098

client] -:Class processRtrAd of NDState at 46.6098

PCconnect -:Class processRtrAd of NDState at 46.7816

XServer3 MIPv6 -:Class processRtrAd of MIPv6 at 46.8651

XServer3 -:Class processRtrAd of NDState at 46.8651

XServer2 MIPv6 -:Class processRtrAd of MIPv6 at 46.9777

XServer2 -:Class processRtrAd of NDState at 46.9777

clientl MIPv6 -:Class processRtrAd of MIPv6 at 46.9777

clientl -:Class processRtrAd of NDState at 46.9777

XServerl MIPv6 -:Class processRtrAd of MIPv6 at 47.1212

XServerl -:Class processRtrAd of NDState at 47.1212

clientl -:Class dupAddrDetection IPv6 = 3019:ffff:0:0:ecee:b1ff:fed2:77d5/64 at 47.6075
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28-  clientl -:Class dupAddrDetSuccess IPv6 Success = 3019:ffff:0:0:ecee:blff:fe42:77d5/64
at 47.6075

29-  clientl -:Class dupAddrDetSuccess potentialCoa = 3019:ffff:0:0:ecee:b1f{f:fe42:77d5/64
Scope: Global at 47.6075

30-  clientl -:Class SendBU coa!=hoa at 47.6075

31-  clientl -:Class SendBU at 47.6075

32-  PCconnect -:Class processRtrAd of NDState at 48.0005

33-  XServer3 MIPv6 -:Class processRtrAd of MIPv6 at 48.2458

34-  XServer3 -:Class processRtrAd of NDState at 48.2458

35-  XServer2 MIPv6 -:Class processRtrAd of MIPv6 at 48.2983

36-  XServer2 -:Class processRtrAd of NDState at 48.2983

37-  clientl MIPv6 -:Class processRtrAd of MIPv6 at 48.2983

38-  clientl -:Class processRtrAd of NDState at 48.2983

39-  clientl -:Class Handover at 48.2983

40- -:Class formCareOfAddress CoA= 3019:ffff:0:0:ecee:b1ff:fe42:77d5 At 48.2983 sec,
clientl

41-  XServerl MIPv6 -:Class processRtrAd of MIPv6 at 48.4873

42-  XServerl -:Class processRtrAd of NDState at 48.4873

43-  PCconnect -:Class processRtrAd of NDState at 49.106

44-  haa -:Class process NS at 49.1278

45-  router2 -:Class process NS at 49.158

46-  clientl -:Class process NS at 49.1888

47-  clientl -:Class processBA Binding Ack at 49.2093
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Fovsilines il lumsnaaes
RetransTimer 1000 ms
DupAddrDetectTransmits 1

Router Advertisement interval (1s,1.55)
P-Server’s Acknowledgement Timer 1500 ms
A-DAD’s NCoA Timeout 300 ms
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(D) e WIUUDY Access point Anneny MN Seusoundn (Signal up) 914 log
UTINAN 5

(2) a1 MN 1dSudon11 RA 713 Prefix information 910 access router HAZITY
NAT0U DAD (Received RA message and test DAD) 114 log U53NAN 6

Aas 0o = 9 A 1 W Y 1

(3) 17915 DAD #1591 59 MN f‘ﬁ?ﬂiﬂlﬂﬂﬁﬂlﬂﬂﬂﬂ CoA {lumﬁﬂ‘ﬂ%ﬂﬂlﬂﬂ Haga
Y8R BU (DAD Success) 113 log 1/5391A7 28

(4) na1m MN 1a5udenny BU Acknowledgment (Received BU Acknowledgment

message) AW log U5T1AN 47
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access router LAITUNAADY DAD D4VUABUNIS DAD 1159 (Tumaui (3) — Tuasui (2)
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waznan1¥luduney Handover layer-3 (Handover layer-3 delay time) Wunainldnin
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FR-DAD A-DAD
g Standard FR-DAD A-DAD
YUNDU Missing missing NcoA
DAD Ideal case Ideal case
NCoA case case
Home Network:
Signal up 0.605892 s 0.602862 s 0.643859 s 0.604862 s 0.603859 s
Receive RA + prefix
1.024975 s 1.017524 s 1.016798 s 1.320732 s 1.319017 s
and test DAD
Foreign network 1:
Signal up 46.617810 s 46.630600 s 46.582580 s 46.589200 s 46.585760 s
Receive RA + prefix
46.638870 s 46.651580 s 46.603750 s 46.604190 s 46.605150 s
and test DAD
DAD Success 47.638870 s 46.654330 s 47.603750 s 46.606970 s 47.905150 s
Receive BU Ack 49241140 s 48.256280 s 49.206040 s 48.208880 s 49.507380 s
Foreign network 2:
Signal up 142957900 s 142943900 s 142.944400s  142.931800 s 142.926800 s
Receive RA + prefix
142979100 s 142964900 s  142.964500s  142.953000 s 142.948000 s
and test DAD
DAD Success 143979100 s 142.968000s  143.964500s  142.955700 s 144.248000 s
Receive BU Ack 144019900 s 143.021900s  144.006400s  143.009400 s 144.289600 s
Return to Home Network:
Signal up 239.794300s  239.767000s  239.770300s  239.741100 s 239.763500 s
Receive RA + prefix
239815200 s 239.787900s  239.790900s  239.762100 s 239.782700 s
and send BU

Receive BU Ack

239.866094 s

239.838616 s

239.841464 s

239.813499 s

239.833669 s
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Delay time (ms)
1400.00

DAD Delay

1200.00

1000.00

800.00

600.00

400.00

200.00

0.00

FR-DADIdeal case
or

Missing Ack case
B HN 1.89
O M1 275
OMN2 3.10

A-DADIdeal case

210
278
270

Standard DAD

1000.00
1000.00
1000.00

FR-DADMissing NCoA

case
or No P-Server case

1000.00
1000.00
1000.00

A-DADMissing NCoA case

or

No A-DAD method
1300.00
1300.00
1300.00

NN 30 11EA9 DAD delay time [RAYVO9 5 N5

Delay time (ms)

Handover layer-3 Delay

3000.00

2500.00

2000.00

1500.00 -

1000.00 -

500.00 ~

0.00 -

FR-DADIdeal case
or
Missing Ack case

B HNto FN1 1625.68
@ AN1to FN2 78.00
OM2toHN 71.62

A-DADIdeal case

1604.69
56.40
7240

Standard DAD

2623.33
1062.00
71.79

FRDADMissing NCoA |A-DADMissing NCoA case|

case
or No P-Server case

2623.46
106200
71.16

or
No A-DAD method
2921.62
1362.80
7017

WA 31 1aA9 Handover layer-3 delay time IRB8UD9 5 N5 8
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N =M - DupAddrDetectTransmits + (M, + Mg pap)d;

StdDAD NS-DAD

N = 2d, + DupAddrDetectTransmits D)

StdDAD

o I a 1 a °
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Abstract— In Mobile IPv6 networks,
duplicate address detection (DAD)
process is necessary for confirming
uniqueness of IPv6 address when Mobile
Node moves to a new network. In
standard IPv6 protocol, DAD delay takes
at least 1000ms. It is desirable to reduce
DAD delay especially if nodes wish to run
real-time applications on the Mobile IPv6
networks. This paper proposes Fast and
Robust DAD (FR-DAD) to improve
handover delay and provide reliability
and backward compatibility  with
standard IPv6 networks. FR-DAD is a
semi-stateful address assignment system.
It utilizes a server that manages a list of
unique IPv6 addresses. Simulations show
FR-DAD successfully reduces delay by as

much as 99.74% of standard DAD delay,

? NECTEC, 112 Pahol Yothin Rd., Klong Luang, Pathumthani 12120 THAILAND panita@nectec.or.th

in best case. In the worst case, FR-DAD
still outperforms a similar stateful DAD
technique by as much as 23%. FR-DAD
can provide unique IPv6 addresses for
mobile nodes quickly and reliably without
adding any more overhead to the network

than previous techniques.

Keywords: Mobile IPv6, Duplicate

Address Detection

L. INTRODUCTION

In preparation for the next generation
network on mobile devices, Mobile IPv6 [1]
has been developed to manage movement of
Mobile Nodes (MN) in wireless IPv6
networks. Mobile IPv6 provides seamless
handover when MN moves to different
networks. MN can continue to use its home
address. When MN moves away from home,
it must register its new [P address with a

Home Agent (HA) in the home network.



Any packets sent to MN are sent to home
network first. Then the HA forwards the
packets to MN at the foreign network.

Layer-3 handover process in the Mobile
IPv6 network is as follows. After MN
moves to a foreign network and establishes
connection with an access point (i.e.,
finishes layer-2 handover process) it creates
a new address, called care-of address (CoA)
from prefix information in the Router
Advertisement (RA) message sent by the
access router. After that, MN performs
duplicate address detection (DAD) to
confirm uniqueness of this CoA. When the
CoA passes the test, MN registers its CoA
with HA via a binding update (BU)
message. HA confirms the registration with
a binding acknowledgment (BA). When MN
finishes registering its new address, it can
receive any packets from existing
connections forwarded from HA.

Handover latency in Mobile IPv6 directly
affects performance of time critical
applications such as  voice-over-IP.
Reference [2] investigates four components
of delay time during mobile IPv6 handover:
(1) movement detection time, (2) address
configuration time, (3) binding registration

time, and (4) route optimization time.
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Testbed experiments show that address
configuration time is the largest delay time
due to DAD process. Although MN can turn
off the DAD process, it is not recommended.
This is because IP address is at risk for
duplicating, especially in a large IPv6
networks.

According to RFC 4862 IPv6 Stateless
Address  Autoconfiguration, after MN
receives prefix information via RA message,
MN randomly generates an interface ID or
use a hardware address as an interface ID. A
combination of subnet prefix and interface
ID is referred to as Tentative Address.
Before the Tentative Address can be used, it
must undergo DAD test to check for
uniqueness within the network. The DAD
test works as follows. First, an IPv6 node
sends a Neighbor Solicitation (NS) message
to a solicited-node multicast group asking if
anyone is using this Tentative Address. In
this NS-DAD message, source IP address is
all zero or unspecified and the target address
is the Tentative Address. If the address has
already been used by another neighbor node,
that node must defend itself by sending a
Neighbor Advertisement (NA) message to
all nodes. The node that initiates the NS-

DAD has to set up a new Tentative Address



and repeat the DAD process. If it does not
hear any defending NA message within
RetransTimer milliseconds, it may ask again
DupAddrDetectTransmits times to make
sure there is really no conflict. After that, it
can start using the Tentative Address. So the
DAD process takes at least
RetransTimer "‘DupAddrDetectTransmits
milliseconds. Under default setting, the
delay is at least 1000 ms, where
RetransTimer = 1000 and
DupAddrDetectTransmits = 1. This delay
time is not acceptable in real-time
applications. Although one can decrease
RetransTimer below 1000 ms, this increases
a risk of not detecting duplicate addresses.

In this paper, we propose a fast and robust
DAD procedure (FR-DAD). The proposed
DAD improves handover delay, and is
compatible with [Pv6 standards. The
proposed procedure guarantees unique IP
address configuration much faster than the
standard DAD mechanism. Moreover, the
new procedure is robust against packet loss,
network error, and is backward compatible
with standard IPv6 and Mobile IPv6
networks.

The rest of this paper is organized as

follows. Section II discusses the existing
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techniques for improving DAD. Section III
presents our new DAD  protocol.
Performance analysis of the new DAD is
shown in section IV. Finally section V

provides discussion and conclusions.

II. Related Work

This section discusses features and
characteristics of existing methods that aim
to improve DAD delay. For a
comprehensive review of DAD techniques,

readers are referred to reference [5].

Advanced DAD [7, 8]

The Advanced DAD or A-DAD technique
improves DAD delay by storing a pool of
unique IPv6 addresses at an access router
(AR). Each AR generates random addresses
as a background process and performs
Standard DAD on them. The duplicate-free
addresses are stored at the AR. AR acts as a
passive proxy for addresses. It listens to
neighbor discovery messages from other
nodes in the network. If it hears another
node performing DAD on the same address
in its pool, AR silently removes that address
from its list and tests a new address to keep
the list size constant.

A-DAD 1is designed to work in with



movement  prediction, utilizing Fast
Handover technique [9], as well as without
movement prediction. A-DAD modifies
Router Solicitation (RS) and Router
Advertisement messages with new options
(Fig. 1). MN sends RS with NCoA-Request
option to the AR of the new network, and
waits for RA with NCoA-Reply option
which contains new CoA from the AR. A-
DAD puts extra burden on AR. AR has to
take care of both routing and managing a list
of unique IP addresses. If RA or RS
message is lost, or new networks do not
support A-DAD, MN falls back to use
Standard DAD. Recovery time in this case is

even longer than Standard DAD delay.

N (b b O

MM New AR with aDAD HA CN

— Lirik-Up
Switching] . Lr
o Trigger

1) RS [NCoA-Request Opt.)

2) RA [NCoA-Reply Opt.)

3) BU

4) BU

5) BA

Fig. 1 A-DAD process [8]

A. Other DAD Techniques

There are several other techniques which
aim to reduce delay time to confirm unique
CoA. Optimistic DAD [6] assumes

probability of address collision is very
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small. So it allows MN to use Tentative
Address while the uniqueness test is in
process. Proactive DAD [12] checks DAD
on new CoA before MN moves to a new
network. MLD-DAD [13] and END [14]
take advantage of IPv6 multicast listener
discovery. Both assume all nodes must join
a solicited-node multicast address associated
with each unicast address. So to verify
address uniqueness, they simply check
whether a specific solicited-node multicast
group is empty. These methods could end up
with false duplicates because multiple
unicast addresses could join the same
solicited node multicast group.

Another common technique is to
terminate DAD early by sending positive
acknowledgement. MLD-DAD, END, and
FNDD [10] all send a message to inform
MN that the Tentative Address is unique.
MN can start using the address right away
without waiting for the RetransTimer. To
make a positive confirmation, a central
entity that keeps track of addresses in use is
necessary. All methods discussed in this
section, except Optimistic DAD, require an
entity such as router or server to manage an
address list.

Inherently IPv6 address configuration is a



stateless process. Therefore, it is necessary
to perform DAD. To eliminate DAD delay
completely, one could opt for a stateful
process at the cost of network scalability.
For example, A-DAD, FNDD, and DHCPv6
[11] are stateful address assignment. One
drawback of stateful configuration is that
MN has no choice to what address is
assigned. Consequently, novel addressing

schemes cannot be used.

III. New Method

The proposed Fast and Robust Duplicate
Address Detection, or FR-DAD, method is
based on the idea of stateful address
configuration. Similar to A-DAD, FR-DAD
utilizes an additional server, called P-Server,
to store unique IPv6 addresses. This server
is responsible for assigning an IPv6 address
from its pool to a MN that recently joins the
network. The unique IPv6 address pool is
constructed via the standard DAD process.
The P-Server, which is required in every
network, acts like an access router in A-
DAD. However, by separating the address
server from the access router, we reduce
access router’s workload. Communication
between the server and the MN uses

standard Neighbor Discovery messages with
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a new flag and a new option. So the new
method can work with standard IPv6
networks. The FR-DAD also handles cases
of packet loss and works with standard
mobile IPv6 nodes and networks. Moreover,
FR-DAD does not depend on movement
detection. Thus, it is suitable and effective
on both wired and wireless IPv6 network
Fig. 2 shows network architecture and
communication steps of FR-DAD. When a
MN attempts to configure a new address, it
exchanges three ICMP Neighbor Discovery
messages with P-Server: Address Request,
Address Reply, and Address
Acknowledgement. The three-way
acknowledgement ensures the P-Server the
assigned address really reaches MN. This
three-way handshake tackles a flaw in all
previous works which rely on just request
and reply messages. With the two-way
handshake, P-Server would not detect the
loss of a reply packet. As a result, it would
not know whether the assigned address is
taken or not. On the other hand, with the
three-way handshake, P-Server can detect
the loss of reply message. Thus, it can
maintain an accurate view of its address

pool.
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Fig. 2 Network Topology for FR-DAD

The FR-DAD defines a new flag and a
new option to use with the three Neighbor
Discovery messages exchanged between P-
Server and MN. First, the Address Request
is an ICMP NS message with a new FR flag
in the reserved field, and a new FR option
containing Link-Layer address (Fig. 3). MN
sends this Address Request after it generates
a Tentative Address based on prefix
information received from a router. This
Address Request message uses the same
parameters as those in the standard NS-
DAD message. For example, the source IP
address is unspecified. The destination IP
address is the solicited-node multicast
address of the Tentative Address. The
Target Address is the Tentative Address. In
addition, the FR option contains a Link-
Layer Address of the MN in order for the P-
Server to know where to return the Address

Reply message. In other words, the MN is
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testing DAD of the Tentative Address at the
same time it is requesting a new care-of-
address (NCoA) from the P-Server. P-Server
is set up so that it listens to all solicited-node
multicast addresses with the FR flag.

Secondly, the Address Reply is an ICMP
NA message with the FR flag in the
reserved field, and the Target Link-Layer
Address option (Fig. 4a). When the P-Server
receives the Address Request message that
is known by FR flag and new option, it
chooses a unique IPv6 address (NCoA) from
its pool and sends it in the Address Reply
message back to an all-node multicast
group. The Address Reply message is an
unsolicited-NA message. The Target Link-
Layer Address (TLLA) option contains the
Link-Layer Address of the MN. In addition,
the Address Reply message carries NCoA in
the Target Address field.

Finally, when MN receives the Address
Reply message that is identified specifically
by the ‘FR’ flag and the Target Link-Layer
Address equals its own Link-Layer Address,
MN uses the Target Address as the new
Care-of Address. At this point, the NCoA is
ready. MN can send Binding Update to
register the NCoA with the HA, as well as

sending Address Acknowledgement



message to confirm the P-Server that it will
use this NCoA. The Address
Acknowledgement  message is  an
unsolicited-NA with the ‘FR’ flag, the
override flag, and the TLLA option (Fig.
4b). The TLLA option and override flag are
necessary because they force MN’s
neighbors to map the Target Address with
MN’s Link-Layer Address. When the P-
Server hears this Address

Acknowledgement, it can remove this

NCoA completely from its pool.

Type = 135 (NS) ‘ Cede=0 ‘ Checksum

Reserved [F

New Type ‘ Lzngth

(8 bits) ® b\gtts) ‘ MN Link Layer Address

Fig. 3 NS with New Option for FR-DAD

(Address Request)

Type = 136 (NA) ‘ Cede=0 ‘ Checksum

R ‘S ‘O ‘FR‘ Reserved

Type = 2 (Target Length
(@b

) ©bits) Target LinkLayer Adcress

(a) Address Reply

Type = 136 (NA) ‘ Cede=0 ‘ Checksum

R ‘S ‘O ‘FR‘ Reserved

Target LinkLayer Adcress

Type = 2 (Target Length
(8 bits) (8 bits)

(b) Address Acknowledgement

Fig. 4 NA messages for FR-DAD

(generated Pv6 address by MN fallowing standard DAD process )

(NCoA from P-Server)

(NCoA from P-Server)
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Note that while the three-way address
negotiation is going, the standard DAD
procedure also occurs in the background.
The MN’s Address Request message
initiates this standard DAD procedure.
However, the P-Server is the one that listens
for a duplicate-defending message. If the
RetransTimers expires, then the P-Server
can suppose the tested address is unique and
store it in its address pool (Fig. 5).
Otherwise, the P-Server simply ignores this
address. The P-Server may generate another
random address and test for duplication to
maintain the address pool supply level.

To demonstrate robustness of FR-DAD,
let us show what happens when MN does
not receive NCoA from P-Server. This could
occur due to loss of Address Request, loss of
Address Reply, or because P-Server does
not exist in the foreign network. This means
the 1000-ms RetransTimers will expire
before MN receives the Address Reply
message. In such case, as shown in Fig. 6,
MN uses the Tentative Address that passes
the DAD test as the NCoA. MN then sends
the Address Acknowledgement message
(unsolicited-NA), with the Target Address

being the IPv6 address that passes standard



DAD process, to confirm that it will use this
IPv6 address. If P-Server exists in the
network, it will know that MN does not
receive its Address Reply. Therefore, the
NCoA it gives out is still available in the
pool.

Another possibility is the loss of Address
Acknowledgement message. This event does
not affect MN since it already obtains a
unique address. It can continue with
handover process normally. However, P-
Server must keep an acknowledgement
timer. If this timer expires before it receives
Address Acknowledgement, P-Server must
remove both the selected NCoA and the
Tentative Address of this MN (if passing the
DAD test) from the address pool. No
acknowledgement could mean MN did not
receive NCoA (MN would use Tentative
Address), or MN has received and used
NCoA. Since P-Server does not know the
cause, it assume both addresses are no

longer available.
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IV. Performance Analysis

A. Simulation Environment

Performance of the FR-DAD is simulated
under Omnet++ simulator with IPv6 Suite
for INET framework [15] on Kubuntu Linux
OS. The proposed mechanism is
implemented as additional methods in
Omnet++ modules. Simulated network
consists of three Mobile IPv6 networks:
Home Network (HN), Foreign network 1
(FN1), and Foreign network 2 (FN2)
according to Fig. 7 MN movement begins
from HN to FNI, then to FN2, and finally

back to HN. From this movement, MN must



change [Pv6 address three times along each
network. We study FR-DAD performance in
terms of DAD delay, overall layer-3
handover delay, and message overhead.
These performance metrics are compared
among FR-DAD, Standard DAD and A-

DAD (non predictive case).

u"/. o @ @
g 2 AR

Home Network

Fig. 7 Network for Simulation

B. Delay Performance

To benchmark delay performance of FR-
DAD with Standard DAD and A-DAD, we
set up five simulation scenarios: FR-DAD
ideal case, A-DAD ideal case, Standard
DAD, FR-DAD with NCoA missing, and A-
DAD with NCoA missing. For each
scenario, we measure DAD delay and
overall handover delay during movement of
MN from HN to FNI to FN2 and to HN. We
repeat the simulation ten times for each
scenario. We average measurements over
ten experiments. Simulation parameters are

given in Table 1.

TABLE 1
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SIMULATION PARAMETERS

RetransTimer 1000 ms

DupAddrDetectTransmits 1

Router Advertisement (1s,1.55)
interval
P-Server’s 1500 ms

Acknowledgement Timer

A-DAD’s NCoA Timeout 300 ms

Fig. 8 shows average DAD delay of the
five scenarios, under each movement
direction. DAD delay measures the time
from MN sending the Address Request (NS-
DAD) until MN obtains a unique IPv6
address. In the ideal cases (e.g., no packet
loss), FR-DAD and A-DAD take only
around 3 ms for MN to complete address
configuration. This delay is much faster than
the DAD delay of Standard DAD which
takes 1000 ms. In the case that MN does not
receive NCoA (due to packet loss or no P-
Server in network), FR-DAD delay equals to
1000 ms of Standard DAD process. This is
because MN finishes address configuration
when it receives Address Reply or when the
Standard DAD’s RetransTimer expires,
whichever event comes first. As for A-DAD
with missing NCoA, its DAD delay is

longer than 1000 ms. This is because it must
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wait for a timeout to detect missing NCoA
Reply before it can start the Standard DAD
process. If we assume the NCoA Timeout is
300 ms, the DAD delay in this case is as
long as 1300 ms. Moreover, variation of
DAD delay in each network is very small.
Fig. 9 shows layer-3 handover delay of
the five scenarios, under each movement
The overall handover

direction. delay

includes DAD delay plus movement
detection and binding registration delay.
We measure the time from when an access
point detects a new node (Layer-2 handover
completes) until MN receives Binding

Acknowledgement (binding registration
completes). In the ideal case, handover
delay of FR-DAD and A-DAD is very much
the same. A-DAD handover is slightly faster
than FR-DAD because A-DAD does not
have to wait for prefix information from the
Router Advertisement. In the case of
missing NCoA, FR-DAD’s handover delay
approaches that of Standard DAD, but A-

DAD’s handover delay is much slower than

Fia. 9 Handover laver-3 Delav time

that of both FR-DAD and Standard DAD.
This is because A-DAD has additional
timeout waiting for the NCoA Reply
message.

The difference between Fig. 8 and Fig. 9
is that we can see large variation of
handover delay among different movement
directions. Moving out of Home Network
the first time takes the longest delay,
especially in binding registration. Moving
between the two foreign networks is faster,
but returning to Home Network is the

fastest. This is because MN can skip both

binding registration and DAD.

C. Message Overhead

Our proposed FR-DAD technique

achieves quickness and robustness by
sending additional control messages. In this
section, we compare number of control
messages required under the proposed FR-
DAD technique to that of standard DAD and
A-DAD techniques. The comparison counts

messages generated by MN, P-Server, and



routers.

Let M _represent a message of type x. Let
d, be the number of IP duplications
generated by MN and d, be the number of IP
duplications generated by FR-DAD’s P-
Server or A-DAD’s access router. The
number of control messages for protocol y is
represented by N,.

For Standard DAD process with no
duplication, it needs
DupAddrDetectTransmits NS-DAD
messages to test a Tentative Address. With
duplication, a neighbor sends NA to protect
its address, and MN resends another NS-
DAD. This repeats until the MN gets a

unique IP address.

N,

StdDAD
=M, p.p - DupAddrDetectTransmits + (M,
+ MNS—DAD)d]
Nouup = 2d, + DupAddrDetectTransmits

(1)

For A-DAD ideal case, MN sends one RS
(NCoA-Request) message to request IP
address. Then an access router replies with
one RA  (NCoA-Reply)  message.
Duplication does not happen. However,

when one address is taken from the pool, the

router must compute one unique address via
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Standard DAD to replace it.
N

A-DAD-1

= MRS(req) + MRA (reply) + ]vSthAD—AR
=1+ 1+ 2d,+ DupAddrDetectTransmits
N

A-DAD-1

=2d, + DupAddrDetectTransmits +2  (2)

For A-DAD with a lost NCoA-Reply, MN
must try again with Standard DAD. Access
router also has to replenish the address pool
with one address. So the overhead includes
the lost message as well as messages

required for one test of Standard DAD.

Nivinr = Mespey ¥ Musgeppytosy T Nsupapaa
+ Noupap-a
=1+1+Qd,+
DupAddrDetectTransmits) +
(2d,+
DupAddrDetectTransmits)
N, pip, =2d,+2d,+

2DupAddrDetectTransmits + 2

3

Next we consider the case where the
access router does not support A-DAD. MN
sends one RS message but the method is not
established in a network. When the NCoA
Timeout expires, MN retries with Standard

DAD process.



N 4-DAD-3 MRS(req) +N, StdDAD-MN
N, pip; = 2d,+ DupAddrDetectTransmits

+1 (4)

In the ideal case of FR-DAD, MN
exchanges three messages with P-Server. If
the IP address generated by MN is a
duplicate, P-Server must generate a new
address and test Standard DAD until the
address is unique. Number of messages in

this case is equal to eq. (2).

NFR-DAD—I = MNS(req) + MNA(repl}) + MNA(ack) +
(NSthAD-Pserver_ MNS(req))
Niwpaps = 2d,+ DupAddrDetectTransmits

+2 (5)

In the case of FR-DAD where Address
Acknowledgement is lost, the only
difference is that P-Server cannot keep
neither the IP address generated by MN nor
NCoA. As a result, P-Server must generate
new address and test Standard DAD itself to

replenish its address pool.

Nigpaps = MNS(req) + MNA(reply) T Muhiony T
NSthAD-Pserver
Nigpaps =2d,+

DupAddrDetectTransmits+ 3 (6)

For FR-DAD with a loss of Address
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Reply, MN relies on Standard DAD. If the
tested address is unique, an Address
Acknowledgement completes FR-DAD.
Otherwise, MN must resend NS-DAD in
Address Request format. There are two
outcome possibilities. The second Address
Reply may arrive, and MN ends up using
NCoA assigned by P-Server. In this case P-
Server must compute one unique address to
replace the assigned NCoA, as in eq. (7). Or
the Address Reply may be lost again causing
MN to use Tentative Address. The overhead

is shown in eq. (8).

N, FR-DAD-3 (MNS(req) + MNA(reply-last) + MNA)dI +
M NS(req) + MNA(repIy) + MNA(ack) +
(N StdDAD-Pserver” MNS(req))

NFR-DAD-.? = 3d] + 2d2 +

DupAddrDetectTransmits + 2 (7)

N, FR-DAD-4 (MNS(req) + MNA(Veply-last) + MNA)dI +
M, NS(req) + MNA(reply—lnst))
DupAddrDetectTransmits +
MNA(ack)

Ny papa = 3d, + 2DupAddrDetectTransmits

+1 )
If MN performs FR-DAD where P-Server
does not exist, MN receives no Address
Reply. MN relies on Standard DAD test

until finding a unique address. Then MN



sends Address Acknowledgement to
complete FR-DAD. Number of messages in
this case is similar to (4).

N,

=N, + M,

FR-DAD-5 StdDAD-MN NA(ack-lost)
Ny pups = 2d, + DupAddrDetectTransmits

+1 9)

Number of control messages at DupAddrDetectTransmits =1
14 13

eq.() ea(d ea(d eqal ea(y ea(® ea(? ea.(8  ea.(9

‘ m d1=0 and d2=0 @ d1=1 and d2=1 0 d1=2 and d2=2 ‘

Fig. 10 Comparison of number of control

messages

In all scenarios, the number of control
messages depends on number of IP
duplications. Fig. 10 shows message
overhead with different combinations of d,
and d,. Standard DAD (eq. 1) requires the
lowest overhead. In the ideal case, FR-DAD
(eq. 5) requires the same amount of
messages and delay time as A-DAD (eq. 2).
In the error cases, FR-DAD needs slightly
more control messages than A-DAD. More
messages help FR-DAD complete DAD

faster than A-DAD.
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V. Conclusion

In this paper, we propose the Fast and
Robust Duplicate Address Detection (FR-
DAD) technique. We demonstrate that FR-
DAD can help reducing DAD delay time in
Mobile IPv6 networks. In the ideal case or
best case, FR-DAD reduces the DAD delay
by as much as 99.74% of Standard DAD
delay (1.89 ms vs. 1000 ms). Although the
best-case performance of FR-DAD is similar
to a previous technique called Advanced
DAD (A-DAD), FR-DAD outperforms A-
DAD in error cases (worst case) by 23%
(1000 ms vs. 1300 ms). Moreover, FR-DAD
delay in the worst case only takes as long as
the Standard DAD delay. The benefit of FR-
DAD comes at the cost of more signaling
message overhead than the Standard DAD.
However, the number of FR-DAD messages
is about the same as that of A-DAD. In
conclusion, the FR-DAD can provide unique
IPv6 address quickly and reliably without
adding any more overhead to the network
than previous improvement techniques.

FR-DAD is designed to be backward-
compatible and robust against message loss
and error. FR-DAD can work in standard
[Pv6/Mobile IPv6 network. Modification is

required only in mobile nodes and in the P-



Server. FR-DAD offers an alternative for
mobile nodes that wish to have faster
address autoconfiguration. Future work
includes performance study in real mobile

IPv6 networks.
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Abstract-Several components
contribute to handover delay of Mobile
IPv6, namely, movement detection time,
address configuration time, binding
registration time, and route optimization
time. Through testbed experiments, we
found that the dominating delay
component is the address configuration
time, which is the time required to
configure a new globally routable IPv6
address on the mobile node after it moves
to a foreign network. A typical process of
IPv6 address configuration requires a
duplicate address detection (DAD)
procedure. During DAD, a mobile node
sends a neighbor solicitation message to
ask whether its new address is being used.
If no node replies within a set timer, a
mobile node can assume the new address
is unique on that network. On the Linux
testbed, DAD takes as much as 1 second,
which causes intolerable disruption in
case of time-critical applications. This
work studies techniques for reducing
delay during the DAD procedure. Main
contributions of this work are the insights
into Dbenefits and shortcomings of
different DAD techniques, as well as
benchmarks for design of future DAD
protocols.

I.  INTRODUCTION

The next generation network is expected
to be dominated by mobile devices. Mobile
IPv6 [1] has been proposed to manage
movement of mobile nodes (MN) in wireless
IPv6 networks. Mobile IPv6 provides
seamless handover when MN moves to a new

network. It allows MN to be identified by its

static home address, regardless of its location
in the Internet. When the MN moves away
from home, it must send information about its
new location and new IP address to a home
agent (HA) in the home network. The HA can
then intercept and forward packets to the MN
at the new location. The new address of MN at
a foreign network is called care-of-address

(CoA).

The signaling process during the mobile
IPv6 handover is illustrated in Fig. 1. After
the MN moves to the foreign network, it will
create a CoA using a prefix received in the
router advertisement message. The MN then
performs duplicate address detection (DAD)
to check the validity of this new address.
Once the CoA is configured, the MN
registers its CoA with HA via the binding
update  message. HA confirms the
registration with binding acknowledgment.
At this point, MN can continue to receive
packets from existing connections via HA. If
desired, MN can also register its new
address with CN to create a direct optimal
route, as shown in Figure 1.

Handover latency in Mobile IPv6 is a
noteworthy issue especially since it could
greatly affect performance of time-critical
applications such as  voice-over-IP.
Reference [2] identifies four delay
components during mobile IPv6 handover,
namely movement detection time, address
configuration time, binding registration
time, and route optimization time. Testbed



experiments show that address configuration
time is the largest delay component with
duplicate address detection taking up as
much as 1000ms [2]. While we can reduce
delay by turning off DAD, it is not
recommended since IP address uniqueness
cannot be guaranteed especially in a large
IPv6 networks.

n Faroign Notwork

N

Mobile Node  Home fAgent

Horme Addross
s 2 Binding Update
N ——De-
‘Binding Acknowlagamont

A ®

Figure 1. Mobile IPv6 signaling steps

This paper surveys techniques for
reducing delay during the DAD procedure.
The standard scheme of duplicate address
detection is explained in Section II. Section
IIT discusses seven improving techniques,
namely Optimistic DAD [3], Advance DAD
[4][5], Proactive DAD [6], MLD-DAD [7],
END [8], FNDD [9], and DHCPv6 [10].
Their feature comparison and delay analysis
are presented in Section IV. Finally, Section
V concludes the paper.

II. DUPLICATE ADDRESS DETECTION

In IPv6 networks, address configuration
can be done statelessly [11]. IPv6 nodes
configure their own IP addresses based on
prefix information sent by IPv6 routers.
IPv6 nodes generate a 64-bit suffix and
combine with the prefix obtained from the
router to get the 128-bit IPv6 address. Note
that the 64-bit suffix can be generated
randomly or based on the interface hardware
address. This new address is referred to as a
Tentative Address. Before the Tentative
Address can be used, it must be tested for
uniqueness within the network. This test
process is referred to as the duplicate
address detection or DAD.
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To perform DAD, first, an IPv6 node
sends a Neighbor Solicitation (NS) message
to all devices in the network asking if
anyone is using its Tentative Address. In
this NS-DAD message, source IP address is
left unspecified, and the target address field
is set to the Tentative Address. If the
address is already used by another node, that
node must send a Neighbor Advertisement
(NA) message to defend its address. The
asking node then has to configure a new
Tentative Address and repeat the DAD
process.

On the other hand, if there is no conflict,
the asking node waits for RetransTimer
milliseconds. If there is no NA reply, the
node may ask again
DupAddrDetectTransmits times to make
sure there is really no conflict. After that,
the asking node can start using the Tentative
Address in all communication.

The problem of DAD is that during the
waiting period, the node cannot use the
Tentative Address to correspond with any
device other than to send NSs and listen for
NAs. In addition, the default value of

RetransTimer is 1000ms and
DupAddrDetectTransmits is 1. Thus, the
DAD delay becomes

RetransTimer*DupAddrDetectTransmits.
Such delay is not acceptable in real-time
applications such as  voice-over-IP.
Although the value of RetransTimer can be
reduced, the risk of a defending NA arriving
too late will also increase.

III. EXISTING STRATEGIES

This section discusses existing techniques
for improving DAD. These techniques all
have the same goal—to shorten the time that
the Tentative Address is not usable.

A. Optimistic DAD (RFC4429)

The Optimistic DAD [3] technique is
based on the assumption that the chance of
64-bit address collision is very small,
especially if a well-distributed random
number generator is used. Optimistic DAD
allows the use of Tentative Address in some
communication messages while waiting for
completion of the normal DAD process. As
a result, communication disruption is
minimized.



To avoid the effect of address collision,
Optimistic DAD modifies the RFC2461
(Neighbor Discovery for IPv6) and
RFC2462  (IPv6  Stateless  Address
Autoconfiguration) such that nodes do not
advertise its Link Layer address (MAC
address) together with the untested Tentative
Address, referred to here as Optimistic
Address. This is to prevent other devices
from saving the Optimistic Address in their
neighbor cache entries, in case of a collision.
Specifically, this is achieved by:

1) Setting the ‘Override’ flag to 0 in NA
so that neighbors will not override
existing cache entries with the
Optimistic Address.

2) Never using the Optimistic Address
as a source of NS because NS
contains a Source Link-Layer Address
Option (SLLAO), i.e., Link Layer
address of node. This may create
conflicts in neighbor cache entries.

3) Never using the Optimistic Address
as a source of Router Solicitation
(RS) message if the RS contains a
SLLAO. Instead, wusing another
address or unspecified address, or
sending RS without a SLLAO.

The effects of not being able to send NS
and RS from the Optimistic Address are
twofold. First, the node cannot contact a
router because it cannot send RS from the
Optimistic address. As a result, it has to wait
until the address is no longer optimistic
(DAD process completes) to do so. Second,
the node cannot contact a neighbor that is
not already in its neighbor cache. To get
around this, the node must forward packets
via its default router. The default router will
then provide an ICMP Redirect message
which gives a Target Link-Layer Address
Option (TLLAO) containing Link Layer
address of the destined neighbor. This
allows the node to update its neighbor cache
and begin communication with this neighbor
directly.

The advantage of Optimistic DAD is that
it can interoperate with standard DAD
without adding new devices. In addition, the
new protocol maintains the stateless
characteristic of IPv6. However, its delay
performance depends highly on the size of
the network. The larger the network is, the
higher the probability of address collision
becomes. In reality, it would be hard to
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configure well-distributed and truly random
addresses in a large network. So collision is
possible. If collision happens, the recover
time of Optimistic DAD could be even
longer than that of standard DAD.

B. Advance DAD (A-DAD)

The Advanced DAD [4][5] strategy tries
to improve DAD delay by storing a pool of
unique [Pv6 addresses at an access router
(AR). Each AR generates random addresses
as a background process and performs DAD
on them. The duplicate-free addresses are
then stored in Passive Proxy Cache. AR acts
as a passive proxy for addresses. It listens to
neighbor discovery messages from other
nodes in the network. If it hears another
node performing DAD on the same address
in its pool, AR must silently remove that
address from its Passive Proxy Cache and
generate and test a new address to keep the
list size constant. Morecover, AR must not
send NA messages using the duplicate-free
address, nor must it reply to NS messages
targeting that address.

A-DAD requires exchange of modified
RS and RA messages to help MN obtain the
duplicate-free address from AR. The
protocol starts when MN receives an L2
switching trigger. MN then sends RS to all-
router multicast address (FF02::2). The
modified RS includes NCoA-Request option,
indicating a request of a unique CoA. This
option field contains MN’s previous CoA
and MN’s Link-Layer address. Upon
receiving RS with such option field, AR
sends a modified RA message to MN’s
previous CoA, containing NCoA-Reply
option. This option includes the unique CoA
selected from AR’s Passive Proxy Cache.
Upon receiving the address from AR, MN
can proceed with Mobile IPv6 binding
registration without delay. As for AR, after
assigning the address to MN, it must remove
that address from the pool, generate and test
a new address, and store the assigned
address together with MN’s Link-Layer
address in its neighbor cache.

The steps above explain how A-DAD
works with standard Mobile [Pv6 handover.
A-DAD is also designed to work with Fast
Mobile IPv6 protocol [13] that utilizes
movement prediction to perform fast
handover and early binding registration.



Details of A-DAD with Fast Mobile IPv6
can be found in [5].

Like standard DAD, A-DAD approach is
pessimistic. It assumes address collision is
inevitable. While standard DAD lets it to
happen and corrects it later, A-DAD
prevents it from happening. In comparison
to Optimistic DAD, A-DAD’s pessimistic
approach can also eliminate DAD delay
completely when used in conjunction with
Fast Mobile IPv6. Without movement
prediction, the delay is only a roundtrip time
of RS and RA between MN and new AR.

A-DAD also has a few drawbacks. First of
all, it puts additional burden on AR to
manage a pool of candidate addresses. In
addition, it breaks the stateless auto-
configuration principle of IPv6. Since nodes
can no longer provision their own addresses,
it is impossible to run protocol like Secure
Neighbor  Discovery (SEND), which
requires addresses generated from node’s
private key.
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Figure 2. Advanced DAD signaling in
standard MIPv6 [5]

C. Proactive DAD (P-DAD)

The concept of Proactive DAD [6] is to
perform DAD before MN moves to a new
network. Movement prediction is an
essential part in this protocol. When MN
suspects it will join a new AR, it obtains a
prefix of the new AR from a central storage
called Mobile-node Attachment Point (MAP)
table. The MAP table stores a list of access
point’s Basic Service Set ID (BSSID), IP
address of AR that manages that BSSID,
and prefix information of that AR. The
MAP table is located in Regional
Information Point (RIP) servers, whose IP
address is known by all ARs. After MN
obtains a new prefix, it can configure a new
CoA while still at the home network. The
new CoA must be tested for duplication.

A
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This is done by communicating a series of
new messages with the new AR.

MN performs DAD on new CoA by
sending CoA-preAllocate Request message
to new AR. This message contains the new
CoA MN wants to check. AR will check the
address against its Registration cache and
may perform standard DAD on that address.
If the address is unique, AR replies with
CoA-preAllocate Reply with a U-bit set to
indicate no duplication. AR also stores this
address into its Registration cache. When
MN actually moves to the new network, it
activates this CoA with AR by sending
CoA_activation Request and waiting for
CoA_activation Reply. Once the address is
activated, AR removes it from the
Registration cache. If MN does not receive
CoA_activation Reply, or cannot predict its
movement, it must perform standard DAD
in the new network.

; N

k l..-..

Figure 3. Proactive DAD infrastructure and

signaling steps [6]

Compared to A-DAD, P-DAD maintains
IPv6 stateless address autoconfiguration. By
letting AR perform DAD instead of MN,
duplicate checking can happen before MN
joins a new network. However, such
proactive method requires setting up
additional storages and servers, such as
MAP table, RIP servers, and Registration
Cache.

In terms of delay performance, P-DAD
requires a round-trip delay between MN and
new AR for exchange of CoA activation
request and reply. This delay is comparable
to that of A-DAD without movement
prediction.

D. Multicast Listener Discovery DAD

(MLD-DAD)

This technique attempts to end DAD early
by taking advantage of IPv6 multicast



listener discovery. According to [11], before
sending NS-DAD, an interface must join the
solicited-node multicast address associated
with the Tentative Address. Therefore,
MLD-DAD checks for address uniqueness
simply by asking a router whether a node is
the first to enter the solicited-node multicast
group based on the Tentative Address [7]. If
the node is the first to enter the group, then
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groups and respond to all MLD-DAD
Reports. To use MLD-DAD, all devices on
the network perform MLD properly.
Moreover, they must understand the
modified version of MLD Report and the
new format of MLD Response.

0 O 0

MN MLD-querier router Address owner
MLD Report ~

»

it implies that no other node is currently
. . NS-DAD N »| DAD ends when
using that unicast IPv6 address. | one of the three
MLD-DAD signaling starts with a node MLD Response (if unique) events happens.

that wants to configure a new IPv6 address

sending a MLD Report message to tell its
presence and to ask whether the multicast
group is empty. If it is, a MLD Querier
router will respond with a MLD Response
message. Upon receiving the MLD
Response, the node can start using the
Tentative Address in all communication.

The MLD Report and Response do not
replace the NS and NA of standard DAD
process. The node must send a NS-DAD
message after it sends MLD Report. So the
standard DAD process occurs in parallel
with the MLD-DAD. DAD will terminate
once a node receives MLD Response (i.e.,
the address is unique) or receives NA (i.e.,
the address is in use), or the RetransTimer
expires (i.e., the address is unique).

In case the solicited-node multicast group
already exists with at least one member,
MLD-DAD interprets this information as
duplicate address and falls back to standard
DAD. Note, however, that existence of the
solicited-node multicast group does not
always guarantee that the Tentative Address
is a duplicate. According to [13], the
solicited-node multicast address is computed
based on the lower 24 bits of the unicast
address. Therefore, there is a chance that
two interfaces having their 64-bit interface
addresses differed in bits 24-63 would still
join the same multicast group. Such false-
negative interpretation would result in
unnecessarily extra DAD delay for MLD-
DAD.

In the case of no duplicate address, MLD-
DAD shortens DAD delay to one roundtrip
time of MLD Report and MLD Response. In
the case of address conflicts (real and false
conflicts), MLD-DAD takes as long as
standard DAD to complete. The
improvement of MLD-DAD comes at a
burden of a router to monitor all multicast

NA-DAD (if duplicate)

RetransTimer expires

@D o

Figure 4. MLD-DAD signaling

E. Enhanced Neighbor Discovery (END)

Similar to MLD-DAD, Enhanced
Neighbor Discovery uses a positive
acknowledgment message to terminate DAD
early, and takes advantage of the solicited-
node multicast address group of the
Tentative Address [8]. END uses a bridge-
like entity called Neighbor Discovery Relay
Agent (NDRA) to maintain a cache of IPv6
addresses of all nodes. The ND Relay Agent
learns about all IPv6 in use from MLD Join
messages sent by nodes that have just
configured new IPv6 addresses. END
protocol uses modified RA as a positive
acknowledgment message. The modified
RA includes an Available Address Option
which indicates the uniqueness of IPv6
address carried in the option. In case of
address collision, the NDRA forwards a NS-
DAD message to the address owner who, in
turn, will reply with a defending NA
message.

In this strategy, DAD delay takes NS and
RA roundtrip time between MN and NDRA.
The delay is comparable to that of MLD-
DAD in case of no conflict. In case of
conflict, however, END nodes could take
longer than MLD-DAD nodes to detect
conflict since standard DAD proceeds after,
not parallel to, the address lookup.
Moreover, like MLD-DAD, END lets an
agent keep track of available addresses by
listening to  solicited-node = multicast
messages. Therefore, END will also suffer
the same false-negative pitfall (i.e., thinking
that a unique address is a duplicate),



resulting in longer additional DAD delay
than that of MLD-DAD.

] O ]

ND Relay Agent Address owner
MLD Join »

Ll
NS-DAD

Address

RA with Available Address (milookun

l

NA-DAD (in case of conflict)

Figure 5. Enhanced Neighbor Discovery for
DAD optimization.

F. Fast Neighbor Discovery and DAD

(FNDD)

FNDD attempts to reduce DAD latency
by using neighbor cache of an access router
(AR) at a foreign network [9]. The protocol
proposes new RS and RA message formats
for communication between MN and the
new AR. MN sends new RS with its
untested CoA attached in an option field to
the new AR. The AR then checks
uniqueness of CoA by looking up its
neighbor cache. The assumption here is that
the AR knows addresses of all nodes
attached to it in its neighbor cache. AR
sends back new RA with an option field
indicating whether CoA can be used or not.
If CoA is a duplicate address, new RA will
contain a pre-configured, unique address
that MN should use.

FNDD protocol is similar in concept to
MLD-DAD and END. Like MLD-DAD,
FNDD lets AR maintain a list of addresses
in use and check address uniqueness.
However, instead of listening to multicast
messages as the MLD-DAD and END,
FNDD makes AR listen to NS, NA, and RS
messages to compile a list of existing
addresses.

The effect of checking DAD against
neighbor cache entries is that AR can only
check for duplicate address on one link only
(i.e., only on nodes attached to this link).
This mechanism will not work if AR has
multiple links sharing the same prefix.

DAD latency resulting from FNDD is the
roundtrip time of new RS and new RA plus
the neighbor cache look up time. Reference
[9] claims that the look up time is 5.28 Usec
in worst case. Note that the DAD delay is
the same in both cases of unique CoA and
duplicate CoA since the AR will either
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approve the CoA or assign a new CoA. Note
that to be able to assign a new CoA, AR
must maintain a pre-configured table of
available addresses (i.e., perform standard
DAD on them ahead of time). Thus FNDD
address  assignment becomes stateful
configuration just like A-DAD.

N O

N Access Router
New RS (unicast Neighbor
“:Cache
- New RA (unicast) ¢ -lookup
o

Figure 6. FNDD signaling during DAD

G. Dynamic Host Configuration Protocol for
1Pv6 (DHCPv6)

In IPv6, network administrators have a
choice between using IPv6 stateless address
autoconfiguration [11] and stateful address
configuration via DHCPv6 [10]. DHCP6
works the same way as DHCP for IPv4. A
DHCP server is responsible for address
assignment, and must keep states of which
addresses are in use and which are free.
When MN enters a network that deploys
DHCPv6, MN will hear a RA message with
‘M’ bit set. MN will know to contact
DHCPv6 server instead of configuring the
address by itself. To contact a DHCPv6
server, MN sends a Solicit message to
FFO02::1:2,

All DHCP Relay Agents _and_Servers
multicast address. Any DHCP servers can
respond with an Advertise message. The MN
then chooses one of the servers and sends a
Request message to the server asking for IP
addresses and  other  configuration
information (e.g., DNS, NTP addresses).
The server responds with a Reply message
that contains the confirmed addresses and
configuration parameters.

In the four-way communication explained
above, globally unique identifiers are
required to identify the client and server.
DHCPv6 defines DHCP Unique Identifier
(DUID) based on Link-Local address. So
standard DAD is still required to ensure
Link-Local address uniqueness in DHCPv6
networks.

Therefore, DHCPv6 is not recommended
as a replacement for DAD. For one reason,
it cannot eliminate DAD completely.
Secondly, stateful DHCPv6 is not suitable



for networks with a large number of nodes.
Address renumbering under DHCPv6 would
be much more complicated than under

stateless ~ autoconfiguration. = However,
DHCPv6 is not without merits. DHCPv6 can
provide appropriate configuration

information, such as DNS and NTP servers,
which is not possible to obtain from the
stateless autoconfiguration.

[ O [

MN (DHCP Client) Access Router

P RAwith Mflag |
] 1
Solicit
L
< Advertise
Request q
< Reply

Figure 7. Typical DHCPv6 signaling steps

IV. COMPARATIVE ANALYSIS

A. Feature Comparison

This section compares features and
characteristics of the seven DAD strategies
discussed  previously. To  facilitate
comparison, we group together DAD
methods that have similar features or use
similar techniques. For example,
considering stateful against stateless address
configuration, three schemes opt for stateful
assignment—A-DAD, FNDD, and
DHCPv6. A drawback of stateful
configuration is that MN has no choice as to
what address is assigned. As a result, some
novel addressing schemes cannot be used,
such as one that is based on private key
cryptography.

In terms of utilizing movement
information, only A-DAD and P-DAD stand
out. They are the only two schemes that
really incorporate movement prediction and
Fast Mobile IPv6. Consequently, they are
suitable for wireless network environment.
Optimistic DAD is also suitable for wireless
network because the possibility of address
collision causing packet retransmission will
not affect performance of wireless networks
where packet loss is common [3].

One common concept is to terminate
DAD early by transmitting positive
acknowledgment. MLD-DAD, END, and
FNDD all send various kinds of messages to
inform MN that the Tentative Address is

DHCPV6 Server
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good to use. In order to give such positive
acknowledgment, these schemes require a
central agent that keeps track of addresses in
use. It is interesting to note that all schemes
presented here, except Optimistic DAD, all
require some kinds of address list
management by a central agent such as
access router or server. As a result,
reliability of networks deploying these
schemes will depend highly on reliability of
such agent.

Another common technique is to take
advantage of IPv6 multicast listener
discovery. Both MLD-DAD and END
assume all nodes must join a solicited-node
multicast address associated with each
unicast address. So to check for duplicate
address, they simply check whether a
specific solicited-node multicast group is
empty. However, these schemes leave out
the possibility that multiple unicast
addresses could join the same solicited-node
multicast group. Such shortcoming results in
determining  false  duplicates, which
unnecessarily lengthens the DAD process.

In terms of backward compatibility with
standard DAD, all of the protocols either
define new message types or modify options
in existing messages. Consequently,
compatibility with standard IPv6 protocol
becomes an issue. If some networks
traversed by MN do not understand the new
protocols, MN will not be able to configure
its CoA. Out of the seven protocols, only
Optimistic DAD, P-DAD, MLD-DAD, and
END provides a fall back to standard DAD.

Another critical issue that plagues many
of the proposed protocols is the possibility
of address collision due to racing conditions.
Because many protocols rely on an
intermediary device (e.g., router or server)
for address monitoring and assignment,
there is a chance that a NS-DAD message
from node A for address X arrives right after
a router has confirmed to MN that address X
is unique. If the router lacks a mechanism to
defend for address X after its approval, and
if the approval message from router to MN
is still in transit, node A would think that
address X is still available. As a result, both
node A and MN will unknowingly configure
the same address. Consider A-DAD for
example, once a router assigns an address
from cache to MN, that address is removed
from cache. So the router will not be aware



of any NS-DAD concerning that address.
Similar signaling mishap can also happen to
P-DAD, END, and FNDD because they all
perform positive confirmation on unique
addresses. Such condition can be prevented
by designing a mechanism to defend for
acknowledged addresses until MN is ready
to defend for itself.

To sum up, the comparison of protocol
characteristics provide insights into benefits
and shortcomings of different DAD
techniques. For example, advantageous
features include movement prediction,
positive acknowledgment, and backward
compatibility. On the other hand, message
modification, additional workload on
routers, and racing conditions are
undesirable and must be properly handled.
As to which protocol is most recommended,
it may depend on factors, such as network
topology, network load, number of nodes,
movement characteristics, and types of
applications.

TABLE I

CHARACTERISTICS OF IMPROVED DAD STRATEGIES

Feature DAD Strategies
Characteristics

Stateful address A-DAD, FNDD,
assignment DHCPv6

Benefit from movement | A-DAD, P-DAD
prediction

Suitable for wireless A-DAD, P-DAD,
environment O-DAD

Use positive MLD-DAD, END,
acknowledgment FNDD

Require central storage | A-DAD, P-DAD
of address list MLD-DAD, END,
FNDD, DHCPv6

Require workload on A-DAD, P-DAD,
devices other than MN, | MLD-DAD, END,

CN, and HA. FNDD, DHCPv6

Rely on Multicast MLD-DAD, END

Listener Discovery

Compatible with O-DAD, P-DAD,

standard DAD MLD-DAD, END

Create new message P-DAD, MLD-

types DAD

Modify options in 0O-DAD, A-DAD,

existing messages MLD-DAD, END,
FNDD

Suffer from NS-DAD A-DAD, P-DAD,

racing condition END, FNDD
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B. Delay Comparison

This section analyzes delay performance
of the DAD protocols described previously.
The goal is to compare DAD delay, i.e.,
time during which the Tentative Address is
not usable. Since these protocols require
different network setups, it is difficult to
measure and benchmark delay performance
through testbed experiments. Instead, we
provide a quick, back-of-envelope analysis
of a few scenarios—when the tested address
is unique, and when it is a duplicate.

Following notations are used in the
analysis. D, ~and D, refer to the DAD
delay in case the Tentative Address is
unique and duplicate, respectively. T
donates time to process and transmit a
message m. P__, 1is propagation delay
between src and dst, and M the memory
lookup delay.

Standard DAD: D, of standard DAD is a
function of RetransTimer and
DupAddrDetectTransmits while D, =~ is
longer than D, =~ by N-roundtrip time
between MN and the address owner, where
N is a number of successive DAD ftrials
before a unique address is found.

D, = RetransTimer *

DupAddrDetectTransmits )]
D,,=(Ty+ Ty, +2P N +

MN-AddrOwner
unq(StdDAD) (2)

Optimistic DAD: Optimistic DAD can
eliminate delay completely in case of unique
address assignment. However, D, could be
much longer than D, of standard DAD due
to time to recover broken conversation,

“"Dp,,=0 3)
D, =D +T 4)

dup dup(StdDAD) recovery

A-DAD: A-DAD also eliminates DAD
delay in case of Fast Mobile IPv6. For
normal Mobile IPv6, A-DAD takes a
roundtrip time between MN and AR. D, is
not applicable since A-DAD prevents
duplication by stateful assignment.

ung(FMIPvG) 0 Q)
ung(MIPv6) Togt Toy T 2P gt M (6)
dup = (7)

P-DAD: We consider two cases, with and
without movement prediction. Without
movement prediction, delay is the same as
standard DAD. With prediction, D, is



shortened to a roundtrip time between MN
and AR, but D, is lengthened by a timer
for waiting to receive the CoA_activation
reply message.

Dunq(prediction) = TCoA—req + TC()A—rep + 2PMN—AR +M
(®)
Dunq(m) prediction) = Du'nq(SthAD) . (9)
Dy piorediciion) = WaitForCoAactReplyTimer +
Ddup(SthAD)
(10)
Ddup(n() prediction) = Ddup(SthAD) (1 1)
MLD-DAD: MLD-DAD performs

standard DAD in parallel. So D, is as long
as standard DAD while D, is the minimum
delay of the two events—receiving MLD-
Response, or standard DAD ending.

Dun - mln( MLD- Report+TMLD—ReApome 2PMN AR
+ M’ Dunq(SthAD) (12)
Ddup = dup(StdDAD) ( 1 3)

END: D, takes a roundtrip time between
MN and ND Relay Agent while D, —is
longer than D, by N-roundtrips of
successive DAD trials via ND Relay Agent.

Dunq =Tyt To, ¥ 2P, v ™M (14)
= (2T +T +PMN NDRA PNDRA-AddVOwner
+ M)N+ unq(END)
ENDD: D, -~ takes a roundtrip time

between MN and AR. D, is the same as
D _because it uses stateful assignment.

Do =T+ Ty + 2P, o+ M (16)
z/up unq(FNDD) (1 7)

unq MN-AR

DHCPv6: DHCPv6 takes two-roundtrip
time for four-message exchange before
assigning a unique address.

Dunq = TSolicit+ TAdvem'se+ TRequesf+ TReply
+ 4PMN—dhcp (1 8)
D, =N/A (19)

‘igl;om this delay analysis, protocols that
stand out are Optimistic DAD and A-DAD
(FMIPv6) which can eliminate D,
completely, i.e., D, = 0. The other DAD
schemes reduce D, ~to similar level—
approximately one roundtrip time between
MN and AR. As for D, , stateful protocols
like A-DAD and DHCPv6 prevent address
duplication altogether. Otherwise, protocols
like END and FNDD, which do not rely on
standard DAD in the case of conflict, offer
minimal D, . Figure 8 shows the
comparison.
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Figure 8. DAD delay comparison
V. CONCLUSIONS

This paper surveys existing techniques for
reducing delay during the address
configuration in mobile IPv6. We compare
and contrast seven new DAD strategies
against the standard DAD and against one
another. In addition, we examine distinctive
features and concepts behind each protocol.
Advantages and shortcomings of each
protocol are  thoroughly  discussed.
Moreover, we systematically analyze delay
performance under the best case and the
worst case of each protocol. Through this
study, we have obtained insights into
strengths and weaknesses of different
configuration techniques, as well as a delay
benchmark, which will be wvaluable for
designing future DAD protocols.
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1. NDStatehost.cc

#include <iomanip> //setprecision
#include <climits> //UINT _MAX
#include <memory> //auto_ptr
#include <cassert>

#include <iostream>

#include <boost/cast.hpp>
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A — add code

/f#include <boost/bind.hpp>
/f#include "cSignalMessage.h"
[[=mmmmmmmmmmmenan add code

#include "NDStateHost.h"
#include "NDTimers.h"
#include "NeighbourDiscovery.h"

#include "ICMPv6Message m.h"

NDStateHost::NDStateHost(NeighbourDiscovery* mod)
:NDState(mod), rt(mod->rt), stateEntered(false), addrResIn(0),

rtrSolicited(0), managedFlag(false),

&NDStateHost::sendRtrSol))

otherFlag(false),

cbRetrySol(makeCallback(this,

{
/! add code
cout<<rt->nodeName()<<" -:Class NDStateHost"<<" at "<<nd->simTime()<<end];
/1 add code

//Node is already initialised

if (nextState !=0)
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return;

ift = InterfaceTableAccess().get();

addrResln = OPP_Global::findModuleByName(nd, "addrResln"); / XXX try to get rid of
pointers to other modules --AV

assert(addrResln != 0);

if ('addrResln)

DoutFatal(dc::core|error_cf, "Cannot find Address Resolution module");

// Initialise this magic number once only as its constant during runtime
if (addrResln != 0 && addrResGate == UINT MAX)
{
addrResGate = addrResIn->findGate("ICMPIn");
}

// join all-node multicast group

IPv6Address node_multicast(tALL NODES NODE_ADDRESS);
IPv6Address link multicasttALL NODES LINK ADDRESS);
IPv6Address site_multicast(ALL_NODES_SITE_ADDRESS);
rt->joinMulticastGroup(node multicast);
rt->joinMulticastGroup(link_multicast);

rt->joinMulticastGroup(site_multicast);

ifStats.resize(ift->numlInterfaceGates());

rtrSolicited = new bool[ift->numlInterfaceGates()];

std::fill(rtrSolicited, rtrSolicited + ift->numInterfaceGates(), false);

nd->scheduleAt(nd->simTime(),
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new cTTimerMessage<void, NDStateHost>
(Ctrl_Nodelnitialise, static_cast<NDStateHost*>(this),

&NDStateHost::nodelnitialise, "InitialiseNode"));

void NDStateHost::initialiseInterface(size t iflndex)

{
e et add code-------------------
cout<<rt->nodeName()<<" -:Class initialiseInterface"<<" at "<<nd-
>simTime()<<end],
[[~mmmmmmmm - add code-------------------
//For other tentative addr for interface that has assigned
//link local addr.

dupAddrDetOtherAddr(ifindex);

//Routers already have prefixes set by manual conf.
if (Irt->isRouter())
{
//According to Sec. 6.3.7 host should still send Rtr Sol after receive Unsol
//Rtr Ad as those may be incomplete. But in this sim it is always
//complete. Change if sim becomes more realistic.
if (IrtrSolicited[ifIndex]) //rt->getPrefixesByIndex(ifIndex).empty())
{
NDTimer* tmr = new NDTimer;
tmr->max_sends = MAX RTR SOLICITATIONS;
tmr->counter = 0;
tmr->ifIndex = ifIndex;

sendRtrSol(tmr);
}

}

//Unnecessary to do prefix assignments at this time because processing of
//router adv. will do that anyway

}

IPv6Address NDStateHost::linkLocalAddr(size t iflndex)
{
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e add code-------------------
cout<<rt->nodeName()<<" -:Class linkLocalAddr"<<" at "<<nd-
>simTime()<<endl;
[[~mmmmmmmm e add code-------------------

IPv6Address linkLocal;
InterfaceEntry *ie = ift->interfaceByPortNo(iflndex);

// Search for LinkLocal address first as without a unique one can forget about
// assigning other interfaces
for (size _t k = 0; k <ie->ipv6()->tentative Addrs.size(); k++)
{
///Search for presence of manually assigned link local prefix
if (IPv6Address(LINK LOCAL PREFIX).isNetwork(ie->ipv6()-
>tentativeAddrs[k]))
{
linkLocal = ie->ipv6()->tentative Addrs[k];
ifIndex = ie->outputPort();
assert(ifIndex != (unsigned int) -1);
ifStats[ifIndex].manualLinkLocal = true;

e add code-------------------
linkLocal.scope();
e add code-------------------
break;
}
}

//No link local addr manually assigned then auto conf one
if (linkLocal == IPv6_ ADDR_UNSPECIFIED)
{
IPv6Address lhs;
lhs.setAddress(LINK LOCAL PREFIX);

e add code
if (rt->ardad())
linkLocal = generateID(lhs);

S — add code

linkLocal = ipv6_addr_fromlInterfaceToken(lhs, ie->interfaceToken());
e add code
linkLocal.setPrefixLength(EUI64 LENGTH);
e add code
//Determine scope
linkLocal.scope();

ie->1pv6()->tentative Addrs.push _back(linkLocal);
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Dout(dc::xml_addresses, "LLAddr "<<rt->nodeName()<<":"<<ifIndex<<" "
<<linkLocal);

}

return linkLocal;

}

void NDStateHost::nodelnitialise()

{
[[~mmmmmmmm - add code-------------------
cout<<rt->nodeName()<<" -:Class nodelnitialise"<<" at "<<nd-
>simTime()<<endl;
[[m=mmmmmmmm e add code-------------------

InterfaceEntry *ie = ift->interfaceByPortNo(ifIndex);
if(rt->ardad() && rt->isXServer() && ie->ipv6()->tentativeAddrs.size()>0)
{
int k=0;
if(ie->ipv6()-
>matchPrefix(c_ipv6 _addr(LINK LOCAL PREFIX),EUI64 LENGTH,true)!=IPv6
ADDR_UNSPECIFIED)
k=1;
for(int 1 = 0; 1<100; i++)
{
IPv6Address pool(ie->ipv6()->tentative Addrs[k]);
pool.setAddress(generatePool(ie->ipv6()->tentative Addrs[k],i+1));
ie->1pv6()->NCoAPool.push back(pool);
cout<<rt->nodeName()<<" pool address"<<" = "<<pool.address()<<endl;

}
ie->ipvo6()->prefixIP.push_back(ie->ipv6()->tentative Addrs[k]);

NDTimer* tmr = new NDTimer;
tmr->ifIndex = ifIndex;

tmr->tentative Addr = linkLocalAddr(ifIndex);
dupAddrDetection(tmr);
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/**
Prepare for DAD of tentative addr

MIPv6: tentative Addr will be added to list of addresses accepted by
RoutingTable6::localDeliver but will not be used as source address yet.
*/
void NDStateHost::detectDupAddress(size t ifIndex, const [Pv6Address&
tentative Addr)

{
[[~=mmmmmmmm e add code-------------------
cout<<rt->nodeName()<<" -:Class detectDupAddress"<<" at "<<nd-
>simTime()<<endl;
e add code-------------------

ift->interfaceByPortNo(ifIndex)->ipv6()->tentative Addrs.push_back(tentative Addr);
//Call func to send ns

NDTimer* tmr = new NDTimer;

tmr->ifIndex = ifIndex;

tmr->tentative Addr = tentative Addr;

dupAddrDetection(tmr);

}

///Do dupAddrDet on manually assigned addresses of interface except the link
///local addr which must have been assigned to reach this point
void NDStateHost::dupAddrDetOtherAddr(size t iflndex)

{
e add code-------------------
cout<<rt->nodeName()<<" -:Class dupAddrDetOtherAddr"<<" at "<<nd-
>simTime()<<end],;
e add code-------------------

//When this is done then do for every other addr when there's outstanding
//tentative Addr
InterfaceEntry *ie = ift->interfaceByPortNo(ifIndex);

IPv6Address tentative Addr;

//Dup Addr Det for each addr
for (size tj=0;j <ie->ipv6()->tentativeAddrs.size(); j++)

{

tentativeAddr = ie->ipv6()->tentative Addrs[j];

//Call func to send ns

NDTimer* tmr = new NDTimer;
tmr->ifIndex = ifIndex;
tmr->tentative Addr = tentative Addr;

cout<<rt->nodeName()<<" -:Class dupAddrDetOtherAddr"<<" tentative=
"<<tentative Addr.address()<<endl;
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dupAddrDetection(tmr);

/**

Initiate DupAddrDet
Resends the NgbrSol during DupAddrDet.
When timeout expires will assign address.

*/
void NDStateHost::dupAddrDetection(NDTimer* tmr)
{

[[~m=mm e add code-------------------

cout<<rt->nodeName()<<" -:Class dupAddrDetection IPv6 = "<<tmr-
>tentative Addr.address()<<" at "<<nd->simTime()<<end];

InterfaceEntry *ie = ift->interfaceByPortNo(tmr->ifIndex);
double delay = 0;

if (tmr->msg == 0)

{

//Don't forget to do this otherwise ND will not work on tentative/assigned
//address. Can't delete solimcast addr as joinMulticastGroup will take
//ownership of pointer

[Pv6Address solimcast addr(tmr->tentativeAddr.solNodeAddr());
rt->joinMulticastGroup(solimcast addr);

if (ie->ipv6()->dupAddrDetectTrans < 1)
{

cout<<rt->nodeName()<<" -:Class dupAddrDetection ---- skipped
DupAddrDet"<<" at "<<nd->simTime()<<endl;

Dout(dc::ipv6|dc::neighbour_disc|dc::notice|flush_cf, rt-
>nodeName()<<":"<<tmr->ifIndex

<<" skipped DupAddrDet "<< tmr->tentativeAddr << " assigned on "<<nd-

>simTime());

//Don't do dup addr detect so just assign addr
dupAddrDetSuccess(tmr);

delete tmr;

return,;

}

NS* ns =new NS;
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tmr->dgram = new IPv6Datagram(IPv6Address(IPv6_ ADDR_UNSPECIFIED),
solimcast addr);
tmr->dgram->setHopLimit(NDHOPLIMIT);

tmr->dgram->encapsulate(ns);
tmr->dgram->setName(ns->name());
tmr->dgram->setTransportProtocol(IP. PROT IPv6 ICMP);
ns->setTargetAddr(static_cast<ipv6 addr>(tmr->tentative Addr));

if(rt->ardad() && rt->isNode())

{
ns->setarDADFlag(true);
ns->setSrcLLAddr(ie->11AddrStr());
rt->setrcvNCOA(false);

if (rt->odad())
{
assert(!ie->ipv6()->tentative AddrAssigned(tmr->dgram->srcAddress()));
if (ie->1ipv6()->tentative Addr Assigned(tmr->dgram->srcAddress()))
{
Dout(dc::warning, rt->nodeName()<<":"<<tmr->ifIndex<<" cannot use a
tentative address as source of NS (ODAD)");
return;

h
h

/*#ifdef USE_ MOBILITY
//last paragraph of 11.5.2 of mipv6 revision 24 says should not delay
if (rt->mobilitySupport() && rt->isMobileNode() && rt->awayFromHome())

delay = 0;

else
{
#endif
delay = uniform(0, MAX RTR SOLICITATION DELAY);
#ifdef USE_MOBILITY

}
#endif*/

delay = 0;

if (rt->adad() && rt->ardad() && rt->isNode())
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tmr->max_sends = 2;

tmr->max_sends = ie->ipv6()->dupAddrDetectTrans; /Max Dup addr retries

tmr->dgram->setOutputPort(tmr->ifIndex);
tmr->timeout = 1;//ie->ipv6()->retransTimer/1000.0; //Dup addr det timeout

tmr->msg = new HostTmrMsg(8001,//Tmr DupAddrSolTimeout,
static_cast<NDStateHost*>(this),
&NDStateHost::dupAddrDetection, tmr, false /*FIXME causes
memory leak!*/,
"DupAddrDet");

timerMsgs.push_back(tmr->msg);

}

//Duplicate packet assuming dest will delete packet
if (tmr->counter < tmr->max_sends)

{

Dout(dc::neighbour disc|continued cf, rt->nodeName()<<":"<<tmr->ifIndex
<<" Tentative addr:"<<tmr->tentativeAddr);

Dout(dc::finish, nd->simTime() <<" DupAddrDet sends: "<< tmr->counter
<<" max:"<<tmr->max_sends<<" timeout:"<< setprecision(4) << tmr->timeout
<<" initial delay:"<<delay);

//Send directly to IPv6Output as we need to send to a particular interface
//which the routingCore can't determine from dest addr.

[[=mmmmmmm e add code-------------------
if (rt->adad()&& rt->ardad() && rt->isNode())
{
if (tmr->counter == 0)
{
nd->sendDelayed(tmr->dgram->dup(), delay, "outputOut", tmr->ifIndex);
tmr->counter++;
nd->schedule At(nd->simTime() + 0.3, tmr->msg);
h
else if (tmr->counter == 1 && rt->rcvNCOA())
{

tmr->counter++;

nd->schedule At(nd->simTime(), tmr->msg);
}else {
tmr->counter++;
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nd->schedule At(nd->simTime() + delay + tmr->timeout, tmr->msg);

nd->sendDelayed(tmr->dgram->dup(), delay, "outputOut", tmr->ifIndex);
tmr->counter++;

nd->scheduleAt(nd->simTime() + delay + tmr->timeout, tmr->msg);

h
h

else

{

Dout(dc::ipv6|dc::neighbour disc|dc::notice|flush_cf, rt->nodeName()<<":"<<tmr-

>iflndex
<<" tentative addr: "<<tmr->tentative Addr<<" assigned on "<<nd->simTime());

if ( rt->ardad() && rt->isNode() && rt->rcvNCOA() )
rt->setrcvNCOA(false);

dupAddrDetSuccess(tmr);

timerMsgs.remove(tmr->msg);
//msg deletes tmr (_arg) internally
delete tmr->msg;

//private funcs

/**
Assigns the address and initialise rest of interface once only

@todo store the amount of time used for doing DAD and subtract from
storedLifetime of assigned address for exact lifetimes

*/

void NDStateHost::dupAddrDetSuccess(NDTimer* tmr)
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cout<<rt->nodeName()<<" -:Class dupAddrDetSuccess [Pv6 Success =
"<<tmr->tentativeAddr.address()<<" at "<<nd->simTime()<<endl;

/tmr->tentative Addr->setStoredLifetime(tmr->tentative Addr->storedLifetime() -
'DAD time");
rt->assignAddress(tmr->tentative Addr, tmr->ifIndex);

//Need to do this only once for each interface after link local addr is
//assigned (that is the first address to be assigned)
if (lifStats[tmr->ifIndex].initStarted)
{
//Do what this node should do after common initialisation is
//laccomplished. (once per node)
if (!stateEntered)
enterState();
//May need to add a delay and call initialiseInterface otherwise
//the node appears to do processing very quickly
initialiseInterface(tmr->ifIndex);
ifStats[tmr->ifIndex].initStarted = true;

}

InterfaceEntry *ie = ift->interfaceByPortNo(tmr->ifIndex);

if (rt->odad())
{
sendUnsoINgbrAd(tmr->ifIndex, ie->ipv6()->inetAddrs[ie->ipv6()-
>inetAddrs.size()-1]);
Dout(dc::addr resln|dc::neighbour disc|dc::custom|flush_cf, rt-
>nodeName()<<":"<<tmr->ifIndex
<<" ODAD sent unsolicated NA with override bit set to all nodes");
return;

}

[[~=mmmmmmm e add code-------------------
if (rt->ardad() && rt->isNode())

{

cout<<rt->nodeName()<<" -:send Un NA"<<" [Pv6 Success = "<<tmr-
>tentative Addr.address()<<" at "<<nd->simTime()<<endl;
sendUnsoINgbr Ad(tmr->ifIndex, tmr->tentative Addr);

#if USE_ MOBILITY

if (rt->mobilitySupport() && rt->isMobileNode() && rt->awayFromHome())

{
ipv6_addr potentialCoa = ie->ipv6()->inetAddrs[ie->ipv6()->inetAddrs.size()-1];
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cout<<rt->nodeName()<<" -:Class dupAddrDetSuccess"<<" potentialCoa = "<<ie-
>ipv6()->inetAddrs[ie->1pv6()->inetAddrs.size()-1]<<" at "<<nd->simTime()<<endl;

MobileIPv6::MIPv6NDStateHost* mipv6StateMN =
boost::polymorphic_downcast<MobileIPv6::MIPv6NDStateHost*> (this);
assert(mipv6StateMN);
Dout(dc::debug, rt->nodeName()<<" potential coa in dupAddrDetSuc
"<<potentialCoa);

mipv6StateMN->sendBU(potentialCoa);
invokeCallback(potentialCoa);

b
#endif //USE_MOBILITY

}

void NDStateHost::sendUnsoINgbrAd(size t ifIndex, const ipv6_addr& target,bool

overrideFlag) //---------------- Modifiled function------
{
e add code-------------------
cout<<rt->nodeName()<<" -:Class sendUnsoINgbrAd"<<" at "<<nd-
>simTime()<<end],
e add code-------------------

//Not called from another module yet
// OPP_Global::ContextSwitcher switcher(nd);

InterfaceEntry *ie = ift->interfaceByPortNo(ifIndex);

assert(ie->ipv6()->addrAssigned(target));
//Send NA that is
ipv6_addr src = target;
IPv6Datagram® UNAdgram = new IPv6Datagram(src,
c ipv6_addr(ALL NODES LINK ADDRESS));
UNAdgram->setHopLimit(NDHOPLIMIT);
bool solicited = false;
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NA* una = new NA(src, ie->11AddrStr(), rt->isRouter(), solicited, override);

if (rt->ardad())
una->setarDADFlag(true);

UNAdgram->encapsulate(una);
UNAdgram->setName(una->name());
UNAdgram->setTransportProtocol(IP_ PROT IPv6 ICMP);
nd->send(UNAdgram, "outputOut", ifindex);

}

///disc 6.3.4 and autoconf 5.5.3
std::auto_ptr<RA> NDStateHost::processRtrAd(std::auto_ptr<RA> rtrAdv)

{

cout<<rt->nodeName()<<" -:Class processRtrAd of NDState"<<" at "<<nd-
>simTime()<<end],

[Pv6Datagram™ dgram = check and cast<IPv6Datagram*>(rtrAdv-
>encapsulatedMsg());

ipv6_addr srcAddr = dgram->srcAddress();

size_t iflndex = dgram->inputPort();

RouterEntry* re = 0;

assert(ifIndex < ift->numlInterfaceGates());
Dout(dc::router disc|flush_cf, rt->nodeName()<<":"<<ifIndex<<" "<<nd-
>simTime()
<<" received rtr adv "<<*rtrAdv);

bool NDStateHost::prefixAddrConf{size t ifIndex, const ipv6_addr& prefix,
size t prefix_len, unsigned int preferredLifetime,
unsigned int storedLifetime)

{
e add code-------------------
cout<<rt->nodeName()<<" -:Class prefixAddrConf"<<" at "<<nd-
>simTime()<<endl;
[[mmmmmmmmm e add code-------------------

InterfaceEntry *ie = ift->interfaceByPortNo(iflndex);
assert(storedLifetime != 0);

//Create a new address and add it to tentative if link local address was
//an addr conf addr from unique Interface ID
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if (prefix_len + ie->interfaceToken().length() == IPv6_ ADDR BITLENGTH )
{
//Can't autoconf other addresses till link local done (implementation
//requires that link local be first address assigned not part of spec).
//Just wait till link local addr assigned as host will solicit router
if (linkLocalAddrAssigned(ifindex))
//received an unsolicated rtr adv or other nodes solicited this adv
return false;

if(ie->1pv6()-
>matchPrefix(prefix,prefix_len,false)!=IPv6  ADDR UNSPECIFIED)
return true;

ipv6_addr newAddr;
if (rt->ardad())
newAddr = generatelD(prefix);
else
newAddr = ipv6_addr fromInterfaceToken(prefix, ie->interfaceToken());

//ipv6_addr newAddr = ipv6_addr fromInterfaceToken(prefix, ie-
>interfaceToken());

[Pv6Address addrObj(newAddr);
addrObj.setPrefixLength(prefix len);
addrObj.setStoredLifetime AndUpdate(storedLifetime);
addrObj.setPreferredLifetime(preferredLifetime);

cout<<rt->nodeName()<<" -:Class prefixAddrConf"'<<" [Pv6=
"<<addrObj.address()<<endl;
for (size _t k = 0; k <ie->ipv6()->tentative Addrs.size(); k++)
cout<<rt->nodeName()<<" Ten "<<k<<" = "<<ie->ipv6()-
>tentativeAddrs[k].address()<<endl,
for (size t k = 0; k <ie->ipv6()->inetAddrs.size(); k++)
cout<<rt->nodeName()<<" INet "<<k<<" = "<<ie->ipv6()-
>inetAddrs[k].address()<<endl,

#ifdef USE_ MOBILITY
//Guess anyone that's away from home is applicable not just mobile node role
//(e.g. mobile router/map).

//Doing DAD always not just when away from home as trend is to do it always
//leven in home subnet I guess
if (rt->mobilitySupport() && rt->isMobileNode())
Dout(dc::debug, rt->nodeName()<<" awayfromHom="<<(rt-
>awayFromHome()?"away":"home"));
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if (rt->mobilitySupport() && rt->isMobileNode())// && rt->awayFromHome())
{
//Do not do DAD on outstanding DAD which is indicated by been in
//tentative Addrs. Only when interface initialises are there already
//stuff in tentative Addrs
if (ie->1pv6()->tentative AddrAssigned(addrObj))
{

return true;

}

Dout(dc::ipv6|dc::address_timer|flush_cf, rt->nodeName()<<":"<<iflndex<<" "
<<addrObj<<" undergoing DAD prefix="
<<prefix<<"/"<<dec<<(int)prefix len<<" at "
<<nd->simTime());

detectDupAddress(ifindex, addrObj);

}

else
{
#endif /USE_MOBILITY
if (lie->ipv6()->tentative AddrAssigned(addrObj))
{
if (!ifStats[ifIndex].manualLinkLocal)
{
//Skip DAD if auto conf link local interfacelD passed
Dout(dc::ipv6|dc::address_timer|flush_cf, rt->nodeName()<<":"<<ifIndex<<" "
<<addrObj
//<<ie->1pv6()->inetAddrs[ie->ipv6()->inetAddrs.size()-1]
<<" assigned (autoconf) from prefixOpt="
<<prefix<<"/"<<dec<<(int)prefix_len<<" at"
<<nd->simTime());
rt->assignAddress(addrObj, ifIndex);
§
else
detectDupAddress(ifindex, addrObj);
h
#ifdef USE_ MOBILITY

h
#endif /USE_MOBILITY

return true;

}

return false;

}

/**

* (@brief test received Neighbour solicitations' and advertisements'
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* target address is a tentative address of this node and process them
* accordingly Sec. 5.4.3-5 inclusive of RFC 2462.
*

* (@param targetAddr is the target address from the NS or NA.

* (@param recDgram is the datagram that contained the NS or NA

*/
bool NDStateHost::checkDupAddrDetected(const ipv6_addr& targetAddr,
[Pv6Datagram™ recDgram)

{
[[~=mmmmmmmm e add code-------------------
cout<<rt->nodeName()<<" -:Class checkDupAddrDetected"<<" at "<<nd-
>simTime()<<endl;
e add code-------------------

InterfaceEntry *ie = ift->interfaceByPortNo(recDgram->inputPort());

void NDStateHost::processNgbrSol(std::auto ptr<NS> msg)
{

if (!valNgbrSol(msg.get()))
{

Dout(dc::neighbour disc|dc::warning|flush_cf, rt->nodeName()
<<" Discarded invalid NS");

//Silently Discard sol Sec. 7.1.1

return;

cout<<rt->nodeName()<<" -:Class process NS"<<" at "<<nd-
>simTime()<<endl;

[Pv6Datagram™ recDgram = check and cast<IPv6Datagram*>(msg-
>encapsulatedMsg());

if (Irt->odad())
{

InterfaceEntry *ie = ift->interfaceByPortNo(recDgram->inputPort());

//check if dupAddrDetection failed (another node is doing dupAddrDetection on
//a tentative addr)
if(recDgram->srcAddress() == IPv6_ ADDR _UNSPECIFIED)
{
if (checkDupAddrDetected(msg->targetAddr(), recDgram))
return,;

}

else //unicast src address




{

//Another node performs addr resln on a tentative addr so we ignore
for(size tj=0;j<ie->ipv6()->tentativeAddrs.size(); j++)
{
if((ipv6_addr)(ie->ipv6()->tentativeAddrs[j]) == msg->target Addr())
{
Dout(dc::neighbour_disc|dc::notice, rt->nodeName()
<<"Ignoring Ngbr Sol with target of "<<msg->targetAddr()
<<" as target is a tentative address.");
return;

}
}
b
b
else
{
Dout(dc::debug, rt->nodeName()<<":"<<recDgram->inputPort()<<" "<<nd-
>simTime()
<<" ODAD processNgbrSol responding to NS always");

}

132

InterfaceEntry *ie = ift->interfaceByPortNo(recDgram->inputPort());
if (rt->ardad() && msg->arDADFlag())

{
if (rt->isXServer() && msg->hasSrcLLAddr() && ie->ipv6()-
>prefixIP[0].isNetwork(msg->targetAddr()))

{

// Send NA + NCoA + LLA(MN) + override = false

//ipv6_addr NCOAtarget = generatel D(msg->targetAddr()); //for Phase I no

pooling
ipv6_addr NCOAtarget = ie->ipv6()->NCoAPool[0];

if(!(rt->adad()))

{

//write map (msg->target, target)

IPv6Address wait_poolncoa(ie->ipv6()->NCoAPool[0]);
IPv6Address wait_pooldad(ie->ipv6()->NCoAPool[0]);
wait_pooldad.setAddress(msg->targetAddr());

ie->ipv6()->WaitPoolncoa.push back(wait poolncoa);
ie->ipv6()->WaitPooldad.push back(wait pooldad);
}

for(size t i=0; i<ie->ipv6()->WaitPooldad.size(); i++)
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{

cout<<rt->nodeName()<<" "<<i<<" pool ncoa address"<<" = "<<ie->ipv6()-
>WaitPoolncoa[i].address()<<endl,

cout<<rt->nodeName()<<" "<<i<<" pool dad address"<<" = "<<ie->ipv6()-
>WaitPooldad[i].address()<<end],

}
ie->ipv6()->removeFromPool(ie->ipv6()->NCoAPool[0],true);

ipv6_addr NCOAsrc = NCOAtarget;

IPv6Datagram* NCOAdgram = new [Pv6Datagram(NCOAsrc,
c_ipv6_addr(ALL NODES LINK ADDRESS));

NCOAdgram->setHopLimit(NDHOPLIMIT);

bool solicited = false;

bool override = false;

NA* NCOAna = new NA(NCOAsrc,msg->srcLLAddr(), rt->isRouter(),

solicited, override);

NCOAna->setarDADFlag(true);

NCOAdgram->encapsulate(NCOAna);

NCOAdgram->setName(NCOAna->name());

NCOAdgram->setTransportProtocol(IP. PROT IPv6 ICMP);

nd->send(NCOAdgram, "outputOut", recDgram->inputPort());

if(!(rt->adad()))

// prepare stamp ACK timeout
IPv6Address wait_pooldad(ie->ipv6()->NCoAPool[0]);
wait_pooldad.setAddress(msg->targetAddr());
NDTimer* wACK = new NDTimer;
wACK->ifIndex = recDgram->inputPort();
wACK->tentativeAddr = wait_pooldad;
waitACK(wACK);

// TODO Check for NUD solicitation

//Otherwise respond with NA should be done by forwarding orig message to Addr
//Resln Module
assert(addrResIn != 0);

if ( /(msg->arDADFlag() && rt->isXServer()))
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void NDStateHost::wait ACK(NDTimer* wACK)

{

InterfaceEntry *ie = ift->interfaceByPortNo(wACK->ifIndex);
if(wACK->msg == 0)
{
wACK->max_sends = ie->ipv6()->dupAddrDetectTrans;
wACK->timeout = 1.5;

wACK->msg = new HostTmrMsg(8001,
static_cast<NDStateHost*>(this),

&NDStateHost::waitACK, wACK, false /*FIXME causes memory
leak!*/,

"DupAddrDet");

timerMsgs.push _back(wACK->msg);
rt->setdad ACK(false);
rt->setncoaACK(false);

}

if (WACK->counter < wACK->max_sends)

{

wACK->counter++;

nd->schedule At(nd->simTime() + wACK->timeout, wACK->msg);

}

else

{

size ti=-1;
size_t k =1e->ipv6()->find[PFromWaitPool(wACK->tentative Addr,false);

/* cout<<rt->nodeName()<<" "<<"k = ............. "<<k<<endl;
cout<<rt->nodeName()<<" tentative address"<<" = "<<wACK-
>tentative Addr.address()<<endl;

for(size t i=0; i<ie->ipv6()->WaitPooldad.size(); i++)

{

cout<<rt->nodeName()<<" "<<i<<" pool ncoa address"<<" = "<<ie->ipv6()-
>WaitPoolncoa[i].address()<<endl,
cout<<rt->nodeName()<<" "<<i<<" pool dad address"<<" = "<<ie->ipv6()-
>WaitPooldad[i].address()<<endl,
3*/
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[Pv6Address wait_address;
if (i'=k)

wait_address = ie->ipv6()->WaitPooldad[k];
else

{
timerMsgs.remove(wACK->msg);
delete wWACK->msg;
return;

}

if ( rt-=>rcvncoaACK() )
{
// tmr->tentative Addr ---> in IP Pooling
[[~=====-- Keep IP in IP Pooling and delete NCaA from IP Pooling

ie->ipv6()->NCoAPool.push _back(wait_address);
ie->ipv6()->removeFromPool(ie->ipv6()->WaitPooldad[k],false);
ie->ipv6()->removeFromPool(ie->ipv6()->WaitPoolncoa[k],false);
rt->setncoaACK(false);

h

else if ( rt->rcvdad ACK() )

{

// NCoA ---> in IP Pooling

// tmr->tentativeAddr Delete
wait_address.setAddress(ie->ipv6()->WaitPoolncoa[k]);
ie->ipv6()->NCoAPool.push _back(wait_address);
ie->ipv6()->removeFromPool(ie->ipv6()->WaitPooldad[k],false);
ie->ipv6()->removeFromPool(ie->ipv6()->WaitPoolncoa[k],false);
rt->setdad ACK(false);

else

[[~=====-- delete NCoA from IP Pooling and IP Test
ie->1pv6()->removeFromPool(ie->ipv6()->WaitPooldad[k],false);
ie->ipv6()->removeFromPool(ie->ipv6()->WaitPoolncoa[k],false);

NDTimer* tmr = new NDTimer;

tmr->iflndex = wACK->iflndex;
tmr->tentative Addr = generateID(wait_address);
wait_address.setAddress(tmr->tentative Addr);
dupAddrDetection(tmr);

if (ie->ipv6()->addrAssigned(tmr->tentative Addr))
{

ie->ipv6()->remove Address(tmr->tentative Addr);
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ie->ipv6()->NCoAPool.push_back(wait_address);

H
}
for(size t 1= 0; i<ie->ipv6()->NCoAPool.size(); i++)
cout<<"  "<<rt->nodeName()<<" "<<i<<" pool address"<<" = "<<ie-

>ipv6()->NCoAPool[i].address()<<endl;

timerMsgs.remove(wACK->msg);
delete wACK->msg;

h
}

///Rename to processDupAddrResp
void NDStateHost::processNgbrAd(std::auto ptr<NA> ngbrAdv)

{

if (!valNgbrAd(ngbrAdv.get()))
return;

[Pv6Datagram* recDgram = check and cast<IPv6Datagram*>(ngbrAdv-
>encapsulatedMsg());

if (rt->ardad() && ngbrAdv->arDADFlag())
{
InterfaceEntry *ie = ift->interfaceByPortNo(recDgram->inputPort());
if (rt->isNode() && ngbrAdv->hasTargetLLAddr())
{
if ((ngbrAdv->targetLLLAddr().compare(ie->11AddrStr())==0) && (ie-
>ipv6()->tentative Addrs.size() == 1) )
{
IPv6Address target(ie->ipv6()->tentative Addrs[0]);
target.setAddress(ngbrAdv->targetAddr());
ie->ipvo6()->removeTentative Address(ie->ipvo6()->tentative Addrs[0]);
//rt->assignAddress(target, recDgram->inputPort());
rt->setrcvNCOA(true);

NDTimer* ncoa tmr = new NDTimer;
ncoa_tmr->ifIndex = recDgram->inputPort();
ncoa_tmr->tentativeAddr = target;
dupAddrDetSuccess(ncoa_tmr);

}
h

if (!(rt->adad()) && rt->isXServer() && !(rt->adad()) && ie->ipv6()-
>prefixIP[0].isNetwork(ngbrAdv->targetAddr()))
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{

size ti=-1;

size_t k = ie->ipv6()->findI[PFromWaitPool(ngbrAdv->targetAddr());
if (k==1)
{
if (i!=(ie->1pv6()->findIPFromWaitPool(ngbr Adv-
>targetAddr(),false)))
rt->setdad ACK(true);
}

else
rt->setncoaACK(true);

} else

//Check if NA comes from a node that has assigned our tentative addr
//Determine if this was a dupAddrDet adv, or one response to an addr res req.
if(!ngbrAdv->solicited())
if (checkDupAddrDetected(ngbr Adv->targetAddr(), recDgram))
return,;

// TODO Check for NUD solicitation

//Otherwise proc of addr res responses should be done by forwarding orig
//message to Addr Resln Module

cout<<rt->nodeName()<<" -:Class processRedirect"<<" at "<<nd-
>simTime()<<end],

if (!valRedirect(msg.get()))
return;

ipv6_addr NDStateHost::generateAddress(const ipv6_prefix& prefix) const




138

{
e add code-------------------
cout<<rt->nodeName()<<" -:Class generateAddress"<<" at "<<nd-
>simTime()<<end],
[[~=mmmmmmmm e add code-------------------

ipv6_addr ret;

void NDStateHost:: TriggerCallback(cTimerMessage *tmr){

cerr<<rt->nodeName()<<" "<<nd->simTime()
<<" Received L2 Trigger "<<tmr->kind()<<endl,
Dout(dc::neighbour disc|dc::notice|flush_cf, rt->nodeName()<<" "<<nd-
>simTime()
<<" Received L2 Trigger "<< tmr->kind());

}

ipv6_addr NDStateHost::generateID(const ipv6_addr& prefix) const

{
cout<<rt->nodeName()<<" -:Class generatelD"<<" at "<<nd-
>simTime()<<end],;

ipv6_addr ret;

ret.extreme=prefix.extreme;
ret.high=prefix.high;

ret.normal = OPP_Global::generatelnterfaceld();
ret.low = OPP_Global::generateInterfaceld();

//set u and g bits to 0
ret.normal &= OxFFFcFFFF;

return ret;

}

ipv6_addr NDStateHost::generatePool(const ipv6_addr& prefix, int setlow) const

{
ipv6_addr ret;
ret.extreme=prefix.extreme;
ret.high=prefix.high;
ret.normal = OxFFFFFFFF;
ret.low = setlow;

return ret;

}
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void NDStateHost::forReturnHome(size t iflndex,const ipv6_addr& haAddr)
{

InterfaceEntry *ie = ift->interfaceByPortNo(ifIndex);

[Pv6Datagram™ dgramNA = new [Pv6Datagram(ie->1pvo6()-
>inetAddrs[1],c_ipv6_addr(ALL NODES LINK ADDRESS));
dgramNA->setHopLimit(NDHOPLIMIT);
bool solicited = true;
NA* na= new NA(ie->1pv6()->inetAddrs[1],ie->11AddrStr(),false, solicited,true);
dgramNA->encapsulate(na);
dgramNA->setName(na->name());
dgramNA->setTransportProtocol(IP_ PROT IPv6 ICMP);
nd->send(dgramNA, "outputOut", iflndex);

[Pv6Datagram* dgram = new IPv6Datagram(ie->ipv6()-
>inetAddrs[1],c_ipv6 addr(ALL NODES LINK ADDRESS));
NS* ns= new NS(haAddr,ie->11AddrStr());

dgram->setHopLimit(NDHOPLIMIT);

dgram->encapsulate(ns);
dgram->setName(ns->name());
dgram->setTransportProtocol(IP. PROT IPv6 ICMP);
nd->send(dgram, "outputOut", ifIndex);

cout<<rt->nodeName()<<" -:Class forReturnHome MAC="<< ie->11AddrStr() <<" at
"<<nd->simTime()<<endl;

}

} //mamespace [IPvoNeighbourDiscovery

// LocalWords: multicast sim addr




2. NDStatehost.h

/// Invoked to test whether received Neighbour solicitations and

/// advertisements' target address is a tentative address of this node and

//] process them accordingly Sec. 5.4.3-5 inclusive of RFC 2462.

bool checkDupAddrDetected(const ipv6 _addr& targetAddr, [IPv6Datagram™
recDgram);
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e add code-------------------
void wait ACK(NDTimer* wACK);
e add code-------------------

bool callbackAdded(const ipv6_addr& tentativeAddr, int message id);
/I GD inserted

void TriggerCallback(cTimerMessage* tmr);

ipv6_addr generateID(const ipv6_addr& prefix) const;
ipv6_addr generatePool(const ipv6 addr& prefix, int setlow) const;
void forReturnHome(size t ifIndex,const ipv6_addr& haAddr);

protected:
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3. MIPv6CDSMobileNode.cc

ipv6_addr MIPv6CDSMobileNode::formCareOfAddress(

boost::weak ptr<MIPv6RouterEntry> re, InterfaceEntry *ie) const
{

assert(re.lock().get() != 0);
const ipv6_prefix& pref = re.lock().get()->prefix();
assert((int) pref.length <= ie->interface Token().length());
IPv6Address coaObj(pref);
coaObj.truncate();

ipv6_addr coa;

I/ add code

if(ie->ipv6()->matchPrefix(coaObj,pref.length,false)!=IPv6_ ADDR_UNSPECIFIED)
coa = ie->ipv6()->matchPrefix(coaObj,pref.length,false);
else

coa=ipv6_addr fromlInterfaceToken(coaObj, ie->interfaceToken());

cout<<" -:Class formCareOfAddress"<<" CoA= "<<coa<<endl,

// add code

return coa;

}

ipv6_prefix MIPv6CDSMobileNode::formHomeAddress(
boost::weak ptr<MIPv6RouterEntry> re, InterfaceEntry *ie, bool primaryHoa)
{

// add code




142

cout<<" -:Class formHomeOfAddress set homeAddress"<<endl,;

// add code

ipv6_prefix pref = re.lock().get()->prefix();
ipv6_addr hoa = formCareOfAddress(re, ie);
pref.prefix = hoa;

if (primaryHoa)

{

// add code

cout<<" -:Class formHomeOfAddress set homeAddress2"<<endl;

// add code

_homeAddr = pref;
}

return pref;

}

std::ostream& MIPv6CDSMobileNode::operator<<(std::ostream& os) const

{
for (BULI it = bul.begin(); it != bul.end(); it++)
{
0s<<*(*it)<<"\n";
}

//Not useful as its a shared ptr to bue

/lcopy(bul.begin(), bul.end(), ostream_iterator<BindingUpdateList::value type >(os, "\n"));

return os;

}

/1 add code

void MIPv6CDSMobileNode::setFutureCoa(const ipv6_addr& ncoa)

{
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cerr<<"futureCoa is " <<futureCoa<<endl,;
assert((ncoa == IPv6_ ADDR_UNSPECIFIED && futureCoa !=
IPv6_ADDR_UNSPECIFIED) ||
(ncoa !=1Pv6_ADDR_UNSPECIFIED && futureCoa == IPv6_ ADDR_UNSPECIFIED));
futureCoa = ncoa;

}
// add code

} //mamespace MobilelPv6
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4. MIPv6 NDStateHost.cc

std::auto_ptr<RA> MIPv6NDStateHost::processRtrAd(std::auto_ptr<RA> rtrAdv)
{

// add code

cout<<rt->nodeName()<<" MIPv6 -:Class processRtrAd of MIPv6"<<" at ""<<nd-
>simTime()<<endl;

// add code

rtrAdv = IPv6NeighbourDiscovery::NDStateHost::processRtrAd(rtrAdv);

if (rtrAdv.get() == 0)

return rtrAdv;

IPv6Datagram* dgram = check and cast<IPv6Datagram*>(rtrAdv->encapsulatedMsg());

size t iflndex = dgram->inputPort();

const ipv6_addr& 11_addr = dgram->srcAddress();

boost::shared ptr<MIPv6RouterEntry> bha = mipv6cdsMN->findRouter(1l_addr);

MIPv6RouterEntry* ha = bha.get();

bool isHA = rtrAdv->isHomeAgent();

//After rereading 11.3.1 of draft 18 it appears that no HA flag is totally

/lignored. (All subsequent bullet points refer to HA)

//However for now will leave original assumption about existence of




//MIPv6Router role also can't really remove isHA from here and
//MIPv6RouterEntry and just make it a list of HA because we'd still need to

//maintain a copy of currentRouter for move detect(missedRtrAdv)/handover purposes

-~

/ if (lisHA)
/A
// if (bha && bha->isHomeAgent())
/ mipv6cdsMN->removeHomeAgent(bha);
/I return rtrAdv;
/.
if (lisHA && bha && bha->isHomeAgent())
{
mipv6cdsMN->removeHomeAgent(bha);

return rtrAdv;

}
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1 add code
InterfaceEntry *ie = ift->interfaceByPortNo(ifIndex);
if (!linkLocalAddrAssigned(ifindex))
//received an unsolicated rtr adv or other nodes solicited this adv
return rtrAdv;
if(IPv6Address(LINK _LOCAL PREFIX).isNetwork(ie->ipv6()->inetAddrs[ie->ipv6()-
>inetAddrs.size()-1]))
return rtrAdv;
iflawayFromHome() && (ie->ipv6()->inetAddrs.size()==2) && (!rt->odad()))
return rtrAdv;

// add code

int preference = 0;

unsigned long lifetime = rtrAdv->routerLifetime();




void MIPv6NDStateHost::handover(boost::shared ptr<MIPv6RouterEntry> newRtr)
{
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// add code

cout<<rt->nodeName()<<" -:Class Handover"<<" at "<<nd->simTime()<<end];

// add code

assert(mipv6cdsMN->currentRouter() != newRtr);

boost::shared ptr<MIPv6RouterEntry> oldRtr = mipv6cdsMN->currentRouter();

mipv6cdsMN->setAwayFromHome(true);

//normal handover requires sending BU to pHA. (if we don't have pHA) just

//handover to new subnet and remove old currentRouter)

if (newRtr)
{

Dout(dc::debug|flush_cf, rt->nodeName()<<" handover - new router global is "<<newRtr-

>prefix()

<<" link is "<<newRtr->re.lock()->addr());

unsigned int ifindex = newRtr->re.lock()->ifIndex();
//Check for return home case i.e. if pha is now on link or newRtr == pha or
//pha reachable direct
if (mipv6cdsMN->primaryHA() == newRfr)
{
if ("mipv6cdsMN->bulEmpty())
{




Dout(dc::notice|dc::mipv6|dc::mobile_move, rt->nodeName()<<" "<<nd->simTime()
<<" Returning home case detected");
returnHome();
H
else
Dout(dc::mipv6, rt->nodeName()<<" "<<nd->simTime()<<" went back home and"
<<" no BUL entries so must have never moved i.e. false movement"
<<" detection from missedRtrAdv not sending BU to HA at all");
}
else if (mipv6cdsMN->primaryHA())
{
InterfaceEntry *ie = ift->interfaceByPortNo(ifIndex);
///Form current care of addr regardless of what type of handover
ipv6_addr coa = mipvocdsMN->formCareOfAddress(newRtr, ie);
cout << "At " << nd->simTime() << " sec, "<< rt->nodeName() << end]l;

//mipv6cdsMN->setFutureCoa(coa);

//Make sure coa is already assigned i.e. we've seen the rtrAdv from newRtr

//and processed it in processRtrAd.

bool assigned = false;

if (rt->o0dad())

{
assert(ie->ipv6()->addrAssigned(coa)||ie->ipv6()->tentative AddrAssigned(coa));
if (ie->ipv6()->addrAssigned(coa)|[ie->ipv6()->tentative AddrAssigned(coa))

assigned = true;
H
/lelse if (ie->ipv6()->addrAssigned(coa))

//assigned = true;
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// add code
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else

const ipv6_prefix& pref = newRtr.get()->prefix();
IPv6Address coaObj(pref);

if(ie->ipv6()->matchPrefix(coaObj,pref.length,false)!=IPv6_ ADDR_UNSPECIFIED)

{
coa = ie->ipv6()->matchPrefix(coaObj,pref.length, false);
assigned = true;
H
}
1 add code
if (assigned)
{
1 add code
mipv6cdsMN->setFutureCoa(coa);
1/ add code

//newRtr could be passed in as some places may need it but then DAD dup
//success bit is missing this. Convert this to a callback too?

sendBU(coa);

if ( mob->signalingEnhance() == CellResidency )
{
if ( mob->linkDownTime )
{
mob->handoverDelay = nd->simTime() - mob->linkDownTime;
mob->linkDownTime = 0;
H
}




if ( mob->isEwuOutVectorHODelays() )

mob->recordHODelay( nd->simTime() );

else

{
//Not assigned at all yet unless DAD has finished (it would be in

/tentative Addr in this case)
Dout(dc::mipv6|de::neighbour disc|flush_cf, rt->nodeName()<<" "<<nd->simTime()
<<ifIndex<<" waiting for dad completion before sending BU for coa "

<<coa);

} //if primary HA exists
else

{

//we'll remove oldRtr at end of func if no primaryHA.

}

mipv6cdsMN->setMovementDetected(false);

} //if newRtr exists

relinquishRouter(oldRtr, newRtr);

if ( mob->isEwuOutVectorHODelays() )

mob->setLinkUpTime(0); // clear the link up time
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1

add code

void MIPv6NDStateHost:: FutureCoa(const ipv6_addr& ncoa)

{

1

mipv6cdsMN->setFutureCoa(ncoa);

add code

// void MIPv6NDStateHost::enterState(void)

/1

// void MIPv6NDStateHost::leaveState(void)

Y

// void MIPv6NDStateHost::initialiseInterface(size t iflndex)

/1

// void MIPv6NDStateHost::disableInterface(size_t iflndex)

/3

// bool MIPv6NDStateHost::valRtrAd(RA* ad)

I/

/I return false;

'}

} // end namesapce MobileIPv6
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5. MIPv6NDStateHost.h

public:

/l/gce34 does not allow friendship to be granted to a protected function of base class? Guess
friendship and inheritance are orthogonal

///Need access to sendBU

//friend void IPv6NeighbourDiscovery::NDStateHost::dupAddrDetSuccess(NDTimer* tmr);

void sendBU(const ipv6_addr& ncoa);

// add code

void FutureCoa(const ipv6_addr& ncoa);

// add code

protected:
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6. Netconf2.dtd

<!ELEMENT local (interface*, (route?| tunnel?| sourceRoute?|mobileConfig?)*)>
<IATTLIST local

node NMTOKEN #REQUIRED

routePackets (on|off) "off"

forwardSitePackets (on|off) "on"

optimisticDAD (on|off) "off"

A-DAD (on|off) "off"

ARDADROole (None|Node|XServer) "None"

mobileIPv6Support (on|off) "off"
mobileIPv6Role (None|[HomeAgentMobileNode) "None"
routeOptimisation (on|off) "on"
returnRoutability (on|off) "off"
earlyBU (on|off) "off"
signalingEnhance (None|Direct/CellResidency) "None"
respondBindingRequest (on|off) "off"
eagerHandover (on|off) "off"
hierarchicalMIPv6Support (on|off) "off"
map (on|off) "off"
mapMode (Basic|Extended) "Basic"
mapMNMAY SetRoCAAsSource (on|off) "on"
mapMNMUSTSetRoCAAsSource (on|off) "on"
mapReverseTunnel (on|off) "on"
edgeHandoverType CDATA ""
ewuOutVectorHODelays (on|off) "off"

>
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7. XMLOmnetParser.cc

void XMLOmnetParser::parseNodeAttributes(RoutingTable6* rt, c XMLElement* ne)
{
rt->IPForward = getNodeProperties(ne, "routePackets") == XML_ON;
rt->forwardSitePacket = getNodeProperties(ne, "forwardSitePackets") == XML _ON;
rt->setODAD(getNodeProperties(ne, "optimisticDAD") == XML_ON);
if (rt->o0dad())

Dout(dc::noticelflush_cf, rt->nodeName()<<" ODAD is on");

// add code

rt->setADAD(getNodeProperties(ne, "A-DAD") == XML ON);
if (getNodeProperties(ne," ARDADRole") == string("XServer"))
rt->arrole = RoutingTable6:: XSERVER;
else if (getNodeProperties(ne," ARDADROole") == string("Node"))
rt->arrole = RoutingTable6::NODE;
else

rt->arrole = RoutingTable6::NONE;

assert((rt->odad() && rt->ardad()) == false);

if (rt->ardad())

Dout(dc::notice|flush_cf, rt->nodeName()<<" AR-DAD is on");

// add code

#ifdef USE_MOBILITY
rt->mipv6Support = getNodeProperties(ne, "mobilelPv6Support") == XML _ON;

if (rt->mobilitySupport() && version() >= 3)




if (getNodeProperties(ne,"mobileIPv6Role") == string("HomeAgent"))
rt->role = RoutingTable6::HOME AGENT;

else if (getNodeProperties(ne,"mobileIPv6Role") == string("MobileNode"))
rt->role = RoutingTable6::MOBILE NODE;

else

rt->role = RoutingTable6:: CORRESPONDENT NODE;
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8. RoutingTable6.h

bool awayFromHome() const;

#endif //USE_MOBILITY

bool odad() const { return odadSupport; }

// add code

bool isNode() const

{
return arrole == NODE;
}
bool isXServer() const
{
return arrole == XSERVER;
}
bool ardad() const
{
return ((arrole == NODE) || (arrole == XSERVER));
H

bool adad() const { return adadSupport; }

void setADAD(bool a) { adadSupport =a; }

// add code

void setODAD(bool 0) { odadSupport = o; }

#ifdef USE_HMIP




/// Support for HMIPv6 for Routers and Hosts

bool hmipSupport() const { return hmipv6Support; }

void setHmipSupport(bool hmip) { hmipv6Support = hmip; }

void setMapSupport(bool map) { mapSupport = map; }

bool isMAP()

{

return mapSupport;

}
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9. ICMPv6NDMessage.cc

const int IPv6NeighbourDiscovery::OVERRIDE MASK = 0x20000000;

// add code

const int IPv6NeighbourDiscovery:: ARDADFLAG MASK = 0x10000000;
/1 add code

const int IPv6NeighbourDiscovery::MANAGED MASK = 0x800000;

const int IPvoNeighbourDiscovery::OTHER MASK = 0x400000;




10. ICMPv6NDMessage.h

extern const int OTHER MASK;
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// add code

extern const int ARDADFLAG_MASK;
/1 add code

#ifdef USE_MOBILITY
extern const int HOMEAGENT MASK;

#endif

void setTargetAddr(const ipv6_addr target) { setAddress(target, 0); }

ipv6_addr targetAddr() { return address(0); }
ey

// add code

bool arDADFlag() const { return optInfo() & ARDADFLAG MASK; }
void setarDADFlag(bool arDADFlag)
{
if (arDADFlag)
setOptInfo(optInfo() | ARDADFLAG MASK);
else

setOptInfo(optInfo() & ~ARDADFLAG MASK);
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// add code

void setFlags(bool isRouter, bool solicited, bool override)

{

setIsRouter(isRouter);
setSolicited(solicited);

setOverride(override);

}
na;

// add code

bool arDADFlag() const { return optInfo() & ARDADFLAG MASK; }
void setarDADFlag(bool arDADFlag)
{
if (arDADFlag)
setOptInfo(optInfo() | ARDADFLAG MASK);
else

setOptInfo(optinfo() & ~ARDADFLAG MASK);

// add code
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11. IPv6Forword.cc

void IPv6Forward::endService(cMessage* theMsg)
{

std::auto_ptr<IPv6Datagram> datagram(check and cast<IPv6Datagram*> (theMsg));

assert(datagram->inputPort() < (int)ift->numlInterfaceGates());

// {{{ localdeliver

//Disabled for now. Don't know why some packets when they leave this function

//still display 0 source address when they shouldn't. Recording at prerouting

//and output

//printRoutingInfo(routingInfoDisplay, datagram.get(), rt->nodeName());

/1 add code
IPv6Datagram* copy = datagram->dup();
if((rt->ardad()) && (datagram->transportProtocol()==IP_ PROT IPv6 ICMP))
{
send(copy, "localOut");
if (!datagram->destAddress().isMulticast())
return;
/*if (copy->decapsulate() != NULL)
{
ICMPv6Message* icmpmsg = check and cast<ICMPv6NDMNgbrSol*>

(std::auto_ptr<ICMPv6Message> copy->decapsulate());




161

if ((icmpmsg->type()==ICMPv6_NEIGHBOUR _SOL) || (icmpmsg-

>type()==ICMPv6_NEIGHBOUR_AD))

{
send(copy, "localOut");
return;
}
H

bool ar_dad=false;
if (icmpmsg->type()==ICMPv6_NEIGHBOUR_SOL)
{
ICMPv6NDMNgbrSol*
ns(check and_cast<ICMPv6NDMNgbrSol*>(copy->decapsulate()));
ar_dad = ns->arDADFlag();

H
if Gempmsg->type()==ICMPv6 NEIGHBOUR AD)
{
ICMPv6NDMNgbrAd*
na(check and_cast<ICMPv6NDMNgbrAd*>(copy->decapsulate()));
ar_dad = na->arDADFlag();

H
if (ar_dad)
{
//TPv6Datagram* copy = datagram->dup();
send(copy, "localOut");
return;
3/

telse

// add code
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if (rt->localDeliver(datagram->destAddress()))
{

Dout(de::forwarding|flush_cf, rt->nodeName()<<":"<<hex<<datagram->inputPort()<<dec<<"

<<simTime()<<" received packet from "<<datagram->srcAddress()

<<" dest="<<datagram->destAddress());

IPv6Datagram* copy = datagram->dup();

//This condition can occur when upper layer originates packets without

//specifying a src address destined for a multicast destination or local

//destination so the packet is missing the src address. This is a bit

//dodgy but the only other solution would be to enforce the app layer to

//choose a src address.

if (datagram->srcAddress() == IPv6_ ADDR_UNSPECIFIED &&
datagram->inputPort() == -1)

copy->setSrcAddress(ift->interfaceByPortNo(0)->ipv6()->inetAddrs[0]);

send(copy, "localOut");
//Check if it is a multicast packet that we need to forward
if (!datagram->destAddress().isMulticast())

return;
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12. IPv6Interfacedata.cc

bool IPvé6InterfaceData::tentativeAddrAssigned(const ipv6 _addr& addr) const

{
IPv6Addresses::const_iterator it = std::find(tentative Addrs.begin(),tentative Addrs.end(),addr);

return it!=tentativeAddrs.end();

}

/1 add code
size_t IPv6InterfaceData::findIPFromWaitPool(const ipv6_addr& waitpool,bool NCoA)
{

size tk=-1;
if (NCoA)
for (size_ti=0; i< WaitPoolncoa.size(); i++)

if (WaitPoolncoa[i].higherNbBits(IPv6  ADDR_BITLENGTH)==waitpool)

{
k=i;
break;
b
else

for (size ti= 0;i< WaitPooldad.size(); i++)

if (WaitPooldad[i].higherNbBits(IPv6_ ADDR_BITLENGTH)==waitpool)
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size_t [Pv6InterfaceData::find[PFromWaitPool(IPv6Address waitpool,bool NCoA)

{
size_tk=-1;
if (NCoA)

for (size_ti=0; i< WaitPoolncoa.size(); i++)

{
if (WaitPoolncoali].address().compare(waitpool.address()) == 0)
{
k=1;
break;
}
H
else

for (size_ti=0; i< WaitPooldad.size(); i++)

{
if (WaitPooldad[i].address().compare(waitpool.address()) == 0)

return k;

}
bool IPv6InterfaceData::find[PFromNCoA(const ipv6_addr& ncoa) const

{

IPv6Addresses::const_iterator it = std::find(NCoAPool.begin(), NCoAPool.end(),ncoa);

return it!=NCoAPool.end();
}

/A —— add code
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13. IPv6Interfacedata.h

///Return the shortest validLifetime assigned to an address on this iface

unsigned int minValidLifetime();

///Return an assigned or tentative address that matches the specified prefix
IPv6Address matchPrefix(const ipv6_addr& prefix, unsigned int prefixLength,

bool tentative = false);

I/ add code

void removeFromPool(const IPv6Address& addr,bool NCoA=true)
{
if (NCoA)
removeAddrFromArray(NCoAPool,addr);
else
{
removeAddrFromArray(WaitPoolncoa,addr);
removeAddrFromArray(WaitPooldad,addr);
}
H

size t find[PFromWaitPool(const ipv6_addr& waitpool,bool NCoA=true);

size_t findIPFromWaitPool(IPv6Address waitpool,bool NCoA=true);

bool find[PFromNCoA(const ipv6_addr& ncoa) const;
1 add code
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public:
// XXX naked public data members here MUST BE WRAPPED INTO GET/SET

const char* encap(void);

/**
* @todo Change to use shared ptrs of ipv6_prefix (once that has an interface
* resembling IPv6Address) and thus STL list container. This enables other
* protocols that need to know when an addr assigned to the node is still
* valid by maintaining a weak ptr to it. For now when an addr lifetime
* expires we will have to set all other pointers to null manually which is

* tedioius and error prone.

*

*/

IPv6Addresses inectAddrs;

/// tentative address for duplicate address detection

/// This data structure serves 4 purposes 1. Store manually configured address
/// parsed from XML network configuration. 2. ND uses it to determine which
/// addresses are tentative during Neighbour Discovery and DAD procedure
/// 3. DAD started on addresses inside here right after link local addr is

/// assigned ( detectDupOther) only once 4. Subsequent tentative addr derived
/// from router prefixes are stored here but DAD is initiated for them from

/1] elsewhere. (This is to prevent DAD from recurring on addresses that are
/// currently undergoing DAD).

IPv6Addresses tentativeAddrs;
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// add code

IPv6Addresses NCoAPool;
IPv6Addresses WaitPoolncoa;
IPv6Addresses WaitPooldad;
IPv6Addresses prefixIP;

I/ add code

///@name Node Configuration Variables
@i

short curHopLimit;

unsigned int retransTimer;

unsigned int baseReachableTime;
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14. MIPv6testd.xml

<?xml version="1.0" encoding="is0-8859-1"7>

<IDOCTYPE netconf SYSTEM "../../Etc/netconf2.dtd">

<netconf>

<1--
"Mos.lot:MobileMove:notice:custom:Ping6:MIPv6MissedAdv:AddrResin:MIPv6: AddressTimer:
PrefixTimer:RouterTimer:IPv6AddressDeAlloc:Routering:Forwarding:NeighbourDisc:RouterDis

c:debug:IPv6">-->

<local node="client1" mobileIPv6Support="on" ARDADRole="None"
mobileIPv6Role="MobileNode" hierarchicalMIPv6Support="off" optimisticDAD="off" A-
DAD="off" respondBindingRequest="on" ewuOutVectorHODelays="on">
<interface name="wlan0" HostDupAddrDetectTransmits="1">
<!--<inetAddr>3018:{fff:0:0:0:0:0:4444/64</inetAddr>-->
</interface>
<mobileConfig>

<mobileNode>

</mobileNode>
</mobileConfig>

</local>

<local node="PCconnect" mobileI[Pv6Support="off" optimisticDAD="oft"
mobileI]Pv6Role="None">
<interface name="eth0" HostDupAddrDetectTransmits="1">
<!--<inetAddr>fe80:0:0:0:0:0:2222:2222/64</inetAddr>-->
<inetAddr>3021:ftff:0:0:0:0:0:abc2/64</inetAddr>
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</interface>

</local>

<local node="XServerl" mobileIPv6Support="on" optimisticDAD="oft"
mobile]Pv6Role="MobileNode" ARDADRole="None" A-DAD="off" >
<interface name="wlan0" HostDupAddrDetectTransmits="1">
<inetAddr>3018:ffff:0:0:0:0:0:1111/64</inetAddr>
</interface>

</local>

<local node="XServer2" mobileIPv6Support="on" optimisticDAD="off"
mobile[Pv6Role="MobileNode" ARDADRole="None" A-DAD="off" >
<interface name="wlan0" HostDupAddrDetectTransmits="1">
<inetAddr>3019:ftft:0:0:0:0:0:1111/64</inetAddr>
</interface>

</local>

<local node="XServer3" mobileIPv6Support="on" optimisticDAD="off"
mobileIPv6Role="MobileNode" ARDADRole="None" A-DAD="off" >
<interface name="wlan0" HostDupAddrDetectTransmits="1">
<inetAddr>3020:ffff:0:0:0:0:0:1111/64</inetAddr>
</interface>

</local>

<!-- routing table configuration -->

<local node="haa" routePackets="on" mobileIPv6Support="on" mobileI[Pv6Role="HomeAgent"

optimisticDAD="off">

<interface name="eth0" AdvSendAdvertisements="on" AdvHomeAgent="on"

HostDupAddrDetectTransmits="1">
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<inetAddr>3018:ftff:0:0:0:0:0:1/64</inetAddr>
<AdvPrefixList>
<AdvPrefix AdvOnLinkFlag="on"
AdvRtrAddrFlag="on">3018:ffff:0:0:0:0:0:1/64</AdvPrefix>
</AdvPrefixList>

</interface>

<interface name="eth1" AdvSendAdvertisements="on" HostDupAddrDetectTransmits="1">
<inetAddr>4018:{fff:0:0:0:0:0:1/64</inetAddr>

</interface>

<interface name="eth2" AdvSendAdvertisements="on" HostDupAddrDetectTransmits="1">
<inetAddr>4020:ffff:0:0:0:0:0:1/64</inetAddr>

</interface>

<interface name="eth3" AdvSendAdvertisements="on" HostDupAddrDetectTransmits="1">

<inetAddr>3021:ffff:0:0:0:0:0:1/64</inetAddr>

</interface>

<route>

<routeEntry routelface="eth1" routeDestination="3019:ffff:0:0:0:0:0:0/64"

routeNextHop="4018:{ff:0:0:0:0:0:2/64"/>
routeNextHop="4020:ffff:0:0:0:0:0:2/64"/>
<routeEntry routelface="eth3" routeDestination="3021:ffff:0:0:0:0:0:0/64"/>

</route>

</local>
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_n

<local node="router2" routePackets="on" mobileIPv6Support="on"
mobile[Pv6Role="HomeAgent" optimisticDAD="off">
<interface name="eth0" AdvSendAdvertisements="on" AdvHomeAgent="on"

HostDupAddrDetectTransmits="1">

<inetAddr>3019:ffft:0:0:0:0:0:1/64</inetAddr>

<AdvPrefixList>

<AdvPrefix AdvOnLinkFlag="on"

AdvRtrAddrFlag="on">3019:ffff:0:0:0:0:0:1/64</AdvPrefix>

</AdvPrefixList>

</interface>

<interface name="eth1" AdvSendAdvertisements="on" HostDupAddrDetectTransmits="1">
<inetAddr>4018:{fff:0:0:0:0:0:2/64</inetAddr>

</interface>

<interface name="eth2" AdvSendAdvertisements="on" HostDupAddrDetectTransmits="1">
<inetAddr>4019:ftff:0:0:0:0:0:1/64</inetAddr>

</interface>

<route>

<routeEntry routelface="eth1" routeDestination="3018:ffff:0:0:0:0:0:0/64"

routeNextHop="4018:{fff:0:0:0:0:0:1/64"/>

routeNextHop="4018:ffff:0:0:0:0:0:1/64"/>

<routeEntry routelface="eth2" routeDestination="3020:ffff:0:0:0:0:0:0/64"

</route>

</local>
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_n

<local node="router3" routePackets="on" mobileIPv6Support="on"
mobile[Pv6Role="HomeAgent" optimisticDAD="off">
<interface name="eth0" AdvSendAdvertisements="on" AdvHomeAgent="on"

HostDupAddrDetectTransmits="1">

<inetAddr>3020:ffft:0:0:0:0:0:1/64</inetAddr>

<AdvPrefixList>

<AdvPrefix AdvOnLinkFlag="on"

AdvRtrAddrFlag="on">3020:ffff:0:0:0:0:0:1/64</AdvPrefix>

</AdvPrefixList>

</interface>

<interface name="eth1" AdvSendAdvertisements="on" HostDupAddrDetectTransmits="1">
<inetAddr>4020:ffff:0:0:0:0:0:2/64</inetAddr>

</interface>

<interface name="eth2" AdvSendAdvertisements="on" HostDupAddrDetectTransmits="1">
<inetAddr>4019:ftff:0:0:0:0:0:2/64</inetAddr>

</interface>

<route>

<routeEntry routelface="eth1" routeDestination="3018:ffff:0:0:0:0:0:0/64"

routeNextHop="4020:{fff:0:0:0:0:0:1/64"/>

routeNextHop="4020:{fff:0:0:0:0:0:1/64"/>

<routeEntry routelface="eth2" routeDestination="3019:ftff:0:0:0:0:0:0/64"

</route>

</local>
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<misc>
<ObjectMovement>
<MovingNode NodeName="client1" startTime="0">
<move moveToX="470" moveToY="600" moveSpeed="6" moveXFirst="off"/>
<move moveToX="120" moveToY="118" moveSpeed="6" moveXFirst="off"/>
</MovingNode>
</ObjectMovement>

</misc>

</netconf>
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/

// Copyright (C) 2001, 2003 Monash University, Australia

/

// This program is free software; you can redistribute it and/or

// modify it under the terms of the GNU General Public License

// as published by the Free Software Foundation; either version 2

// of the License, or (at your option) any later version.

1

// This program is distributed in the hope that it will be useful,

/' but WITHOUT ANY WARRANTY; without even the implied warranty of

// MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
// GNU General Public License for more details.

1

// 'You should have received a copy of the GNU General Public License

// along with this program; if not, write to the Free Software

// Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.
1

import
"EtherHub",
"Router6",
"UDPNode",
"WorldProcessor",
"WirelessAccessPoint",
"WirelessMobileNode",

"Cables";
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1
/I A MIPv6 test network containing a server, several routers with
// wireless access points, and a laptop as mobile node.
/
// Can be used to test handovers between access points.
// Mobile node is pinging the server while it's moving.
/
module MIPv6test4
submodules:
worldProcessor: WorldProcessor;
display: "p=468,56;i=misc/sun";
clientl: MobileNode;
parameters:
//# routingFile = "client].irt",
IPForward = false;
gatesizes:
wlin[1],
wlout[1];
display: "p=120,118;i=device/laptop";
PCconnect: UDPNode;
parameters:
//# routingFile = "server4.irt",
IPForward = false;
gatesizes:
in[1],
out[1];
display: "p=447,153;i=device/pc2";
XServerl: MobileNode;

parameters:
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/# routingFile = "server4.irt",
IPForward = false;
gatesizes:
wlin[1],
wlout[1];
display: "p=207,81;i=device/pc2";
XServer2: MobileNode;
parameters:
//# routingFile = "server4.irt",
IPForward = false;
gatesizes:
wlin[1],
wlout[1];
display: "p=103,529;i=device/pc2";
XServer3: MobileNode;
parameters:
//# routingFile = "server4.irt",
IPForward = false;
gatesizes:
wlin[1],
wlout[1];
display: "p=487,465;i=device/pc2";
haa: Router6;
gatesizes:
in[4],
out[4];
display: "p=232,288;i=device/router";
apl: AccessPoint;
gatesizes:

in[1],
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out[1];
display: "p=190,142;i=device/accesspoint";
ap2: AccessPoint;
gatesizes:
in[1],
out[1];
display: "p=170,546;i=device/accesspoint";
ap3: AccessPoint;
gatesizes:
in[1],
out[1];
display: "p=486,418;i=device/accesspoint";
router2: Router6;
gatesizes:
in[3],
out[3];
display: "p=232,412;i=device/router";
router3: Router6;
gatesizes:
in[3],
out[3];

display: "p=352,348;i=device/router";

connections nocheck:

// Correct for ping test

haa.out[1] --> intranetCable --> router2.in[ 1];

haa.in[1] <-- intranetCable <-- router2.out[1];

haa.out[2] --> intranetCable --> router3.in[1];
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haa.in[2] <-- intranetCable <-- router3.out[1];

router2.out[2] --> intranetCable --> router3.in[2];

router2.in[2] <-- intranetCable <-- router3.out[2];

router3.out[0] --> intranetCable --> ap3.in[0];

router3.in[0] <-- intranetCable <-- ap3.out[0];

haa.out[0] --> intranetCable --> ap1.in[0];

haa.in[0] <-- intranetCable <-- ap1.out[0];

haa.out[3] --> intranetCable --> PCconnect.in[0];

haa.in[3] <-- intranetCable <-- PCconnect.out[0];

router2.out[0] --> intranetCable --> ap2.in[0];

router2.in[0] <-- intranetCable <-- ap2.out[0];

display: "b=613,705";

endmodule

network MosNetwork : MIPv6test4

endnetwork
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#% old-wildcards

[General]

preload-ned-files=*.ned @../../nedfiles2.1st
num-rngs=1

;Was omnetpp.ini but since that's been modified so much now have extracted this out instead.

total-stack-kb=7535
ini-warnings = no
warnings = no
sim-time-limit = 320
debug-on-errors=false

;fname-append-host=yes

[Cmdenv]
default-run=1
module-messages=no
event-banners=no

message-trace=no

[Tkenv]
print-banners=no
use-mainwindow=yes
breakpoints-enabled = no

animation-speed = 1.0

[Run 1]
seed-0-mt=1111100000

;seed-0-mt=1111111111
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;seed-0-mt=1111122222

;seed-0-mt=1111133333

;seed-0-mt=1111144444

;seed-0-mt=1111155555

;seed-0-mt=1111166666

;seed-0-mt=1111177777

;seed-0-mt=1111188888

;seed-0-mt=1111199999

network = MosNetwork

MosNetwork.clientl.linkLayers[*] NWIName="WirelessEtherModule"
MosNetwork.XServerl.linkLayers[*]. NWIName="WirclessEtherModule"
MosNetwork.XServer2.linkLayers[*]. NWIName="WirelessEtherModule"
MosNetwork.XServer3.linkLayers[*].NWIName="WirelessEtherModule"
MosNetwork.ap1.ds[*]. NWIName="EtherModule AP"
MosNetwork.ap2.ds[*]. NWIName="EtherModule AP"
MosNetwork.ap3.ds[*]. NWIName="EtherModule AP"

;MosNetwork.ap4.ds[*]. NWIName="EtherModule AP"

MosNetwork.* . IPv6routingFile = xmldoc("MIPv6test4.xml")

;MosNetwork.clientl.pingApp.startTime=5
;MosNetwork.clientl.pingApp.stopTime=700

;MosNetwork.client1.pingApp.destAddr = "3088:AABB:1122:3456:0:0:0:1"

;MosNetwork.clientl.pingApp.destAddr = "3021:{fff:0:0:0:0:0:abc2"

;MosNetwork.clientl.pingApp.interval = 0.1

;MosNetwork.PCconnect.pingApp.startTime=5
;MosNetwork.PCconnect.pingApp.stopTime=700

;MosNetwork.PCconnect.pingApp.destAddr = "3011:bbbb:3333:6666:0:0:0:1"
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;MosNetwork.PCconnect.pingApp.destAddr = "3020:1fff:0:0:0:0:0:2"
;MosNetwork.PCconnect.pingApp.srcAddr = "3011:bbbb:3333:6666:abc2:abc2:abc2:abc2"
;MosNetwork.PCconnect.pingApp.destAddr = "client1"

;MosNetwork.PCconnect.pingApp.interval = 0.1

MosNetwork.PCconnect.pingApp.startTime=140
MosNetwork.PCconnect.pingApp.stopTime=150
MosNetwork.PCconnect.pingApp.destAddr = "XServer3"

MosNetwork.PCconnect.pingApp.interval = 0.5

;MosNetwork*.routing6.ra[2].RoutingAlgorithmType="NonExistent"
;MosNetwork*.routing6.** RoutingAlgorithmType="Routing AlgorithmStatic"
;MosNetwork*.routing6.ra[ 1].RoutingAlgorithmType="RoutingProtocolRIP"

;MosNetwork.*.routing6.RACount = 2

* apl.chann=1
*.ap2.chann=1
* ap3.chann =1
;*¥.ap4.chann =6

** networkInterface.txPower = 11

;; Videostream

;MosNetwork.clientl.numUdpApps = 1

;MosNetwork.client?.udpAppType = "UDPVideoStreamCli"
;MosNetwork.clientl.udpApp[*].serverAddress = "3011:BBBB:3333:6666:ac24:0aff:fe11:bba"
;MosNetwork.client?. udpApp[*].serverPort = 3088

;MosNetwork.client?. udpApp[*].startTime = 8

;;Videostream server
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;MosNetwork.serverd.numUdpApps = 1
;MosNetwork.server4d.udpAppType = "UDPVideoStreamSvr"
;MosNetwork.serverd.udpApp[0].videoSize = 1e8
:MosNetwork.serverd.udpApp[0].serverPort = 3088

;output-vector-file = MIPv6Network-r1.vec

[Parameters]

** networkLayer.proc.forwarding.routingInfoDisplay = false

** networkLayer.proc. ICMP.icmpv6Core.icmpRecordRequests = false
** networkLayer.proc.ICMP.icmpv6Core.icmpRecordStart = 0
** networkLayer.proc.ICMP.icmpv6Core.replyToICMPRequests = true

** routingTable6.displaylfconfig = true

;;default global movement info

** mobilityHandler.moveXmlConfig=xmldoc("MIPv6test4.xml", "netconf™)

;;default global wireless network info
** networkInterface.nwiXmlConfig=xmldoc("MIPv6test4.xml", "netconf™)

** networkInterface[*].nwiXmlConfig=xmldoc("MIPv6test4d.xml", "netconf")

;;Default empty xml config file
** [Pv6routingFile = xmldoc("MIPv6testd.xml")

include ../../Etc/default2.ini
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17. Default2.ini

#% old-wildcards

[Parameters]

;;Default ping6 settings

** pingApp.stopTime = 0 ;-> forever
** pingApp.startTime = 1

** pingApp.interval = 1

** pingApp.packetSize = 56

** pingApp.hopLimit = 64

** pingApp.count = 0 ;-> forever

** pingApp.destAddr =""

** pingApp.srcAddr =""

** pingApp.printPing = 1

;;Default ICMP settings

** networkLayer.proc.ICMP.icmpv6Core.icmpRecordRequests = false

** networkLayer.proc.ICMP.icmpv6Core.icmpRecordStart = 0

** networkLayer.proc.ICMP.icmpv6Core.replyToICMPRequests = true

;;Default MIPv6 settings
;** networkLayer.proc.mobility.homeAgent = "0:0:0:0:0:0:0:0"

nn

** networkLayer.proc.mobility.homeAgent =

;;Default UDP apps
** numUdpApps =0

** udpAppType = "UDPBasicApp"

;;Default UDP VideoStream client and server setttings

** udpApp[*].waitInterval = uniform(.005, .01)
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** udpApp[*].packetLen = uniform(12000, 15000)

** udpApp[*].videoSize = 650e6

** udpApp[*].startTime = 0 ; Time to request video stream from server

** udpApp[*].localPort = 20403 ; some arbitrary number
** udpApp[*].serverAddress =""

** udpApp[*].serverPort = 3088

;;Default TCP apps
** numTcpApps =0

** tcpAppType = "TCPSessionApp"

;; Default TCP settings

** tep.sendQueueClass="TCPVirtualDataSendQueue"
** tep.receiveQueueClass="TCPVirtualDataRcvQueue"
** tep.tepAlgorithmClass="TCPReno"

** tcp.recordStats=false

;UDPNode requires IPForward perhaps for IPv4 layer?

** TPForward = false

** max_longitude = 1640
** max_latitude = 1640

** wlan_speed = 11

;ProcessorManager emulate serial CPU processing

** numOfProcessors = 1

;;Processing delays (applies to Router6 only)
** ICMP.procDelay =0 s

** fragmentation.procDelay = 0.2 us
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** multicast.procDelay = 0.5 us
** output[*].procDelay = 1 us

** send.procDelay =0 s

** tunneling.procDelay = 0 s

** localDeliver.procDelay =0 s
** preRouting.procDelay = 0.2 us
** forwarding.procDelay = 1 us
** inputQueue.procDelay =0 s
;¥ router®.icmp.procDelay =0 s
;¥ ha*.icmp.procDelay = 0 s

;;¥.ar*.icmp.procDelay =0 s

** networkLayer.proc.forwarding.routingInfoDisplay = true

;;Routing modules

** routing6.ra[ *].RoutingAlgorithmType="RoutingAlgorithmStatic"

** routing6.rp[*].RoutingProtocol Type="RoutingProtocolNone"

** routing6.RACount = 0

** routing6.RPCount = 0

** routingTable6.displaylfconfig = true

;Dynamic Topology Models

** dtb.topoFilename = "retrieve via XML config unless used separately from [Pv6Suite"

;Default AP parameter

** chann = intuniform(1, 14)
** beaconPeriod = 0.1

** authWaitEntryTimeout = 2;
** authEntryTimeout = 2;

** assEntryTimeout = 120;

** consecFailedTransLimit = 3;
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*% ds[*]. NWIName="EtherModule AP"
** beginCollectionTime = 0
** endCollectionTime = 0

** consecFailedTransLimit = 3

;;Default link type

** linkLayers[*] NWIName="EtherModule"

;;Default physical layer type

** PHYName="PHY Simple"

;;Default mobility handler type

** MobilityName="MobilityStatic"

;;default global movement info

** mobilityHandler.moveXmlConfig=xmldoc("empty.xml", "netconf")

;;default global wireless network info
** networkInterface.nwiXmlConfig=xmldoc("empty.xml", "netconf™)

** networkInterface[*].nwiXmlConfig=xmldoc("empty.xml", "netconf")

;;Default empty xml config file

** [Pvé6routingFile = xmldoc("empty.xml")

;;Default wireless parameters. Values come from netconf2.dtd.
** networklInterface.ssid = "default"

** networkInterface.pathLossExponent = 2.75

** networkInterface.pathLossStdDev = 14.1

** networkInterface.txPower = 100

;;Range of 838 meters
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** networklInterface.thresholdPower = -93
;;Handover range of 492 meters

** networklInterface.hoThresholdPower = -90

** networkInterface.probeEnergyTimeout = 0.01
** networkInterface.probeResponseTimeout = 0.035
** networklInterface.authenticationTimeout = 2000
** networkInterface.associationTimeout = 2000

** networklInterface.retry = 7

** networkInterface.fastActiveScan = true

** networkInterface.scanShortCircuit = true

** networklInterface.crossTalk = true

** networkInterface.shadowing = false

** networklInterface.signalStrengthMaxSample = 1
** networkInterface.channelsNotToScan = ""

** networkInterface.address = ""

** networkInterface.dataRate = 11000000

** networkInterface.bandwidthRequirements = 0.5
** networkInterface.recordStatisticVector = true

** networkInterface.activeScan = true

** networkInterface.channelScanTime = 0.2

** networkInterface.bufferSize = 100000

** networklInterface.linkUpTrigger = false

** networkInterface.linkDownTrigger = false

** networklInterface.registerInterface = true

** networklInterface.queueType = "WESingleQueue"

** networkInterface.errorRate = 0

;Default BR values
** recordStats=false

** brSrcModel.msgType=0
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** brSrcModel.destAddr=""
** brSrcModel.tStart=0
** brSrcModel.bitRate=0

** brSrcModel.fragmentLen=0

;Default Dynamic IPv6 CBR Loader
** numNodes = 0

** rangeMinX = 0

** rangeMinY =0

** rangeMaxX =0

** rangeMaxY = 0

** srcPrefix =""

** destPrefix=""
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