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CASE STUDY OF KASETSART UNIVERSITY KAMPHAENG SAEN CAMPUS. INDEPENDENT 
STUDY ADVISOR : ASST.PROF. PANJAI TANTATSANAWONG. 85 pp. 

 This independent study aims to develop wireless users locator on Wireless Access 
Point main network on Kamphaeng Saen Campus of Kasetsart University to facilitate finding 
location of users or location and time of use in case of laptop losses. 
 The locator system development involved installation of a CentOS server together 
with MySQL database and PHP language program and provision of web services via Wireless 
Access Point main network on campus. The shell script program was constructed to support 
automatically linking, copying, modifying of data from radius server and wireless equipment 
registration system called “SMART” and then stored in database. Based on these data, the 
wireless user locator was developed and therefore, daily volume of uses at each access point 
could be reported. 
 The results obtained from the study revealed that the locator system could add, 
modify or delete data on wireless access point of main network in campus. Not only could it 
accurately find wireless users but also it could report volume of uses at any access point in 
any duration or any day. In order to evaluate the system, a laptop was used at 20 different 
access points. Data of durations and places were recorded. When the data were compared 
with those recorded by the locator, it was found that they were 100% correct and consistent. 
Thus, it can be concluded that this system of wireless user locator can enhance the efficiency 
and effectiveness of wireless access point of main network on Kamphaeng Saen Campus of 
Kasetsart University. 
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 (Linux)  (RADIUS 

Server)  (PHP)  (MySQL) 

1.

 Wireless LANs  WLAN 

 2 

 (Radio) 

(Infrared) -

1.1  (Radio)

, ,

 (Tanenbaum 1992:82) 

1.2

 (  (Radio)  (Infrared)) 

 (Radio)  (Radio)  (Radio) 

(Radio)

4
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 (Radio)  1 

 (Radio)

 (Radio) 

 (Infrastructure) 

 (Access Point) 

 (Access Point)  (LAN) 

 (Ethernet)  (Access Point) 

 (Network Card) 

 (Notebook)  ISA  PCI adapters 

 (Desktop)  (Built-in) 

 IEEE 802.11 

 (IEEE : Institute of Electrical and Electronic Engineers) 

 IEEE 802.XX 

 IEEE 802.3 

(Ethernet)  IEEE 802.11 

1.3

 IEEE 802.11  1  2 Mbps 

 (Infarred)   (Radio)  2.4 GHz   (WEP 

: Wired Equivalent Privacy)

 IEEE 802.11 

 (QoS : Quality of Service) 

 IEEE  (Task Group) 

 IEEE 802.11a, IEEE 802.11b, IEEE 802.11e, IEEE 

802.11g,  IEEE 802.11i  (  2546)



6

1.3.1 IEEE 802.11b  CCK (Complimentary Code 

Keying)  DSSS (Direct Sequence Spread Spectrum) 

 11 Mbps  (Radio)  2.4 GHz 

(  ISM (Industrial Scientific and Medical) 

 IEEE 802.11, Bluetooth, , )  IEEE 

802.11 WLAN (IEEE 802.11 Wireless Local Area Network) 

 Wi-Fi (Wireless Fidelity)  WECA (Wireless Ethernet 

Compatability Alliance) 

 IEEE 802.11b 

 Wi-Fi 

1.3.2 IEEE 802.11a  OFDM (Orthogonal Frequency 

Division Multiplexing) 

 54 Mbps  (Radio)  5 GHz 

 2.4 GHz 

 IEEE 802.11a  (Radio)  5 GHz 

 IEEE 802.11a  5 GHz 

 IEEE 802.11a WLAN 

 (  30 

IEEE 802.11b WLAN  100 )

 IEEE 802.11a WLAN  IEEE 802.11b WLAN  IEEE 

802.11a WLAN  IEEE 802.11b WLAN 

1.3.3 IEEE 802.11g  OFDM 

(Radio)  2.4 GHz  IEEE 802.11g WLAN 

 54 Mbps  IEEE 802.11g WLAN 

 IEEE 802.11a  IEEE 802.11b  2.4 GHz 

 IEEE 802.11g WLAN  IEEE 

802.11b WLAN  (backward-compatible) 

 IEEE 802.11b 
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1.3.4 IEEE 802.11e  MAC Layer (Media Access Control 

Layer)  IEEE 802.11  Quality of Service (QoS) 

 (Application)  (Multimedia)  IEEE 802.11e 

 MAC Layer (Media Access Control Layer) 

 IEEE 802.11 WLAN 

1.3.5 IEEE 802.11i  MAC Layer (Media Access Control 

Layer)  IEEE 802.11  IEEE 802.11 WLAN 

 (Encryption)  (key) 

 IEEE 802.11i  (key) 

 IEEE 802.11 WLAN 

1.4  IEEE 802.11 WLAN  IEEE 802.11 

 2 

 (Infrastructure)  (Ad-Hoc)  (Peer-to-Peer) (

 2546) 

1.4.1  (Infrastructure) 

IEEE 802.11 WLAN  (Infrastructure) 

 (WLAN) 

 (Infrastructure)  IEEE 802.11 WLAN 

 2  (Client Station) 

(Desktop, Laptop,  PDA )  (Client Adapter) 

 IEEE 802.11 WLAN  (Access Point) 

 (Client Station)  (  IEEE 

802.3 Ethernet LAN)  (Infrastructure) 

 (Client Station) 

 (Access Point)  (Client Station) 

 (Access Point)  (forward) 

 (Client Station) 

 (Client Station) 
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 1  BSS ESS

 : ,  IEEE 802.11 WLAN: 

 (  1) [ ],  13  2550. 

http://thaicert. nectec.or.th/paper/wireless/IEEE80211_1.php

1.4.1.1 Basic Service Set (BSS)  IEEE 

802.11 WLAN  (Access Point) 1 

 BSS  (Access Point) 

1.4.1.2 Extended Service Set (ESS)

IEEE 802.11 WLAN  Basic Service Set (BSS)  1 Basic Service Set (BSS) 

 Basic Service Set (BSS) 

 Basic Service Set (BSS)  Basic Service Set (BSS) 

(Roaming) (Client 

Station)
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1.4.2  (Ad-Hoc)  (Peer-to-Peer)  IEEE 

802.11 WLAN  (Ad-Hoc)  (Peer-to-Peer) 

 (Access Point) 

 2 

 IEEE 802.11 WLAN  (Ad-Hoc)  Independent Basic 

Service Set (IBSS)  (Client Station) 

 (Client Station)  Independent Basic Service Set (IBSS) 

 (Access Point)  (Client Station) 

 2  (Ad-Hoc)  (Peer-to-Peer) 

 : ,  IEEE 802.11 WLAN: 

 (  1) [ ],  13  2550. 

http://thaicert. nectec.or.th/paper/wireless/IEEE80211_1.php

1.5

 (NIC:Network Interface Card) 

 (Port) 
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 IEEE 802.11 

 (SSID:Service Set Identifier)  (MAC Address) 

 (WEP:Wired Equivalent Privacy) 

 (Access Point)  (MAC Address) 

1.5.1

1.5.1.1  (Authentication process) 

(EAP:Extensible Authentication Protocol) 

 (Client)  (RADIUS: Remote Authentication Dial In User 

Service)

1.5.1.2

 (Packet)  IEEE 802.11  (WEP:Wired 

Equivalent Privacy)  (Traffic) 

 (IDS: Intrusion Detection System) 

 (IDS: Intrusion Detection System) 

 (Host IDS: Host Intrusion Detection System) 

1.5.1.3  (Encryption) 

 (Plains text) 

 (Sniffer) 

1.6 IEEE 802.11 

 WLAN  9  2 

 5  4 

 (Cell) 
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 (Cell) 

 (Cell)

 (Base 

Station) (Access Point)  (Mobile 

Station)  (Client Station) 

 (Cell)  (Mobile Station)  (Client 

Station)

 (Base Station) (Access Point) 

1.6.1 Association  (Mobile Station) 

 (Client Station)  (Base Station) 

(Access Point)  (Mobile Station) 

(Client Station)  (Base Station) 

(Access Point)  (Mobile Station)  (Client 

Station)

-

 PCF Service ( )

 (  Sleep Mode) (Base Station) 

(Access Point) 

 (Mobile Station)  (Client Station) 

 (Mobile Station) 

 (Client Station) 

1.6.2 Disassociation  (Base Station) 

(Access Point)   (Mobile Station)  (Client Station) 

 (Base Station) (Access

Point)  (Mobile Station)  (Client 

Station)

1.6.3 Reassociation  (Mobile Station)  (Client 

Station)  (Base Station) 

(Access Point)  (Mobile Station)  (Client 

Station)  (Cell)  
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 (Cell) 

 (Ethernet) 

 (  (Cell)) 

1.6.4 Distribution

 (Base Station) (Access Point) 

 (Cell) 

1.6.5 Integration

802.11

 4 

 (Cell)  

(Association)

1.6.6 Authentication

(Mobile Station)  (Client Station) 

 (Mobile Station)  (Client Station) 

(Mobile Station)  (Client Station)  (Association) 

(Access Point) 

 (Base Station) (Access Point) 

(Challenge Frame)  (Mobile Station)  (Client Station) 

(Mobile Station)  (Client Station) 

 (Challenge Frame)  (Base 

Station) (Access Point) 

(Base Station) 

(Access Point)  (Mobile Station) 

(Client Station) 
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1.6.7 Deauthentication  (Mobile Station) 

 (Base Station) 

(Access Point)  (Base Station) 

(Access Point) 

1.6.8 Privacy

 (WLAN) 

 (Encrypt)  (Encrypt) 

(Decrypt)  (Algorithm)

 (Decrypt)  RC4 (  Ranald Rivest  MIT)

1.6.9 Data delivery

 802.11 

 (Ethernet) 

(Protocol)

1.7  (Authentication) 

 IEEE 802.11 WLAN  (Client) 

 IEEE 802.11  (Authentication)  2 

 Open System Authentication  Shared Key Authentication 

( , 2546) 

1.7.1 Open System Authentication

 (Default)  IEEE 802.11 

 (Client) 

 (WEP) 

 Open System Authentication 
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1.7.1.1

 (Encrypt)  (Authentication Request Frame) 

 Open System Authentication 

1.7.1.2

 (Request) 

1.7.2  Shared Key Authentication  Shared Key 

Authentication  (Client Station) 

 (WEP : Wired Equivalent Privacy) 

 (  Enable 

 (WEP)) 

1.7.2.1  (Client) 

 (Encrypt)  (Authentication Request Frame) 

 Shared Key

1.7.2.2

 (Request)  (Challenge Text) 

 (Client)  Challenge Text  128  (

 PRNG)  (Request) 

1.7.2.3

 (Client)  (Encrypt) 

1.7.2.4  (Decrypt) 

 (Decrypt) 

 (Challenge Text) 

 (Client) 
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 3  WEP Shared Key Authentication

 : ,  IEEE 802.11 WLAN: 

 (  2) [ ],  13  2550. 

http://thaicert. nectec.or.th/paper/wireless/IEEE80211_2.php

2. RADIUS Server  ( . . .)

RADIUS  Remote Authentication Dial-In User Service (RADIUS) 

Client/Server Security Protocol  Lucent InterNetworking Systems 

 (Account)  (Users) 

 (Server)  (Users)  (Server) 

 (RADIUS Server) 

RADIUS

 (Network Access Server)  (Access Clients) 

 (Radius Server) 
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 4  (RADIUS) 

 : , radius_server [ ],  4  2553.  http:// 

ekasitw.tripod.com

2.1  RADIUS Server

2.1.1  (Internet)  (User) 

2.1.2  (Log File) 
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2.1.3  (User)  (Real time) 

2.1.4  (User)  1 , 2 , 3 

 10 

2.1.5  (Clear User) 

(Online)

2.2 RADIUS Server 

2.2.1  (Internet) 

2.2.2  (Internet) 

2.2.3 ,  (Internet) 

 (Internet) 

2.2.4  Wireless Internet (WiFi HotSpot)

2.3  RADIUS Server 

2.3.1 Access Clients 

 Dial-Up Net 

working  (Modem)  (Connect) (Internet)

2.3.2 Network Access Servers (NAS) 

 (Access Clients) 

 (RADIUS Server)  NAS 

(Client)  (RADIUS Server) 

 (Access Clients) 

(Access Clients)  NAS 

 PPP (Point-to-Point Protocol), SLIP (Serial Line Internet Protocol), Extensible 

Protocol  (Username)  (Password) 

 (Access Clients)  Network Access Servers (NAS) 

Network Access Servers (NAS)  (Username)  

(Password)  (NAS IP Address)  

 (NAS Port Number)  (RADIUS Server) 

 (Request Authentication) 
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2.3.3 RADIUS Server  NAS 

(Access-Request)  (RADIUS Server) 

 MS SQL Server, Oracle Database, LDAP Database 

 (RADIUS Server)  (  Proxy)

 (RADIUS Server) 

(Access-Accept)  (Access-Reject)  NAS 

NAS  (RADIUS 

Server)  NAS (Username) 

 RADIUS Server (Accounting Request)  (RADIUS 

Sever)  (RADIUS Sever) 

 5  (Client) 

(RADIUS Server) 

 : , radius_server [ ],  4  2553.  http:// 

ekasitw.tripod.com

2.2.4 RADIUS Package 

(RADIUS Sever)   (RADIUS Client) (  NAS) 

 RFC 2685 Remote Authentication Dial In User Service (RADIUS) 

 2866 RADIUS Accounting 

(RADIUS Sever)  (RADIUS Client) 

 (Request /Response)  (RADIUS Client)  (Request) 

 (RADIUS Sever)  (RADIUS Sever) 



19

(Response)  (Request)  (RADIUS Client) 

(Package)  Authentication  Accounting 

 (Package)  Attributes 

2.2.5  RADIUS Server  RADIUS Client

2.2.5.1 RADIUS Server  (RADIUS Sever)  

 (RADIUS Client) 

 (RADIUS Sever) 

2.5.5.1.1 IP Address  NAS

2.5.5.1.2 RADIUS Shared Secret

2.5.5.1.3  NAS  

 Standard Radius

 (RADIUS Sever)  UDP Port 

 Authentication  Accounting Package 

(RADIUS Sever)  (RADIUS Client) 

2.2.5.2 RADIUS Client  NAS 

 (RADIUS Sever)  NAS 

 (RADIUS Sever) 

2.2.5.2.1 IP Address  (RADIUS 

Sever)

2.2.5.2.2 RADIUS Shared Secret  

2.2.5.2.3 UDP Port  Authentication 

 Accounting Package

 RADIUS Shared Secret  UDP Port 

 (RADIUS Sever) RADIUS Shared Secret 

 (RADIUS Sever) 

 (RADIUS Client)  Shared Secret  (

)  (RADIUS Sever) 

 (RADIUS Client)  (RADIUS Client) 

 Shared Secret 
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2.2.5.3 RADIUS Shared Secret  2 

2.2.5.3.1 Authentication Shared Secret  

2.2.5.3.2 Accounting Shared Secret  

 (Authentication) 

Package Access-Request  NAS  (RADIUS Sever)  

 (Password)  (Protocol) 

 (Protocol)  PAP, SHAP, MS-SHAP, MS-

SHAP V2  EAP  (Protocol) 

 Accounting  (Encrypt) 

(RADIUS Sever)  Shared Secret  NAS 

2.2.5.4 RADIUS Port   (RADIUS Sever) 

 UDP Port  Authentication  Accounting Package 

 (RADIUS Sever)  (RADIUS Client) 

 (RADIUS)  Port 1645  Package 

Authentication  1646   Package Accounting  

 Port  "datametrics"  Port 

2.2.5.4.1 1812  Package Authentication 

2.2.5.4.2 1813   Package Accounting

2.2.5.5 Password Protocols 

(Access-Request)  (Authentication) 

(Password)  NAS  (RADIUS Sever) 

 (Password)  (Protocol)

2.2.5.5.1 PAP  (Password Authentication Protocol) 

 (User Negotiates)  (Access Clients)  NAS 

(Password)  (Encrypt)  (Password) 

 “Clear Text”   NAS  Access-Request  NAS 

 (Encrypt Password)  Authentication Shared Secret 

 (Access-Request)  (RADIUS Sever) 

 (RADIUS Sever)  (Access-Request) 
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NAS  (Decrypt Password)  Authentication Shared 

Secret  NAS (Protocol) PAP

 (RADIUS Sever) 

2.2.5.5.2 CHAP (Challenge Handshake Authentication Proto- 

col)  CHAP  (Password)  “Clear Text” 

 (User Negotiates)  NAS  NAS  Challenge 

 (Access Clients) 

(Access Clients)  Challenge  Digest  Challenge 

 (Password)  (Encrypt)  One-Way Encryption (MD5 

Algorithm)  Digest  (Password)  NAS   NAS 

 (Access-Request)  (Authentication) 

 (RADIUS Sever)  Digest  one-way Encryption 

(Decrypt)  (RADIUS Sever)  (Attribute) 

 CHAP Protocol  (Access-Request 

Package)  NAS  2 Attributes 

2.2.5.5.2.1 CHAP-Password : Attribute 

Digest (  (Password)  Challenge  (Encrypt)  MD5 

Algorithm)

2.2.5.5.2.2 CHAP-Challenge : Attribute 

Challenge  NAS 

 (RADIUS Sever)  Challenge 

 CHAP-Challenge  (Password)  (Encrypt) 

MD5  CHAP-Password 

2.2.5.5.3 MS-CHAP  MS-CHAP-V2  MS-CHAP (Micro- 

soft Challenge Handshake Authentication Protocol)  2  MS-CHAP 

 (Protocol) CHAP  Microsoft  RFC 2433 

2548  2759 
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2.2.6  (Authentication)

 1  (Authentication) 

 : , radius_server [ ],  4  2553.  http:// 

ekasitw.tripod.com

2.2.6.1  (Authentication 

Method)

2.2.6.1.1 Native User Authentication 

(Username)  (Password)  RADIUS Server 

 Native User 

2.2.6.1.2 Pass-Through Authentication 

 (Authenticate)  Windows NT Database , 

Active Directory  Windows 2000 , ACE/Server (SecurID)  TACACS+ Server 
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2.2.6.1.3 Proxy RADIUS Authentication 

Authenticate  RADIUS Server 

  (Access - Accept)  (Access - Reject)

 (RADIUS Sever)  NAS 

2.2.6.1.4 External Authentication 

 (RADIUS Sever)  Microsoft 

SQL, Oracle Database  LDAP Server Database  (RADIUS Sever) 

 (Username),  (Password) 

 (Access-Request) 

2.2.6.1.5 Authenticate-Only Request 

 (RADIUS Sever)  (Authenticate) 

 (Access-Accept)  (Access-Reject) 

 Service-Type  NAS  AuthenticateOnly

 (RADIUS Sever) 

 (Authenticate) 

 (Authenticate Method) 

 (RADIUS Sever)  (Authenticate) 

 6  (Authentication) 

 : , radius_server [ ],  4  2553.  http:// 

ekasitw.tripod.com

 (RADIUS Sever)  Native 

User  SQL Database  Oracle 

Database  (RADIUS Sever) 

(Access-Reject)  (Method) 

 (RADIUS Sever) 

(Access-Accept)  NAS  (Method) 
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Directed Authentication 

(RADIUS Sever)  (Authenticate Method) 

 (Authenticate Method List) 

(Authenticate  Method)

Directed Authentication  (Realm) 

3.

3.1 Wireless LAN Network Management System  

Harry Li (2004)   Wireless LAN Network Management 

System  (NMS) 

 SNMP (Simple Network Management Protocol) 

 (Access Point) 

 (Access Point) 

 Tomcat web server  html  Java 

Server Pages  xml eXtensible Markup Language  configuration file 

 Postgresql database

3.2 Analysis of Wireless Information Locality and Association Patterns in a 

Campus

Francisco, Lindsey and Papadopouli (2004) 

 The University of North 

Carolina at Chapel Hill Campus  (Access Point) 

1999  Ciscco Aironet 350  2003  (Client)  7,694 

 (Access Point)  222  79 

 (logs) 

 (Authenticated)  (Associated) 

 web caching 
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3.3 Analysis of IEEE 802.1 lb Wireless Security for University Wireless LAN 

Design

Chan, Hoon and Issac (2005) 

 IEEE 802.11b  Swinburne 

University  802.11b physical layer options 

 Medium Access Control (MAC) layer protocol 

 (WLAN) ,  Radius server 

 (Windows)  (Linux)  DoS  attacks 

(Denial of Service attacks) 

3.4

 (2548) 

 Wireless LAN Service Management System 

 (WLAN) 

 (Web page) 

 3 

 Chillispot  Radius  

 (Active Directory)  Windows 

Server 2003  (Monitoring)  (Control) 

3.5

 (2545) 

 (Wireless)  (LAN) 

 (Access Point) 

(Access Point) 

 (Access Point) 

 (Access Point) 

3.6

 (2548) 

 php  (Web Server) 

 Apache  Windows 2000 Server 
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MySQL  (Access 

Point)

 5  15 

3.7

 (2545)  

 (Access Point) 

 (Access Point) 

 (Website) 

3.8

 (2549) 

 (Website) 



 3

 : 

 (Access 

Point)

 (  SMART) 

 (Radius)  (PHP) 

 (MySQL) 

1.

2.

3.

4.

5.

1.

 7 

27



 7 

1.1  (Access Point)

(Client)

 231  (Access Point) 

 Cisco Aironet 1100  Cisco Aironet 350  IEEE 802.11 b  IEEE 802.11 g  

 83  1  6  11 

 SSID (Service Set Identifier) 

KUWiN  Kasetsart University Wireless Network 

Roaming  (IP Address) 

 (LAN) 

 (Radius Server) 

1.2  (Server)  (DHCP 

Server)  (Client) 

 (Access Point) 

 (IP Address)  (DHCP Server) 

 CentOS Version 5.4

28
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1.3  (Server)  (Radius 

Server)  (Client)

 Freeradius  CentOS Version 5.4 

1.4  (MAC Address)  (Client)

 (Website) 

(Radius Server) 

1.5  (Client) 

 (MAC Address) 

(Client)  (Website) “http://smart.ku.ac.th” 

 (Server) 

 (Radius Server)  (MAC 

Address)  (Client) 

 “Auth : Login”  “OK” 

 (MAC Address)  (Radius Server) 

 “Auth : Login incorrect”  

 “radius.log”   8 

(Client)  (IP Address)  (Internet) 

 8  “radius.log” 

 “radius.log” 

 (MAC Address)  (Client) 

 (IP Address)  (Access Point) 
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 (IP Address)  (Access Point) 

 (Access Point) 

 (Client) 

2.

 9

 9 

 (Server)  1 

 CentOS 5.4   (Web Server) 

(Website)  (PHP) 

 (Database Server)  (MySQL) 

 (Access Point) 

 (Client)

(Client)  Log File  (Radius Server) 

 5 
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 (Server) 

 (Shell Script)  (Crontab) 

2.1  (Server)

2.1.1  (Server) 

CentOS version 5.4  (Web Server) 

 (MySQL Database)

2.1.2  (Package)  “yum install update” 

2.1.3  (phpMyAdmin)  

2.1.4  (start service httpd) 

 (Web Server)  (start service mysqld) 

 (MySQL Database) 

(Web Server)  (MySQL Database) 

2.1.5  (phpMyAdmin)  

 (MySQL) 

(Command lined)  (phpMyAdmin)  

 (MySQL)   (restart service) 

2.2

(phpMyAdmin)   (Table) 
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 10 

2.2.1  “adminap_table”  

 “adminap_table”  
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 2  “adminap_table” 

user Varchar 8  PK 

pass Varchar 8 

2.2.2  “apt_table” 

(Access Point) 

 (IP Address)  (MAC Address) 

 (Access Point)

 3  (Access Point)  “apt_table” 

ap_ip Varchar 15  (IP Address) PK 

ap_name Varchar 50  (Access Point)  

ap_mac Varchar 12  (MAC Address)  

ap_brand Varchar 50  (Access 

Point)

install_date Varchar 10 

fac_id Varchar 3  FK 

bld_id Varchar 6  FK 

flr Varchar 2 

room Varchar 100 

location_detail Varchar 50 

2.2.3  “faculty_table”  

 (Access Point)



34

 4  (Access Point) 

“faculty_table”

fac_id Varchar 3  FK 

fac_name Varchar 100  PK 

2.2.4  “bld_table”  

 (Access Point)

 5  (Access Point)  “bld_table” 

bld_id Varchar 6  FK 

bld_name Varchar 100  PK 

2.2.5  “mac_table”  

 (MAC Address) 

(MAC Address) 

 6  (MAC Address)  “mac_table” 

account_name Varchar 10  PK 

cli_mac Varchar 12  (MAC 

Address)  (Client) 

FK

2.2.6  “logs”  

 (File) “radius.log”  (Radius Server) 
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 7  “logs” 

month Varchar 3  mmm 

date Varchar 2  DD 

time Time   hh:ss:mm

year Year  . .  yyyy 

auth Varchar 2 

(Authentication)

cli_mac Varchar 12  (MAC 

Address)  (Client) 

FK

ap_ip Varchar 15  (IP Address) 

 (Access 

Point)

PK

2.3

 “radius.log”  (Radius Server) 

 (Server)  2 

2.3.1  (Radius Server)  (User) 

 (Root) 

(Authorized_keys)  “radius.log” 

 (Freeradius) 

(server)  (Shell Script)  (File) “radius.log” 

 (Script)  (Crontab)  (Root)  5 

 (File) “radius.log”  (User) 

 5 

2.3.2  (Server)  2.1 

 (User)  (Root) 

(Radius Server)  “radius.log” 

(Radius Server)  (Authorized_keys) 
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 (Server)  “ssh-key gen –t rsa” 

“private key”  “public key”  “public key” 

“authorized_keys”   (User) 

(Radius Server)  “scp”  (Shell Script) 

 “radius.log”  (Radius Server)  (Script) 

 (Crontab)  (Root)  5 

 (File) “radius.log”  (User) 

 (Radius Server)  (Server)  2.1 

 (User)  5 

 (Radius Server)  “scp” 

2.3.3  “radius.log”  (Radius Server) 

 11  “radius.log”

(Field)  (Field)  (Field)  “Login”  :

[]  ()  (Field) 

(Record)  (Field)  “Auth:Login OK”  “Auth:Login Incorrect” 

 “Incorrect”  “no”  

 “sed” 

 (Field) 

 “cut”  (Field)  7  (Field) 
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 (File)  “paste” 

 12  “radius.log” 

 “radius.log” 

 5 

 5 

 (Shell Script) 

2.4  (Mac Address)

 (Mac Address) 

 (Server) 

 (User) 

 (Server)  “radius.log” 

 13  (Mac Address) 
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 (Mac Address) 

 “radius.log” 

 (Mac Address)  “grep”  

 (Insert)  2 

 (Insert Mac Address)  “User” 

(Mac Address)  “By 

User[b5055316]”   “By Guest[ku00021580]”  

  “Guest”  “User”  “sed” 

 “User”  4  10 

 ]  “User” 

 7  “User”  (Record) 

 “Mac Address”   “user”  

 “cut”  13 

 13  (Mac Address) 
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 5 

 (Shell Script)  (Crontab) 

 5 

2.5

2.5.1  (Login) 

(Login)  (User) 

 (Password)  “admin_table”   (Login) 

 “Index Admin”  (Login) 

 (Login)  (Username) 

 (Password) 

2.5.2

 (Access Point)  (Login) 

 (Login)  “Access Point Information” 

 (Access Point) 

2.5.2.1

 (Field) 

2.5.2.2

2.5.2.3

 (IP Address) 

 (Access Point) 

 (IP Address) 

2.5.3

 (Access Point)  (Login)  “Faculty 

Information” 

 (Access Point) 
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2.5.3.1

 (Field) 

2.5.3.2

2.5.3.3

 “Faculty ID” 

 “Faculty 

ID”

2.5.4

 (Access Point)  (Login)   “Faculty Information” 

 “Building Information” 

(Access Point) 

2.5.4.1

 (Field) 

2.5.4.2

2.5.4.3

 “Building ID” 

 “Building 

ID”

2.5.5

(Login) 

 (Account)  “Search”

 (Account)  “mac_table” 

 (Mac Address)  (Mac Address) 

 “logs”  (IP Address) 
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 (Access Point)  “logs” 

(Access Point)  “apt_table”  (Access 

Point)  “fac_id”  “bld_id” 

2.5.6

 (Login)  “Report” 

 “GO” 

(IP Address)  (Access Point)  

 (Access Point) 

7  3  “GO” 

 (IP Address)  (Access Point) 

 (Access Point) 

(Access Point)  (IP Address) 

 (Access Point) 

 (Access Point) 

2.5.7  (Logout) 

 (Logout) 

2.6

2.6.1

 15 

 Account 

            Account name kpsw nw Search Reset
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 8 

Account name MAC Address 

 .......

 IP Access 

Point

          

          

          

          

          

2.6.2

 9 

IP Access Point 

3.

 (Notebook) 

 (MAC Address)  20 
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 1-5  (Access Point) 

5  6-10  (Access Point) 

 10-30  11-15 

(Access Point)  16-20  

 (Access Point) 

4.

4.1

4.2

4.3

  10 

    

    

    

    

 ……. % 
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 : 

 (PHP) 

 (MySQL) 

 (Freerradius)  (Shell Script) 

 “CentOS” 

 (  “SMART”) 

1.  (Access Point) 

2.

3.

4.

1.  (Access Point) 

 (Access Point) 

 (MySQL)  (phpMyAdmin) 

 (Website) 

 (PHP) 

 (Access Point) 

1.1  (Access Point)

44
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 16  (Access Point) 

(Access Point)  (IP Address) 

 (Access Point)  (Access Point) 



 (Mac Address)  (Access Point) 

1.2  (Access Point)

 (Access Point) 

 17  (Access Point) 

 (Access Point) 

1.3  (Access Point)

 (Access Point) 
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 18  (Access Point)

1.4  (Access Point)

 (Access Point) 

 (IP Address)

 19  (Access Point) 

47



 “Faculty Information”  “ ”

  20 

1.5

48



1.6

  21 

1.7

  22 

 (Access Point)  “ ”

49



  23 

1.8

  24 

50



1.9

  25 

1.10

  26 

51



2.

 (Access Point)  1 

 (MAC Address)  (Client)

“SMART” 

 (RADIUS Server) 

(Login)  (Username)  (Password) 

(Username)  (Password) 

 (Login)

 27 

 (Account name)

 “Search”  (Account name) 

 (MAC Address)  (  “mac_table”) 

 (MAC Address)  (MAC Address) 

 (  “logs”) 

 (IP Address) 

 (Access Point)  (IP Address) 

 (Access Point) (

“apt_table”)
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 28 

 (MAC Address)

(IP Address)  (Access Point) 

 (Access Point) 

3.

 (  “logs”) 
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 29 

 “GO” 

 (Access Point) 

 30 

54



 31 

 (IP Address) 

 (Access Point) 
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 32 

(Access Point) 

4.

 (Notebook) 

 (MAC Address) 

 “SMART”   (Account name)  1 

 20 

 (Access Point) 

 (Access Point)  1 

 (Access Point)  1 
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1 10.35 10.37  2  1 

2 10.40 10.42  1  1 
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4 10.07 11.12  1 
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 1
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 1 
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19 13.50 13.51 .  2   3 

20 18.29 13.30 .  3 
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 (Login)  (Account) 

 (Account) 

 (Notebook) 

 (  11) 
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 33 ( )

 (Account) 

 (IP Address)  (Access Point) 

 (Client)  (Client)

 (Access Point) 

(Access Point) 

 (Access Point) 
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 (Access Point) 

(Access Point)  2 

 (Access Point) 
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 : 

 (DEVELOPMENT OF WIRELESS USERS LOCATOR : A 

CASE STUDY OF KASETSART UNIVERSITY KAMPHANGSEAN CAMPUS) 

 (Access 

Point)

 : 

 CentOS 5.4  1 

 (Web Server)  (Website) 

 (PHP)  (Database Server) 

 (MySQL) 

 (phpMyAdmin) 

(Access Point)  (Client)

(Client)  Log File 

 (Radius Server)  5 

 (Server) 

 (Shell Script)  (Crontab) 

 (Shell Script)  5 
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1.  (Access Point)

 (MySQL)  (phpMyAdmin)

 (Website) 

 (PHP) 

 (Access Point)

 (Access Point)  (Access 

Point)

2.

 (Access Point)  1  (MAC

Address)  (Client)

“SMART”

 Log File  (Radius Server)

 (Account name)

 (MAC Address)

(  “mac_table”)  (MAC Address)  (MAC

Address)

 (  “logs”)  (IP Address)

 (Access Point)  (IP Address)

 (Access Point) (

“apt_table”)

3.

(  “logs”)

 (Access Point) 

 (Access Point)



 : 

(Notebook) 

 (MAC Address) 

“SMART”  (Account name)  1 

 20 

 (Access Point) 

 (Access Point)  1 

 (Access Point)  1 

 100

 (Access Point) 

1.

 (Radius Server) 
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 (Mac Address) 
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 Login 
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