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Songrit Srilasak 2009: Rogue Access Point Detection and Counterattack System.
Master of Engineering (Computer Engineering), Major Field: Computer Engineering,
Department of Computer Engineering. Thesis Advisor: Associate Professor Anan

Phonphoem, Ph.D. 85 pages.

Normally a user can access an internal server via wireless LAN with some restriction
due to the organization security policy. The user may intentionally install an unregistered access
point without administrative awareness for his or her convenient which causes backdoors for
eavesdrop or attack from the intruders. The rouge access point may also be installed by the

intruder himself without connected to the organization's network.

In this thesis, the rouge access point detection and counterattack system has been
proposed. The system is designed as a centralize control by utilizing the existing registered
access points to capture the broadcasting data, e.g. the identity of the access point, according to
the IEEE802.11 standard. The captured data is then sent to the central server for analysis. If the
received data does not match with the registered access point, the system sends control
commands to the edge switch for shutting down the port that the unregistered access point is
connected to. From the experiment, 4 types of unauthorized access point, both inside and
outside the organization, can be correctly detected while the system is able to automatically

block the internal rouge access point.

Student’s signature Thesis Advisor’s signature
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1 rds@rds:~$ telnet 172.16.1.44
Trying 172.16.1.44...
Escape character is '"*]'.
User Access Verification
2 Username: admin
3 Password: **%*x*x
4 APFL4-4 CHOl#config terminal
Enter configuration commands, one per line. End with CNTL/Z.
5 APFL4-4 CHOl (config) #int dotllRadio 0
o APFL4-4 CHOl (config-if) #station-role scanner
7 APFL4-4 CHOl (config-if) #monitor frames endpoint ip address
172.16.0.1 port 5222 truncate 128
8 APFL4-4 CHOl (config-if) #channel 1
9 APFL4-4 CHOl (config-if) #channel 6
10 APFL4-4 CHO1l (config-if) #channel 11
11 APFL4-4 CHOI (config-if) #exit
12 APFL4-4 CHO1 (config) #exit
13 APFL4-4 CHOl#reload
14 System configuration has been modified. Save? [yes/no]: no
15 Proceed with reload? [confirm]yes
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1 rds@rds:~$ autoexpect telnet 172.16.1.44
Trying 172.16.1.44...
Connected to 172.16.1.44.
Escape character is '""]'.
User Access Verification
2 Username: admin
3 Password: **%**
4  APFL4-4 CHOl#config terminal
Enter configuration commands, one per line. End with CNTL/Z.
5 APFL4-4 CHO1l (config) #int dotllRadio 0
6 APFL4-4 CHOl (config-if) #station-role scanner
7 APFL4-4 CHOl (config-if) #monitor frames endpoint ip address
172.16.0.1 port 5222 truncate 128
8 APFL4-4 CHO1 (config-if) #channel 1
9 APFL4-4 CHOl (config-if) #channel 6
10 APFL4-4 CHOl (config-if) #channel 11
11 APFL4-4 CHO1 (config-if) #exit
12 APFL4-4 CHO1 (config) #exit
13 APFL4-4 CHOl#reload
14 System configuration has been modified. Save? [yes/no]: no
15 Proceed with reload? [confirm]yes
M 13 FedamslFllsunsuessailss Teamd
1 #!/usr/bin/expect -f
2
3 set force conservative 0 ;
4
5 if {$force conservative} {
o set send slow {1 .1}
7 proc send {ignore arg} {
8 sleep .1
9 exp send -s -- Sarg
10 }
11 }
12 set timeout -1
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13 spawn telnet 172.16.1.44
14 match max 100000
15 expect -exact "Trying 172.16.1.44...\r
16 Connected to 172.16.1.44.\r
17 Escape character is '""\]'.\r
18 \r
19 A\r
20 User Access Verification\r
21  \r
22 Username: "
23 send -- "admin\r"
24  expect -exact "admin\r
MNA 14 (719)

1 rds@rds:~$S expect script.exp
2 Username: admin
3 Password:
4  APFL4-4 CHOl#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
5 APFL4-4 CHOl (config) #int dotllRadio 0
o APFL4-4 CHOl (config-if) #station-role scanner
7 APFL4-4 CHOl (config-if) #monitor frames endpoint ip address

172.16.0.1 port 5222 truncate 128
8 APFL4-4 CHO1l (config-if) #channel 1
9 APFL4-4 CHOl (config-if) #channel 6
10 APFL4-4 CHO1l (config-if) #channel 11
11 APFL4-4 CHO1 (config-if) #exit
12 APFL4-4 CHO1 (config) #exit
13 APFL4-4 CHOl#reload
14 System configuration has been modified. Save? [yes/no]: no
15 Proceed with reload? [confirm]yes

Connection closed by foreign host.
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I No. - Time | Delta Source | Destination Protocol | Info
1 1 0.000000 0.000000 172.16.0.1 172.16.1.44 TCP 4983 > telne
| 2 2.003583 2.003583 172.16.1.44 172.16.0.1 TCP telnet > 4983
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Field Type
ID bigint(20)
apview varchar(15)
rssi mediumint(9)
unknown1 varchar(14)
ma1afi 6 (M0)
Field Type
FrameControl varchar(16)
Duration varchar(8)
DA varchar(24)
SA varchar(24)
BSSID varchar(24)
SegNumber varchar(8)

TimeStamp varchar(32)
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Field Type
id bigint(20)
apview varchar(20)
ssid varchar(128)
mac varchar(256)
channel varchar(128)
rssi varchar(20)
status tinyint(4)
location varchar(1024)
extended varchar(1024)
DateTime datetime
M990 8 1393 19A15 195 19 01A roguelv2
Field Type
id bigint(20)
macap varchar(20)
macclient varchar(20)
switch varchar(20)
port varchar(10)
investigate int(2)
DateTime datetime
M3 9 Tn59519015 9 14T 0L trustAP
Field Type
id bigint(20)
apview varchar(20)
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M319N 9 (Av)

Field Type
ssid varchar(20)
mac varchar(256)
channel varchar(128)
rssi varchar(20)
location varchar(1024)
extended varchar(1024)
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NSRS TE T ST S Ty Py S
A2 WONEREOWOJOn U d WN R oY ®To0os W=

GET ssid AND bssid from Trust-AP

IF (ssid AND bssid) == Authorized AP THEN
IF has spoofing THEN
Report Rogue Type2
Store data to roguelvl

ELSE
Report that is Authorized AP
END IF
ELSE IF (ssid OR bssid) == Trust-AP THEN

IF connect internal THEN
Report Rogue Type3
Store data to roguelvl
ELSE
Report Rogue Type2
Store data to Rogue tables
END IF
ELSE
IF connected over intranet THEN
Report Rogue Typel
Store data to roguelvl
ELSE
Report Rogue Type4
END IF
END IF
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3 WHILE bssid not Empty DO
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5 IF st mac associate bssid THEN
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11 Disable Port

12 END IF
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#!/usr/bin/expect -f

#\

exec tclsh "$0" ${1+"s@"}
package require Expect
package require mysqgltcl

set rds "/etc/rds.conf"

set force conservative 0 ;
if {$force conservative} {
set send slow {1 .1}
proc send {ignore arg} {
sleep .1
exp send -s -- Sarg

}

proc readconfig {fname attribute} {
if {[file exists S$fname]} {
set fd [open $fname r]
} else {
puts "Can't find $fname or perms are bad"
exit

}

while {![eof $fd]} ({
set data [gets $fd]

if {[string index $data 0] == "#" || \
[string index $data 0] == " " || \
[string index $data 0] == ""} {
continue
}
if {[lindex Sdata 0] == "Sattribute" } {return [lindex

Sdata 1]}
}
catch {close $fd}
return

if { Sargc !=1 } {

puts "Using :"

puts "./scan-telnet.exp <ip>"

puts "Example: ./scan-telnet.exp 192.168.1.1"
} else {

set ap ip [lindex $argv 0]

set username [readconfig Srds "sgl username"]
set password [readconfig $rds "sqgl password"]
set server [readconfig $rds "sgl server"]

set database [readconfig $rds "sqgl database"]

set db [mysglconnect -h $server -u $username -password
Spassword]
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mysgluse S$db ryg
set user [mysglsel $db "SELECT user FROM authorize ap WHERE ip

= 'Sap ip'" -list]

set password [mysglsel $db "SELECT password FROM authorize ap
WHERE ip = 'Sap ip'" -list]

set rics [mysqglsel $db "SELECT value FROM setting WHERE
attribute = 'rics ip'" -1list]

set duration [mysglsel $db "SELECT value FROM setting WHERE
attribute = 'duration'" -1list]
set truncate [mysglsel $db "SELECT value FROM setting WHERE
attribute = 'truncate'" -list]

set timeout -1

spawn telnet $ap ip

match max 100000

expect -exact "Username: "

send -- "Suser\r"
expect -exact "Password: "
send -- "$password\r"

set timeout $duration
expect -exact "#"

send -- "conf t"

expect -exact "conf t"

send -- "\r"

expect -exact " (config)#"

send -- "int dotllRadio Q0"

expect -exact "int dotllRadio 0"
send -- "\r"

expect -exact " (config-if)#"

send -- "no mbssid"

expect -exact "no mbssid"

send -- "\r"

send —-- "channel 1"

expect -exact "channel 1"

send -- "\r"

expect -exact " (config-if)#"

send -- "station-role scanner"
expect -exact "station-role scanner"
send -- "\r"

expect -exact " (config-if)#"

send -- "monitor frames endpoint ip address S$rics port 5222

truncate $truncate"

expect -exact "monitor frames endpoint ip address $rics port
5222 truncate S$truncate"

send -- "\r"

expect -exact " (config-if)#"

expect timeout

send -- "channel 2"
expect —-exact "channel 2"
send -- "\r"

expect " (config-if)#"

expect timeout

send -- "channel 3"
expect -exact "channel 3"
send -- "\r"

expect " (config-if) #"

expect timeout
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send —-- "channel 4"
expect -exact "channel 4"
send -- "\r"

expect " (config-if)#"

expect timeout

send -- "channel 5"
expect -exact "channel 5"
send -- "\r"

expect " (config-if)#"

expect timeout

send -- "channel 6"
expect -exact "channel 6"
send -- "\r"

expect " (config-if)#"

expect timeout

send -- "channel 7"
expect -exact "channel 7"
send -- "\r"

expect " (config-if) #"

expect timeout

send -- "channel 8"
expect -exact "channel 8"
send -- "\r"

expect " (config-if)#"

expect timeout

send -- "channel 9"
expect -exact "channel 9"
send -- "\r"

expect " (config-if)#"

expect timeout

send —-- "channel 10"
expect —-exact "channel 10"
send -- "\r"

expect " (config-if)#"

expect timeout

send -- "channel 11"
expect -exact "channel 11"
send -- "\r"

expect timeout

expect -exact " (config-if)#"
send -- "exit\r"

expect -exact " (config)#"
send -- "exit\r"

expect -exact "#"

send -- "reload\r"
expect -exact "reload\r
\r

System configuration has been modified.

send -- "no\r"

Save? \[yes/no\]:

81



165 expect —-exact "no\r
166 Proceed with reload? \[confirm\]"

167 send -- "\r"
168
169 #send —-- "exit\r"

170 expect eof
171 mysglclose $db
172}

v
w
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1 #!/bin/sh
2
3 ip=$1
4 mac=$2
5 community=$3
6
7  #community=public
8 #community=research-monitor
9 #Alliend
10 #0ID = 1.3.6.1.2.1.3.1.1.2.8.1
11 first="snmpwalk -v 1 -Os $ip -c Scommunity
12 .1.3.6.1.2.1.17.4.3.1.1 | grep "Smac" | cut -d= -f 1 | cut -d.
-f 7-"
13 1if [ -n "S$first"™ ]; then
14 Bridge= snmpwalk -v 1 -Os $ip -c $community
.1.3.6.1.2.1.17.4.3.1.2.%first | cut -d"™ " -f4°
15 ifIndex=snmpwalk -v 1 -0Os $ip -c $community
.1.3.6.1.2.1.17.1.4.1.2.%$Bridge | cut -d" " -f4°
16 ifName= snmpwalk -v 1 -Os $ip -c S$community
.1.3.6.1.2.1.31.1.1.1.1.%$1ifIndex | cut -d" " -f4"
17 echo $equipo" "‘echo Smac | tr —-s "™ "™ ":" " "Sip" "S$ifName
18 fi

v
Y4

o ° (Y] a d
3.%ﬂﬂ1ﬁ@ﬁ]ﬁ§ﬂﬂ?ﬂﬂuﬁ?ﬂw

3.1 @309 SMC JU 6726AL2

1 #!/bin/sh

2 #\

3 exec tclsh "$0" ${1+"s@"}

4 package require Expect

5 package require mysqgltcl

6

7 set force conservative 0

8 1if {Sforce conservative} {

9 set send slow {1 .1}
10 proc send {ignore arg} {
11 sleep .1
12 exp send -s -- Sarg

=
w
—
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}

proc readconfig {fname attribute} {
if {[file exists $fnamel} {
set fd [open $fname r]
} else {
puts "Can't find $fname or perms are bad"
exit

}

while {![eof $fd]} {
set data [gets $fd]

if {[string index S$data 0] == "#" || \
[string index S$data 0] == " " || \
[string index S$data 0] == ""} {
continue
}
if {[lindex S$data 0] == "Sattribute" } {return [lindex

Sdata 11}
}
catch {close $fd}
return

}

if { Sargc !=0 } {
puts "Using :"

puts "./deny-smc.exp"
puts "Example: ./deny-smc.exp"
} else {

set rds "/etc/rds.conf"

set username [readconfig $rds "sgl username"]
set password [readconfig $rds "sqgl password"]
set server [readconfig $rds "sql server"]

set database [readconfig Srds "sgl database"]

set db [mysglconnect -h $server -u $username -password S$password]
mysqluse $db ryg

set switch ip [mysglsel $db "SELECT DISTINCT switch FROM roguelv2
WHERE investigate = '0'" -1list]

set rogue port [mysglsel $db "SELECT DISTINCT port FROM roguelv2
WHERE investigate = '0' AND switch ='$switch ip'" -list]

set quarantine vlan [mysglsel $db "SELECT value FROM “default’
WHERE attribute = 'vlan quarantine'" -1list]

set current vlan [mysqglsel $db "SELECT current vlan FROM vlan
WHERE switch ='S$switch ip' AND port ='Srogue port' AND tag ='0"'"
-list]

set sw_user [mysglsel S$db "SELECT user FROM switch WHERE ip =
'Sswitch ip'" -list]

set sw_password [mysglsel $db "SELECT password FROM switch WHERE
ip = 'S$switch ip'" -list]

set timeout -1

spawn telnet $switch ip
match max 100000

expect -exact "Username: "
send -- "$sw_user\r"
expect -exact "Password: "
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send -- "$sw_password\r"

expect -exact "#"

send -- "conf\r"

expect -exact " (config)#"

send -- "int eth 1/S$rogue port\r"

expect -exact " (config-if)#"

send —- "switchport allowed vlan add $quarantine vlan untagged"
expect -exact "switchport allowed vlan add $quarantine vlan
untagged"

send -- "\r"

expect -exact " (config-if)#"

send —-- "switchport native vlan S$quarantine vlan"

expect -exact "switchport native vlan $quarantine vlan"

send -- "\r"

expect -exact " (config-if)#"

send —-- "switchport allowed vlan remove Scurrent vlan"
expect -exact "switchport allowed vlan remove S$current vlan"
send -- "\r"

expect -exact " (config-if)#"
send -- "exit\r"

expect -exact " (config)#"
send -- "exit\r"

expect -exact "#"

send -- "exit\r"

send -- "exit\r"

mysqglsel $db "UPDATE roguelv2 SET investigate='1l' WHERE

switch="'$switch ip' AND port='Srogue port'" -list

mysglsel $db "UPDATE vlan SET previous vlan='S$current vlan' WHERE
switch="'$switch ip' AND port='Srogue port'" -list

mysglsel S$db "UPDATE vlan SET current vlan='$quarantine vlan'
WHERE switch='S$switch ip' AND port='Srogue port'" -list

expect eof

}
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