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Abstract

The security of elliptic curve cryptography is based on the difficulty of the elliptic curve discrete logarithm
problem (ECDLP). Elliptic curves studied here are elliptic curves defined over fields of characteristic two.
Currently, the general methods to solve ECDLPs are variants of baby-step giant-step method. These methods work
for every ECDLP because of the finite cyclic group. Usually the baby-step giant-step algorithm is used for the group
of units modulo prime. In this paper, we present a new variant of baby-step giant-step scheme to attack other groups
called groups of elliptic curve over characteristic two fields. The results of this study showed that time and space

complexity of this scheme is better than the naive brute force calculation.

Keywords: elliptic curve cryptography, elliptic curve discrete logarithm, baby-step giant-step
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x e jm+i
else
y < y+(—mP
endif
endfor

Y] 1 éa o
5. ﬂ?ﬂﬂ]ﬂﬂ]ﬁﬂi%EJﬂﬂ!ﬂfﬂﬂ)!aﬂl

o @

ﬁ”u%’aﬁmmuamadwmiﬂixqmﬁuﬁ
ad) laneusiandimilorduIdanevandsafinan
TusuneuTsa 2 droTalsunsum
w0613 2 1 k = 10 udrewsaneduiiailad Fu
uazduduIfuF0G E(F,) lddemda
sage: k=10;F.<x>=GF(2"k);Ist=list(F)
sage: a=lIst[randrange(0,len(F))]
sage: E=EllipticCurve(F,[1,a,0,0,1]);E

duldaums E:y? + xy = x3 +
(xB+x” +x8 +x5+x)x2+1
udadnusnetuiadu Iaugsunuaieya P
vinfudua Q daeids
sage: P=E.gens()[0]
sage: Q=randrange(1,order(E))*P;
sage: P

18P =8+ x7+ x0+ x>+ 22+
1,294+ x84 7+ 2%+ x*+ x2 + x) uag
sage: Q

Q=%+ x"+ x5:2°1)

ud I Fruneudth 2 TaeouTusunsulugiiandu

#Algorithm Baby-step giant-step for ECC_Char2
# function ECC_Baby_Gian(P,y,n)
#

def EEC_BaBy_Gian(P,y,n):
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m=1+floor(sqrt(n))

#
#Generate First Table:
#
table_st=[]
for j in range(m):
table_st.append((j*P))
#

#Generate Second Table:

#

table _nd=[]

for j in range(len(table_st)):

table nd.sort()

table nd.append(table_st[j])

P_inv=-P

P_ninv =m*P_inv

j=0

flag=true

while flag:

X=j*mt

return x

gammal=y-+j*P_ninv

if gammal in table nd:

else:

i=table_st.index(gammal)

flag=false

1
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%Wﬂ&uq%ﬁﬂﬁ%u ECC_Baby_Gian(P,y,n) iiWainag
sage: x=EEC_BaBy_Gian(P,Q,n);x
59
udld x =59
Moga a09AT9MADL
sage: bool(Q==x*P)
true
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